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ABSTRACT

The term cloud computing is derived from the cloud diagram on the network that
represented the Internet for years until a variety of services emerged that allowed
computing resources to be accessed over the Internet. The technology extends existing
IT capabilities without spending much on new information technology (IT) infrastructure,
training new staff and software licence. Case studies from the United States, Europe,
Africa and Asia governments’ spectacle cloud adoption services across the public sector.
Cloud is increasingly trending and more and more organisations are making use of it.
Despite the latest advances, some companies are still reluctant to migrate because of
the paradigm security issues and challenges. IT infrastructure is difficult to maintain,
outsourcing of expertise and tedious infrastructural procurement processes are problems
experienced by Namibian government IT departments. Hence, the motive to assess and
analyse cloud computing for future IT infrastructure and security issues and challenges
for adopting cloud-based Infrastructure as a Service (IaaS) in the Namibian government
institutions. This research presents a proposal on a secure framework for cloud-based
adoption in the Namibian government sector, which is a case study of the Office of the
Prime Minister (OPM) and Ministry of Urban and Rural Development (MURD) IT
department. A qualitative case study research approach using the design science
research paradigm was used to address the research objectives. Data was collected
using interviews, online questionnaires, literature review and experts review. Design
science research was used to come up with the framework. The study identified four main
factors essential for cloud adoption: organisational factors, technological enablers,
environmental factors and user characteristics. The study further elaborated on the
components and the factors that mitigate security risks such as service configuration,
security management, trust management, service monitoring, confidentiality,
authentication, policies and an integrated cloud security architecture that can satisfy
cloud security. Experts in the field of information technology and security reviewed the
framework and their feedback informed the refinement of the artefact. The findings will
contribute to Namibia’s Vision 2030 strategy and new technology horizon of Namibia’s
future IT cloud infrastructure. The framework is a guideline on how the Namibian
government can securely position itself to the cloud computing paradigm, increase and
promote service delivery among the 14 regional offices around Namibia with a centralised

resources management system, save costs, and promote effective and efficient work



productivity. Finally, the framework could assist the Namibian government management

to make informed decisions.
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CHAPTER 1:INTRODUCTION

Chapter 1 introduces the thesis as outlined:

Introduction

il Current status of Namibian government
IT departments

Statement of the problem

— Aim

Chapter 1

=  Research questions and objectives

Significance of the study

1.1 Background

The ultimate objective of Namibia’s Vision 2030 “is to improve the quality of life of her
people to the level of other counterparts in the developed world” (Vision 2030, 2004). The
Vision spells out national development programmes and strategies aimed at achieving
the national objectives and provide a unified direction to both government and private
sectors. One of the key focus areas is knowledge-based economy and information
technology (IT). Nowadays, information technology is the driving force behind
development and the Namibian government might be driven and prompted to consider
solutions that reduce budget costs, such as cloud computing, to deliver efficient and
effective information communication technology (ICT) services to its people (Nghihalwa
& Bhunu Shava, 2018).

“The current information technology environment in the Namibian government is
characterised by physical server infrastructure and wired network models, which are
costly to maintain and sometimes the assets are underutilised. The Ministry of Urban and



Rural Development (MURD) has physical servers and a variety of other network
equipment deployed at the 14 regional councils (RCs) in Namibia. This infrastructure
requires high maintenance, regular inspection and hardware failure preventative
measures, which are costly, and staff from MURD is required to travel from Windhoek to
the regions to solve these issues” (Nghihalwa & Bhunu Shava, 2018). Physical servers
in contrast to cloud-based servers are the traditional way of doing things in IT, which
entails configuring hardware to meet the organisation’s needs (emails, Internet and other
roles) (Mell & Grance, 2009).

Cloud computing is a new approach that reduces IT complexity by leveraging the efficient
pooling of on-demand, self-managed virtual infrastructure, consumed as a service
(Kuyoro, Ibikunle & Awodele, 2011, Nghihalwa & Bhunu Shava, 2018). According to Mell
and Grance (2009), cloud computing is defined as a model for enabling convenient, on-
demand network access to a shared pool of configurable computing resources (such as
networks, servers, storage, applications and services) that can be rapidly provisioned
and released with minimal management effort or service provider interaction. Grispos,
Glisson and Storer (2013) indicate that this phenomenon is increasingly becoming
pervasive in today’s integrated networks and allowing institutions to reduce costs, and to

develop more reliable and scalable computing solutions.

Cloud technology has three main service delivery models namely: Software as a Service
(SaaS), Platform as a Service (PaaS) and laaS. These services can be hosted on private,
community, public or hybrid deployment models (Dawou et al., 2009). These models are
accessible via the Internet and are made available when the user pays for the resources
they need (Wyld, 2010). Researchers such as Wyld (2010), Grispos et al. (2013), Mell
and Grance (2009), and Islam et al. (2013) concur and define these terms as follows:
SaaS refers to the ability of the client to use the provider’s applications hosted on the
cloud infrastructure. The applications are accessible from different client devices, for
example, web-based emails. PaaS enables the client to deploy his applications onto the
cloud using programming languages and tools supported by the cloud provider. The laaS
delivery model enables the client user to use the cloud infrastructure such as storage,
networks, processing and other computing resources where the client can deploy
operating systems and application. With laaS, the client user does not manage the cloud
infrastructure but has control over some selected network modules such as firewalls.

Private cloud of the deployment models implies that the cloud infrastructure is dedicated
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to a specific organisation. Several organisations share the cloud infrastructure for
community cloud. Public cloud is cloud infrastructure that made available to the public.
Lastly, hybrid cloud provides a composition of two or more clouds that remain a unique
identity and assured by technology that enables data and application portability. “This
study focuses more on laaS and SaaS, because PaaS provides a combination of
infrastructure and applications, focusing more on software development
processes, which hardly happen in government departments” (Nghihalwa & Bhunu
Shava, 2018). Considering the current needs, the Namibian IT departments focus more
on getting the current setup working with limited costs and minimum service interruptions
(Nghihalwa & Bhunu Shava, 2018). Hence, laaS offers the government the infrastructure
while SaaS caters for the applications needed for the crucial operational functions in the
IT departments (Nghihalwa & Bhunu Shava, 2018).

This advanced cloud computing technology has the potential to improve government
service delivery and reduce operating costs, and increase data centre efficiency and
utilisation (Kundra, 2010). The cloud also offers advantages such as scalability,
resilience, flexibility, efficiency and outsourcing (Kuyoro et al., 2011). However, with
numerous technologies, such as “networks, databases, operating systems, virtualisation,
resource scheduling, transaction management, load balancing, concurrency and memory
management” accompanying the cloud, the paradigm faces security issues and
challenges (Sen, 2013). Sen (2013) also argues that security in cloud is achievable
through much assurance just like in traditional outsourcing. Unlike the traditional practice,
there is no common cloud-computing standard. Each vendor implements own security
technologies and standards. Sen (2013) further indicates how each of the laaS and SaaS

threats is a result of internal or external attackers.

Researchers such as Garfinkel and Shelat (2003) and Kundra (2010), caution that as
technology evolves, organisations should ensure that standards are set for cloud
computing platforms that provide security of the organisations’ information to protect the
privacy of the citizens and safeguard national security interests. Wyld (2010) stresses
that the cloud is shifting the way of doing things in IT for good irrespective of the
uncertainties regarding security, interoperability and portability associated with it. It is
inevitable that organisations and governments will adopt cloud-computing services,
hence, there is a need to have security considerations upfront. This study seeks to

analyse security issues and challenges in cloud-based services and propose a secure
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cloud-based laaS framework for the Namibian government IT departments. The

framework will help Namibia prepare for cloud adoption with minimal security risks.

1.2 The status of IT departments in the Namibian government

The Office of the Prime Minister (OPM) facilitates the process of formulation of policies
and implementation of programmes of the Namibian IT department in government
Offices, Ministries and Agencies (OMAs). OPM develops and maintains systems and
investigates various OMAS’ IT infrastructural needs and recommends specifications.
MURD falls under OPM. The MURD IT department gives IT support to 14 RCs IT offices,
which provide support services to the regional constituencies and the regional
decentralised OMAs. According to Nghihalwa and Bhunu Shava (2018), the infrastructure
of server rooms in IT departments is characterised by wired networks, servers, storage
spaces and virtual machines. MURD IT personnel manage the servers and virtual
machines. However, MURD faces challenges such as IT infrastructure, which is difficult
and expensive to maintain, outsourcing of project expertise to private companies, few IT
staff members, tedious hardware/software procurement process, and decentralised
management and maintenance of IT infrastructure. Another challenge is the need for IT
staff members to travel to regional centres to attend to major issues (Nghihalwa & Bhunu
Shava, 2018).

1.3 Statement of the problem

While traditional IT infrastructure faces low server utilisation, fragmented demand, is
expensive to maintain and the systems are difficult to manage, cloud computing has the
potential to improve government service delivery, reduce operating costs, increase data
centre efficiency and server utilisation. Currently, the Namibian government is facing
challenges of support personnel, who have to travel long distance from Windhoek to
support branches in regions countrywide, IT infrastructure that is difficult and expensive
to maintain, outsourcing of expertise and a tedious procurement process to purchase
software or hardware. The study investigates the benefits and challenges associated with
cloud-based infrastructure services, and propose a secure framework to adopt cloud

computing in the Namibian government IT departments.



1.4 Aim
The aim of this study is to assess and investigate the benefits and challenges associated
with adopting a cloud-based infrastructure service, readiness to adopt cloud computing
and propose a framework for secure cloud adoption in the Namibian government IT

departments.

1.5 Research guestions and objectives

To achieve the study aim, the objectives of the study were:

e To analyse the cloud computing benefits for Namibia’s government IT
infrastructure and propose the best approach for adoption.

e To analyse security issues and challenges in adopting cloud based laaS in
Namibia’'s government institutions and propose secure solutions.

e To assess the Namibian government IT departments’ readiness to adopt cloud
computing.

e To propose a secure framework on how Namibian government can position itself

to adopt to the cloud with minimum security risks.

To achieve the objectives, the following research questions were answered:

¢ What benefits does cloud computing yield to Namibian government’s future IT
infrastructure?

e What are the security issues and challenges in adopting cloud-based laaS in
Namibian government institutions?

e To what extent are Namibian government IT departments ready to adopt cloud
computing?

e In what ways can the Namibian government position itself to adopt cloud-based

computing services with minimum security risks?

1.6 Significance of the study

e Increased productivity and efficiency in the Namibian government's IT

departments.



e The research will contribute to capacity building, as it can be used as reference
material for migrating government traditional wired infrastructure to cloud
infrastructure service.

e The outcomes would also contribute to the knowledge-based literature on the
adoption of cloud computing services in the Namibian government IT departments
and security risks involved.

e Theresearch findings would assist directors and deputy directors in the Namibian
government IT departments with decision-making and directives on whether to
consider adopting cloud for the effective use of technology.

e The research results of adopting cloud services in Namibia would assist provide
future guidelines on how to improve service delivery in the Namibian government

IT departments.

1.7 Limitations

According to Bryman (2012), research is a process normally associated with challenges
and these challenges define and limit the researcher from accomplishing the said
objectives. The main challenge of this study was time constraint. It was difficult to assess
all the Namibian government IT departments in all the ministries in the given research
timeframe. As a result, the confinement to MURD IT department only might not give an
accurate and representative conclusion of the investigated phenomenon in the Namibian

context.

1.8 Chapter outline

This thesis presents seven chapters. Chapter 1 introduces the whole thesis; it outlines
the background to the research, the problem statement, objectives, research questions
and the significance of the research. Chapter 2 discusses the literature review of the
study. Chapter 3 discusses the research methods used to answer the research questions
and achieve the study objectives. Chapter 4 presents the case studies conducted at OPM
and MURD, including RCs and decentralised functions (DF), as well as the case study
results. Chapter 5 presents the case study findings and discussions. Chapter 6 presents

the framework design process and the proposed framework.



Chapter 7 concludes with reflections, lessons learnt, limitations, recommendations and
areas of possible future research. Figure 1-1 is a pictorial representation of the research

outline.

Chapter 1: Introduction

Chapter 2: Literature Chapter 3: Research
Review Methodology

Chapter 4: Case Study and Results

Chapter 5: Findings and Discussions

Chapter 6: Framework Design Process

Chapter 7: Recommendations and Conclusion

Figure 1-1: Research outline



CHAPTER 2:LITERATURE REVIEW

2.1 Introduction

This chapter reviews literature relevant to this study. The chapter gives an overview of
cloud computing, cloud computing characteristics and discusses cloud computing
benefits, security issues and challenges. It also discusses the case studies of cloud
computing implementation in other countries’ government departments. The chapter
further discusses the technology adoption overview and frameworks. It concludes by

presenting a chapter summary.
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2.2 Cloud Computing Characteristics

Service
demand on
self

Ubiquitous
network
access

Measured
service

Features/characteristics
of cloud computing

Location-

independent Rapid
resource elasticity
pooling

Figure 2-1: Characteristics of cloud computing

NIST et al. (2011) and Hashemi, Monfaredi and Masdari (2013) list five essential

characteristics of cloud as follows:

e On-demand self-service: This feature implies that customers can easily and
automatically access services, such as server time and network storage, as
needed, from the service provider.

e Broad/ubiquitous network access: This implies that the resources or facilities
are widely available over the Internet and accessed through standard
mechanisms such as mobile phones, laptops, and personal digital assistants.

e Location-independent resource pooling: This implies that the provider’s
computing resources (including storage, memory, bandwidth and virtual
machines) are dynamically pooled to serve multiple consumers using a multi-
tenant model.



o Rapid elasticity: With this feature, capabilities can be provided rapidly and
flexibly, and customers can add, expand or release services quickly. The
capabilities available are unlimited.

¢ Measured service: This cloud system feature enables automatic resource usage
control, monitoring and reporting. Thus, providing transparency for both the

provider and consumer.

This study found these cloud computing characteristics central in both government and

private sectors.

2.3 Cloud Computing Benefits

According to Kundra (2011), the use of cloud service in government institutions promotes
efficiency, agility and innovation through the effective use of IT investments. Kundra
(2010) also compares the cloud benefits to the current IT environment and concludes
that cloud innovation is efficient due to its resource utilisation and improved productivity
(application development and management, network, and end-user) while traditional IT
infrastructure faces low server utilisation, fragmented demand and the systems are
normally difficult to manage. The study further reveals that cloud innovation is agile
because it is available in the following formats: firstly, it can be purchased as a service,
secondly, it is more flexible, as one can add or reduce its capacity and is more responsive
to urgent calls. Meanwhile, it takes time to build new data centres for additional services
and it is a lengthy process to increase capacity. Lastly, cloud is an innovative technology
platform given that it shifts mindsets from asset ownership to service management, and
supports entrepreneurship and emerging technologies. With current servers, most
services are not compatible with new private innovation engines and require asset

management at times.

Various researchers identified the following benefits of cloud technologies in contrast to

the traditional IT infrastructure:

a) Rapid Elasticity

According to Rajkumar, James and Andrzej (2011), the technology is designed to provide
exceptional services with unlimited scalability. Resources can be purchased in any

gquantity at any time (Hashemi et al., 2013). The model’s clients have access to a pool of
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virtual resources, which allows them to respond to peak load with efficient, flexible and

cost-effective techniques (Borko & Armando, 2010).

b) Protection, Care and Technical Support

Cloud providers are the hosts of the infrastructure and the applications as mentioned
earlier. They are responsible for updating software and provide overall technical support,
especially in remote areas. This reduces the workload for IT personnel and there is no
need to travel long distances to solve problems in remote areas (Wojciech & Sergiusz,
2009). Hashemi et al. (2013) add that customers no longer need to update software
applications on single computers, as a result it saves cost and time and there is less need

for trained IT staff, especially in developing countries.

c) Cost and Efficiency

One of the main focuses of cloud is to provide affordable services to private organisations
and the government sector. Eric and Bob (2010) highlight that the technology provides
an opportunity for companies to shift from investment costing to operating costing by
reducing the cost of expensive infrastructural systems such as servers and recruitment

of IT experts to manage and maintain them.

d) Auditing and Logging

Tracing of any government information change is very crucial in e-government to avoid
data manipulation in government agencies. Thus, with the aid of cloud, the process of
controlling corruption in government becomes much easier, as security audits are
frequently done by cloud providers to detect any fraud (Tripathi & Parihar, 2011). Cloud

provides mechanisms that are available and reliable.

e) Disaster Recovery

According to Hashemi et al. (2013), it is very crucial for every organisation to have a
disaster recovery plan in place in the event of any disaster. Cloud computing provides
more disaster options to restore information quickly and efficiently than traditional disaster
recovery (Rajkumar et al., 2011). Hashemi et al. (2013) further emphasize that
governments can back up their servers daily and can also store it off-site using a third-

party storage service provider.
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f) Reporting and Intelligently

To maximise resource utilisation, cloud computing monitors and reports events such as
storage, network and central processing unit (CPU) of data centre and the consumption
level to distribute the peak load effectively (Tripathi & Parihar, 2011). Tripathi and Parihar
(2011) further indicate the capability of cloud to profile data, making it visible to every

citizen.

g) Policy Management

It is very important for every country to ensure that policies and regulations are
implemented. Cloud provides for these policies to be implemented in the data centre for
the effective use of data and improved performance. Hashemi et al. (2013) narrate that it

is very crucial for security policies to be deployed also at applications in the data centres.

h) Systems Integration and Software Legacy

Tripathi and Parihar (2011) emphasise that cloud provides integrated cloud-based
applications, offering best solutions for various systems to be integrated and transferred
to cloud. This enhances data correlation across applications, providing fast services to
citizens.

i) Old Technologies and Migrating to New Technologies

With the current practice of e-government, it is always a challenge to transition from old
technology to new technology. With the proposed e-government policies, cloud can
integrate e-government applications. The cloud technology provides the ability to run
different versions of applications concurrently (Mahafuz & Sakibur, 2011).

)] Green Technology

According to Hashemi et al. (2013), use of ICT systems in the government sector has
had a negative impact on the ecosystem that has seen an increase in the rate of carbon
dioxide production and increased power consumption. Power consumption and e-waste
in the air can cause environmental hazards. The cloud paradigm, through virtual services,

protects the eco-systems and power consumption is reduced.
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Considering the above-mentioned benefits, government institutions are more fascinated
with the possibility of using the cloud computing services mainly to reduce IT costs,
increase capabilities and expand their service delivery (Morsy, Grundy & Miiller, 2010).
Although cloud computing represents the new computing model (Dawou et al., 2009),

organisations are still sceptical about its authenticity.

Based on a survey conducted by IDC (2008), the adoption of cloud computing is
associated with challenges and security issues, as discussed later in this paper. Kundra
(2011) suggests that the risk assessment team should consider both security benefits
and vulnerabilities in cloud computing. Regardless of the challenges noted, Kundra
(2011) highlights the potential security benefits, which include the ability to focus
resources on areas of high concern, great uniformity and homogeneity, which promote
data assurance, security response, system management, reliability and maintainability.
Due to services on demand, the availability of resources is improved through scalability,
redundancy, disaster recovery, resilience, improved backup and recovery capabilities,

policies, procedures and consistency (Kundra, 2010; 2011).

However, the cloud security for laaS and SaaS remains an issue of concern.
Confidentiality, integrity, availability, authenticity and privacy are concerns for both cloud

providers and government agencies.

2.4 Cloud Computing in Government

Across the globe, governments are looking for the best technological ways to perform
daily activities that improve interactions with citizens through providing efficient and
effective services (Nghihalwa & Bhunu Shava, 2018). The use of the latest technologies
fast-tracks processing time needed to deliver service to citizen. Hashemi et al. (2013)
describe the process of using ICT to “improve efficiency and effectiveness, transparency
and comparability of financial and information exchanges within the government,
between the government and citizens, and between government and private sector” as
e-government. Many countries, including Namibia, have attempted to implement e-
government to improve government service delivery, empower citizens through
increased access to information and increase the ability to interact and collaborate, and

transparency and accountability as well as improve the relationship between the
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government and citizens through electronic delivery (Gopala, Vishnu & Madhusudhana,
2009).

E-government provides the government with an integrated solution with cloud technology
(Kuldeep, Shravan & Amit, 2012). Cloud increases collaboration among different
organisations within the government, it reduces data redundancy and promotes the
effectiveness of government through tracking and monitoring their plans (Hashemi et al.,
2013). Thus, the cloud paradigm also assists in reducing repetitive operations and

maximises the use of government resources.

According to Tripathi and Parihar (2011), e-government faces effective challenges that
are linked to social, economic and political barriers, which “limit the scope of
policymakers’ activity for effective use of new technologies” (Hashemi et al., 2013). Data
scaling, system integration, legacy software, disaster recovery, auditing, obsolete
technologies and policy management are some of the technical challenges e-government

faces (KPMG, 2011). However, cloud computing provides solutions to these challenges.

West (2010) reviewed past studies and analysed case studies of government institutions
that moved to cloud services and based on the analysis, he recommends five steps that

improve efficiency and operations in the government sector:

1. The government needs to redirect more resources to cloud computing to reap
efficiencies represented by that approach,

2. The General Services Administration should compile data on cloud computing
applications, information storage, and cost savings to determine possible
economies of scale generated by cloud computing,

3. Officials should clarify procurement rules to facilitate purchasing through
measured or subscription cloud services and cloud solutions appropriate for
low, medium, and high-risk applications,

4. Countries need to harmonise their laws on cloud computing to avoid a “Tower
of Babel” and reduce current inconsistencies regarding privacy, data storage,
security processes, and personnel training, and

5. Lawmakers need to examine rules relating to the privacy and security of cloud

computing to ensure safeguarding of information in the system.
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Wyld (2010), a researcher on cloud computing and the public sector around the world,
also talks about universal connectivity, open access, reliability, interoperability and user
choice, security, privacy, economic value and sustainability as essential for the cloud
model to work successfully in government. Wyld (2010) advises learning, organisational
assessment, cloud pilot, cloud readiness assessment, cloud rollout strategy and

continuous cloud improvement, as the six steps to migration strategy in government.

241 Case Studies of Cloud Computing Adoption in Government

Study has found that cloud computing is increasingly being implemented across public
sectors worldwide with government leading in the deployment of cloud computing (Wyld,
2010). Wyld (2009, 2010) examines non-military uses of cloud computing in government,
from the United States to Europe and Asia and the following section presents a summary
of case studies of cloud adoption in government in those regions. In Africa, Xi and Mitrovic
(2014) conducted similar studies on readiness to adopt cloud computing in Western Cape

Provincial Government, South Africa.

2.4.1.1 South Africa

The South African study focused on assessing cloud computing reading based on three
indicators namely: infrastructural, organisational and environmental. Their findings
revealed concerns over electricity supplies, the absences of a communication strategy to
advocate for cloud computing adoption and security concerns. Despite these concerns,
Xi and Mitrovic (2014) assert that respondents viewed cloud computing as a green
economy initiative because of its energy and cost saving aspects. In addition, the
concerns were likely to be offset by the commitment of the Provincial Government of

Western Cape.
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2.4.1.2 United States Government

In the United States, the government has explored cloud computing adoption to deliver

services as detailed below:

The General Services Administration aims to provide laaS for all government agencies,
through a certified (security, privacy and capabilities) vendor (Hoover, 2009). Amazon
and eBay storefronts allow the agencies to mirror from the private sector and acquire the
best cloud solution. Apps.gov was the perfect solution and an improvement on

government data management and completion of tasks (Weigelt, 2009).

In 2009, the National Business Center, a service provider for federal agences in the
Department of Interior, was seeking to be a cloud provider. It operated cloud-based
human resource management applications, including web-based training, staffing and
recruitment programmes. It was also slowly offering cloud-based financial and

procurement software (NBC’s Federal Cloud, 2009).

In the same year, the Department of Health and Human Services (HHS) Program Support
Center was running a working online SaasS pilot to provide over 60 services to HHS and
other government agencies (Gross, 2009). Hence, this provision can be applied to the

Namibian government to provide services to the citizens.

The US Census Bureau employed Salesforce.com’s SaaS to manage the activities of
about 100,000 partner organisations, however, the agency decided to store its census
data on its own internal servers because of security and privacy concerns with the cloud
(Hart, 2009). Hart (2009) further reveals that for the organisation to give its data, it needed
to trust cloud providers. The study emphasises trust between cloud providers and cloud

users when SaaS and laaS is implemented.

The White House is using Google Moderator to help determine which questions should
be asked from the public and allow for public voting (Arrington, 2009). Cloud-based
application allowed for hundreds of thousands of votes to be cast on the almost 10,000
guestions that were submitted for possible use in the live event with the president (Wyld,
2010). Furthermore, the Office of Management and Budget looked to cloud computing as

a way through which state and local agencies, who receive stimulus funds, reported on
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the use of the monies and allowing citizens to track the results online. This indicates that
cloud computing is the future in bringing government service delivery closer to the

citizens.

2.4.1.3 European Government

The United Kingdom’s strategy priority is the G-Cloud, the government’s wide cloud
computing network (Glick, 2009). The strategy is to improve the governmental IT industry
and allows more services to be migrated online. It believes in delivering public services
at large and as the owner of data systems. The public sector has influence in many areas
such as education, health and defence, hence, the need to deliver up to standard services
(Digital Britain, 2009).

According to Petrov (2009), European nations are exploring the use of cloud computing
in these areas: management of public sector housing, transportation service networks,

economic development, census, health services, contracting and education serv ices.

2.4.1.4 Asian Government

Japan’s national government took the “Kasumigaseki Cloud” cloud computing initiative.
The initiative is named after a section in Tokyo where Japanese ministerial offices are
located (Hicks, 2009). The Kasumigaseki Cloud sought to develop a private cloud
environment that would accommodate all the Japanese government’s computing to
“allow for greater information and resource sharing and promote more standardisation
and consolidation in the government’s IT resources”. The Japanese government believed
that combining all governmental IT functions under a single cloud would not only reduce
costs and operations, but also promoted a friendly IT operations environment
(Rosenberg, 2009).

In Dongying, a cloud initiative headed by local leaders called The Yellow River Delta
Cloud aimed at improving e-government offerings and economic development was
established and the same applied to the city of Wuxi, where the municipalities set up a
cloud services factory to improve the computing resources available to local companies.
The initiative was prompted when Wuxi did not have enough finance to build proper
traditional IT infrastructure (IBM, 2009).
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The Government Information Technology Service established a private cloud used by
Thai government agencies. They already have a cloud-based e-mail service and were
planning to add SaaS (Hicks, 2009).

The Ministry of Commerce in Singapore combined all government agencies IT
procurement, focusing on IT acquisition and investigating how cloud computing and SaaS

were of importance to them (Strecker, 2009).

For the above-mentioned case studies, Weigelt (2009) mentioned that there are eight
fundamentals that are important in enabling the cloud computing concept. It is essential
that cloud computing models should be or include universal connectivity, open-access,
reliability, interoperability and user choice, security, privacy, economic value and
sustainability. The cloud migration strategy involves a six-step process (Weigelt, 2009).
Firstly, the cloud migration strategy begins with learning about the basics of cloud
computing - through attending seminars, networking, talking with vendors, and reading.
Secondly, organisational assessment. IT managers should conduct an assessment of
their present IT needs, structure and capacity utilisation. In a cloud computing
environment, where resources can be added or subtracted based on needs and demand,
it will be critical for IT managers to honestly assess their IT baseline. Thirdly, IT managers
should do cloud piloting and assess their ability to manage and bring such a project to
fruition. Fourthly, cloud-readiness assessment. IT managers should then conduct an
overall IT cloud-readiness assessment to determine if their organisation has data and
applications that could readily move to a cloud environment, and if a public/private/hybrid
cloud would be suitable or usable for these purposes and rank-order potential projects.
As this assessment progresses, IT decision makers must focus on establishing decision
rules as to which data and applications can and cannot be housed in any form of cloud
environment. The fifth step involves cloud strategy roll out. The last step involves
continuous cloud improvement. The organisation continues to move data to the cloud
and do continuous assessment of cloud technologies and put all policies and strategies

in place.

The laaS and SaaS have the potential to become the government’s sourcing strategy,
however, the challenge remains with security. Many governments’ agencies that have
implemented the cloud are still hesitant about this, but slowly and surely models and

solutions are being developed to close this gap. As Namibia emerges to fulfil her Vision
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2030 of becoming a developed country, solutions of this kind (cloud computing) are of
interest. Hence, the need to investigate and assess the adoption of cloud laaS in the
Namibia’s government IT departments and propose a secure framework for adopting

cloud computing services in Namibia with minimal security risks.

2.5 Cloud Computing Security Issues and Challenges

Researchers have shown great evolving adoption of cloud both in private and public
organisations across the globe, especially in United States, Europe and Asia. Less effort
has been made in African government agencies, such as Namibia. However, maintaining
security using the new advanced technology remains a challenge for both private
organisations and the government sector. Security is the biggest obstacle in some private
and government institutions accepting cloud advances (Kuyoro et al., 2011). Cloud
security not only impacts what is on the cloud but puts the entire company at risk. Many
are wary of trusting someone else with their organisation’s data and deploying their
software or applications on storage they have no control over. Researchers (Hamlen et
al., 2010; Morsy et al., 2010; Kuyoro et al., 2011; Sen, 2012; Dawou et al., 2008)
investigated the general security risks associated with cloud delivery models depending

on data sensitivity, cloud architecture and security controls.

According to Sen (2013), there are information security vulnerabilities that are a concern

to every organisation’s confidentiality, integrity and availability (CIA) of data:

2.5.1 Confidentiality

Outsourcing of an organisation’s data simply means losing control over it. The threat of
insiders and external attackers and third-party consultants accessing customers’ data
held within the cloud can be frightening. Cloud providers with large data stores holding
credit card details, personal information and sensitive government or intellectual property
will be subjected to attacks by groups with significant resources that will be attempting to
retrieve data. This includes the threat of hardware attack, social engineering and supply

chain attacks by dedicated attackers.
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A threat from widespread data leakage among many, potentially competitor organisations
using the same cloud provider could be caused by human error or faulty hardware that

will lead to information compromise.

Ertaul, Singhal and Saldamli (2010) suggest that customers have anonymous access to
their data, using HMAC-SHAL signature to authenticate their access using the user’s

private key.

2.5.2 |Integrity

Integrity is an important aspect of any organisation. It ensures that the right and
authorised people have access to the right information. For configurations within a
complex service delivery such as SaaS, sharing computing resources could present a
threat against data integrity in case of poor identity and access management procedures.
Implementation of poor access control procedures creates many threat opportunities, for
example, if disgruntled ex-employees of cloud provider organisations maintain remote
access to administer customer cloud services, they can cause intentional damage to their

data sources.

Threat or impact on data quality increases as cloud providers host many customers’ data.
The introduction of a faulty or misconfigured component required by another cloud user
could potentially impact the integrity of data for other cloud users sharing the

infrastructure.

2.5.3 Availability

As the cloud provider has increasing responsibility for change management within all
cloud delivery models, there is a threat that changes could introduce negative effects.

These could be caused by software or hardware changes to existing cloud services.

The threat of denial of service against available cloud computing resources is generally
an external threat against public cloud services. However, the threat can impact all cloud
service models, as external and internal threat agents could introduce application or

hardware. Denial of service (DoS) is caused by threats such as network bandwidth

20



distributed network domain name system (DNS), application and data denial of service

components.

The threat of disruption to cloud services caused by physical access is different between
large cloud service providers and their customers. These providers should be
experienced in securing large data centre facilities and have considered resilience among

other availability strategies.

There is a threat that cloud user infrastructure can be physically disrupted more easily
whether by insiders or externally where less secure office environments or remote
working is standard practice. The threat of inadequate recovery and incident
management procedures being initiated is heightened when cloud users consider
recovery of their own in-house systems in parallel with those managed by third-party
cloud service providers. If these procedures are not tested, then the impact upon recovery
time may be significant.

254 Network security attackers

Ertaul et al. (2010), in a research on the network security measures associated with the
cloud technology, list and explain the following:

-Distributed Denial of Service (DDOS) Attack: In this case, the attackers send a large
amount of network traffic and users are denied access to services. “In order to stop
hackers from attacking the network, subscriber or provider faces blackmail” Ertaul et al.
(2010). Amazon provides networks that are multi-homed across providers to promote

diverse Internet access (Amazon, 2009).

-Man in the Middle Attack: This attack is a form of active eavesdropping in which the
attacker makes independent connections with the victims and relays messages between
them, making them believe that they are talking directly to each other over a private
connection when, in fact, the entire conversation is controlled by the attacker (Williams,
2006). All the Amazon Web Services (AWS) Application Programming Interface (APIS)
are available via Secure Sockets Layer (SSL)-protected endpoints, which provide server

authentication. Amazon Elastic Compute Cloud (EC2) Advanced Metering Infrastructure
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(AMIs) automatically generate new Secure Shell host (SSH) certificates on first boot and

logs them to the instance’s console (Amazon, 2009).

- Internet Protocol (IP) Spoofing: Spoofing is the creation of TCP/IP packets using
somebody else’s IP address. Intruders gain unauthorised access to the computer,
whereby he sends messages to a computer with an IP address indicating that the
message is coming from a trusted host (Williams, 2006). Mechanisms such as host-
based firewall infrastructure provided by Amazon will not allow traffic being sent with a

source IP or MAC address other than its own (Amazon, 2009).

- Port Scanning: If the subscriber configures the security group to allow traffic from any
source to a specific port, then that specific port will be vulnerable to a port scan. Since a
port is a place where information goes into and out of the computer, port scanning
identifies open doors to a computer (Williams, 2006). Williams (2006) further adds that
cloud computing uses cloud middleware software to follow protocols to prevent port

scanning, hence protecting cloud technologies from port scanning scams.

- Packet Sniffing: Packet sniffing is when other tenants are listening (with software) to
the raw network device for packets that interest you. When that software sees a packet
that fits certain criteria, it logs it to a file (Williams, 2006). Cloud does not allow
sniffing/access to other tenants’ data, as it uses a malicious-sniffing-detection platform
that is based on Address Resolution Protocol (ARP) and Round Trip Time (RTT) that is
basically used to detect a sniffing-system that is running on a network says Williams
(20086).

2.5.5 Security

Several researchers point at security issues in virtual environments as the biggest
challenge to cloud adoption. Ertaul et al. (2010) illustrate that in virtualised platforms,
security issues are more difficult, as cloud providers have to maintain security both on
physical and virtual hosts. The risks come in when the security on the physical host is

compromised, then most of the virtual instances residing on that server are affected.
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It is advisable that providers separate cloud instances (of different customers) running on
the same physical machines. Steve (2009) argues that although security in a traditional
data centre still applies in cloud, “physical segregation and hardware-based security
cannot protect against attacks between virtual machines on the same server” (Ertaul et
al., 2010).

Steve (2009) adds that the technology offers administrative (built-in, configured and
management protection) host operating systems to business administrators. Access is,
therefore, logged and audited. In case the business no longer exists, the privileges and
access to those hosts are revoked.

Morsy et al. (2010) analysed the cloud computing security problems and summarise them
as follows: some security problems are inherited from the used technologies, multi-
tenancy and isolation, security management is very critical to control and manage, and
the cloud should have a holistic security wrapper. Morsy et al. (2010) recommend these
solutions based on the security problems discussed: problem abstraction using
approaches to capture different security views, inherent in the cloud architecture, support
for multi-tenancy, integration and coordination with other security controls at various
layers to deliver integrated security and being adaptive to meet continuous environment
changes and stakeholders. Kuyoro et al. (2011) highlight the key security considerations
and challenges that are faced in cloud computing such as security, costing model,
charging model, service level agreement, what to migrate and cloud interoperability
issues. Hamlen et al. (2010) also discussed storage security, data security, network
security and secure virtualisation as issues for cloud computing and believe that building
trusted applications from untrusted components will be a major aspect in securing cloud

computing.

A study by Dawoud et al. (2009) to investigate laaS security components identifies
challenges that are associated with l1aaS implementation and deployment as service-level
agreement, utility computing, cloud software, platform virtualisation and networks and
Internet connectivity. Dawoud et al. (2009) propose an laaS security model as a guide

for assessing and enhancing security in each layer of the laaS delivery model.

2.5.6 Cloud security solutions
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Table 2-1 presents the security solutions of the issues identified:

Table 2-1: Cloud Security Solutions

providers, cloud customers and admins

Confidentiality

-Employ strong authentication methods
-Prevent unauthorised access
-Use encryption techniques

Integrity

-Use encryption and hash algorithms
-Prevent unauthorised access

Non-repudiation

-Digital signature
-Timestamps
-Confirmation receipt services

Availability

-Use backup and recovery schemes

Compliance and audit

-Perform internal and external audits on
a regular basis to monitor cloud service
provider's compliance to agreed terms,
standards and regulations

accountability

Transparency -Provide  customers  with  clear
information on controls, security and
operation of the cloud
-Refer to Service Level Agreement

Governance and | -Effective implementation and

adherence of security policies and
procedures to protect clouds from
threats and data loss

Alageel (2012)

Security and Privacy | Solutions Authors
requirement
Authentication Username, passwords, use additional

authentication factor (2FA)
Authorisation and | -Restrict cloud admins’ hiring process
access control -Monitor activities of authorised users

-Build trust between cloud service

Youssef and

Ertaul et al. (2010)

Williams (2006)

Attacks and Threats

Solutions

Authors

Denial of Service (DoS)

-Provide more computational power
and resources

Wrapping attacks

-increase security during message
passing from the webserver to the web
browser by using the SOAP message

Cloud injection attacks

-Use hash algorithms
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Metadata
attacks

spoofing

-Use verification tools

Malicious insiders

-Require transparency in all information
security issues

-Define security breach notification
process

-Enforce strict hiring requirements and
human resource assessment

Shared technology

-Conduct vulnerability scanning and
remediation

-Promote strong authentication and
monitor unauthorised activities
-Implement security best practice for
installation and configuration

Data loss or leakage

-Implement strong application
programming interface (API) control,

key generation and encryption
techniques
-Provide backup and retention
strategies

-Analyse data protection at both design
and run time

Lack of governance

Carefully execute SLAs

Lack of compliance

Perform regular audits for compliance

Youssef and

Alageel (2012)
Ertaul et al. (2010)

Williams (2006)

Risks

Solutions

Authors

Trust; Data location

-Provide consumers with information on
where their data is stored and
processed

Data recovery

-Backup data at other data centres

Data Segregation

-Use encryption and distributed storage
to prevent data seize

Data remanence

-Ensure the deletion of data after use of

Youssef and

Alageel (2012)
Ertaul et al. (2010)

Williams (2006)

cloud service

2.6 Technology adoption overview

According to Sharma and Mishra (2013), technology adoption is one of the mature areas
of research in information systems. Technology adoption is defined as the stage of
selecting a technology for use by an individual or an organisation (Carr, 1999). Davis
(1989) says the Technology Adoption Model (TAM) has been widely used in technology
adoption studies such as cloud computing. Davis (1989) further narrates that the model
has two strength factors, namely perceived usefulness and perceived ease of use.
Perceived usefulness is defined as the degree to which a person believes that using a

particular system would enhance his or her job performance. Perceived ease of use is
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defined as the degree to which a person believes that using a particular system would be
free of effort. The benefits and security issues and challenges previously discussed
promote cloud computing adoption. The next section discusses the frameworks that aid
cloud computing adoption.

2.7 Frameworks

A framework is defined as an outline of interlinked ideas, which supports a particular
approach to a specific objective, and provides a frame of reference that can be modified
as and when required (Shackel, 2009; Zachman, 1987). Furthermore, von Roessing
(2010) details that frameworks provide a comprehensive descriptive structure of how to
implement, create or manage a program or process. According to Mpekoa (2013), the
purpose of constructing a framework is both descriptive and critical. The framework
assists in understanding and communicating identified problems and gaps in the current
theory and yet enhancing the contribution of the researcher (Zachman, 1987).

The next section discusses the types of cloud computing adoption frameworks in

existence.

2.7.1 Existing Frameworks in Cloud Computing Adoption

This section presents the frameworks developed by other authors’ essentials for cloud
computing adoption. According to Youssef and Alageel (2012), there are frameworks that
can be implemented to help cloud computing adoption. This study discussed five

frameworks.

2.7.1.1 A framework for secure cloud computing

Youssef and Alageel (2012) propose a framework that identifies security and privacy
challenges in cloud computing. It highlights cloud-specific attacks and risks and clearly
illustrates their mitigations and countermeasures. Youssef and Alageel (2012) advise on
the security and privacy solutions that should be considered when using the cloud

environment.
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Figure 2-2 shows the framework for secure cloud computing (Youssef & Alageel, 2012).
It consists of three essential security components; each of them includes important
challenges related to cloud security and privacy. These components are: “Security and
privacy requirements: identify security and privacy requirements for cloud such as
authentication, authorisation, integrity, etc. Attacks and threats: warn against different
types of attacks and threats to which cloud is vulnerable. Concerns and risks: pay

attention to risks and concerns about cloud computing” (Youssef & Alageel, 2012).

This study adapted these essential security components that help mitigate the security
and privacy issues, attacks, threats, concerns and risks associated with the deployment
of cloud. Along with the framework, they proposed a generic cloud security model that
helps satisfy security and privacy requirements in cloud and protect them against various

vulnerabilities.

Concerns & Risks Attacks & Threats Security & Privacy
requirements
- Access control - Wrapping
- Monitoring and evaluation - Browser-based cloud - Authentification
- Application development injection - Authorization
- Encryption - Meta spoofing - Confidentiality
- Data retention - DoS - Integrity
- Testing - Abuse and Nefarious - Non-reputation
- Physical access control use - Availability
Incident management - Compliance
- Accountability
-Transparency
- Governance

[ Secure cloud computing ]

Figure 2-2: A framework for secure cloud computing (Source: Youssef and Alageel,
2012)

2.7.1.2 A security framework in cloud computing infrastructure

Harfoushi et al. (2016) identify a Technological Organisational Environmental (TOE)
framework developed by Tornatzky and Fleischer (1990) that specifies three components
(TOE) that drives the organisations to embrace cloud computing. These TOE elements
seem to be more valuable in employing technology adoption compared to others
(Harfoushi et al., 2016). This study identified the framework comments according to these

TOE framework components.

. Technological context: means the internal and external technologies that

organisations can use in the business. Technologies that are currently used by the firm
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influence the decision of adopting cloud computing because they determine the scope
and limit of the technological change that the firm can accept. Awa et al. (2015) argue
that the successful adoption of IT depends on the technological competence of the

organisation.

. Organisational context: means the resources and characteristics of the
organisations. Organisational context consists of two main components - top
management and technological readiness. Top management support plays a significant
role in initiating, implementing, and adopting of IT. Their support can be seen in their
sponsoring of initiatives and engaging in the adoption of cloud computing within the
organisation. Top management awareness of potential benefits of adopting cloud
computing is regarded as essential to manage potential organisational change through
pressed vision and commitment, sending positive vibes of confidence in the new
technology to all employees. Technological readiness means the readiness of

infrastructure and IT human resources, which influence the adoption of cloud computing.

. Environmental context: covers the environment where the organisation operates.
This includes competitors, trade partners, government policy and vendor scarcity (Awa,
2015). Cloud adoption promotes a competitive environment by industry structure and
outperforming other organisations and with overwhelming cloud benefits, the first
organisations are expected to derive these benefits in terms of competitive advantages
and survival (Gangwar, Date & Ramaswamy, 2015). Trading partners include cloud
service providers. Organisations rely on the cloud services providers’ experience, skills
and the ability to deliver or to make services available when needed. Security and
accountability of the service providers play an important role. Vendor scarcity refers to
the lack of reputable and qualified cloud service vendors in the cloud service market in
Namibia. The availability of enough vendors with good reputation improves the
organisation’s confidence in cloud services. According to Li, Zhao and Yu (2015), vendor

scarcity has a negative influence on the organisation’s trust in cloud computing.

This study embraced this TOE framework and used it as a starting point to analyse and

categorise the identified components based on the TOE factors.
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2.7.1.3 Security framework for governmental cloud

The “security frameworks for governmental clouds”, developed by ENISA (2015) are
modelled in phases, security activities and steps that detail the set of actions to be

followed for the definition and implementation of secure governmental cloud.

Firstly, this framework detailed the roles of the involved parties and responsibilities each
has on the implementation of the framework. According to ENISA (2015), these roles
comprise:

¢ Cloud owner: Is the organisation that legally owns the cloud, defines policies
and requirements.

o Example: In the Namibian context, the Namibian government will
legally own the cloud, through the OPM.

¢ Cloud service provider: Is the organisation that provides cloud services based
on the SLA and makes these services available to the cloud customers.

o Example: The Namibian government will have to choose a cloud
service provider to provide laaS and SaaS.

¢ Cloud customer: Is the organisation/public administration using the cloud
services provided by cloud service providers through cloud owners.

o Example: Government employees from OMAs and RCs will access the
available cloud services of the government cloud through the OPM.

Secondly, the study (ENISA, 2015) identified the logic model phases following the Plan,
do, check and act (PDCA) model cycle: plan, do, check and act to model information
security management systems into the governmental clouds. The PDCA model is often
adopted in information security because of its notion on evaluation (check), updates (act)
and the identified steps, which are very crucial in all networks and information security

aspects. This framework covers the security decision.
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Table 2-2 presents an overview of the security framework for governmental clouds based

on the PDCA lifecycle.

Table 2-2: Plan-Do-Check-Act lifecycle

Lifecycle Phase Security Activities Security Steps

PLAN Risk profiling Identify services to cloudify
This phase focuses on setting Select relevant  security
policies, and a strategy for dimensions

implementing  controls  to

achieve security objectives

Evaluate individual impact to

dimensions

Determine global risk

Architectural model

Decide on the deployment

service model

Security and privacy | Establish security
requirements requirements
DO Security Controls Selection of security controls
This phase involves I njlementation, deployment | Formalisation and
implementing and operating | 5 accreditation implementation ~ of  the

the controls, i.e, controls are

executed in the DO phase

selected security controls

Ex-ante verification of
suitability of the cloud service
to provide a sufficient level of

assurance

Start service execution

CHECK

This phase is focused on the
review and evaluation of the
performance (efficiency and
effectiveness) of the system.
Tests are performed to ensure
that controls are operating as

intended and meet objectives

Log/monitoring

Periodically check that
security controls are in place

and being followed

Audit

Verification that the

defined/contracted levels of

security are fulfilled
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ACT
This phase involves the
remediation of deficiencies or
gaps identified in the CHECK
phase. Changes are made
where necessary to bring the
system back to the planned

performance.

Changes management

Implementation of remedies
and improvement to the

security framework/approach

Exit Management

Contract termination, return of
data to customer and data
deletion

2.7.1.4 Control framework for information and related technology

Control Framework for Information and related Technology (COBIT), this is a “framework
for IT governance and control. It supports toolsets that allows managers to bridge the gap
between control requirements, technical issues and business risks” (ISACA, 2010). As a
governance and control framework, COBIT provides two procedures - one for defining an
IT strategy and the second for managing third-party services. It also provides a maturity
model that can be used to assess the maturity of the IT governance processes in an
organisation. For cloud computing clients, by using the COBIT procedure, the client will
be able to determine what should be done before and after selecting a cloud solution.
According to Shimba (2010), COBIT helps in monitoring the value that is to be gained by
adopting cloud computing, the level of risk exposure and in deciding who will be
responsible, accountable, consulted and informed during the cloud adoption project. The
maturity model will help an organisation in determining the level of maturity of its IT
governance, and whether the maturity level is acceptable for the move to cloud
computing. Therefore, by using COBIT, an organisation can institutionalise good
practices which will ensure that IT investments produce business value (ITGI, 2007). And
in this case, it will help in ensuring that the move to cloud solutions will result in better

business value without compromise.
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2.7.1.5 A decision framework for cloud computing

A study by Kaisler, Money and Cohen (2012) developed a decision framework to help
managers determine which cloud solutions match the specific requirements for their
organisations. Kaisler, Money and Cohen (2012) further narrate that moving to cloud
computing requires decisions in three categories, namely, service architecture, system
architecture and application architecture. Service architecture assesses how the service
is provided and the view of the user on the cloud computing. System architecture
assesses the cloud infrastructure issues and the cloud-based applications. While
application architecture assesses how applications are mapped to the cloud

infrastructure.

This framework demonstrates that decision making is very important when adopting cloud

computing.

2.8 Chapter Summary

This chapter reviewed cloud computing technology and provided an overview of cloud
computing definitions, characteristics, benefits, security and privacy issues and

challenges.

The study reveals that cloud computing is beneficial to government institutions because
of the following benefits: flexibility, elasticity/scalability, cost efficiency, provides audits,
disaster recovery, improved backups, reports intelligently, policies management, service
delivery and promotes data assurance. This study examined the extent to which these
benefits affect the adoption of cloud computing services in the Namibian government IT

departments.

This chapter also identified the security and privacy issues and challenges in cloud
computing. An analysis of the security and privacy challenges, issues, attacks and risks
concerns regarding data protection, compliance to policies and legal issues and solutions
have been provided. This study focused on further exploring and analysing the best
solutions to security issues and challenges that are best suited for the Namibian

government IT departments.
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It is also evident from this chapter that proposed secure and governance frameworks for
cloud computing adoption do exist. This chapter analysed five frameworks that provide
and contain important components needed for the design of the framework proposed in
this study. Firstly, in “a framework for secure cloud computing”, the study adapted the
security essential components that help to mitigate the security and privacy issues,
attacks, threats, concerns and risks associated to the deployment of the clouds as
presented in Figure 2-2. Secondly, Section 2.4.1.2 discussed “a security framework in
cloud computing infrastructure”. This framework identified a TOE framework that
specified three components TOE that drive the organisations to embrace cloud
computing. These TOE components informed this study on the importance of grouping
the identified sub-components based on the technological factors, organisational factors
and environmental factors. Thirdly, this chapter considered “security framework for
governmental cloud”, this framework entails the phases, security activities and steps that
needed to be followed for the definition and implementation of a secure governmental
cloud. The framework detailed the roles of each party involved and their responsibilities
as demonstrated in Section 2.4.1.3. Furthermore, it identified logic model phases
following the PDCA model cycle to model information security management systems into
the governmental clouds. Fourthly, the chapter also discussed the proposed security and
governance framework for cloud computing based on security standards and the COBIT
best practices presented in Section 2.4.1.4. Lastly, the “A decision framework for cloud
computing” demonstrated that decision making is very crucial in the implementation of

cloud computing.

As observed above, all these frameworks lack a component that is an aid needed for the
successful secure adoption and implementation of cloud computing. The chapter also
highlighted the recommended five steps to improve efficiency and operations in

government. This was very important in informing the theoretical framework of this study:

1. The government needs to redirect more resources to cloud computing to reap
efficiencies represented by that approach,

2. The General Services Administration should compile data on cloud computing
applications, information storage, and cost savings to determine possible

economies of scale generated by cloud computing,

33



3. Officials should clarify procurement rules to facilitate purchasing through
measured or subscription cloud services and cloud solutions appropriate for low,
medium, and high-risk applications,

4. Countries need to harmonise their laws on cloud computing to avoid a “Tower of
Babel” and reduce current inconsistencies regarding privacy, data storage,
security processes, and personnel training, and

5. Lawmakers need to examine rules relating to the privacy and security of cloud

computing to ensure safeguarding of information in the system.

34



CHAPTER 3:METHODOLOGY

3.1 Introduction

This chapter presents the research design and the research methodology that was used
in this study. It also outlines the research strategy, data collection techniques, sampling
and data analysis techniques used to achieve the research objectives. The chapter map
presents the order followed in this chapter.

Introduction

Research Strategy

-

Design Science Research
Quality of the Framework

Validity and Reliability

o Data Triangulation (Data Collection

I

Sampling

Data Analysis

™M
o
L
—
o
<
L
O

Unit Analysis

Research Ethics

Anonymity and Confidentiality

Chapter Summary

3.2 Research Strategy

According to Saunders, Lewis and Thornhill (2009), a research strategy implies the
approach used to answer the research questions and achieve the research objectives.
Research strategies vary from research approach, which can be either interpretivist or
positivist and the research method choice of quantitative or qualitative (Sekaran &
Bougie, 2009).

This study adopted a qualitative research method because of its uniqueness to naturally
describe social phenomena and to gain full understanding of the social world (Bryman,
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2012; Silverman, 2013). The interpretivist approach to this research was on the
assumptions that the participants answer in a subjective way, while understanding their
motives and the subjective reality of the objectives (Saunders, Lewis & Thornhill, 2016).
The study used a case study strategy, which aimed to explore and to develop a more
comprehensive understanding of the subject being studied (Stake, 1994). A multiple-case
strategy was applied within the case study because of its occurrences to generalise to
other cases within the Namibian government (Patton, 2001). To understand the in-depth
exploration and to achieve the objectives of this research, qualitative data collection
methods such as interviews, questionnaires and literature review were used (Yin, 2014).
Qualitative data analysis enabled the identification of the framework components and a

more detailed understanding of the case.

The study also incorporated the design science research (DSR) strategy to develop the
framework, as stipulated in the research’s main objective, which is to propose a secure
cloud adoption framework in the Namibian government IT departments. DSR is a
“problem-solving strategy that aims at building and evaluating artefacts to address
phenomena” (Bhunu Shava, 2015).

3.3 Design Science Research Strategy Overview

Hevner and Chatterjee (2010) describe DSR as a paradigm that is highly significant to
information technology systems for evaluation and iteration within research projects.
DSR addresses two of the discipline key issues directly: the central, although
controversial, role of the IT artefacts in information systems (IS) research and the
perceived lack of professional relevance in research design (Hirschheim & Klein, 2003).
As supported by Simon (1996) DSR cater for innovative artefacts to solve real-world

problems.

Thus, this study tackled a solution by deploying DSR to develop a framework for the cloud
adoption in the Namibian government IT departments. Peffers, Tuunanen, Rothenberger
and Chatterjee (2007) concur that DSR contributes by “providing a commonly accepted
framework for successfully carrying out DSR research and a mental model for its

presentation”.
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According to Peffers et al. (2007), DSR also assists in presenting objectives, processes
and outputs in a commonly understood framework. In the next section, the study applied
the DSR six guidelines design elements by Hevner and Chatterjee (2010) to conduct and
evaluate the framework process of the study.

Several researchers (Rossi & Sein, 2003 and Hevner, et al., 2004) provided some
common collective guidelines to assist in carrying out the design science research
methodology process in areas such as engineering, computer science and information

systems (IS).

As summarised by Peffers et al. (2007), these researchers concurred on six common
DSR design elements which are: problem identified and motivation, objectives of a
solution, design and development, demonstration, evaluation and communication, as

shown in Table 3-1.
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Table 3-1: Design Science Research Elements (Source: Peffers et al., 2007)
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1. Problem Programming Problem Analysis Construct a conceptual | Meta-requirements | Identify a need Important and relevant
identification and Data collection enumeration framework Kernel theories problems
motivation
2. Objectives of a Requirements Implicit in “relevance”
solution
3. Design and development Analysis Suggestion Synthesis, Develop a system | Design method Build Iterative search process
Synthesis Developmen | Tentative architecture Artefact
Development t design Analyse and design the | Meta design
proposals system.
Build the system
4. Demonstration Simulation, Experiment, Observe,
Conditional and evaluate the
prediction system
5. Evaluation Confirmatory | Evaluation, Testable  design | Evaluate Evaluate
evaluative Decision, process/product
Definite design hypothesis

6. Communication

Communication

Communication

The study used these six phases to design the framework.
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3.3.1

Mapping DSR characteristics with research objectives

This study followed the DSR guidelines informed by previous studies (Hevner et al., 2004)

to map the DSR characteristics to the research objectives, which involved designing

artefacts to solve problems identified within the Namibian government IT departments,

make the research contributions to identify the research framework components,

evaluate the framework components and design the framework and lastly the outcome

results will be presented as a framework to the respective audiences (Hevner et al.,

2004). Figure 3-1 presents the Design Science Research applied to achieve the research

objectives.

1. PROBLEM
IDENTIFICATION
AND
MOTIVATION

* Define problem
and motivate the
proposed solution

e Presented in
chapter 1.

2.Define the
objectives of a
solution

* Objectives of the
solution

e Presented in
Chapter 1.

3. Design and
development

o |dentify and
design the desired
artefact.

 Presented in
Chapter 1,2,3,4, 5
and 6.

4. Demonstration

Effective DSR must
provide clear and
verifiable
contributions in the
areas of the design
artefact, design
foundations, and/or
design methodologies

¢ . Demonstrated in
Chapter 2, 4,5 and 6

5.Evaluation

e The utility,
quality, and
efficacy of a
design artefact

® Expert reviews
were used to
evaluate the
framework

® Presented in
Chapter 6.

6.
Communication

o Sharing information
to the different
audiences

* The proposed
framework was
presented in
Chapter 6

Figure 3-1: Design Science Research Guidelines (Source: Hevner et al., 2004)

Below the study details the application of DSR framework design process in phases:
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Phase 1: Define Identification and motivation

Hevner et al. (2004) stress that DSR addresses or solves a problem in a unique,
innovative, effective and efficient ways. Guideline one focuses on the identified research
problem and value justification of the solution (Peffers et al., 2007). Below is the research
study statement of the problem, described as the artefact.

While traditional IT infrastructure faces low server utilisation, fragmented demand,
expensive to maintain and systems that are difficult to manage, cloud computing
has the potential to improve government service delivery, reduce operating costs,
increase data centre efficiency and server utilisation. The study investigates the
benefits and challenges associated with cloud-based infrastructure services and
propose a secure framework to adopt cloud computing in the Namibian

government IT departments.

Phase 2: Defines the objectives of a solution

At this stage, the study defined the objectives of the solution from the problem definition.
To address the problem identified in phase 1, the following research objectives needed

to be achieved:

The aim of this study is to assess and investigate the benefits and challenges
associated with adopting a cloud-based Infrastructure service, readiness to adopt
cloud computing and propose a framework for secure cloud adoption in the

Namibian government IT departments.

Specific objectives:
e To analyse the cloud computing benefits for Namibia’s government IT
infrastructure and propose the best approach for adoption.
e To analyse security issues and challenges in adopting cloud based laaS in
Namibia’s government institutions and propose secure solutions.
e To assess the Namibian government |IT departments’ readiness to adopt cloud

computing.
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e To propose a secure framework on how Namibian government can position itself

to adopt to the cloud with minimum security risks.

Phase 3: Design and development

At this stage, different components identified in the literature review and primary data

were consolidated to define and develop the framework.

The identified components, which were consolidated to develop a framework, consisted
of the adoption factors, process, security controls, implementation guidelines and cloud
adoption evaluation. The adoption factors are needs assessment, awareness, budget,
governance, executive buy in, return on investment (benefits), policies and regulations,
infrastructure compatibility, bandwidth, trust, knowledge and skills, privacy and security,
performance and service delivery. These adoption factors were further grouped into four
categories namely: technological enablers, users’ characteristics, organisational and

environmental factors.

Other researchers (Takeda et al.,1990; Herver et al., 2004; Peffers et al., 2007) describe
this stage as design and development, noting that this includes determining “the artefact’s
desired functionality and its architecture and then creating the actual artefact” (Peffers et
al., 2007), while Herver and Chatterjee (2010) describe it as design evaluation. Herver
and Chatterjee (2010) motive that the “utility, quality, and efficacy of a design artefact
must be rigorously demonstrated via well-executed evaluation methods”. This section,
based on the study findings, details the framework identified components and the
evaluation of these components. Table 3-2 presents the identified framework

components of this study according to the TOE framework guideline.

Table 3-2: Framework Components

Technological Organisational | Environmental

Cloud Benefits Return on | Governance issues
Investments -License management
(Budget) -Political interferences
-Cost -Corruptions
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Performance Challenges Political bureaucracy
-Scalability
-Reliability
-Bandwidth
-Availability/Downtime

Compatibility People Policies and regulations
- Infrastructure: Integration with | -Trust
other services -Skills

Security Service Providers
-Infrastructure security -Trust

-Data security -Skills

-Access security
-Privacy

This section will be covered in detail in Chapter 6.

Phase 4: Demonstration

This phase demonstrates whether the proposed Secure Cloud Adoption Framework
(SCAF) can solve the Namibian IT departments’ problems. This study used a case study
to use the artefact to solve the problem.

Chapter 6 demonstrates the application of the framework by using scenarios, literature
and validation.

Phase 5: Evaluation

At this stage, the study demonstrates the applicability of the framework to the problem
domain. The study conducted expert reviews to evaluate the SCAF framework. This study
drew experts from diverse but related fields within the study area. The experts were
chosen based on their expertise; and an evaluation tool was designed and developed
using Google forms for evaluation purpose. The experts evaluated the framework; and

their inputs were used to modify and refine the framework.

This section is covered in-depth in Chapter 6.
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Phase 6: Communication

The finalisation of the framework will be detailed in Chapter 6. The study findings will be
shared with other researchers, as well as where the study took place.

3.3.2 Quality of the framework

Rigour of the research can be established through the demonstration of the validity and
reliability of the research. Care was taken throughout the design phase to ensure that the
process demonstrated construct validity, internal validity, external validity, objectivity and
reliability. Construct validity requires the researcher to use the correct measures for the
concepts being studied. Internal validity demonstrates that certain conditions lead to other
conditions and requires the use of multiple pieces of evidence from multiple sources to
uncover convergent lines of inquiry. External validity reflects whether the findings are
generalisable beyond the immediate case; the more variations in places, people, and
procedures that a case study can withstand and still yield the same findings; the more
external validity exists. Techniques such as cross-case examination and within-case
examination, along with literature review, help to ensure external validity. Objectivity is
the degree of independence from a researcher’s bias. Reliability refers to the stability,
accuracy, and precision of measurement. The procedures used are well documented and
can be repeated with the same results (Yin, 2014; Dooley, 2002; Oates, 2012). Expert

reviews validated and refined the framework.

3.3.3 \Validity and Reliability

This study used an open-ended questionnaire and semi-structured interviews. The
questionnaire was structured to ensure that all participants understand the aim of the
study and covered a wide range of the study aspects such as cloud benefits, laaS and
SaaS adoption, security issues, challenges, awareness and usage fervour and to ensure
that different views are included and respected. The questionnaire was also to discover
the in-depth understanding of Namibian government IT departments on the cloud
adoption and its readiness. Before the deployment of the questionnaires, a pre-test was
conducted on five experts within the domain of the research study to measure the
accuracy and reliability of the questions. The pre-test was also done to ensure content

and construct validity. A few questions were amended after the pre-test feedback. Due
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to small number of IT personnel of the sample institutions (OPM, MURD and RCs), the

online questionnaire survey was designed to collect information from all IT officials.

The interviews were conducted on 10 participants shortly after the completion of the
guestionnaires. Participants were randomly selected based on the study population size
of those who had previously filled in the study questionnaire. To ensure equal chance for
despondence’s participation in the face-to-face survey, each of the 25 respondents were
allocated a number on a piece of paper and all papers with respondents’ numbers where
placed in a container mixed and thirteen respondents were identified. Appointments were
made with 13 identified respondents, however only ten were available for the interviews.
Participants were also informed prior to conducting the interview and confirmed their
availability. Permission was also granted by the participants to be recorded. Participants
were introduced to the main objective of the study, the purpose of the interview and what
was expected of them. To validate and ensure accuracy of the results, participants were
encouraged to be honest. The interview questions addressed the research study
objectives and provided a deeper understanding of some of the answered questions
previously in the questionnaire. The interview focused on the following themes: maximise
service delivery, cloud adoption challenges, security risks, cloud computing as a future
IT model, recommendation towards cloud adoption, IT policies and regulations and

regulations towards cloud adoption, and lastly cloud infrastructure governance.

3.4 Data Triangulation

Bryman (2013) defines triangulation as using two or more methods or techniques to
collect data. This is to ensure validity of the research. Krauss and Putra (2005) added
that triangulation captures a more comprehensive holistic content of the research process
and explains the richness of details of the same phenomenon from different dimensions.
This study used data triangulation using literature review, questionnaire and interviews
as shown in Figure 3-2. This was done to strengthen and validate the research findings.
This also ensured the verification and consistency of the study findings. Moreover, insight
and understanding of the research topic was achieved through the triangulation of the

multiple data collection methods, as detailed in the next section.
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Literature
Review

Online
Questionnaire

Figure 3-2: Data Source Triangulation

3.5 Data Collection

The adoption of cloud services (laaS and SaaS) in IT departments has not been
researched yet in the Namibian government and to understand the in-depth exploration
and to achieve the objectives of this research, qualitative data collection methods such
as interviews, questionnaires, case materials, literature review and documentation
(Oates, 2012) were used. The data collection process is an important step and the
fundamental element of any research (Monton, 2001). Olivier (2009) suggests that a case
study can use any of the abovementioned qualitative data collection methods. The
primary data collection techniques used in this study were online questionnaire and semi-
structured interviews. Literature review and documentation review were consulted as

secondary data collection techniques, as summarised in Figure 3-3.
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Data Collection Methods

Secondary data
Primary data -Literature reviews
-Questionnaire -Document reviews

-Interviews -Government publications

Figure 3-3: Data Collection Methods

3.5.1 Primary data

According to Hox and Boeije (2005), primary data implies data collected for the first time
by the researcher through direct efforts, experience and to address the research problem.
Data can be collected through different methods such as surveys, observations,
interviews, questionnaire, focus groups and interviews. Primary data for this study were

collected through questionnaires and semi-structured interviews.

3.5.1.1 Questionnaire

Questionnaire is defined as a set of predefined questions assembled in a specific order
(Oates, 2009). According to Creswell and Clark (2007), questionnaire can either be
structured (closed-ended questions) or semi-structured (opened-ended questions). This
study used a semi-structured questionnaire. The questions were structured to ensure that
all IT departments participating understand the aim of the study, the questionnaire
covered a wide range of the study aspects such as cloud benefits, laaS and SaaS
adoption, security issues, challenges, awareness and usage fervour and to ensures that

46



different views are included and respected. The questionnaire was also to discover the
in-depth understanding of Namibian government IT departments on cloud adoption
(Nghihalwa & Bhunu Shava, 2018).

Before the deployment of the questionnaire, a pre-test was conducted on five experts
within the domain of the research study to measure the accuracy and reliability of the
questions. The pre-test was also done to ensure content and construct validity (Oates,
2009). A few questions were amended after the pre-test feedback. Questionnaires were

distributed to 30 participants through a self-administrative online questionnaire.

The next subsection illustrates interviews as another primary data collection technique.

3.5.1.2 Interviews

Interviews are the oral questioning of individuals or a group (Denscombe, 2003).
Interviews can be structured, semi-structured and unstructured. In a structured interview,
the interviewer compiles and prepares the questions in advance. In a structured interview,
the interviewer standardises the order in which the questions are asked, hence maintains
the same context. All responses are evaluated using the same rating scale and standards
for acceptable answers (Welman, Kruger & Mitchell, 2005). Secondly, in an unstructured
interview, also referred to as an informal interview or discovery interview, the interviewer
starts by introducing the topic and lets the interviewee’s ideas flow. It contains open-
ended questions and can be asked in a particular order (Oates, 2006). While
Vanderstoep and Johnston (2009) define a semi-structured interview as a technique that
has both structured and unstructured properties. The interviewer follows a list of

questions and themes to be covered during the conversation and in a particular order.

This study conducted semi-structured interviews on 10 participants shortly after the
completion of the online self-administered questionnaires. Participants were randomly
selected based on the study population size of those who had previously filled in the study
questionnaire. Participants were also informed prior to conducting the interview and
confirmed their availability. Permission was also granted by the participants to be
recorded. The interaction between the participants and the interviewer was face to face.

Participants were introduced to the main objective of the study, the purpose of the
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interview and what was expected of them. To validate and ensure accuracy of the results,

participants were encouraged to be honest.

The interview questions aimed to address the research study objectives, get a deeper
understanding of some of the answered questions in the questionnaire as well as to
validate the framework components. The interview focused on the following themes:
maximise service delivery, cloud adoption challenges, security risks, cloud computing as
a future IT model, recommendation towards cloud adoption, IT policies and regulations

and regulations towards cloud adoption, and lastly cloud infrastructure governance.

The next section describes the secondary data collection technique.

3.5.2 Secondary data

Secondary data implies the second-hand information which is already collected or
produced by others (Hox & Boeije, 2005). This data is recorded by other researchers, for
purposes not related to the current research problem. It is readily available from sources
like literature review, books, reports, documentation, government publications, websites,

journal articles, etc.

This study consulted literature review, documentation, government publications and

journal articles as secondary data.

3.5.2.1 Literature review, documentation and government publication

Lastly, documentation containing useful and very important information was gathered.
Literature of governments, which have implemented and adopted cloud-based services,
was reviewed to strengthen the findings and to act as a guideline to the formulation of

the proposed solution model.

3.6 Sampling
According to Nastasi (2004), sampling refers to the selection of settings (individuals,

units, process, event, etc.) to be studied, which is either purposeful or criterion-based,

and it is characterised according to the research objectives. This study used a multiple
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case strategy (typical and critical case sampling) applied within the case study because

of its specific occurrences strata within the main case.

Typical case sampling focuses on what is “typical, normal and average” while critical case
sampling will “permit logical generalisation and maximum application of information to
other cases because if it is true of this one case, it is likely to be true of all other cases”
(Patton, 2001). According to Mitchell (2000), the logical generalisation of a case study
reflects the substantive of the topic or issues of interests.

According to Nghihalwa and Bhunu Shava (2018), OPM and MURD were used as a case
study out of the Namibian government OMAs because OPM facilitates and approves new
technologies. MURD consists of regional council offices and constituency offices around
the country. This is like most of the Namibian government OMAs, which have support
offices in the regions, in line with e-government to bring services closer to all Namibian
people. In light of the above, it was assumed that MURD would produce critical
information, which was typically significant in achieving the objectives of this study. Yin
(2014) emphasised that having multiple case strategies strengthens the findings of the

entire study, because of the presumed replications of the same phenomenon.

The case study is presented in more detail in Chapter 4. The next section discusses the

data analysis of the study.

3.7 Data Analysis

Analysis of data entails summarising data collected and presenting the results in a form
that communicates the objectives of the study (Bryman, 2012). The study analysed the
data using qualitative content analysis. Hsieh and Shannon (2005, p.1278) define
gualitative content analysis as a “research method for the subjective interpretation of the
content of text data through the systematic classification process of coding and identifying

themes or patterns”.

Previous studies (Zhang & Wildemuth, n.d.) compare and contrast qualitative content
analysis to quantitative content analysis and describe qualitative content analysis as
focusing more on exploring the meanings underlying physical messages. While

gquantitative content analysis uses more of probabilistic approaches, qualitative content
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analysis consists of purposively selected texts which can inform the research questions

being investigated.

Although qualitative content analysis focuses more on inductive reasoning using themes
and categories that emerge from the data through the researcher’s careful examination
and constant comparison (Zhang & Wildemuthn, n.d.), Patton (2001) reasons that it does
not exclude deductive reasoning where it is useful to generate concepts and variables

from theory or previous studies.

There are three approaches to inductive reasoning in qualitative content, namely,
conventional qualitative content analysis, directed qualitative content analysis and
summative qualitative content analysis says Hsieh and Shannon (2005). This study used
the directed qualitative content analysis approach, in which initial coding started with
other theory and relevant research findings, then, during the data analysis the researcher
immersed into the data and allowed themes to emerge from the data. By this approach,

the framework components were validated and the framework was refined thereof.

The steps to analyse qualitative data are as follows: data preparation, data reduction,
data categorisation, identification of patterns and themes, data display and draw
conclusions (Creswell, 2013 & Schreier, 2012) and depicted in Table 3-3 as followed in
this study.

Table 3-3: Data Analysis Process

Steps Description
Step 1 Data preparation Data was prepared for analysis by coding each
guestion and each response was given a unique
number.

The data of the interview were transcribed into text
before the analysis.

Step 2 Define the unit of | Refers to the basic unit of text to be classified
analysis during analysis. The study identified three main
context units of analysis namely: organisational,
technological enablers and environmental.

Step 3 Develop categories | Categories and the coding scheme were derived
and a coding | from related studies and the research data.
scheme Categories were developed inductively from an

initial list of coding and the list was modified as new
categories emerged inductively during analysis.
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Step 4 Test your coding | At this stage, the coding scheme was tested on
scheme on a sample | sampled data to check for consistency and errors.

text
Step 5 Code all the text After checking for consistency, the data were coded
and new themes such as political interference and
corruption were added to the list.
Step 6 Assess your coding | After coding the entire set of data, another
consistency consistency check was performed on the overall
coding.
Step 7 Draw conclusions | This is the most crucial step in data analysis. This

from the coded data | step involved making sense of categories,
identifying relationship between categories and
uncovering patterns.

Step 8 Report your | Meaningful data were presented in charts, tables
methods and | and frequently used words based on the research
findings guestions.

According to Hancock (2002), qualitative research is fundamentally interpretive, and
interpretation analysis is more “concerned with what was meant by the response, what
was inferred or implied”; hence it was ideal for analysing the questionnaires and
interviews to get the participants’ views and opinions on the adoption of cloud laaS

services and its security issues and challenges.

3.8 Unit Analysis

Unit analysis signifies data collected and helps to define the types of data to collect and
from which right institutions to collect data from (Barratt, Choi & Li, 2011). This research
targeted the IT personnel from OPM, MURD and RCs. The IT staff consisted of seniors’
staff such as deputy directors, chief and senior systems administrators and analyst
programmers and junior staff such as system administrators, analyst programmers and
technicians. Senior staff were highly considered because of their involvement in planning
and budgeting for IT infrastructure. Technical personnel were valued as they had greater
influence on the adoption of cloud services, thus contributing to the effectiveness of data
collection.
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3.9 Research Ethics

Participation in the study was voluntary. The results of this research are reported
correctly. Participants were presented with research objectives. Data collected during this

research were used for the purposes of this study only.

3.10 Anonymity and Confidentiality

The users were kept anonymous. Findings were treated in a confidential manner ensuring
that, upon reporting or publishing, no link can be made to the population studied. No

personal information was gathered, hence the privacy of participants was not violated.

3.11 Chapter Summary

Chapter 3 described the methodology used for this research. The chapter demonstrated
methods employed in achieving the research objectives. Qualitative research method
was used in a case study. Data collection techniques such as questionnaire, interviews
and literature review was used. Design science research method was used to develop
the framework. The chapter further discussed sampling, data analysis and ethical
considerations. Case study, detailed research findings and discussions are presented in

the next chapters. The next chapter presents the case study.

Table 3-4 summarises the research methodology:

Table 3-4: Research Methodology Summary

Research Aspects Research options

Research Choice Qualitative

Research Paradigms Design Science Research, Interpretivist

Research approaches Deductive

Research Strategies Case Study (Multiple case)

Data Collection tools Questionnaires, interviews, literature
review, documentation review and expert
review

Sampling Typical case sampling,

Data Analysis Qualitative content analysis, heuristic
evaluation
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Table 3-5 presents the research objectives and the data collection tools used to address

the research objectives.

Table 3-5: Research objective and data collection tools used

Research Objectives

Data collection Method used

To analyse the cloud computing benefits
for Namibia’s government future IT
infrastructure and propose the best
approach for adoption.

Questionnaire, interviews, literature

review

To analyse security issues and
challenges in adopting cloud-based
Infrastructure as a Service in Namibia’s
government institutions and propose
secure solutions.

Questionnaire, interviews, documentation

and literature review

To assess the Namibian government IT
departments readiness to adopt cloud
computing.

Questionnaire and literature review

To propose a secure framework on how
the Namibian government can position
itself to adopt to the cloud with minimum
security risks.

Questionnaire, interviews, documentation,

literature review and expert review
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CHAPTER 4:CASE STUDY

4.1 Introduction

This chapter gives an overview of the cases studied and the data collected therein. It
describes the case study in detail, including the roles and responsibilities of each case.
The case studies include OPM, MURD, RCs and decentralised functions. Each case’s IT
organisational structure is presented. This also presents the results of data collected from
the case sites using questionnaires and interviews. All respondents were drawn from
information technology background and have a basic insight of IT technologies adoption.
The participants include IT managers (directors and deputy directors), system
administrators, technicians, programmers and systems analysts. The information was
organised into five components, namely: demographic results, perceived importance of
laaS and SaaS, cloud benefits, cloud security and other related issues including the
challenges hindering the adoption and service delivery and accessibility. Section 4-12
details the interviews results. The chapter further discusses the case study findings. The

chapter map presents the order followed in this chapter.

p— Introduction
— OPM
= Case Study Overview
— MURD
— Case Sites —
md REGIONALCOUNCILS
= Case Study Design

DECENTRALISED
FUNCTIONS

Questionnaire Results|
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= Interview Results

= Chapter Summary
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4.2 Case Studies Overview

Yin (2014) describes a case study as an “empirical inquiry that investigates a
contemporary phenomenon within its real life context, especially when the boundaries
between phenomenon and context are not clearly evident”. A case study approach was
used to address the research objectives. OPM, MURD, RCs and decentralised functions
were used as case studies as a representation of the Namibian government IT

departments.

Selection of a case study depends on whether the cases are highly effective, not
effective, representative, and typical or of special interest (Neale, Thapa & Boyce, 2006).
Furthermore, Zucker (2009) emphasises that the reason for conducting a case study
might be exploratory, descriptive and explanatory. The four government institutions were
selected as a case study because of their roles, size, influences on the Namibian
government IT infrastructure and the ability to replicate services within the Namibian
government institutions. The next section provides the case studies’ overview in more

detail.

4.3 Case Studies

Office of the
Prime Minister

Offices/Ministrie
s/Agencies

Ministry of
Urban and Rural

Regional
Councils

Figure 4-1: Association of Cases
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Figure 4-1 shows the unique relationship of the case study as described in the next

sections:

4.3.1 Office of the Prime Minister

OPM is an institution that enables the Namibian government to operate at developed
country level in pursuance of Namibia's Vision 2030 (OPM, 2016). Its mandate is to lead
government business in Parliament, coordinate the work of Cabinet, advice and assist
the President in the execution of Government functions, oversee and manage public

services and execute special projects assigned to the Office (OPM, 2016).

According to OPM (2016), OPM has two main IT departments namely: (i) Department of
Administration and IT Management and (i) Department of Public Services IT
Management to keep the government on top of the latest information and
communications technology developments. The main objectives of OPM IT departments

are listed below:

e To provide service concerning the development and maintenance of up-
to-date and viable computer information based on both political and
administration matters.

e To facilitate the processes of formulation of policy and implementation of
programs within the Office of the Prime Minister and the Public Service as
a whole.

e To provide operational data service; develop and maintain systems;
investigate Offices/Ministries/Agencies (OMASs) computer-related needs;
recommend appropriate systems; control the acquisition of hardware and
software in the entire Public Service through the Tender Board; draw up
hardware/software specifications for the invitation of tenders and

evaluates delivered goods and services (OPM, 2016)

OPM achieves these IT objectives through a departmental structure. This study focused
on Public Services IT management departmental structure and the functions, role and

responsibilities are illustrated in Figure 4-2:
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Department of Public Service Information
Technology Management (DPSITM)

4|—| | | 1
Directorate Quality . .
Assurance, Standards, | . . Directorate Technical Subdivision Auxiliary
" Directorate Solutions Support and Network N
Skills Development Servi Support Services
S ervices
and Coordination |
Standards and Quality ieszEn S, Enleipr=cland Applications and Data Centre and Senior Administrative
m=te==  Development and Software and Portal e N N
Assurance rw—— Archive Support Networks Officer
Coordination Development
Standards and - Program/Projects Portal Development e Functional Data Centre and Private Secretan
Practices Coordination P Applications Support Disaster Recovery Y
Audit and Compliance e ReEGETE] S5 iR SeliEe Archival Compliance SElaY a_\nd Administrative Officer
‘ development Development Networking

Administrative
Assistant

Department of Public Service Information Technology Management
Figure 4-2: OPM IT Departmental Structure

This department exists to keep the government on top of the latest information and
communication technology developments for a faster and smoother flow of digital
information within the government system. The department is headed by the Permanent
Secretary (PS), who sets the strategic direction for the department, coordinates policy
implementation and ensures the effective administration of the department through
various directorates and subdivisions (OPM, 2016).

Directorate of quality assurance, standards, skills development and coordination

The directorate is responsible for managing IT quality and developing IT standards,
guidelines and policies for the public service (OPM, 2016). The directorate’s role is to
promote the acquisition of quality computer hardware and software. When all government
ministries are purchasing computer hardware and software, they get specifications from

this division. This is to ensure a standard model for acquiring hardware and software.

The directorate is also responsible for skills development across the ministries (OPM,
2016). They promote computer professional competency by arranging for ICT training for
the IT workforce. Training and skills transfer is considered very crucial for the department

and, as such, it takes up much of the department’s financial budget. This is to ensure that
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the IT workforce is skilful and competent enough to manage the information systems and

technologies needed for achieving the ministries’ objectives.

Programmes/project management

Every project carried out in the ministry is assigned to a manager. The project manager
is mainly responsible for the project planning, execution and control. He/she directs team

members to execute the project and checks the progress of the project (OPM, 2016).

Standards and practices

The department’s role and responsibility is to develop IT standards and practices (OPM,
2016). The standards and practices are used to guide and maintain consistencies in the

deployment of IT artefacts.

Audit and compliance

The department consists of auditors and compliance officers. The department’s role and
responsibility is to ensure that business processes and activities comply with the defined
policies, practices and standards (OPM, 2016). The auditor and compliance officers
advise the ministries on the inconsistencies and irregularities occurring within their

computing environments.

Directorate of solutions

The directorate of solutions is responsible for the development and implementation of
systems and applications (OPM, 2016). The directorate’s subdivisions work closely
together with applications and solutions users to get the best view of what is expected
(OPM, 2016). OPM (2016) presents the directorate’s subdivisions as follows:

e Enterprise software and portal development

The division’s role is to develop and implement the various ministries’ specialised
applications and website portals. Therefore, one finds software developers, analyst
programmers and business analysts at this division. The specialists are responsible for
business and technical requirements collection and analysis needed to provide guidance

for their development processes. Their work includes conceiving, designing and
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maintaining databases and telecommunications integrated with other systems;
translating specifications into computer language, testing results, designing or assisting
in the design of file structures. Incumbents are expected to bring projects to a conclusion,
including the development of operating procedures, instructions and training and the
required documentation. The development of the application and information systems is

done according to the pre-standards set by the quality assurance directorate.

e Applications and archive support

The division is responsible for managing applications, documentations and the retrieval

and archiving of documents in the organisation.

Directorate of technical support and network services

The technical support and network services directorate manages the subdivisions
responsible for the computer hardware implementation, troubleshooting and
maintenance of the Internet and network services in the ministries. The directorate’s
purpose is to ensure that the technical infrastructure acquired meet the specifications and
standards defined. The directorate’s mandate is carried out through the following

subdivisions:

e Data centre and disaster recovery

The division is concerned with data management as well as the recovery of the
organisational data. Daily, organisations face challenges from natural disasters as wells
as viruses and other intentional attacks that could be threats to their data and information.
Hence, the division’s responsibility is to ensure that backup systems are in place and

operational.

59



e Security and networking

The security and networking subdivision is responsible for managing networking security
in the organisation. It ensures that the network connections are up and running and they
are secure and reliable to support communication and collaboration activities. The
subdivision employs network administrators and network specialists to realise its

objectives.

o Division of auxiliary support and services

The division consists of administration officers and their respective secretaries. The
division is responsible for the IT division enquiries, processing, attending to incoming
calls, filing divisional documents and ensuring that the departmental administrative

stationeries are at hand.

4.3.2 Ministry of Urban and Rural Development

MURD is one of the ministries that fall under the OPM. MURD’s mission is the delivery of
services to the satisfaction of all communities through rural development, establishment
of an effective, decentralised regional and local government system, housing and
physical planning. The ministry has the role to coordinate and spearhead the
decentralisation process (MURD, 2016). The main aim of the ministry is to ensure
economic, cultural and socio-economic development, giving people at the grassroots
level the opportunity to participate in their own decision-making and extending
democracy, give sub-national governments discretionary powers to plan, budget and

implement in response to local needs, but within the framework of a unitary state.

MURD'’s main objectives (MURD, 2016) are as follows:
e To extend, enhance and guarantee participatory democracy.
e To ensure, enhance and safeguard rapid sustainable development.
e To transfer real power to the regional councils and local authorities based on
national ideals and values.
e To improve the capacities of regional and local government councils to plan.

e Implement, manage and monitor delivery of services to their constituents.
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The IT department structure of MURD is as follows:

l Deputy Director ‘

IChief System Administrator‘
|

| 1 1 1
| Analyst Programmers | | System Administrator \ ‘System Administrator‘ RCs Systems |
Administrators

Computer
Technician

Computer
Technician

Figure 4-3: MURD IT Department Structure

Figure 4-3 illustrates the following:

Deputy Director

The deputy director manages the general services of all departments in the ministry, and
plans and budgets for all departmental activities (MURD, 2016). The deputy director
monitors the various departments’ involvements in projects allocated to them and
ensures that the employees carry out their tasks for departmental objectives

achievement. He/she also approves all decisions in the entire department.

Chief System Administrator

In the ministry, the chief system administrator’s responsibility is to make sure that all IT
policies are adhered (MURD, 2016). He/she manages the IT infrastructure and
communicates about the IT project needs that arise in the Ministry to the OPM.
Employees in the department report to the chief system administrator and he/she
authorises the employees’ actions. However, in the organisation, the chief system
administrator reports to the deputy director. He/she is also responsible for the systems

administrators in the regions.
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System administrators

The system administrators report to the chief system administrator. His/her
responsibilities are to troubleshoot performance issues and resolve problems relating to
the operation of the network. System administrators define the information systems’
configuration standards for networks, file servers, application servers, computers,
notebooks and software applications. They also train personnel and others on network
operations (MURD, 2016).

Analyst programmers

The analyst programmers are responsible for the organisation’s website development
and maintenance. Analyst programmers are also responsible for user requirements
collection, systems and applications specifications, and documentation. They perform
systems analysis and applications programming as well as assisting in the overall
analysis and design of information technology systems (MURD, 2016).

Computer technicians

Computer technicians support and maintain the hardware and software in the
organisation. Their responsibilities include day to day computer troubleshooting, fixing
computers’ hardware or software and the installation of hardware and software (MURD,
2016). In the ministry, the technicians are also responsible for assisting users who have

difficulties using computers.

The ministry gives IT support to 14 RCs in all 14 regions around the country. The RCs
then technically support the constituency offices and decentralised functions such as the
ministry of education, ministry of works and transport, ministry of health and others still
to be decentralised in the remote areas (MURD, 2016). The government aims to bring

service delivery closer to the people.
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System administrator

MURD (2016) reveals that the system administrator in the regions’ responsibilities are to
ensure that the network is up and running at the RC office and all decentralised offices.
Attend to issues relating to the operation of the network. If a major issue arises that cannot
be solved within, the problem is then escalated to the chief system administrator at
MURD. The system administrator also ensures that information systems’ configuration
standards for networks, file servers, application servers, computers, notebooks, and

software applications are adhered to. He/she supervises the computer technicians.

4.4 Case Study Design

Rowley (2002) narrates that research design ensures coherence between data to be

collected and conclusions to be drawn from the initial questions of the study.

The case study was purposively stratified based on the use and management of IT
technology in government. Thus the study used multiple case strategies (typical and
critical case sampling) applied within the case study because of its specific occurrences
strata within the main case. Typical case sampling focuses on what is “typical, normal
and average” while critical case sampling will “permit logical generalisation and maximum
application of information to other cases because if it's true of this one case, it's likely to
be true of all other cases” (Patton, 2001). According to Mitchell (2000), the logical

generalisation of a case study reflects the substance of the topic or issues of interest.

To achieve the objectives of this study, Ministry of Urban and Rural Development was
used as a case study out of the Namibian government OMAs. This is because MURD is
the line ministry under which of regional council offices resorts while most of the other
OMAs have also regional offices to avail government services closer to the community
as per the government’s decentralization policy. In light of the above, it is assumed that
MURD will produce critical information, which is typically significant in achieving the
objectives of this study (Nghihalwa & Bhunu Shava, 2018). Yin (2014) emphasises that
having multiple case strategies strengthens the findings of the entire study because of its

presumed replications of the same phenomenon. OPM has a significant influence in this
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study because of its capacity to approve, fund and implement projects within the

Namibian government.

Permission was granted to collect data from all the said government IT departments. To
understand the in-depth exploration and to achieve the objectives of this research,
qualitative data collection methods such as interviews, questionnaires, case materials,

literature review and documentation were used.

Online questionnaires were used to discover the in-depth understanding of Namibian
government IT departments on cloud adoption. Due to small number of IT personnel of
the sample institutions (OPM, MURD and RCs), the online questionnaire survey was
designed to collect information from all IT officials. The questionnaire were submitted to
a population of 30 IT official of OPM, MURD and the 14 RCs. However, only 25 response

were received.

Addition to the online questionnaire survey, a face-to-face interviews were conducted to
address objective one and two, as well as to propose a secured framework for the
adoption of cloud computing technology in Namibia. To ensure equal chance for
despondence’s participation in the face-to-face survey, each of the 25 respondents were
allocated a number on a piece of paper and all papers with respondents’ numbers where
placed in a container mixed and thirteen respondents were identified. Appointments were
made with 13 identified respondents, however only ten were available for the interviews.

Hence, the respondents for face-to-face interviews were identified randomly.

Lastly, ICT policies, procedures and implementation documentation were reviewed.
Literature review of governments who have implemented and adopted cloud-based
services was conducted to further understand the case in context regarding cloud
computing adoption. The questions for the questionnaire and interviews were set prior to
data collection to maintain consistency and uniformity. Interview questions were also

piloted on five participants and revised accordingly prior to data collection.

Chapter 3 described the designing process of the questionnaire and interview tools and

are presented in appendices E and F, respectively.
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The next section presents the study results from the case study. The results will be
presented as follows:

4.5 Demographic Results

This section details the respondents’ demographic characteristics, which include:

sampled government institutions and portfolios of respondents.

4.5.1 Sample institutions

Respondents were drawn from the Namibian government IT officials of OPM, MURD,

RCs and decentralised ministries to RCs.

The study found that the majority of the respondents (36%) were from the RCs while
OPM and MURD accounted for 24% each as shown in Figure 4-4. The decentralising

ministries accounted for the least chunk of the respondents with 16%.

Decentralizin
g Ministries
24% 16%

Figure 4-4: Sampled government institutions

4.5.2 Portfolios of respondents

Online questionnaires were used to discover the in-depth understanding of Namibian
government IT departments on cloud adoption. Due to the small number of IT personnel
of the sample institutions (OPM, MURD and RCs), the online questionnaire survey was

designed to collect information from all IT officials. The questionnaires were submitted to
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a population of 30 IT officials of OPM, MURD and the 14 RCs. An online questionnaire
survey was designed to collect information from all IT officials, a population of 30 IT staff.
However, the study only received 25 responses from government officials who deal with
IT infrastructure and software, including IT managers (directors and deputy directors),
system administrators, technicians, programmers and analysts as presented in Figure 4-
5. According to the study, the majority of the respondents were System Administrators
(28%) and Computer Technicians (24%). It is also evident from the study that the least
respondents include IT managers, chief systems analyst and senior systems analyst.

30% -
25% 1
20% -
15% -
10% -
5% -
0% T T T T T T T T T T f

Figure 4-5: Respondents’ Portfolios

4.6 Perceived importance of Infrastructure as a Service and Software as a
Service

Cloud computing is a relatively new concept in the Namibian IT public industry, hence to
assess the adoption readiness, respondents were asked whether they knew cloud
computing. Their responses were categorised into five responses namely: those that
were very familiar, those that were familiar, those who were relatively familiar with it, just
learning about it and finally those that were not familiar at all. Table 4-1 shows that most
of the respondents (36%) were very familiar with the cloud computing concept, while 24%
of the respondents just learnt about cloud computing concept. However, the study also
revealed that 20% of the respondents were familiar and relatively familiar with cloud

computing and none of the respondents were unfamiliar with the cloud computing system.
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Table 4-1: Cloud computing familiarisation

Respondents | Level of familiarity Notes

36% Very Familiar Respondents were well aware and fully
understood the cloud computing
implications and confident to use the

technology.

20% Familiar Respondents were well aware of cloud
computing with limited understanding and

confidence to use cloud computing.

20% Relatively Familiar Respondents were somehow aware of the
concepts, but were not sure of the
implications of the technology.

24% Just learnt about it Respondents just heard about the cloud
computing concept, but did not have much

insight and understanding.

0% Not familiar at all Respondents were neither aware nor

understood the concept of cloud computing

To assess the perception of the respondents towards cloud computing adoption in
Namibian government, IT departments respondents were asked to air their views on

possible benefits associated with cloud computing.

The study (Table 4-2) found that over 31% of the respondents appreciated the use of
laaS and SaaS cloud, stating that it improved service delivery. About 23% of the
respondents acknowledged the advanced IT infrastructure that cloud brings forth, while
11% of the respondents felt that the technology saved cost. About 11% of the
respondents perceived that cloud computing would enhance the availability of
information, while the other 11% of the respondents viewed the paradigm as increasing
performance and storage capacity. The other perceived benefits of cloud were flexibility
and secure backup. In total response, seven out of eight issues categories listed were
positive representing about 87% of benefits and non-benefits were grouped from the
respondents’ comments as quoted and identified from the respondent’s comments in
Table 5-3. Positive perception implies that respondents are in favour of the perceived

benefits from cloud adoption and the positive attributes associated with cloud. While
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negative perception implies that respondents are unsure of what the technology/concept
entails.

Table 4-2: Perceived importance of laaS and SaaS to Namibia

Description of the Perception Respondents | Attitude notes (Positive
and Negative
Perception)

Improved service delivery 31% Positive perception: in
favour of the perceived

Advanced IT infrastructure 23% benefits towards cloud

Availability of information 11% ado_ptlon and th? positive
attributes associated with

Saves cost 11% cloud.

Increased performance and storage | 9%

capacity

Secure backup 6%

Flexibility 6%

Unsure 3% Negative perception:
unsure of what the
technology/concept
entails.

Table 4-3 presents some of the comments from the respondents.
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Table 4-3: Comments from respondents
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“Think it will be great but | am concerned with the security “

“It could mean availability of information at all times in terms of portability,
security and backup of data made easy. No need to back up or worry if
anything happens to your PC/laptop, all the data will be intact. However,
there is always security concerns regarding data saved on cloud, especially
the GRN data. Issues like confidentiality of data, efc.”

“It means risking the government data”

“It will help to reduce physical infrastructure”

“Advancing technology”

“It will be beneficial, eases access to software, well supported infrastructure
but it will also mean putting in place IT security measures since it’s
Government where policy need to govern how cloud computing is deployed
and utilised.”

“This could mean less spending on the main |IT hardware (like servers) and
software.”

“Central storage, improves accessibility of information”

“The cost of IT infrastructure is reduced and its uptime is increased. The
government will no longer have the responsibility of ensuring uptime,
maintaining hardware and networking equipment, or replacing old
equipment. laaS has the ability to scale up and down quickly in response to
an enterprise’s requirements. Government has the ability to accelerate the
delivery of product/service to its citizens. Less time is spent on backups and
the need to spend on the introduction of new underlying software, time
spent on installing/ downloading patches for upgrades or updates. It can
keep IT costs consistent or lower than packaged or home grown software.’
“Bringing service to the people in a timely manner”

“Improved service delivery to the public through the use of improved
computer resources.”

“With laaS, it would mean less money spent on physical infrastructure
upgrades and cost on both hardware replacements and troubleshooting as
well as less people resources, technical people needed to troubleshoot the
physical infrastructure. However, it is still a risk on security as there is no
control on the physical (geographical) location of the VM, and / don’t believe
it’s in the best interest for the government to not know or dictate where to
keep its data.”

“Improved hardware utilisation and centralised IT; eliminates problems
currently faced with lack of proper IT support companies in the regions”

4

4.7 Cloud Benefits
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Respondents were asked what their perceptions were on the benefits cloud computing
has over the -current traditional IT infrastructure. Furthermore, based on the
cited/identified benefits, they were requested to rank, in order of importance to OPM,
MURD, RCs and/ or decentralised functions, cloud benefits such as increased
collaboration, pricing flexibility, no upfront investment, convenience for the development
teams, IT efficiency, ability to grow and shrink, IT capacity on demand, new products and
services, operational cost savings, software cost savings, hardware utilisation, improved
security, better functionality, complexity reduction, better scalability and more flexibility
and centralised IT. The following sections present the findings. These findings are to
address the study’s first objective, which is to analyse the cloud computing benefits for

the Namibian government future IT infrastructure.

4.7.1 Perceived Cloud Benefits Over Traditional IT Infrastructure

Respondents were asked to express their opinions on the benefits cloud computing
delivery services (laaS and SaaS) have over the current traditional IT infrastructure.
These benefits of cloud-based infrastructure over traditional IT infrastructure are viewed
as positive perception because of their positive contribution towards cloud adoption in the

Namibian government.

Regarding the perceived benefits of cloud computing over traditional IT infrastructure,
100% of the respondents listed positive benefits of the technology and there were no
negative issues associated with the technology. Furthermore, nearly half of the
respondents (44%) cited cost effectiveness as the most perceived benefit (Table 4-4).
Some of the respondents cited that cloud services would reduce government cost as
indicated in Table 4-4. Up to 20% of the respondents appreciated centralised resources,
while 16% valued the easy accessibility of the paradigm. Lengthy procurement process
reduced, hardware utilisation and efficiency were cited by 12% as some of the benefits
highlighted in Table 4-4. Data recovery and backup (8%), improved storage space (8%),
IT experts reduced (4%), flexibility (4%) and solved security issues (4%) were

appreciated by a few.
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Table 4-4: Perceived cloud benefits over current IT wired infrastructure

Perceived cloud benefits over traditional IT | Respondents
infrastructure

Cost effective 44%
Centralised resources 20%
Easily accessible 16%
Hardware utilisation 12%
Efficient 12%
Lengthy procurement process solved 12%
Improved storage space 8%
Data recovery and backups 8%
IT experts reduced 4%
Flexibility 4%
Solved security issues 4%

4.7.2 Importance of cloud benefits

In addition to the benefits identified by the respondents, other authors presented up to 15

benefits associated with cloud computing.

For this study, respondents were engaged to confirm and rank the benefits according to

the following:

Not important
Slightly important
Important

Very important

a rc 0o

Extremely important

On average, 37% of the respondents appreciated cloud computing ranking the benefits
as extremely important, an average of 33% ranked the cloud paradigm benefits as very
important and 17% as important. On average, only 3% of the respondents perceived

cloud computing as not important as shown in Figure 4-6. In view of ranking the cloud
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benefits, Figure 4-6 also illustrates that the following benefits were mostly perceived as

extremely important by many respondents:

Improved security (60%)
Hardware utilisation (48%)

IT efficiency (44%)

IT capacity and demand (40%)
Better functionality (40%)

o wnPE

In addition, most of the cloud computing benefits were ranked very important and, as

shown in Figure 4-5, these include:
1. No upfront investments (40%)

2. Better scalability and more flexibility (40%)
3. Ability to launch rapidity (40%)
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Figure 4-6: Importance of cloud benefits
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4.8 Cloud Security and Other Related Issues

The aim of this section is to address the study’s second objective, which is to analyse
security issues and challenges in adopting cloud-based laaS. Questions like
challenges hindering the adoption of cloud computing in Namibian government, main
concerns regarding the use of cloud technology and security concerns as a stumbling

block for cloud were addressed.

Respondents were asked to select from a predefined list, the main concerns regarding
the use of cloud computing. Majority (98%) of the respondents cited security issues
as the main concerns, 75% of the respondents were concerned with privacy issues.
Sixty percent feared legal issues and loss of data. It is also evident (36%) that
compliance issues, integration issues, insufficient financial benefits and immature
technology were less of a concern, with the least worry being lack of functionalities
and other concerns (Table 4-5).

Table 4-5: Main concerns regarding the use of cloud computing

Respondents (%) Main concerns Notes

98% Security issues Negative Perception-

7504 Privacy ISSUes Main concerns listed are

0 y viewed as  negative

60% Legal issues perception towards cloud
computing adoption.

60% Loss of data Below is a scale how this

36% Compliance issues negative perception

— affects cloud adoption.

36% Integration issues

36% Insufficient financial benefits | = 50%: having a potential
effect on the adoption of

36% Immature technology cloud computing.

32% Lack of functionalities < 49%: less effect to the
adoption of cloud

16% Lack of performance computing.

1% Other
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4.9 Challenges Hindering the Adoption of Cloud Computing by Namibian

Government IT Departments

The study results indicate that the majority of the respondents feared the adoption of

the technology due to its security and privacy issues (30%) and complexity (23%) of

the technology as shown in Table 4-6.

Table 4-6: Challenges hindering cloud adoption

policies and regulations)

Challenges Respondents | Notes

Security and  privacy | 30% Negative perception - Challenges
issues hindering cloud adoption by Namibian
Technology complexity 23% government IT departments. Below is
Unsure of cloud | 13% a scale of how this negative perception
technology affects cloud adoption.

Cost 13%

Volume licensing 7% = 50%: having a potential effect on the
Lack of skills to assess | 7% adoption of cloud computing.

and implement < 49%: less effect on the adoption of
Legal implications | 7% cloud computing.

(defining appropriate

4.10

Security Concerns as a Stumbling Block for Cloud computing

Respondents were asked if they agreed with the statement: “Security concerns are

the blocking issue to cloud computing”. The findings reveal that the majority (56%) of

the respondents strongly agreed with the statement, suggesting that cloud computing

was being hampered by users’ perceptions on its security (see Figure 4-7). In addition,

32% of the respondents agreed while 8% of the respondents were undecided.

However, 4% of the respondent did not strongly agree with the statement.

75




Strongly Disagree
disagr 0%
a

Strongly
Agree
56%

Agree
32%

Figure 4-7: Security as a stumbling block to cloud

4.11 Service Delivery and Accessibility Concerns

In addition to the perceived challenges affecting the adoption of cloud computing in
Namibia, respondents were further asked to list and rate issues affecting laaS and
SaaS service delivery and accessibility. All the respondents cited the availability of
the vendor's commitment as the main concerns affecting service delivery and
accessibility (Table 4-7). About 96% of the respondents indicated lack of expertise as
the second main concern. Other areas of concern regarding service delivery and
accessibility include bandwidth and service availability and other minor issues. These
issues were perceived as negative perceptions towards cloud adoption, ranked as
follows: = 50%: having a great impact on the adoption of cloud computing and < 49%

having less impact to the adoption of cloud computing.

Table 4-7: Service delivery and accessibility

Service delivery and | Respondents (%) | Notes

accessibility concerns | negative impact

Insufficient vendor service | 100% Negative perception — limited

commitment support from the vendors

Lack of expertise 96% Negative perception -
organisations have no
experts.

Limited bandwidth | 84% Negative perception — low

capacity bandwidth capacity available

Low service availability 44% Negative perception - down
time for service availability
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Others 32% Negative perception: Others
include bureaucracy problems
and financial support

412 Interviews

In addition to the online questionnaire survey, face-to-face interviews were conducted
to address objective one and two, as well as to propose a secure framework for the
adoption of cloud computing technology in Namibia. To ensure equal chance for
despondence’s participation in the face-to-face survey, each of the 25 respondents
were allocated a number on a piece of paper and all papers with respondents’
numbers where placed in a container mixed and 13 respondents were identified.
Appointments were made with the 13 identified respondents, however only 10 were
available for the interviews. Hence, the respondents for face-to-face interviews were
identified randomly. Interviews were conducted to address objectives one and two, as
well as to validate the components of the framework, which addresses the third and
last objective of the study: to propose a secure framework on how the Namibian
government can position itself to adopt to the cloud with minimum security risks. The
questions for the interview were divided into eight focused categories as indicated in
Table 4-8:

Table 4-8: Interview questions

Interview questions Focus

1. Do you think the adoption of cloud | Maximise service delivery
infrastructure and software as a service
will maximise service delivery in IT and
solve backlog problems such as asset
underutilisation, hardware failures, lengthy
and travel long distance to solve problems
and any other IT-related problems?

2. What do you think will be the main cloud | Main cloud adoption
challenges in the Namibian IT | challenges in Namibian IT
environment? environments

3. In Namibia, how would you like your | Trust
sensitive data to be stored and secured?

a. Can we trust cloud providers with
the government’s sensitive data?

4. Comparing traditional IT infrastructure to | Security risks
cloud IT infrastructure, what are the
security risks?
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Do you believe that cloud computing
infrastructure is the future IT model for
government  despite the  security
challenges involved?

Cloud computing future IT

model

What are your recommendation or your
input on the Namibian government cloud
adoption in the IT department?

What IT policies and legalisations do you
think are critical for Namibian cloud

Recommendations towards
cloud adoption
IT policies and regulations

towards cloud adoption

adoption?
If the Namibian government IT | Cloud infrastructure
departments consider cloud infrastructure, | governance

who should govern it?

This section presents the findings as per the questions.

4.12.1 Maximize Service Delivery

Participants were asked whether the adoption of cloud infrastructure and software as

services would maximise service delivery in IT and solve backlog problems such as

asset underutilisation, hardware failures, lengthy and long distance travel to solve

problems and any other IT related problems.

All participants (100%) were in agreement that cloud infrastructure and software as

services would maximise service delivery and solve backlog problems, citing that it

comes with the following benefits: service availability, reduce IT infrastructure cost,

and provides secure data recovery setup, backup and disaster recovery, ability to

solve problems on the click. Hardware failures easily detected, high adoption,

applications available everywhere and anytime. No license fees (SaaS subscription

based), flexibility and centralised management as recorded in Table 4-9.

Table 4-9: Maximize service delivery and solve backlog problems

Will cloud infrastructure | Percentage | Notes

and SaaS maximise | %

service delivery and

solve backlog

problems?

Yes 100% Positive Perception: Refers to benefits
associated with cloud laaS and SaaS in
maximising service delivery and solve
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backlog problems. Other perceived
benefits includes service availability,
reduced IT infrastructure cost, secure
data recovery setup, backup and
disaster recovery, ability to solve
problems on the click. Hardware failures
easily  detected, high  adoption,
applications available everywhere and
anytime. No licence fees (SaaS
subscription based), painless upgrades
-Public cloud where government can

have control over their data
-Flexible
-centralised management

No

0%

Negative  perception: Does

long distance to solve IT problems

not

maximise service delivery, unable to
solve  backlog problems,  asset
underutilisation, hardware failures, travel

4.12.2 Main Cloud Challenges

During the interview, participants were asked what they thought would be the main

cloud challenges in the Namibia IT environment. The majority of the participants

(50%) responded that security would be the main challenge. In addition, 40% of the

participants believed that trust was a concern. Furthermore, 30% cited initial budget

cost, bandwidth and policies to support cloud as challenges. The least were worried

about down time and political interference as indicated Table 4-10.

Table 4-10: Main cloud

adoption challenges in the Namibian IT environment

Challenges Percentage Notes
%
Security 50% No effective security measures in
place, cyber attacks
Initial budget/cost 30% Cost to implement cloud adoption
Trust 40% -Access by third parties,
-Unaware where data is stored
-Handing over sensitive data to cloud
providers
-Data integrity
Bandwidth 30% -Connections issues.

-Bandwidth capacity to support all
remote offices, government will spend a
lot on the bandwidth connectivity,

-No fibre connection in remote areas,
-Bandwidth to accommodate all traffic
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Policies to support | 30% Lengthy tedious process to draft

cloud policies pertaining to cloud

Political interferences | 10% Corruption

Downtime 20% The ability of the systems/services to be
available at all times

Skills 30% -Namibian cloud expertise

4.12.3 Trust of cloud providers

To obtain participants’ opinion on how they could gain the trust of cloud providers,
participants were asked to express their perceptions on how they would want their
sensitive data to be stored and secured, and whether they could trust cloud providers

with the government’s sensitive data.

As per Table 4-11, the study found that the majority of the participants (60%) preferred
the Namibian government’s sensitive data to be stored on a cloud data centre in
Namibia. The other 40% believed that Namibian sensitive data should be stored at

cloud provider’s premises.

Table 4-11: Where should sensitive data be stored

Sensitive data | Percentage (%) | Notes

storage

Data Centre in | 60% -Easier to convinced decision makers

Namibia that data is stored in Namibia instead
of Europe or elsewhere in the world
-Private cloud
-Trust team

Cloud providers 40% -Ensure  security  since  their
reputation is at stake
-Correct security measures in place

Table 4-12 presents results on whether cloud providers can be entrusted with the
government data. The majority (60%) of the participants were positive about
entrusting cloud providers with sensitive data. While 40% of the participants refuse to

trust cloud providers with the government sensitive data.

Table 4-12: Can we trust cloud providers with government sensitive data

Cloud providers | Percentage Notes
trust? (%)
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Yes 60% -Effective policies and measures in place
-Signed agreements/contracts to govern
the data
-Regulations to control data leakage and
data control
-Legal framework

No 40% -Government information can be leaked

-Namibia government to govern all their
data, in case of password handling etc
-Sensitive data to be kept on site and the
rest on the cloud

4.12.4 Security Risks

Comparing traditional IT infrastructure to cloud IT infrastructure, the study reveals that

60% of the participants indicated that cloud infrastructure was more secure than

traditional IT infrastructure. However, 10% of the participants feared security issues

that come with cloud such as vulnerabilities to third parties/intruders. Traditional IT

infrastructure security, as stated by 30% of the participants, involves but is not limited

to stolen and faulty hardware, easier access when the passwords are compromised

and systems manipulations as shown in Table 4-13.

Table 4-13: Security Risks

Security risks Percentage Notes: Stated examples
(%)
Traditional IT infrastructure | 30% -Hardware can be stolen,
security hardware faulty
-Easier to access
-Corruption/system
manipulations
Cloud infrastructure secure 60% -Information is available
everywhere
-Readily available backups
-More secure
-Data compromise
Security 10% -Vulnerabilities to third
parties/intruders
Traditional IT | Cloud
Infrastructure Infrastructure
Comparing traditional IT | 30% not secure 60% secure
infrastructure to  cloud IT -Information is
infrastructure, which one is more available
secure? everywhere
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-Readily  available
backups

-More secure

-Data compromise

10% not secure

Security risks -Hardware can be | -Vulnerabilities  to
stolen, hardware | third
faulty parties/intruders

-Easier to access
-Corruption/system

manipulations

4.12.5 Cloud Computing as a Future IT Model

Researchers across the globe believe that cloud computing is the future IT model
despite the security challenges (Petrus, Tamm, Stantchev & Ullrich, 2011).
Participants were asked their views on the statement: cloud computing Infrastructure
is the future IT model for government despite the security challenges involved. Eighty
percent of the participants were in agreement with the statement. While 20% said the

opposite, as indicated in Table 4-14.

Table 4-14: Cloud Computing as a Future IT Model

Is cloud computing the future | Percentage (%) | Notes

model?

Yes 80% -Cloud is the future.
-Around the world
everything is  working
towards cloud
-Dynamic economic
development

No 20% Cyber war

82



4.12.6 Future Recommendations for Namibian Government Cloud Adoption

Half of the participants (50%) suggested that the Namibian government should invest

in cloud computing investing more on security as seen in Table 4-15 while the other

50% participants recommended that the Namibian government do adequate cloud

adoption consultation regarding to understanding cloud adoption, skills and reliable

expertise.

Table 4-15 Recommendations for Namibian government cloud adoption

Scale Percentage
(%)

Notes

Namibian government | 50%
should invest in cloud
computing

-Cloud infrastructure has many
advantages that could benefit the
Namibia government

-What to roll out on cloud

-Well trained community

-Proper control over the infrastructure
-Committee responsible for the security
implementation

Cloud adoption | 50%
consultation

Understanding cloud adoption and
skills

-Trust cloud

-Agreements to handle data

-Reliable expertise

4.12.7 IT Policies and Regulations

towards Cloud Adoption in Namibian

Government IT Departments

Participants were asked what IT policies and legalisations they think were critical for

cloud adoption in the Namibian government. According to the study, 50% of the

participants suggested cloud governance and cloud security policies, a cyber security

policy was also proposed by 40% of the participants and 10% of the participants

mentioned IT cloud legislation and management of personal devices and/or laptops

as presented in Table 4-16.

Table 4-16: Suggested cloud IT policies and regulations

Scale Percentage Notes
(%)
1- Cyber security policy 40%
2- Cloud governance policy | 50% Overarching governance
policies
3- Cloud security policy 50%
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4- IT cloud legislation

10%

5- Management of
personal

devices/laptops

10%

Devices connecting to the
government cloud

4.12.8 Cloud
Departments

Infrastructure Governance

in Namibian Government

IT

Lastly, participants were asked who should govern the cloud infrastructure should the

Namibian government adopt cloud computing. As presented in Table 4-17, the

findings show that about 50% of the participants said it should be governed by

congress through legislation, followed by cyber security and organisation, which

accounted for 40% participants. The least of the participants (20%) believed that it

should be governed by a public coalition. None of the participants were in favour of

private coalition as shown in Table 4-17.

Table 4-17: who should govern cloud infrastructure

Cloud governance in | Percentage | Notes

Namibia %

Congress through legislation | 50% Laws to govern

Organisation 40% Refers to the government IT
departments

Public coalition 20%

Private coalition 0%

Cyber security 40% The practice of protecting
systems, networks, and

programs from digital attacks

4.13

Chapter Summary

The chapter presented the study as a case study research design and the findings

from qualitative data collected through questionnaires, literature review and interviews

in an attempt to answer the research questions. The results demonstrated that cloud

computing has numerous benefits as a return on investment despite the security risks

and challenges. The case study findings are further discussed in the next chapter.
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CHAPTER 5: CASE STUDY FINDINGS, ANALYSIS AND
DISCUSSIONS

5.1 Introduction

This chapter interprets findings from the results of the previous chapter. The study
results were obtained through a self-administered online questionnaire and face-to-
face interviews with the Namibian government officials. The findings are presented in
five themes, namely: demographic characteristics of the respondents, benefits of
cloud computing, security aspects of cloud computing, challenges associated with

cloud computing and lastly, the chapter summary.

The chapter map shows the outline followed in this chapter.

— Introduction
Bl Demographic characteristics of
respondents

Perceived cloud computing
benefits
mal Cloud computing benefits
Importance of the cloud
computing benefits

LN
| -
Q
)
o
qe)
-
@

Main concerns affecting
Issues affecting cloud based
_
Challenges hindering cloud
_

5.2 Demographic characteristics of the respondents

The respondents in this study, both for the self-administered online questionnaires
and face-to-face interviews were purposively stratified from the Namibian government
institutions based on the roles of such institutions. The sampled institutions are OPM,
MURD and RCs, including decentralised functions. Online questionnaires were

forwarded to all IT officials for all institutions, however, 25 out of 30 questionnaires
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were answered giving an 83% response rate. Furthermore, the study aimed to verify
and acquire additional information from the online questionnaire respondents by
interviewing at least half (13) of the respondents, as explained in Section 4.4. Due to
non-availability, interviews were only conducted with 10 respondents, which is 40%
of the online questionnaire respondents. This was sufficient, as it covered 77%
responses of the targeted 100% responses.

The study confirmed that OPM is the leading government agency that approves,
oversees and coordinates the implementation of all developmental initiatives within
the Namibian government. Hence, the OPM is a key institution in the use of IT
infrastructure by the government. Having the OPM implementing cloud computing
would put the country at an advantage regarding the use and adoption of cloud

computing.

In addition to the OPM, the study also revealed that MURD has a key role to play in
the use of IT infrastructure in the government of the Republic of Namibia, as it is
responsible for the coordination of the decentralisation of the government functions
and houses the RCs. So, in that regard, having MURD using cloud computing will
enhance the adoption of cloud computing by the government of Namibia. Like MURD,
the RCs will house all the centralised government functions. Hence, the use of cloud
computing by RCs and decentralising ministries will advance the government’'s
readiness to adopt cloud. RCs are the implementing agents of government through

the decentralisation policy.

As presented in Figure 4-2, the study reveals that most of the respondents were drawn
from the RCs due to their active role in the delivery of government services to the
citizens. All regional council offices are entrusted with the day-to-day administration
functions to ensure the delivery of quality services in the regions. IT infrastructure is
key to the success of any office administration, hence, the study of cloud computing
was deemed necessary. Most of the other respondents were drawn from OPM and
MURD.

The study was conducted on government IT officials at technical and managerial
levels, as presented in Figure 4-3. Most of the respondents comprised of the IT
system administrators and technicians, as they make up the large number of
supportive staff at all levels. In addition, these system administrators and computer

technicians are involved in day-to-day IT support activities and hence their views

86



represent the real-world situations. Other categories such senior system
administrators and technicians as well as the IT managers also play a crucial role in
supervising, decision making and soliciting of IT solutions. System analysts and
programmers are more involved in IT system specifications and solutions. The use of
IT experts in providing information on the adoption of cloud computing can generate
reliable information, as asserted by Shimba (2010), who stresses that IT experts’
responses confirm the level of reliability of the results and thus provide for good inputs

for the design of the framework.

The combinations of various government IT experts in providing information on cloud
computing put this study at an advantage as their variety of experiences provide
different perspectives of cloud computing understanding. The involvement of these IT
experts’ portfolios in the use of cloud paradigm enhance knowledge, expertise and

confidence on the influence of cloud adoption in the Namibian government.

While it has been presumed that cloud computing was a new concept in Namibia, the
study revealed that the majority of the respondents (76%) (Table 4-1) were at least
familiar with the cloud computing concept. Of the total respondents, 36% were very
familiar with cloud computing, 20% familiar and 20% relatively familiar. This implies
that most of the government officials are knowledgeable and fully aware of the cloud
computing concept, understand the implications of the cloud technology and are
confident to use the technology. However, the study also revealed that 24% of the
respondents were just introduced to cloud computing and they were yet to grasp the
technology. The study reveals that this high level of understanding cloud computing
in the Namibian government put the country in a good position to adopt cloud
computing and, hence, to benefit from it. Maluleka (2014) states that knowledge
motivates departments to learn more and be willing to adopt cloud computing.
Maluleka (2014) further notes that knowledge teaches decision makers how cloud

computing works.

Maluleka (2014) says after the orientation and exploration of cloud computing, the
users show interest towards cloud computing, search for further information related
to costs, benefits and consider cloud as a potential investment for the government.
After persuasion, top management considers deciding whether to adopt cloud
computing or not. The decision to adopt cloud computing is influenced by

benefits/return on investment (ROI), risks and cost.
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The study acknowledges and confirms that knowledge or the know-how of new
technologies plays an important role in the adoption process. Hence, adapting
knowledge as a cloud adoption process.

5.3 Benefits of Cloud Computing

The study analysed the benefits of cloud computing by assessing respondents’
perceptions on both the benefits as well as the importance of these benefits. The next
sections present an analysis of the perceived benefits.

5.3.1 Perceived cloud computing benefits

Respondents were asked to express their opinions on what benefits cloud computing
delivery services (laaS and SaaS) have over the current traditional IT infrastructure.
Xi and Mitrovic (2014) also confirm that cloud computing has more benefits than
traditional IT infrastructure. These benefits of cloud-based infrastructure over
traditional IT infrastructure are viewed as positive perceptions because of their

positive contribution towards cloud adoption in the Namibian government.

Regarding the perceived benefits of cloud computing over traditional IT infrastructure,
100% of the respondents listed positive benefits of the technology and there were no
negative issues associated with the technology. Furthermore, the study reveals that
most respondents regarded the technology as cost-effective (Table 5-4), citing that
cloud services reduce government cost in terms of infrastructure installations,
obsolete hardware and software, consultation fees, maintenance cost and hardware
procurement. A fifth of the respondents appreciated the features of centralised
resources. Taking into perspective RCs and decentralised function offices in the
remote areas, the government will be able to share information centrally among the
14 regions countrywide. Sixteen percent valued the easy accessibility of the
paradigm, as the study reveals that cloud services are accessible anywhere if there
is Internet access. The study also found that cloud computing addresses the
inconvenience caused by the lengthy procurement process currently experienced by
the Namibian government, as stipulated in the Procurement Act of 2015. Other cited
cloud benefits are maximum hardware utilisation and efficiency. A few respondents
appreciated data recovery and backup (8%), improved storage space (8%), IT experts
reduced (4%), flexibility (4%) and solved security issues (4%). This is in line with
findings from other notable researchers (Kundra, 2011; Services Administration Cloud
PMO, 2016; Mohammed et al., 2017; Harfoushi et al., 2016; Alshomrani & Qamar,
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2013; Turner, 2013; Trivedi, 2013) that strengthen the benefits of cloud computing
and enthuse further that the use of cloud services in government promotes the
government institutions to be more efficient, agile and innovative through the effective

use of IT investments.

The study also reveals one of the most profound benefits of cloud computing stated
by most of the respondents, that is, to “maximise service delivery”. All respondents
(100%) were in agreement that cloud laaS and SaaS will maximise service delivery
and solve backlog problems in the IT departments. They indicated that cloud
computing comes with the following benefits: “service availability, reduced IT
infrastructure cost, and secure data recovery setup, backup and disaster recovery,
ability to solve problems on the click. Hardware failures easily detected, high adoption,
applications available everywhere and anytime. No licence fees (SaaS subscription

based), flexibility and centralised management” as recorded in Table 4-9.

5.3.2 Perceived importance of cloud computing benefits

Cloud computing, particularly laaS and SaaS, have numerous significance to any
government institutions (Mell & Grance, 2009) such as flexibility, cost effectiveness,
no upfront payments, IT capacity on demand, increased collaboration, hardware
utilisation and centralised IT resources, etc. The study asked the respondents to air
their views on the perceived importance of laaS and SaaS for the Namibian
government IT departments. As indicated in Table 4-3, respondents mentioned that

laaS and SaaS were important to Namibian because of the following:

“Improved service delivery to the public through the use of improved computer

resources.” As well as “Bringing service closer to the people in a timely manner”

It was clear from the responses that cloud services improved service delivery.
Improved service delivery was an important aspect in the government sector, as the
findings indicated that improved service delivery brought more value to the adoption
of cloud computing in the Namibian government. One of the participants mentioned
that cloud computing “improved service delivery to the public through the use of
improved computer resources” and “centralised IT”. Cloud computing enhanced
service delivery, as it enabled the dynamic availability of IT applications and
infrastructure, regardless of location. This maximised service delivery at OMAs level.

The findings also perceived advanced IT infrastructure and availability of information
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as important. The respondents revealed that cloud computing saves IT costs. Cloud
computing further promises secure backup, and increased performance, increased
storage capacity and flexibility. These benefits, shown in Table 4-2, support the
findings discussed in Section 4-7 and literature review discussed in Chapter 2.

“The cost of IT infrastructure is reduced and its uptime is increased. The government
will no longer have the responsibility of ensuring uptime, maintaining hardware and
networking equipment, or replacing old equipment. laaS has the ability to scale up
and down quickly in response to an enterprise’s requirements. Government has the
ability of accelerating the deliverance of product/service to its citizens. Less time is
spent on backups and the need to spend on the introduction of new underlying
software, time needed to spend on installing/ downloading patches for upgrades or
updates. It can keep IT costs consistent or lower than packaged or home-grown

software.”

As much as cloud services can offer uncountable benefits, the study cautions about
security concerns including trust associated with cloud computing that needs to be
dealt with before adopting cloud computing. Security issues and challenges are

discussed later in this chapter. Below are the supporting quotes from the respondents:

“It will be great, but | am concerned with the security”

“It could mean availability of information at all times in terms of portability,
security and backups of data made easy. No need to back up or worry if
anything happens to your PC/laptop, all its data will be intact. However, there
are always security concerns regarding data saved on cloud, especially the
GRN data. Issues like confidentiality of data, etc.”

“It will be beneficial and eases access to software. Well-supported
infrastructure, but it will also mean putting in place IT security measures since
it is in government where policy needed to govern how cloud computing is
deployed and utilised.”

The study shows that laaS and SaaS deploying services primarily mean a lot to the
Namibian government IT departments, as demonstrated by the discussed perceived
importance of cloud computing services. The respondents’ perceptions were positive
and in favour of cloud adoption as well the positive attributes associated with cloud.
However, 3% of the respondents were unsure what the technology entailed while
about 3% of the respondents had negative perceptions on the importance of cloud

computing. The study revealed that these respondents were unsure of the
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uncertainties that the cloud technology entails. This could be that they were among
those that had just learnt about the technology, as stated in Table 4-1.

In addition to the perceived benefits identified by the respondents, other studies (Mell
& Grance, 2009; Kundra, 2011; Alshomrani & Qamar 2013; Turner, 2013; Trivedi,
2013; KPMG, 2010) present up to 15 benefits associated with cloud. The studies
suggest that these benefits were the greatest influencers when it came to cloud
paradigm adoption. These benefits include increased collaboration, pricing flexibility,
no upfront investment, convenience for the development teams, IT efficiency, ability
to grow and shrink, IT capacity on demand, new products and services, operational
cost savings, software cost savings, hardware utilisation, improved security, better
functionality, complexity reduction, better scalability and more flexibility and
centralised IT.

This study ranked these benefits in order of importance to OPM, MURD and RCs
including decentralised functions. The study found that improved security, hardware
utilisation, IT efficiency, IT capacity and demand and better functionality are ranked
extremely important. These benefits are of significant importance to the Namibian
government IT departments. Namibians look forward to improved security in their
systems, especially with the alarming increase in cyber-attacks. Hardware utilisation
solves the IT hardware assets underutilisation currently experienced. Efficiency and

improved functionalities are strong contributing factors to cloud adoption.

In addition, no upfront investments, better scalability, more flexibility and the ability to
launch rapidity are cloud features that are seen as very important to the Namibian

government IT infrastructure.

5.3.3 Benefits summary

In conclusion, this section summaries and addresses the first objective of the study,
to analyse cloud computing benefits for Namibia’s government future IT infrastructure
and propose the best approach for adoption. Table 5-1 summaries the best cloud

computing benefits for Namibia’s government future IT infrastructure.
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Table 5-1: Best Cloud Computing Benefits

Benefits

Literature reviews

Research
findings

Increase collaborations

No upfront investment

IT efficiency

Growth enabling

IT capacity and demand

Ability to launch rapidly

<]

New products and services

Secure backup

Operational cost saving

Software cost saving

Maximise hardware utilisation

Improved security

2]l 2] 2] 21 2

Better functionality

Complexity reduction

Better scalability

Flexibility

Improved service delivery

2| 2] 2] 2] 2 21 2] 2] 2 2| 2| 2] 2] 2] 2| 2/ 2]

Advanced IT infrastructure

Availability of information

Increased performance

Centralised resources

Easily accessibility

Lengthy procurement process solved

Data recovery and backups

Improved storage space

IT experts reduced

2 2] 2] 2 2] 2] 2] 2 2] 2/ 2]
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5.4 Issues affecting cloud based infrastructure

This section analyses the main issues affecting the adoption of cloud computing
technology in the Namibian government setup. This study identified at least 10 issues
and they are grouped into two categories, namely: cloud security and related issues,
and challenges hindering cloud computing adoption. The study findings confirm the
cloud computing security issues and challenges mentioned in Section 2.6.

5.41 Cloud security and other related issues

To analyse the security issues and challenges affecting the adoption of cloud
computing in Namibia, the study confirmed, as presented in Table 4-5, the 10 main
concerns affecting the security level of cloud computing, as stated and analysed by
previous studies (KPMG, 2010). These are security issues, privacy issues, legal
issues, loss of data, compliance issues, integration issues, insufficient financial

benefits, immature technology, lack of functionalities and lack of performance.

The study also confirmed, with an overwhelming majority of (98%) respondents as
shown in Table 4-4, that security issues are the main concern. This is in line with
previous studies by Kuyoro et al. (2011) that found that security issues are a big threat
to cloud adoption. Additionally, this study rated privacy related issues, fear of legal
issues and loss of data as having potential effects on cloud computing adoption in

Namibian IT departments.

The study also found that the concerns that were perceived as security issues by over
50% of the respondents had significant effects on the adoption of cloud computing.
These concerns related to security issues, privacy issues, legal issues as well as loss
of data. Other issues such as compliance, integration, immature technology, lack of
functionalities and performance were identified but found to have less effects on the

adoption of cloud services.

Comparing traditional IT infrastructure to cloud IT infrastructure, 60% of the
respondents stated that cloud infrastructure is more secure than traditional IT
infrastructure, adding that appropriate security measures are in place, qualified
expertise and more readily available backups. However, 10% of the respondents
feared security issues that came with cloud such as vulnerability to third
parties/intruders. Traditional IT infrastructure security, as stated by 30% of the

respondents, involved but was not limited to stolen and faulty hardware, easier access
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when the passwords are compromised and system manipulation, which is shown in
Table 5-13.

Trust

The study further reveals that there were mixed feelings among the respondents on
whether to trust cloud providers with the Namibian government’s sensitive assets and
information. The study, in Table 4-11, shows that most (60%) of the respondents
preferred the sensitive data to be stored on a cloud data centre where the location
was known, preferably in Namibia than elsewhere in the world, as they believed that
it was easier to convince decision makers that government data was safely stored
where they know rather than by third parties. Forty percent of the respondents
believed that data should be stored with cloud providers anywhere, as long as there
were correct security measures in place, adding that cloud providers ensure that all

security standards are met as their reputation is more at stake.

Regardless of where the data was stored, the study in Table 4-12 shows that more
than half of the respondents were positive about trusting cloud providers with sensitive
data as long as there were effective policies and measures in place, signed
agreements/contracts to govern the data, regulations to control data leakage and data
control and legal framework to govern sensitive data. While 40% were hesitant that
government information can be leaked and passwords to secure these data can be
compromised, they considered other services to be available on cloud and sensitive

data on premises.

“There are security concerns on having sensitive and confidential information saved

on cloud, one cannot trust cloud providers.”

To address these security issues, authors such as Maluleka (2017) and Shaikh and
Haider (2011) suggest secure authentication, control of user-access authorisation,
confidentiality, compliance and audit, data forensics, transparency and a client-based
privacy management tool.

Maluleka (2017) adds that tools such as CloudDataSec are designed for cloud
services adhering to government laws and SaaS details the procedure on how to

implement security and privacy operations.
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5.4.2 Challenges hindering cloud computing adoption

As experienced elsewhere (Xi & Mitrovic, 2014), the adoption of cloud computing in
Namibia is also not free from the cloud paradigm technological challenges.

The results indicate that most of the respondents feared the adoption of the
technology due to its security and privacy issues (30%) and complexity (23%) of the
technology (Table 4-6). Regarding security and privacy issues, respondents raised
concerns such as unnecessary loss of data, accessibility of confidential data by third
parties and the challenge of trusting an unknown institution to manage the
government’s valuable data. This was in line with findings by other authors such as
Sen (2013), Brodkin (2008) and Hashemi et al. (2013).

In terms of technology complexity, the respondents were unsure of the availability of
the network bandwidth and poor unsupported network infrastructure, especially in the
remote areas such as the RCs. Even though complexity issues have been cited by
other authors in relation to the readiness to adopt cloud, authors such as Xi and
Mitrovic (2014) found this challenge to be less important, as the availability of Internet
technology has improved significantly across the globe. Namibia has one of the best
Internet infrastructures provided by West Africa Cable System (WACS) optic fibre
cables that link Africa to Europe. However, the status of localised Internet
infrastructure may be affected by budget constraints. For instance, the need to
improve the Internet bandwidth, especially in the regions, is affected by the Namibian
government’s limited budget. Other challenges listed by respondents include fear of
investment cost, limited IT (cloud) knowledge, volume licensing as well as the legal

implications such as cloud security policies.

In addition to the security concerns, the study revealed that the adoption of cloud
computing in the government of Namibia was anticipated to be hindered by various
challenges some of which are related to security, technological and financial
constraints, licensing and skills. In general, all the identified challenges appear to have
less effect on adoption of cloud computing in the Namibian government. Of these
security and privacy issues related to cloud services, activities were found to be main
(30%) challenges that could potentially hinder the Namibian government from
adopting cloud computing. The technology complexity and uncertainty of cloud
technology were the second main challenges associated with the adoption of cloud

based services. Others included volume licensing and skills. However, their effect
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appears to be minimal, as shown in Table 4-6. To highlight the significance of the
security concerns among the government IT officials, the study found that 56% of the
respondents were strongly supporting the notion that security concerns were
stumbling block to the adoption of cloud computing. As shown in Figure 4-8, this might
be contributed by cloud computing familiarisation and alarming cyber war, one should
think twice before migrating to cloud. The findings confirm that security has a

significant negative effect to the adoption.

“Bandwidth, cost and network coverage”

The challenges associated with cloud computing were mainly related to factors
affecting cloud services delivery and accessibility. About 100% of the respondents
feared the unavailability or insufficient commitment by the vendors. Furthermore, 96%
and 84% were concerned about lack of expertise and limited bandwidth capacity,
respectively. Table 5-7 shows that these three factors were found to have the potential
to slow the adoption of cloud computing by the Namibian government. Other factors
such as downtime for service availability, bandwidth, bureaucracy and financial

support were found to have less effect.

Furthermore, the interviews also confirmed that security is the main challenge, as
there are currently no effective cloud security measures in place and with the alarming
cyber-attacks, security is one of the greatest concerns. In addition, 40% of the
respondents believed that trust is a concern. Trust comprises data accessed by third
parties, unware where data is stored, data integrity and handing over sensitive data
to cloud providers. The study further found that the initial budget cost to setup the
cloud infrastructure, bandwidth and policies to support cloud were some of the
challenges indicated. 20% of the respondents were worried about downtime and 10%
of the respondents were worried about political interferences, as reflected in Table 4-
10.

“We have no IT development frameworks of our own and no IT policy to control and
regulate the utilisation of the cloud, or laaS nor SaaS as far as cloud computing is

concern”

The study revealed that most of the participants were more concerned about legal
aspects, such as policies and regulations, concerning cloud computing. The interview

results confirmed that policies and regulations are very critical to the adoption of cloud
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computing in the Namibian government. Mell and Grance (2011) state that standards
and guidelines provide adequate information security for all the government’s
operations and assets, also at national level. The study found cyber security, cloud
governance policy, IT cloud legislation, cloud implementation guidelines, cloud
computing policy, technology integration policy, cloud security alliance, government
audit and management of personal devices as critical policies needed for the adoption
of cloud computing in the Namibian government. Furthermore, Mell and Grance
(2011) suggest that cloud infrastructure should be governed through congress

legislation, organisation and cyber security.

The findings of this study confirm with the statement that “cloud computing
infrastructure is the future IT model for government despite the security challenges

involved”, as shown in Table 4-14.

5.5 Factors influencing cloud computing adoption

The issues affecting the adoption of computing were broadly divided into four
categories, namely: organisational factors, technological enablers, environmental

factors and users/stakeholder characteristics.

5.5.1 Organisational factors

The organisational factors are factors that are influenced by the organisational
characteristics and management. In this context, the Namibian government IT
technology is governed by OPM that, among others, is responsible for setting up
legislation and policies for the procurement and use of cloud computing infrastructure.
At ministerial and sub-national level (RCs), the use of cloud infrastructure is managed
by the top management and IT experts. However, the study reveals that there is a
need to capacitate the government IT officials. The other option of dealing with
government’s capacity to use cloud computing technology would be to have reliable
service providers and other role players meet government half way. The study
presents the sub-factors within the organisation that affect the adoption of cloud

computing:
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5.5.1.1 Needs Assessment

The study has revealed that there is a need for the Namibian government IT
departments to carry out a departmental needs assessment to determine the needs
and expectations of the government. This is to ensure that the cloud computing
innovation meets and addresses the needs and expectations of the departmental
objectives. This helps to determine the organisation’s operational readiness and
strategic consideration, as it includes assessing the department’s IT infrastructure and
requirements for the organisation’s sustainability. The study further indicates the need
to evaluate the government’s internal competency skills, management support,

infrastructure availability and resources for the adoption.

5.5.1.2 Benefits

This element refers to the perceived value that cloud computing will add to the
Namibian government should it invest in cloud technology. The study revealed that
cloud computing could maximise service delivery, reduce cost, increase performance,
eliminate lengthy procurement processes, increase effectiveness, centralised
resources, enhanced information availability, flexibility, disaster recovery, improved
storage space, reduction in IT complexities, reduction in number of IT experts,
systems integration, software legacy, auditing, environmental friendliness and the
ability to launch rapidly, which is a great return on investment to the Namibian

government.

5.5.1.3 Executive management buy-in

The study found that top management support is very important to the implementation
of cloud adoption. The executive management should understand and grasp the value
of the technology to advance and inform their decision-making strategies. The study
revealed that there might be some political influence that might impact the decision,
however, once the executive management supports the initiative, it is likely to be

approved and implemented.

“Less knowledge from decision makers and having older persons in the lead, and

the older appreciate technology less than younger generations.”

98



5.5.1.4Budget

As discussed in Chapter 2, and in the study findings, the study revealed that cloud
computing is a cost-effective technology and is good value for money. However, the
respondents believed that when implementing cloud adoption an initial budget is
needed, and that the benefits should outweigh the budget costs. The budget might
include the feasibility study cost, initial cloud computing acquisition budget and

service-level agreement cost.

5.5.1.5Information security

The study shows that security is a serious concern in cloud adoption. This factor
assesses the risks associated with data security and privacy. At organisational level,
the study recommends these security controls: trust management, confidentiality,

transparency, accountability and privacy.

5.5.1.6 Governance

The study recommends governance as an important factor in the implementation of
new technologies. Governance entails the set of responsibilities and practices by
executing management in providing strategic direction and ensuring that objectives
are met. According to ISACA (2011), when adopting cloud service, all business
processes are compacted. Furthermore, for the government to benefit from cloud
computing usage, “a clear governance strategy and management plan must be
developed”. The strategy sets out the directions and objectives for the adoption of
cloud-based services in the Namibian government. The management plan aims to

execute the objectives.

The following are ensured and met through governance:

e Strategic alignment of IT infrastructure to the organisation’s mission, needs
and goals;

¢ Value delivery: ensuring that the cloud adoption strategy delivers benefits and
provides value;

¢ Resources management: the availability and management of adequate
resources

e Measurement of IT department performance to monitor progress towards

cloud adoption
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e Compliance of IT cloud legislation and policies

¢ Identifying controls to mitigate known risks

e Provision of support for efficiencies and continuous improvement

e Transparency in decision making

¢ Understanding and awareness of cloud computing risks, and effective and
appropriate management of these risks.

e Stakeholders trust the government’s strategy

e Service monitoring and auditing (Shimba, 2010)

5.5.1.7 Skills

Skills shortage was another concern the respondents stated. The study revealed that
more cloud expertise is needed in the Namibian government to run the cloud
infrastructure, as none of them have experience. Skills are an important element in
the adoption process. The organisation’s competency determines what the

department lacks and what will be sourced from cloud providers.

5.5.1.8 Performance

The study found that cloud infrastructure performance influences the decision of the
decision makers. The performance indicators of cloud adoption include compliance,

scalability, reliability and the availability of services offered.

5.5.2 Technological enablers

The organisational factors are those factors that enable and promote cloud computing
technology. These factor determine the technological needs of the government by
means of internal and external technologies. Awa et al. (2015) argue that the

successful adoption of IT depends on the technology competence of the organisation.

5.5.2.1 Infrastructure readiness

The study found three infrastructural readiness indicators namely: electricity

availability, reliability and bandwidth.

The study found that it was very important to have electricity that is reliable and

available always, especially in all 14 regions countrywide, as unstable electricity
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supply hinders service reliability and limits service accessibility. A fast and reliable
Internet access across the entire country is considered essential for cloud adoption.
However, the study found concerns with the slow bandwidth experienced in the
regions. Respondents complained about slow Internet access in some remote areas.

The study recommends that the government invest in bandwidth upgrade nationwide.

5.5.2.2 Compatibility

Compatibility is the degree to which cloud computing fits with the existing systems
and applications. The study found out that when the technology is recognised as
compatible with work application systems, organisations are likely to consider

adopting cloud computing.

5.5.2.3 Security and privacy

The study shows that security is a serious concern in cloud adoption. This factor
assesses the risks associated with data security and privacy. At technology level, the
study recommends these security controls: trust management, confidentiality,
transparency, accountability, identification and authentication management,
authorisation and access control, integrity, non-repudiation, network security,

governance, data centre physical security, privacy, and monitoring and evaluation.

5.5.2.4 Challenges

The study recommends that before adopting cloud technology, government should

address all challenges mentioned in section 5.4.2.

5.5.2.5 Service delivery
The study found service delivery as important to cloud adoption in the Namibian

government. The innovation could maximise service delivery in all Namibian

government IT departments as well as the citizens.
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5.5.3 Environmental factors

This factor deals with the environment in which the organisation operates. This
includes policies, regulations, service providers, and governance and information
technology. Cloud adoption promotes a competitive environment by industry
structures and outperforms other organisations with overwhelming cloud benefits. The
main benefits organisations are expected to derive from cloud computing are

competitive advantage and survival (Gangwar et al., 2015).

5.5.3.1 Policies and regulations

The study identifies the compliance of policies and regulations as a necessity for cloud
adoption. The findings suggest proper policies and regulations to be crafted for the
Namibian government. The study recommends the following policies: cyber security
policy, cloud governance policy, IT cloud legislation, cloud implementation guidelines,
cloud computing policy, technology integration policy, cloud security alliance and

government audit.

5.5.3.2 Service providers

Organisations rely on cloud service providers’ experience, skills and the ability to
deliver or to make services available when needed. Security and accountability of the
service providers plays an important role. Service provider scarcity refers to the lack
of reputable and qualified cloud service vendors in the cloud service market in
Namibia. The availability of enough vendors with a good reputation improves the
organisation’s confidence in cloud services. According to Li et al. (2015), vendor
scarcity has a negative influence on an organisation’s trust towards cloud computing
adoption. The study confirmed that all SLA considerations should be covered to

differentiate expectations from the cloud service providers.

5.5.3.3 Information security

The study shows that security is a serious concern in cloud adoption. This factor
assesses the information security risks associated with the operational environment.
The study stresses that when adopting cloud computing the government has to
ensure that the technology complies with all the standards and procedures. Secondly,
to ensure that all procedures are governed in accordance with the government’s

strategic plan. Thirdly, trust and privacy have to be maintained. Lastly, the service

102



provider has to ensure that the data centre physical security is not compromised at
any cost.

5.5.4 Users’ characteristics

The users’ characteristics factor includes the characteristics and roles of all
stakeholders involved in executing the framework in the Namibian government IT

departments.

5.5.4.1 Awareness, knowledge and skills

The study revealed that the awareness of cloud computing is very important to all
users. Mahlindayu, Bakhtiar and Rusli (2014) perceive that lack of awareness and
knowledge on cloud computing had hampered governments from embracing the full
potential offered by the technology. The findings encourage the service providers and
the government to formulate strategies to promote the use of cloud computing in
government. All users must be educated to fully utilise and enhance cloud computing

technology.

To fully acquaint themselves with the necessary cloud computing skills and
knowledge, users have to understand the process and be well informed. This helps
in making well-informed decisions by the executive management and maximum
utilisation of technology. The right skills and knowledge experts are needed for the
implementation of cloud adoption. The management within the Namibian government
becomes aware and knowledgeable about cloud computing technology and its
functionalities. The IT departments are persuaded and perform needs analysis
assessment on the technological, environmental and the competence of the

organisational context factors based on the departmental requirements.

5.5.4.2 Acceptance

This phase examines the extent to which the government believes that cloud
technology is useful and easy to use. This is the crucial stage for users to access the
cloud services deployed. This ensures that the cloud services to be accessed are
available and that all security and privacy requirements are implemented. For users

to trust accessing the cloud services (technology), the following security controls
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should be in place: confidentiality, availability and integrity of data or information,

authentication, authorisation, access control, transparency and compliance.

The study encourages the Namibian government to invest in cloud infrastructure
because of its numerous benefits. However, it recommends proper cloud adoption
consultation prior to adoption to determine the skills capacity and to develop more

understanding on trust and reliability.

5.6 Chapter summary

This section summarises the findings of the study and further addresses the
objectives of the study by answering the study questions.

According to the study analysis, Table 5-2 summaries the best cloud computing

benefits for Namibia’s government future IT infrastructure.

Table 5-2: Best Cloud Computing Benefits

Benefits

Flexibility

Centralised resources

Hardware utilisation

Scalability of IT resources

Greater IT efficiency and agility

Cost reduction

Increased performance and better functionality
Rapid elasticity

Protection, care and technical support

Auditing and logging

Reporting and intelligently

Policy management

Systems integration and software legacy

Business continuity

Regular backup and disaster recovery

Maximise improved service delivery

Accessibility of services
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Improved storage space

Lengthy procurement process eliminated

IT experts reduced

Improved security

Enhanced availability of information

Environmental friendly

Reduction in IT complexities

Ability to launch rapidly

Table 5-3: Security Issues and Challenges Affecting Cloud Computing

Security issues/Challenges

Solutions

Security issues

Ensures network security, identity and
access management, authentication and
authorisation,  confidentiality, integrity,
availability, monitoring and incident
response, policy management and privacy

Privacy issues

Confidentiality and privacy management
tools

Technology complexity

Select skilful and experienced service
providers, who have implemented the
technology before.

Trust of where government data
stored

Confidentiality, non-repudiation,
identification and authentication
management, auditing, monitoring and
evaluation, transparency, authorisation and

access controls

Data integrity

Ensures integrity, transparency

Political interferences Compliances, auditing, monitoring and
evaluation

Compliance issues Governance and enforcement of the
policies

Lack of performance/functionalities

Accountability
Train IT experts

Lack of
implement

skils to assess and

Awareness and knowledge capacitate
Request training from service providers

Integration issues

Perform a needs assessment and draft a
technology integration policy in
consultation with the service provider

Inadequate IT budget for volume
licensing

Implement cloud computing in phases

Legal implications

Governance
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Insufficient vendor service | Sign service level agreements clearly

commitment/lack of expertise stating the commitments between the two
parties

Limited bandwidth capacity Upgrade bandwidth capacities in the

Low service availability (downtime) Maximise uptime, prioritise network traffic

Initial cost/budget The government should strategies, budget
and avail funds

Trust Trust management tool

Policies to support cloud Draft cloud security policy, cloud

governance policy, cloud implementation
guidelines, Technology integration policy
and create cloud security alliance

Cloud infrastructure security Ensures accountability, data centre
physical security, Access control and
authorisation

The study concluded that the majority of the Namibian government IT officials are
aware of cloud computing. The cloud computing paradigm offers incredible benefits
such as scalability, increase productivity and efficiency. The respondents show great
positivity towards the cloud adoption readiness in Namibian government IT
departments as reflected in the results section. This is the first and important
milestone towards addressing the challenges faced by the Namibian government IT
departments. However, while acknowledging the technology’s advancement gains,
the study indicates that more still needs to be done on the challenges and concerns.
Security and privacy issues play an important role in hindering the adoption of cloud
service in many instances. In this study the findings reflect that most respondents fear
trusting Namibia’s data and information with a third party. Technology complexity, lack
of skills and cloud computing uncertainties are also factors challenging the readiness.
Legal frameworks such as cloud security policy and cloud adoption strategy still need
to be developed.

The study shows that around the world, many countries have successfully adopted

and some are considering the adoption of cloud computing technologies in their
governmental offices. With studies emerging around the globe of cloud adoption
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readiness and cloud adoption frameworks in the public sector, the secure framework
proposed by this study in the Namibian government is redeemed relevant and

beneficial.

The study gathered factors that will enable cloud adoption in the Namibian
government and these factors are crucial in the development of the framework. These
factors are grouped into four categories, namely: technological enablers,
organisational factors, environment factors and stakeholder characteristics. The

framework design is discussed in the next chapter.
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CHAPTER 6: FRAMEWORK DESIGN PROCESS

6.1 Introduction

This chapter presents the process that was used to develop the framework using the

DSR method by Hevner (2007). The DSR methodological design process for the

framework is presented with the following phases: phase 1 identifies the problem;

phase 2 defines the objectives of the solution, and phase 3 presents the design and

development of the framework. Phase 4 demonstrates the actual framework. Phase

5 evaluates the framework and finally phase 6 communicates the framework.

The map below presents the outline of the chapter.

— Introduction

= Framework Design

Framework
Evaluation

Framework
Limitation

O
o'
Ll
—
(o
<
L
O

=1 Chapter Summary

Framework
Structure
Framework Design |l

Methodology

1. Identify problem
and motive

2. Define objectives
of solutions

3. Design and
develop

4. Demonstration

5. Framework
evaluation

6. Communication
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6.2 Framework design

According to von Roessing (2010), a framework gives a detailed structural description
of how to implement, create or manage a programme or process. This study details
the description of the framework structure designed by identifying the framework
components, and applying the definitions and existing knowledge. Figure 6-1 presents
the framework structure.

Components

Cloud
Relationships com puti ng

adoption
framework

Framework
Evaluation and
guidelines for

implementation

Figure 6-1: Framework Structure

6.2.1 Framework Design Methodology
This section presents the framework design methodology process based on the
literature review, problem identification and DSR method. For the success of this
framework design, the study adopted the DSR design elements by Hevner et al.

(2007). The component identification was done in Section 5.5.

Figure 6-2 summarises the application of DSR framework design process in phases:
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PHASE 1
Identify problem and motivate

Define objectives of solutions

Design and develop

Demonstration
Framework evaluation

Communication

Figure 6-2: Framework Design Process (Source: Hevner et al., 2004)

6.2.2 PHASE 1: Identify problem and motivate

The framework development was motivated by the research question: “In what ways
can the Namibian government position itself to adapt to the cloud-based service with

minimum security risks?”

To further scrutinise and answer the question, two other questions were asked as
follows: “what benefits does cloud computing yield to Namibia’s government future IT
infrastructure?” and “what are the security issues and challenges in adopting cloud-
based laaS in Namibian government institutions?” The study findings in Chapter 2, 4
and 5 answered these questions with the following problem identification and

motivation:

While traditional IT infrastructure faces low server utilisation, fragmented
demand, expensive to maintain and systems that are difficult to manage, cloud
computing has the potential to improve government service delivery, reduce
operating costs, increase data centre efficiency and server utilisation. The

study investigates the benefits and challenges associated with cloud-based
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infrastructure services and proposes a secure framework to adopt cloud

computing in the Namibian government IT departments.

Figure 6-3 summarises problems faced by the Namibian government.

IT infrastructure
difficult to maintain

Travelling long
distance to solve
problems

Budget and staff
constraints

Problems
faced by IT

departments

Tedious
hardware/software
procurement
process

Unclearly defined
Internet security
policies

Servers'
underutilisation

Figure 6-3: Problems faced by the Namibian government IT departments

The objective and motivation of this phase is “to propose a secure framework for

cloud adoption in the Namibian government IT departments”.

6.2.3 PHASE 2: Define objectives of solutions

According to Hevner and Chatterjee (2010), problem relevance stipulates the
objectives of the research to develop the solution to the organisation’s problems.
Peffers et al. (2007) add that at this stage the study defines the objectives of the

solution from the problem definition.

The main objective:

The aim of this study is to assess and investigate the benefits and challenges

associated with adopting a cloud-based Infrastructure service, readiness to
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adopt cloud computing and propose a framework for secure cloud adoption in
the Namibian government IT departments.

Specific objectives:

e To analyse the cloud computing benefits for Namibia’s government IT
infrastructure and propose the best approach for adoption.

e To analyse security issues and challenges in adopting cloud based laaS in
Namibia’s government institutions and propose secure solutions.

e Toassess the Namibian government IT departments’ readiness to adopt cloud
computing.

e To propose a secure framework on how Namibian government can position

itself to adopt to the cloud with minimum security risks.
6.2.4 PHASE 3: Design and develop

This section, based on the study findings in section 5.5, details the framework of the
identified components and the evaluation of these components.

6.2.4.1 Components identification

The components were identified from the primary and secondary data sources as
illustrated in Figure 6-4.

Components

Primary data Secondary data

Questionnaires Literature review

Interviews

v,
Figure 6-4: Components Identified from Data Sources
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The research findings were extracted from the analysis of questionnaire and interview
data. The study valued the findings, as the participants’ responses are very important
sources of theory (Mpekoa, 2017). These theories are real phenomena and inform of
the participants’ actions, actual beliefs, values and theories (Maxwell, 2012; Hughes,
2007; Charmaz & Belgrave, 2002). The participants have experience with the
technology being studied and have more insight than the researcher (Mpekoa, 2017),
hence, their opinions play a critical role in designing relevant solutions for their

environment.

Existing theories and relevant research facilitate the understanding of the technology

being studied.

The study has come up with a concise list of components identified that are crucial to
the framework in for the Namibian government to embrace cloud computing. The
identified components from literature review and research findings were integrated
and grouped according to the four TOE framework focus areas namely: technological
enablers; organisational factors; environmental factors; stakeholder characteristics,

as shown in Table 6-1

Table 6-1: Identified Framework Components

Components Sub-components Section
Organisational Budget Section 5.5.1.4
factors Needs assessment Section 5.5.1.1
User characteristics Section 5.5.4
Executive management buy-in Section 5.5.1.3
ROI (benefits) Section 5.5.1.2
Trust and privacy (information security) | Section 5.5.1.5
Governance Section 5.5.1.6
Technological Infrastructure readiness Section 5.5.2.1
enablers Compatibility Section 5.5.2.2
Performance Section 5.5.1.8
Information security Section 5.5.2.3/4
Service delivery Section 5.5.2.5
Privacy Section 5.5.2.3
Environmental Policies Section 5.5.3.1
Regulations (cloud, trust and privacy) | Section 5.5.3.1
Governance Section 5.5.3.3
Cloud providers Section 5.5.3.2
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User/stakeholder Acceptance Section 5.5.4.2
characteristics Awareness and knowledge Section 5.5.4.1
Decision making Section 5.5.4.1
Expectations Section 5.5.4.1
Information security (trust) Section 5.5.3.4
Skills Section 5.5.1.7
Motivation Section 5.5.1.4.

Furthermore, the identified components were clustered according to the adoption

process explained in the next section of component validation.
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6.2.4.2 Component validation

Component validation describes the validation of each of the constructs used during the
development of the framework. Findings in Chapter 4 and literature review in Chapter 2
validated the constructed framework. Four steps involved in the cloud computing
adoption process were identified, namely the technological availability, awareness,
knowledge and skills and lastly the decision making in section 2.8.1.5, according to
Kaisler et al. (2012). On the other hand, the study adopted Tomatzky and Fleischer’'s
Technological Organizational Environmental framework as presented by Harfoushi et al.

(2016). The next section describes the adoption process in the SCAF framework.

e Technological Availability

The adoption process starts with the availability of the cloud computing technology in the
organisation and, for this study, in government departments. However, the availability of
cloud computing technology is influenced by organisational factors; technological factors;
environmental as well as technological users’ characteristics. Organisational factors
affecting technological availability include resource availability such budgetary provision
and governance of such resources in favour of the cloud computing technology, as found
in section 5.5.1. Technological factors are infrastructure compatibility, bandwidth and
challenges, as presented in section 5.5.2. Environmental factors are policies, regulations
and cloud providers, as presented in section 5.5.3. Technological user characteristics are

presented in section 5.5.4, which include technology acceptance by the users.

Furthermore, the availability of technology is influenced by enabling technological
infrastructure that is capable of delivering the necessary cloud services. The study
revealed that all sampled government institutions were well equipped with information
technology compatible with cloud service provision, as reported in section 5.5.2. The next

section presents the awareness of the adoption process:
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e Awareness

Awareness is very important in all aspects affecting cloud computing. For the executive
management to buy in and make well-informed decisions, they should be aware of the
technology and decide if its benefits are worth investing in for the Namibian government.
The study shows that IT experts are aware of cloud in Section 5.5.4. Knowing the
technology, is also important to study the environment in which cloud operates. By
assessing the policies, regulations, service providers, security controls and ensuring that
the expectations are met. Organisational factors that are at awareness level are executive
management buy-in and benefits presented in Section 5.5.1. Technological enablers
ensure that security and privacy requirements and controls are known as presented in
Section 5.5.2.3. Environmental factors ensure that policies and regulations are also
known as presented in Section 5.5.3. Lastly, user characteristics are presented in section
5.5.4.1 and include awareness and expectations. The next section presents the next

adoption process.

¢ Knowledge and Skills

Knowledge and skills are power in adopting cloud. The executing management should
know and understand the whole process of cloud adoption to lead and approve the
project. This element involves using the skills and knowledge to define proper policies
and regulations governing cloud computing. Governance should be practised. ISACA
(2011) defines governance as a set of responsibilities and practices exercised by
management to provide strategic direction, ensuring that objectives are achieved and
ascertaining that risks are managed properly. As reported in Section 5.5.4 and evident in
Figure 6-10. The next section discusses the decision making of the cloud adoption

process.

e Decision Making

The study reveals in Section 5.5.1 that based on the adoption factors, the decision to
adopt cloud paradigm is influenced by the performance or whether the system is
delivering service as expected. Security and Privacy plays an important role on the

sensitivity of data and infrastructural protection. The overall decision is made on trust
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regarding all aspects of cloud adoption. The components of the decision making at the
different adopting factors are shown in Figure 6-10. The next section presented is the

security and privacy requirements.

e Security and privacy

These elements assess the risks associated with security, privacy and other threats and

ensures that security measures are in place as shown in Figure 6-5.

Concerns & Risks Attacks & Threats Security & Privacy
requirements
- Access control - Wrapping
- Monitoring and evaluation - Browser-based cloud - Authentification
- Application development injection - Authorization
- Encryption - Meta spoofing - Confidentiality
- Data retention - DoS - Integrity
- Testing - Abuse and Nefarious - Non-reputation
- Physical access control use - Availability
Incident management - Compliance
- Accountability
-Transparency
- Governance

[ Secure cloud computing J

Figure 6-5: Security Mitigations

The next section presents the monitoring and evaluation of the adoption process.

Monitoring, Evaluation, Auditing and continuous support

Knowledge and skills ensures sustainability of cloud adoption, executive management
must provide continuous support throughout to drive the implementation of cloud
technology. Performance monitoring, evaluation and auditing must be performed
constantly to detect any risk or threats that might occur as stated in the study outcomes.
This is presented in figure 6-10. The next section presents the construct of the

relationships.

6.2.4.3 Construct Relationship

This section presents the relationship of all the constructs involved in developing the

framework. Figure 6-6 summarises the interrelationships among the constructs.
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Enables

Technological
enablers

Promote

Influences & enables Improved service
enables delivery

Determines

Organisational Factors

Security & Privacy requirements and Trust

m
o
1 Influences

Environmental

Service Monitoring, Evaluation, Auditing, Security Management, Trust Management, Continuous support

Factors

Figure 6-6: Construct Overall Interrelationships

Relationship 1: The first relationship identified is the relationship between the users’
characteristics, technological enablers, organisational factors and environmental
factors. These four components influence and enable the decisions to adopt cloud
computing technology. Figure 6-7 shows how this relationship promotes cloud adoption
by ensuring that the cloud technology performs, delivery services, lows cost, ensures
governmental privacy, trust and to make sure that security (including information security)
is always achieved.
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ﬂOrganisationaI factors ﬁTech nology acceptance

eEnvironmental factors

eTechnological enablers ePerformance
eStakeholder characteristics *Information security
eService delivery
eSecurity
ePrivacy and trust
influence & \Low cost Cloud

enable Adoption

Figure 6-7: Components Relationship

Relationship 2: The second relationship is between the user characteristics and
technological enablers. Users play an important role in influencing any technological
initiatives. Based on the new technology available, the organisation identifies and
assesses organisational needs. The executive management are aware and understand
the return on investments (benefits) of cloud-based technology to the business strategy.
Once the departmental objectives and expectations are achieved, the technological
readiness is assessed. The overall infrastructure is assessed if the technology is
compatible with the current infrastructure and if the Internet bandwidth will be able to
accommodate all users, and data security and privacy measures are considered. Based
on trust, performance and service delivery, the executive management buys into the

technology’s adoption.

Relationship 3: The third relationship is between environmental factors and
organisational factors. Governance: the cloud infrastructure requires well defined
policies and regulations. And implementing within an organisation with well-defined roles
of responsibilities of IT management, business processes and applications helps the
organisation to address the areas of regulatory compliances, risk management and align

IT strategy with organisational goals. The study promotes the implementation of controls
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where legal requirements, legislation, policies and standards can effectively protect the
data. Controls such as cloud preventive controls, which include risk analysis and decision

support tools, enforcement of policies and trust management.

Relationship 4: The fourth relationship is between organisational factors and cloud
adoption. This relationship ensures that IT investments produce business value as well
as mitigate the risks and challenges associated with IT. At this stage, the cost of adoption,
migration, acquisition, customisation, uncertainty and cost of data confidentiality and
availability loss is determined and calculated. Taking into consideration the overall cost
performance required for the adoption of cloud computing in the public sector, the study
supports that cloud models are cost-effective but require a huge upfront investment. The
top management sums up all cost factors and presents the budget to the finance
department in the organisation. The finance department approves and enables the

budget.

Relationship 5: The fifth relationship is between adoption factors and security and
privacy requirements and trust. The stakeholders ensure that proper security controls
that fulfil the security and privacy requirements are in place. The study reveals that cloud
computing can only be trusted once proper security mechanisms are in place. This
creates a positive working relationship between the cloud owner, cloud customers and

cloud providers.

Relationship 6: The sixth relationship is between technological enablers and cloud
adoption. Technology enablers promote cloud adoption. This ensures that cloud
adoption is based on the needs and requirements of the government to address the goals

and business sustainability.

Relationship 7: The seventh relationship is between cloud adoption and cloud
implementation. After the decision to adopt the cloud solution, the next phase is the
implementation. Implementation plan and process should be addressed. Implementation
is the crucial stage for users to access the cloud services deployed. This ensures that
the cloud services to be accessed are available and that all security and privacy
requirements are implemented. For the users to trust accessing the cloud services

(technology) the following security controls should be in place: confidentiality, availability
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and integrity of data or information, authentication, authorisation, access control,

transparency and compliance.

Relationship 8: The eighth relationship is between cloud implementation and
management (service monitoring, evaluation, auditing, etc.). At this stage, it involves
governance, which provides an integrated governance, management and process frame
to implement and execute information security. This sums up and covers all the security
issues and ensures compliance to all components needed to implement cloud computing.
The framework is also reviewed and evaluated by the expert reviewers. It ensures
continuous support, service monitoring, evaluation, auditing, security management and

trust management.

6.2.4.4 Tentative design

A tentative design is developed and implemented in this stage. Figure 6-8 shows the
conceptual design of all the links among the different components and it also shows how
cloud computing adoption is influenced by this component. This conceptual design can
help expert reviewers to review the framework based on technological availability,

awareness, knowledge and skills of the factors affecting cloud adoption.
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Figure 6-8: Conceptual Design
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The conceptual design is further demonstrated through the implementation guidelines,

Table 6-2 presents guidelines and how these guidelines are applicable to this study.

Table 6-2: Guidelines of the Framework

affecting cloud adoption

Implementation guidelines | Implementation in this study
stages
Stagel: Identify factors | The factors affecting cloud adoption were

identified in Chapter 2 during literature review and

confirmed by the study in chapters 5 & 6. These
components were grouped into four factors:

v" Organizational factors: needs

assessment, executive management buy-

in, return on investment (benefits),
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governance, budget, skills, trust, privacy
and information security

v" Technological enablers: Infrastructure
compatibility, bandwidth, security,
performance, service delivery, trust and

privacy.

v" Environmental factors: Policies,
regulations, service providers and
governance

v User characteristics:  Acceptance,
awareness, expectations, knowledge and

skills
Stage2: Establish cloud adoption | Data collected is analysed and used as
baseline. recommendation for improvement:

v" Technology acceptance and awareness

v" Develop cloud security policies

v Ensure compliances of policies and
regulations

v" Technology compatibility and services
availability

v Security control measures in place

v Budget allocation

* This stage identifies what needs to be improved
in adopting cloud.

Stage3: Implementation This stage uses the evaluation results. The
technology intervention is implemented.

Stage4: Evaluating The cloud technology is evaluated after
implementing the changes.

Stageb:  Monitoring, auditing, | After the evaluating plan is in place, the
security management, updating | performance of the technology will be constantly
and continuous support monitored, audited and ensures security against
threads and risks. The cloud technology should
also be up to date with upgrades and new version
releases. The study also reveals that continuous
support from the vendors (cloud providers) is very
important.

6.2.4.5 Framework consolidation

Framework consolidation involves putting together all the identified components of the
framework. Figure 6-9 presents the composition of all the components identified and the
framework presented in Figure 6-10. This aims to answer the last question of the study:

How can Namibia position herself with minimum risks on the cloud?

123



Adoption factors Design Process Security, Privacy, Risks
& Threats controls
-Needs Assessment -Technological
-Awareness Availability -Access control
-Knowledge and Skills -Awareness -Authentication
-Budget -Knowledge and Skills -Authorisation
-Governance -Decision Making -Confidentiality
-Executive buy in -Integrity
-Return on Investment -Availability
(benefits) -Compliance
-Policies and Regulations -Accountability
-Infrastructure -Transparency
compatilibility -Governancy
-Bandwidth (Internet) -Encryption
-Trust -Data retention

-Security and Privacy -Meta Spoofing
-Perfomance and Service
delivery

Cloud adoption evaluation

Figure 6-9: Compaosition of All Components

Figure 6-10 present the proposed framework for adopting cloud computing. This achieve
the study objective “to propose a secure framework for cloud adoption in the Namibian

government IT departments”. The framework is presented in Figure 6-10.
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Figure 6-10: A Secure Cloud Adoption Framework
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6.2.5 PHASE 4: Theoretical Demonstration

In this phase, the study demonstrates how to use the artefact to solve the problem. The
researcher points out the benefits of cloud computing. The Namibian government IT
departments, including RCs, can access central resources via cloud-based IT
infrastructure. The framework provides guidelines on how to securely access these
resources. IT experts no longer need to travel long distances to solve problems.
Information is readily available everywhere. Proper policies are in place.

The case studies mentioned in Chapter 4 of this study are used as examples to
demonstrate the implementation of the Secure Cloud Adoption Framework presented in
Figure 6-14. Based on the suggested framework guidelines, the three used cases are

mapped to the framework implementation guidelines provided in Table 6-2.

Stage 1: Identify factors affecting cloud adoption

The first stage is to identify factors affecting cloud adoption in an organisation based on
the proposed adoption process factors: Firstly, the organisational user/stakeholder
characteristics involved in cloud computing adoption are defined. The cloud adoption
team roles are defined in Table 6-3.

Table 6-3: Cloud Computing Adoption Team Roles Defined

Cloud Computing | Roles Outputs
Adoption Team
OPM Legally own government | Define policies, select
cloud relevant security
dimensions and

requirements

- Make decisions - Influence decision
- Assess cloud-based | making
Directors and  deputy | services - ldentify services to
directors - Approve budget implement on the cloud

126



Cloud Service Provider
Cloud Experts

Provides laaS and laaS
cloud services and advise
accordingly

Deliver cloud computing
services

Migration cloud experts
Systems administrator

Execute the framework

- Implement
- Integrate and migrate to

System analyst
IT technician

cloud services

Experts review Monitor, evaluate and |- Ensure compliance of

Government employees audit the framework policies and  security

Internal IT auditors controls

Security experts - Verification of service
level agreements

OPM Implementation agencies | Implementations and

OMAs/MURD/RCs/DF deployment of the secure

framework

In stage one, the most crucial component is to determine the needs and expectations of

the Namibian government IT departments by defining the factors affecting cloud adoption

as depicted in Table 6-4.

Table 6-4: Factors affecting cloud adoption

Organisational Factors

Needs assessment
(Performed by the deputy
directors, chief system
administrator/system analyst,
security experts and cloud
providers)

-ldentify services to migrate to the cloud e.g. laaS
and SaaS
-Classification of information asset security
categories: official, secret, top secret

-Determine risk profiling
-Does cloud computing innovation meet the
departmental objectives

- internal competency skills

-The departments can sustain themselves

-IT staff skilled to assist the users

Executive management buy-in
(OPM and MURD IT directors,
deputy directors, chief system
analyst/system
administrator/analyst
programmers)

-Cloud computing is presented to IT directors,
deputy directors and chief system analyst/system
administrator/analyst programmers.

-The executive management understand and

grasp the value of the technology
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-Based on strategic planning and decisions
making, the management supports the initiative.
-Motivate for approval and implementation

-Draft the Service Level Agreement terms and
conditions

Expectations
(T technicians and
government employees)

This is in line with organisation operations and
may include:

-Reduced IT infrastructure cost

-Flexibility and scalability

-Improved service delivery

-Availability of cloud services to the RCs

-Well defined security policies

-Maximise resource utilisation

-Cost effective

Governance
(OPM, cloud experts and audit
committee)

-Strategically align the cloud infrastructure to the
Namibian national information technology’s
mission, needs and goals

- assuring that the cloud adoption strategy delivers
benefits and provides value

-OPM ensures that resources are available and
managed well

-OPM monitors and measures the progress on the
IT departmental performance towards cloud
adoption

-The procurement unit and audit committee
ensures that there was is transparency in the
decision making

-Ensures that the service provider understand the
government strategy

Benefits

Maximise service delivery, reduce cost, increase
performance, eliminate lengthy procurement
process, increase effectiveness, centralised
resources, enhanced information availability,
flexibility, disaster recovery, improved storage
space, reduction in IT complexities, reduction in IT
experts, systems integration, software legacy,
auditing, environmental friendliness and the ability
to launch rapidly which is a great return on
investment to the Namibian government.
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Budget -Government cloud computing cost the project and
(I.T directors  and  deputy avail budget for cloud computing implementation
directors)
-The budget should include feasibility study cost,
initial cloud computing acquisition budget and
service level agreement cost
Skills -Cloud Service Providers train the IT staff
-Conduct training with all users
Privacy and information | -Determine the privacy and security requirements
security

(IT directors, deputy directors
and security officers)

-Select relevant security dimensions (availability,
authenticity,  confidentiality,  privacy, trust
management, accountability, transparency and
identity management)

Technological Enablers

Infrastructure readiness
(OPM and MURD IT directors,
deputy directors, chief system

-Reliable and electricity
-Internet speed

analyst/system -List systems to be rolled over
administrator/analyst

-Rollover plan
programmers)

Infrastructure compatibility
(OPM and MURD IT directors,
deputy directors, chief system
analyst/system
administrator/analyst

-Assess the compatibility issues regard to the
existing systems and applications

programmers)

Bandwidth -Upgrade bandwidth at regional councils and
constituencies

Security -The Namibian government then establishes

(security experts)

security requirements

-Select relevant security dimensions

e.g.
availability, integrity, confidentiality, privacy

Service delivery

-CSP and implementation team ensures that the
cloud system is performing as intent too.

-Cloud services are reliable and always available

En

vironmental Factors

Policies

Regulations

-OPM in collaboration with other government
OMAs, draft the recommended policies: cyber
security policy, cloud governance policy, IT cloud

legislation, cloud implementation guidelines, cloud
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computing policy, Technology integration policy
and cloud security alliance

-The implementation team ensures that all laws
and regulations related to cloud computing
adoption should are adhered too.

Cloud Services Providers | -The role of the CSP is to advise accordingly.
(CSP)

-OPM relies on the CSP’s experience, skills and
the ability to deliver the services.

-Ensures that services are available to RCs,
MURD and DF throughout.

Governance -Compliance of IT cloud legislation and policies
-Service monitoring and auditing

Information Security -Ensures data security
-Compliance with all standards

-Trust and Privacy is maintain through trust
management and national data protection laws
User Characteristics

Acceptance -The users have accepted that cloud computing is

useful and easy to use.

Awareness/knowledge -Implement awareness campaigns to capacitate
users

Expectations -Bringing service closer to the people

(T technicians and

government employees)

Skills - The right skills and knowledge experts are

needed for the implementation of cloud adoption.

-Train IT experts

Stage 2: Establish cloud adoption baseline

At this stage, the cloud adoption team (deputy directors, chief system
administrator/system analyst, system administrator, system analyst, analyst programmer
and cloud providers) establish a cloud baseline by ensuring that all activities required in

stage 1 are analysed, completed and improve any gap identified:

v’ Strategic alignment to the government’s mission and vision
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Technology accepted and all stakeholders are aware

Classification of information assets based on data sensitivity and risks involve
Cloud policies and regulations developed

Compliances of policies and regulations

Technology compatibility and services availability

Security Control measures in are in place

Budget allocated

D N N N N N W RN

Experts capacitated
Stage 3: Implementation
This stage utilises the evaluation results. The technology intervention is being

implemented. The organisations are made aware and best practices are in place. An

example of the cloud implementation is illustrated in Figure 6-11.

Namibian Government
Cloud (OPM)

Security control measures

Ministry
of Health

Figure 6- 11: Namibian Cloud Implementation lllustration

The roles of the cloud adoption team in the implementation are described as follows:

a. Office of the Prime Minister
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OPM'’s mandate in ICT management is as explained in Chapter 4, to facilitate the process
of formulation of policy and implementation of programmes within the government and
the Public Service as a whole and to provide operational data service, develop and
maintain systems and investigate OMAs’ computers and systems’ needs. Hence, OPM
is the leading government agency that approves, oversees and coordinates the
implementation of all developmental initiatives within the Namibian government IT

departments.

OPMs’ major role in adopting cloud-based services in the Namibian government is
defining appropriate policies, selecting correct security dimensions and requirements
currently, OPM is entrusted with IT infrastructure, and will also legally own the Namibian

government cloud-based infrastructure.

b. Directors and Deputy Directors

In the Namibian government IT departments, the senior management team comprises
directors, deputy directors and senior systems administrator/system analyst. This
category manages the general services of all departments, plans, budgets and monitors
all departmental IT activities and mostly approves all decision making in the entire
department.

According to Kaisler et al. (2012), adopting cloud computing infrastructure is a major step
and requires decisions in three categories service, system and application. Service refers
to how the service is provided by assessing the user’s view of the cloud computing. The
system category implies how the application uses the cloud computing by assessing the
infrastructural issues. The last category, application implies how the application is
mapped in cloud computing environment by assessing how the application is mapped to
the infrastructure.

These users are very crucial in the cloud-based adoption framework, as they are
influential in decision making whether to adopt or not to adopt cloud computing. They will
assess the cloud-based services and identify services to migrate to cloud computing

systems. They are accountable for the implementation team.

c. Cloud Service Provider
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The cloud service provider is the organisation that will provide cloud-based services and
make the services available to the government employees. This provision of services is
defined according to the requirements provided by the cloud owner (OPM), and normally
described in the service level agreements (ENISA, 2015). This team comprises cloud
experts.

d. Experts review, researcher and government employees: internal
auditors, security experts, etc

This team ensures that the framework complies with all the defined appropriate policies,
security controls and meets all the requirements. Their main role is to monitor, evaluate
and audit the framework. Their assessment and review of the framework promotes,
strengthens and ensures the urge to adopt cloud computing services. They are also

responsible for verifying SLA between cloud service providers and cloud owners.

e. Migration cloud experts, system analyst, system administrator and IT
technician

This team executes the framework. After decision-making, monitoring and evaluation of
the framework, this team is then instructed by decision-makers, in collaboration with the
migration cloud experts, to implement the secure framework. They ensure integration and

migration of IT from traditional infrastructure to cloudbased infrastructure.

f. OPM and OMAs/MURD/RCs/DF

This team consists of the implementing agencies. Bringing service closer to the Namibian
citizens. This involves creating awareness, implementing and deploying of the secure
framework. They use the services provided by the cloud service providers.

Stage 4: Evaluating

The cloud adoption framework is evaluated after implementing the changes.
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Stage 5: Monitoring, auditing, security management, updating and continuous

support

Figure 6-12 shows the events to be monitored, the monitoring tools and reports
generated. Figure 6-13 shows the auditing process while Figure 6-14 elaborates on the

security management, updating and continuous support.

Monitoring of requirements
network traffic between sites e.g. MURD and RCs
systems monitoring
Third party equipment
Real time monitoring

web applications

Operational and admistrative

Monitor continously

oo
c
=
o
k=
c
o
=

Monitoring tools

Generation of reports for OPM, MURD, RCs
. & DF

Figure 6-11: Cloud Services Monitoring Events
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Auditing

Executive management decide on the type
of audits

Sign a confidential agreement

Internal Audits/External Audits

Create an audit team

Frequency of audits

annual, quartely & weekly

Develop audit levels

ad Template for conducting audit

Certifications (ISO

Figure 6-12: Cloud Services Auditing

security management,
updating and continuous

support

Updating based on the:
Changes management
Incident management

Level  Agreement

Renegotiation in terms off
system requirement change

security
management

Security  control
should be managed
at all levels (OPM,
MURD, RCs & DF)

Figure 6-13: Change Management

6.2.6 PHASE 5: Framework evaluation

Continuous

Service
provide

support based o
he SLA agreement

Contract
Termination

A clause should
be included in the

service provider

Evaluation of a framework is very important, as it seeks to produce judgment of value,
measures the worthiness or determines the benefits (Pammett & Goodman, 2013). The
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experts’ review demonstrates measurements and observations that are accurate, reliable
and valid. It gathers evidence systematically that the proposed framework is needed, it is
fully developed, whether it meets the needs of those who will use it and makes
suggestions that would improve the framework. The proposed secure cloud computing

was evaluated using literature review and expert reviews.

6.2.6.1 Expert Reviews

An expert reviewer is an evaluator that uses his/her perceptual sensitivity, past
experiences, refined insights and ability to assess an object and effectively communicate
their assessments (Stufflebeam, 2000). An expert review is done to identify any issues
pertaining to design in any product and to identify specific areas where these issues
occur. In an expert review, the reviewer brings in his/her expertise in a given substantive
domain, and also sometimes his/her personal choices or biases (Tory & Moller, 2005).
Expert reviewers were drawn from professionals in the area of IT security, government
IT departments, internal auditor, government policy development and cloud adoption
framework research, as depicted in Table 6-5. All expert were unbiased as they had not
participated in this study beforehand.

Table 6-5: Participants’ Profile

Participants’ field Position Experience

IT Security IT Lecturers Reviewer is a specialist in
information security, user
security, user experience,
human computer
interaction and ICT4D in
underserviced

communities. The reviewer
has a PhD in IT, MSc in
Computer Science and
BSc in Computer Science

and Mathematics.
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Government IT department

Directors and Deputy
Directors (Head of
departments)
Chief System
Administrator/ System
Analyst/ Analyst
Programmer
System Administrator/
System Analyst/ Analyst
Programmer
IT Technician

Internal Auditing

Internal Auditors

Section 4.3.1
Although

reviewers have the same

Note: these
position description and
experiences as the data
collection participants,
these reviewers have not
previously participated

during data collection.

Government Policy

development

Departmental Managers

Writes and  develops

policy
documents. The reviewer

reports and
leads and manages policy
officers within the policy
and standards department
and
The

conducts

and establishes

reviews standards.
reviewer
and

research, writes

develops a variety of
reports and documents

related to consultations,

policy,
standards. The

guidance and
reviewer
provides information and
guidance to management
on all policy and standards

issues.

Others

Security Officers

Specialise in cyber

security.
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6.2.6.2 Framework evaluation tool

Prior to conducting the reviews, the evaluation tool was developed and reviewed by the
research supervisor and three other colleagues from different institutions. Piloting the
evaluation tool was done to ensure that all questions were understood and to rectify any

errors or design flaws.

The designed tool consisted of four sections. Firstly, the tool introduced the main aim of
the tool and the demographic information of the participants. Secondly, the framework
was evaluated on the needs assessment, benefits of cloud computing, budget,
performance, technology acceptance, information security, policies and regulations,
governance and compliance. Thirdly, the tool looked at cloud adoption, evaluating the
relevance of technology readiness in the Namibian IT departments. Lastly, the tool
evaluated the overall framework and any perceived suggestion. The research
components were measured against a 4-point scale, from very important to least

important, very relevant to least relevant or strongly agree to strongly disagree.

6.2.6.3 Data Analysis

Data analysis was categorised using predefined themes and data analysed under those
themes. The analysed data were used as recommendations to improve and refine the
SCAF framework. The evaluation tool was emailed to 25 experts and only 20 experts

participated.

6.2.6.4 Evaluation Findings
Demographic information
The demographic information details collected on the background of the participants.

Table 6-6 presents the participants’ demographic information.

Table 6-6: Expert Profiles

Position Information security | Years of experience in
years of experiences governance
Academic: Prof/Dr/MSc 6-10 0-5
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Analyst Programmer, Chief
System Administrator/System

Analyst/Analyst programmer | 0-5 0-5
Head of Information

Technology 6-10 0-5
Information Security Expert,

Academic: Pro/Dr 11-20+ 0-5
Internal Auditors 11-20+ 11- 20+
IT Technician 0-5 0-5
IT Technician 0-5 0-5
IT Technician 6- 10 0-5
IT Technician 0-5 0-5
IT Technician 0-5 0-5
System Administrator 0-5 0-5
System Administrator 0-5 6-10
System Administrator 0-5 0-5
System Administrator 0-5 0-5
System Administrator 0-5 0-5
System Administrator 0-5 0-5
System Administrator 6- 10 0-5
System Administrator 0-5 6-10
System Administrator 6-10 6-10
System Administrator 6-10 6-10
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FRAMEWORK EVALUATION

This section assessed the proposed factors for SCAF. The findings reveal that most
of the reviewers agreed that the proposed factors influencing the implementation of
SCAF framework were very important. The factors are listed below and their score
per factor.

Needs assessment

The results revealed that most of the reviewers saw needs assessment as a very
relevant factor to the organisation’s needs in the adoption of cloud computing in the

Namibian government, as shown in Table 6-7.

Table 6-7: Relevance of Cloud Computing Benefits

Needs assessment Very Releva Not Least | Total

Releva nt Releva | Releva

nt nt nt

The department’s IT infrastructure | 85% 15% 0% 0% 100
and requirements for the %
organisation’s sustainability.
The mapping of cloud computing 55% 40% 5% 0% 100
adoption to the organisation’s %

strategy, to ensure that the
departmental objectives and
expectations are achieved.

Evaluate organisation’s internal 65% 30% 5% 0% 100
competency such as skills, %
management support, availability
of infrastructure and resources for
cloud adoption.

The challenges of the existing 45% 40% 15% 0% 100
service delivery framework %

Benefits of cloud computing (return on investment)

In Table 6-8, the reviewers confirmed the study findings that the listed benefits were
very relevant in influencing the adoption of cloud computing services in the Namibian
government. However, 25% of the reviewers thought that reduced IT experts were

not relevant.

Table 6-8: Relevance of Cloud Computing Benefits

Cloud computing benefits Very Relevant Not Least Total
Relevant Releva | Releva
nt nt
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Flexibility 40% 50% 10% 0% 100%
Centralised resources 65% 25% 5% 5% 100%
Hardware utilisation 50% 30% 15% 5% 100%
Scalability of IT resources 60% 30% 10% 0% 100%
— 3
Séﬁi%t/er IT efficiency and 75% 10% 15% 0% 100%
Cost reduction 55% 40% 5% 0% 100%
Increased performance and o 0 0 0 100%
better functionality 55% 30% 15% 0%
Rapid elasticity 50% 35% 15% 0% 100%
i 0
Prote(_:tlon, care and 60% 3506 506 0% 100%
technical support
Auditing and logging 55% 35% 10% 0% 100%
Reporting and intelligently 55% 40% 5% 0% 100%
Policies management 60% 25% 15% 0% 100%
Systems integration and 60% 30% 506 59 100%
software legacy
Business continuity 55% 35% 10% 0% 100%
R_egular backups and 5506 20% 506 0% 100%
disaster recovery
—— . 3
Ic\jﬂéalli)\(/l(rar:;se improved service 20% 50% 15% 15% 100%
Accessibility of services 45% 40% 15% 0% 100%
Improved storage space 50% 40% 10% 0% 100%
Lengthy procurement 30% 50% 20% 0% 100%
process eliminated
IT experts reduced 45% 25% 25% 5% 100%
Improved security 25% 65% 10% 0% 100%
—— 3
iIi:(1(?)1;3:]:1{jcltt:-i:(cjjnava|IablI|ty of 65% 2504 5% 5% 100%
Environmental friendly 50% 30% 15% 5% 100%
Reduction in IT complexities | 60% 30% 10% 0% 100%
Ability to launch rapidly 75% 10% 15% 0% 100%

Most of the reviewers strongly agreed and agreed that the benefits evaluated were
applicable to the Namibian government service delivery. Table 6-9 presents the
results and again the reviewers strongly disagreed that reduced IT experts was not

important. This confirms findings of similar studies by Kundra (2011) and Wyld (2010).

Table 6-9: Importance of Cloud Computing Benefits

Cloud computing benefits Strongl | Agree | Disag | Strongl | Total
y Agree ree y
Disagr
ee
Flexibility 25% 70% | 5% 0% 100%
Centralised resources 40% 50% 5% 5% 100%
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Maximise hardware utilisation 40% 50% 10% 0% 100%
Scalability of IT resources 25% 70% 5% 0% 100%
Greater IT efficiency and agility 550 40% 504 0% 100%
Cost reduction 50% 40% 10% 0% 100%
0
Increased p_erformance and 45% 5506 0% 0% 100%
better functionality
Auditing and logging 45% 55% 0% 0% 100%
. : 5
Z)és;gns integration and software 45% 45% 10% 0% 100%
Business continuity 50% 35% | 15% | 0% 100%
i 0
f&ei%l\Jllearry backups and disaster 70% 30% 0% 0% 100%
Improved service delivery 45% 45% 5% 5% 100%
Accessibility of services 55% 40% | 0% 5% 100%
Improved storage space 40% 55% 5% 0% 100%
0
Iéﬁ;?;t;yt/e%rocurement process 45% 350 15% 59 100%
IT experts reduced 35% 30% 25% 10% 100%
Improved Security 55% 40% 0% 0% 100%
T 5
ili?gra::;tei:gnavallablllty of 5506 45% 0% 0% 100%
Environmental friendly 15% 65% 20% 0% 100%
Reduction in IT complexities 35% 45% 10% 10% 100%
Ability to launch rapidly 20% 70% 10% 0% 100%

CHALLENGES

The findings (Table 6-10) show that most of the listed challenges of the framework

are very relevant in influencing the adoption of cloud-based services in the Namibian

government. However, the reviews rated political interferences, integration issues and

initial cost as irrelevant or of least importance.

Table 6-10: Relevance of Cloud Computing Challenges

Challenges affecting the Very Relevant Not Least Total
adoption of cloud Relevant Relevant | Relevant
Security issues 65% 30% 50 0% 100%
- - 3
Privacy issues 60% 40% 0% 0% 100%
Technology complexity 40% 40% 15% 5% 100%
0,
Trust' of where government 65% 2504 5% 5% 100%
data is stored
Data integrity 50% 30% 15% 5% 100%
Political interferences 15% 40% 20% 250 100%
Compliance issues 40% 35% 20% 5% 100%
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0
Lack of | 35% 45% 20% 0% 100%
performance/functionalities
Lack of skills to assess 100%
and implement 40% 45% 10% 5%
Integration issues 25% 50% 25% 0% 100%
Inadequate IT budget for 100%
volume licensing 55% 25% 20% 0%
Legal implications 40% 40% 15% 5% 100%
Insufficient vendor service 100%
commitment/lack of 55% 30% 15% 0%
expertise
Limited bandwidth capacity | g5y 2504 10% 0% 100%
Low service availability 100%
(downtime) 45% 40% 15% 0%
Initial Cost/budget 45% 30% 2504 0% 100%
Trust 40% 50% 5% 5% 100%
Policies to support cloud 55% 35% 5% 5% 100%
I 0
Cloud_ infrastructure 60% 30% 5 50 100%
security
Budget

Table 6-11 shows that SCAF will be cost-effective and will reduce cost in IT hardware

infrastructure and maintenance costs, low budget allocation, travelling costs, and

operational and software costs. Although some reviewers agree that SCAF will reduce

cost, some disagree that it will not reduce telephone cost and upfront payment.

Table 6-11: Cloud Adoption Cost Effectiveness

Cloud computing cost Strongly | Agree | Disagree | Strongly | Total
effectiveness Agree Disagree

1 0
IT hardyvare infrastructure 5506 20% | 5% 0% 100%
and maintenance cost
Based on SCAF the 100%
Namibian government can 30% 5506 | 15% 0%
have a low budget allocated
to IT service delivery.
Travelling costs 65% 20% | 15% 0% 100%
Telephone costs 25% 35% | 35% 5% 100%
Network upgrades cost 20% 35% | 30% 15% 100%
Upfront payment 20% 30% 50% 0% 100%
Operational cost 15% 65% 20% 0% 100%
Software cost 50% 40% 10% 0% 100%

Performance
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The reviewers indicated that the performance indicators are very relevant in
adopting cloud-based services in the Namibian IT departments as depicted in Table
6-12.

Table 6-12: Performance Relevance

Technology Very Relevant Not Least Total
Performance Relevant Relevant | Relevant
indicators

Scalability 40% 50% 5% 5% 100%
Reliability 65% 35% 0% 0% 100%
Service availability 70% 25% 5% 0% 100%
Bandwidth 80% 10% 10% 0% 100%

Technology acceptance

Most reviewers strongly agreed that the perceived usefulness, such as improved
performance, maximised service delivery in government, high flexibility in delivering
services, enhanced effectiveness of IT experts on the job, met the Namibian
government IT departmental needs such as solving backlog issues at the RCs and
SCAF would be useful in supporting RCs and other remote areas will influence the

cloud adoption as depicted in Table 6-13.

Table 6-13: Perceived Usefulness

Perceived Usefulness Strongly | Agree | Disagree | Strongly | Total
Agree Disagree
Improve performance 45% 55% 0% 0% 100%
— . : . 5
Maximise service delivery in 50% 50% 0% 0% 100%
government
ngh_ flexibility in delivering 45% 50% 506 0% 100%
services
i 0
Enhanced effegtlveness of IT 5506 30% 10% 59 100%
experts on the job
Meets the Namibian 100%
government IT depgrtments 40% 50% 10% 0%
needs such as solving
backlog issues at the RCs
SCAF will be useful in 100%
supporting RCs and other 60% 30% 10% 0%
remote areas

Most reviewers agreed that SCAF will provide easy guidelines for laaS to be easily
integrated with the traditional IT infrastructure, will be easy to use, will enable timeless
services, stakeholders will have easy access to information and applications and that

SCAF is easy to use as a tool for cloud service integration as shown in Table 6-14.
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However, 5% strongly disagreed that the Namibian government IT departments would

find cloud computing easy to use.

Table 6-14: Perceived Ease of Use

Perceived Ease of Use Strongl | Agre | Disagr | Strong | Total
y ee ly
Agree disagr
ee
Provides easy guidelines for 35% 65% | 0% 0% 100%
Infrastructure as a Service to be
easily integrated with the traditional
IT infrastructure
The Namibian government IT 35% 50% | 10% 5% 100%
departments would find cloud
computing easy to use
SCAF will enable timeless services | 30% 60% | 10% 0% 100%
Stakeholders will have easy access | 35% 60% | 5% 0% 100%
to information and applications
SCAF is easy to use as a tool for 25% 60% | 15% 0% 100%
cloud service integration

Information security

As depicted in Table 6-15, majority of the reviewers evaluated the security controls
as very relevant or relevant towards the adoption of cloud based services in the

Namibian government.

Table 6-15: Security Controls

Information Security Very Relevant Not Least Total
controls Relevant Relevant | Relevant
Identification and 100%
authentication 75% 25% 0% 0%

management

Authorisation and access 7504 2506 0% 0% 100%
control

Confidentiality 80% 15% 5% 0% 100%
Integrity 65% 25% 10% 0% 100%
Non-repudiation 30% 55% 15% 0% 100%
Availability 65% 35% 0% 0% 100%
Compliance and audit 50% 50% 0% 0% 100%
Transparency 60% 25% 5% 10% 100%
Governance 40% 50% 10% 0% 100%
Accountability 55% 30% 15% 0% 100%
Trust management 50% 25% 15% 10% 100%
Network security 75% 25% 0% 0% 100%
Data centre physical 80% 10% 10% 0% 100%
security

Monltor'lng and 65% 3506 0% 0% 100%
evaluation
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Policies and regulations

Cyber security policy, cloud governance policy, cloud implementation guidelines,
cloud computing policy and technology integration policy are considered as very
important IT policies and regulations towards cloud adoption by most of the reviewers.
Only 5% rated cloud governance policy, cloud implementation guidelines, cloud
computing policy, cloud security alliance and government audit as not important as
depicted Table 6-16.

Table 6-16: Importance of Policies and Regulations

The implementation Very Important Not Least Total

and operation of Important Important | Important

information security

according to

organizational

policies and

procedures.

Cyber security policy 80% 20% 0% 0% 100%

Cloud governance 80% 15% 506 0% 100%

policy

Cloud implementation 60% 350 50 0% 100%

guidelines

Cloud computing 60% 3506 506 0% 100%

policy

0

Technology 45% 55% 0% 0% 100%

integration policy

Cloud security alliance | 700, 20% 5% 5% 100%

Government audit 5504 40% 504 0% 100%
Governance

As shown in Table 6-17, the reviewers evaluated governance as very important
towards cloud adoption. Strategic alignment of IT infrastructure to the organization’s
mission, needs and goals and compliance of IT cloud legislation and policies were

rated by the majority of reviewers.

Table 6-17: Importance of Governance towards Cloud Adoption

Governance factors Very Important Not Least Total
(set of Important Important | Important
responsibilities and
practices by
executing
management in
providing strategic
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direction, ensuring
that objectives are
met)

Strategic alignment of 100%

IT mfrgstr_uct’ure Fo t_he 65% 2504 0% 5%
organization’s mission,

needs and goals

Value delivery: 100%
assuring that the cloud
adoption strategy 55% 40% 0% 0%
delivers benefits and
provides value

Resources 100%
Management: the
availability and 50% 45% 0% 0%
management of

adequate resources

Measurement of IT 100%
department
performance to monitor | 55% 30% 5% 5%
progress towards cloud
adoption

i 0
Compll_ance of IT c_Iqud 65% 30% 0% 0% 100%
legislation and policies

— 5
Id_e_ntlfylng contrc_)ls to 45% 50% 0% 0% 100%
mitigate known risks

Provision of support for 100%

eff|C|_enC|es and 45% 45% 5% 0%
continuous

improvement

Traps_parency in 45% 45% 5% 0% 100%
decision making

Understanding and 100%
awareness of cloud
computing risks, and
effective and 55% 40% 0% 0%
appropriate
management of these
risks.

0,
Stakeholder§ trust the 3506 50% 10% 0% 100%
government’s strategy

. — 5
Ser\'/l'ce monitoring and 45% 50% 0% 0% 100%
auditing

Compliance

All the reviewers evaluated all the listed compliance factors in cloud adoption as very
important or important. Compliance implies that all laws, policies, legislations,

standards and requirements are adhered too. None of the reviewers considered any
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of the compliance factors as not important or least important as evidence in Table 6-

18.

Table 6-18: Importance of Compliance Factors

How important is
this compliance
factor in cloud
adoption?

Very
Important

Important

Not
Important

Least
Important

Total

Identifying local and
international laws,
regulations and
external requirements
to be adhered to

65%

35%

0%

0%

100%

Reviewing and
adjusting IT policies,
standards and
procedures to ensure
that legal, regulatory
and contractual
requirements are
addressed and
communicated

60%

40%

0%

0%

100%

Monitoring the
compliance
requirements of IT
policies, standards,
procedures and
regulatory

70%

30%

0%

0%

100%

IT cloud legislation
compliance

50%

50%

0%

0%

100%

Cloud adoption

Before adopting the cloud technology, the organisation have to assess the technology

readiness aspects in the organisation. Majority of the experts validated the framework

that cloud adoption readiness assessment, development of national cloud adoption

secure framework, Service Level Agreement, availability of IT infrastructure

(compatibility and interoperability), strategic and operations planning, executive

management buy in, broadband connectivity/bandwidth, electricity availability and

reliability, compliance to regulatory requirements and policies, information security

and implementation budget are very relevant or relevant factors of technology

readiness that are relevant towards cloud adoption as depicted in Table 6-19.
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Table 6-19: Relevance of Technology Readiness

How relevant are these Very Relevant Not Least Total
factors in adoption of Relevant Relevant | Relevant
cloud computing?
. . 3

Cloud adoption readiness 50% 45% 0% 59 100%
assessment
Development of national 100%
cloud adoption secure 45% 55% 0% 0%
framework
Service Level Agreement 55% 40% 0% 5% 100%
Availability of IT 100%
infrastructure (compatibility | 65% 30% 5% 0%
and interoperability)

= . 5
Stratgglc and Operations 45% 5504 0% 0% 100%
planning

i 0
tIfxe(_:utlve Management 60% 40% 0% 0% 100%

uy in

Broadband o o o o 100%
connectivity/Bandwidth 85% 15% 0% 0%

— —— 3
Elgctr_lc_:lty availability and 5506 40% 0% 5% 100%
reliability

i 0
Com_pllance to regula_to_ry 5506 45% 0% 0% 100%
requirements and policies
Information Security 75% 25% 0% 0% 100%
Implementation budget 50% 45% 0% 5% 100%

Overall framework evaluation

This section of the evaluation presented factors to validate the overall performance of

the framework. A total of 55% reviewers strongly agree that the framework is relevant

and needed. While majority strongly agree or agree that the framework is efficient,

operational, well designed, useful and valuable as shown in Table 6-20. Although 25%

of the experts strongly agree and 40% agrees that the framework requires

improvement, 35% of the reviewers disagree that the framework needs improvement.

Table 6-20: Overall Framework Performance

Overall the framework is | Strongly | Agree | Disagree | Strongly | Total
Agree Disagree
Efficient 40% 55% 5% 0% 100%
Operational 20% 75% 5% 0% 100%
\éVeII designed and 3506 5506 5% 506 100%
eveloped
Relevant and needed 55% 45% 0% 0% 100%
Useful 45% 55% 0% 0% 100%
Adaptable 35% 60% 5% 0% 100%
Requires improvement 25% 40% 35% 0% 100%
Valuable 25% 75% 0% 0% 100%
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Comments/Recommendations:

Expert 1: Overall a well thought and detailed framework, however, have these
few questions for clarification and adjustment observation later. By
having an adoption factor of "Environmental factors," how do you
envisage the separation of Internal and external environment be
applied when your framework is adopted for use? (Internal
environment can constitute management, people, process and
technology for instance) Considering the "Information Security"
attributes, from the way you have presented them there is a noticeable
alignment to a specific "adoption factor" if that is the case, Why is
Accountability not included under the list for "Users/Stakeholder
characteristics" given the fact that it's aligned to " organisational
factors" ? If what | have highlighted above is correct i.e. for alignment,
just on the technical adjustment level, would recommend you revisit
the adoption process “Knowledge & Skills" and properly align the
adoption factors for "Technological enablers”.

Expert 2: | believe office of the Prime Minister needs to implement/ set up a cloud
of the government. Too many of our systems and information is in
foreign hands.

Expert 3: Do we have a federal government in Namibia?

6.2.6.5 Conclusion remarks

The purpose of this section was to evaluate the proposed SCAF framework. The
framework was evaluated by experts, their profiles are presented in Table 6-5 and
analysed according to the predefined themes. The framework evaluation tool was
formulated according to the study objectives and to determine if the proposed SCAF
framework is needed, if it has been fully developed, and if it meets the needs of those
who would use it. The online evaluation tool was designed using Google forms
(Appendix G).

The findings reveal that most of the reviewers strongly agreed that the proposed

factors influence the adoption and implementation of cloud computing in the Namibian

IT departments are very important and relevant.
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On the needs assessment, 5% of the reviewers suggested that evaluating the
organisation’s internal competency such as skills, management support, availability
of infrastructure and resources for cloud adoption is not relevant, but the rest of the
reviewers supports its relevance.

The relevance of assessing the existing service delivery challenges were considered
not relevant by 15%, however 85% of the reviewers suggested that is very relevant

or relevant and should remain part of the needs assessments.

Majority of the reviewers suggested that all proposed return on investments/benefits
are very relevant and strongly agreed that they are important towards cloud adoption,
however 30% of the reviewers feels that reduced IT experts is not relevant or is least
relevant and not an important benefits towards cloud adoption. On the challenges,
majority of the reviewers suggested that most of the challenges have to be mitigated
as they affect the adoption of cloud. Although Political interferences, integration

issues and initial budget is considered as not relevant challenges.

Although the results shows that adopting cloud is cost effective, 40% of the reviewers
disagree that it will reduce telephone cost and 50% of the reviewers also disagree
that it will reduce the upfront payment. This is in line with the study findings that cloud
adoption requires a huge investment in upfront payments. Hence, upfront payment

was removed as a cost effective sub-factor.

The findings also revealed that most of the reviewers agreed that scalability, reliability,
service availability and bandwidth are very relevant. The framework is perceived as
useful and ease of use as strongly agreed by majority of the reviewers. Most of the
reviewers strongly agreed that the security controls such as identification and
authentication management, authorization and access control, confidentiality,
integrity, non-repudiation, availability, compliance and audit, transparency,
governance, accountability, trust management, network Security, data centre physical

security and monitoring and evaluation are very relevant.

All the proposed policies and regulations were considered as very important by most
of the reviewers. The results also highlighted that governance towards cloud adoption
is very important as rated by most of the reviewers. All reviewers recommend all the
proposed compliance factors that is very important towards cloud adoption. The
findings also considered technology readiness as very relevant as assessed by

majority of the reviews.
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The reviewers strongly agreed that the framework was efficient, operational, well
designed and developed, relevant and needed, useful, adaptable and valuable.
Furthermore, it met the needs of the Namibian government IT departments. In
conclusion, the study found that the SCAF framework is essential and applicable to
cloud adoption in the Namibian government IT departments.

6.2.6.6 Refined Framework

Based on the evaluation and validation processes, the suggestions and comments
from the experts were carefully considered and addressed as areas of improvement.
Some comments were already tackled earlier in the research, some influenced the
changes in the framework and the rest were to do with the alignment of factors in the
framework. This is presented in Table 6-21. The framework was refined accordingly.
Overall, Expert 1 expressed that it was a well thought out and detailed framework.

Table 6-21: Framework Evaluation Development Process

Evaluation Experts | Suggestions/Comments Improvement

made
The

Factor

Environmental | Expert 1 | By having an adoption factor of factors are

Factors

"Environmental factors”, how do
you envisage the separation of
internal and external
environment would be applied
framework is

when  your

adopted for use?

clearly defined in
the framework.

Information
Security

Controls

Expert 1

Considering the "information
security” attributes, from the
way you have presented them
there is a noticeable alignment
to a specific "adoption factor". If
that is

the case, why is

accountability not included

under the list for

"users/stakeholder

characteristics" given the fact

Accountability

added as a security
control under
Users/Stakeholders

characteristics.
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that it's

organisational factors"

aligned to

General Expert1 | For alignment, just on the | Proper alignments
technical adjustment level, | were made
would recommend you revisit
the adoption process
‘Knowledge & Skills" and
properly align the adoption
factors for  "Technological
enablers".

Governance Expert 2 | | believe Office of the Prime | Office of the Prime
Minister needs to implement/ | minister was
set up a cloud of the | purposely selected
government. Too many of our | as a case study for
systems and information is in | this reason. Clearly
foreign hands. explained in

Chapter 4.

Policies and | Expert3 | Do we have a federal | No, we do not have

regulations government in Namibia? federal government

in Namibia. Federal
government policy
was removed from
the list.

Overall Expert 1 | Overall a well thought out and

Framework detailed framework

Figure 6-15 presents the refined framework guidelines with the recommendations

incorporated.
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Figure 6-14: Refined Secure Cloud Adoption Framework
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6.2.7 PHASE 6: Communication

The contributions of this effort are presented in this thesis as well as disseminated in peer
reviewed scholarly publication. The framework will be presented to the government

institutions used as a case study.

6.3 Chapter summary

This chapter presented the process used to design the secure cloud adoption framework
for cloud adoption in the Namibia government IT departments. It highlighted the factors
affecting the adoption of cloud-based services and these factors include the technology
enablers, organisational factors, and environmental factors and stakeholders’
characteristics. Furthermore, the process and applicability of the framework development
is also presented. The chapter also presented a positive validation on the evaluation of
the proposed framework. The experts considered the proposed SCAF framework as
important, relevant, useful, adaptable and valuable. Little improvement was made on the
framework based on the experts’ recommendations. Lastly, the quality of the framework

and transferability through the documentation of tools was demonstrated.

The next chapter, Chapter 7 highlights the overall study conclusion and

recommendations.
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CHAPTER 7:RECOMMENDATIONS AND CONCLUSION

7.1 Introduction

This chapter presents the research contributions, reflection, lessons learnt, research
limitations, future directions and concluding remarks. The previous chapters discussed
the problem, methodologies, literature studies, as well as the empirical study. The
research problem was that the Namibian government ministries have IT departments that
are characterised by a central headquarter department located in Windhoek, which
supports several regions and constituencies. MURD, like other ministries, has physical
servers and a variety of other network equipment deployed at the 14 RCs to provide
Internet, email, webmail and mail to mobile services to the governors’ offices and RCs.
The servers also provide virtualised Windows Server services such as Application Server
services, Domain Controller services, Software Update services, Antivirus services and
Terminal services. To protect ICT equipment against hardware failures, MURD IT division
employees travel long distances to do server maintenance, cabinet clean up, network
connectivity setup between RCs and OMAs, and to solve problems at hand. Due to time,
budget and staff constraints, users sometimes wait for long periods before ICT problems
are solved. This chapter presents the researcher’s view of the whole thesis, following the
outline.

CHAPTER 7
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7.2 Research contributions

The study will contribute significantly to the Namibian government IT departments and
the research community at large in the following ways:

e The SCAF framework will promote central resource management within the
Namibia IT departments, this will reduce the costs of IT hardware infrastructure,
travelling and operations.

o The SCAF framewaork can be used as a guide for migrating government traditional
wired infrastructural to cloud infrastructural service.

e The secure cloud adoption framework will assist directors and deputy directors of
Namibia government IT departments with decision making and directives on
whether to consider adopting cloud for the effective use of technology.

e The framework evaluation of adopting cloud services in Namibia will assist in
providing future guidelines on how to improve service delivery in Namibia
government IT departments.

o The SCAF framework increases productivity and efficiency in the Namibia
IT departments’ government and as well as the community at large.

o SCAF will promote service deliveries in the entire Namibia government
including all fourteen regions as stipulated in Chapter 2 and 6.

o SCAF will provide guidelines on how can Namibian government IT
departments securely position themselves on the cloud computing
environment.

o The proposed secure cloud adoption framework promotes the utilizations
of new technologies in the Namibian IT departments, this can be applied
to similar setups.

o SCAF encourages the formulation, implementation and enforcement of
policies such as cloud computing security and cyber security policies in

the Namibia government.
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7.3 Reflection

This section presents the three types of reflections namely: scientific, methodological and
substantive. According to Vaishnavi and Kuechler (2004), reflection is a DSR cognitive
process that is carried out before the conclusion of the research. Scientific reflection
focuses on generalisations of the contributions made. Methodological reflection
describes the research process taken to come up with the framework while substantive

reflection defines the study scope.

7.3.1 Scientific reflection

With new technology advancements evolving around the world every day, government
institutions are forced to look for initiatives that can improve service delivery and ensure
that the citizens get information timely. Cloud technology has tremendous benefits that
can maximise service delivery in Namibian government IT departments, including all 14
regions countrywide. Despite the gains, technology is faced with security concerns, risks
and challenges. The study reveals that these challenges can be mitigated through the
implementation of proper security measures, policies and through trust management
tools. This study proposed a framework that could guide the Namibian government on
how to securely adopt cloud computing. The study identified and took into consideration
four adoption factors namely; organisational factors, technological enablers,
environmental factors and users’ characteristics. The framework is positioned to assist
with decision making, contribute to IT capacity building, act as a guideline and encourage
the formulation, implementation and enforcement of policies such as cloud computing

security and cyber security policies in the Namibian government.

7.3.2 Methodological reflection

When conducting research, a researcher is required to be neutral and unbiased. The
study used a qualitative multiple case study research paradigm that typically allows for
generalisation to other sites. The study could not use quantitative research methods, as
they focus more on generating numerical data or statistics. The study used the DSR

paradigm to design the framework. The DSR process outlines the problem statement of
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the study as well as the presentation of other phases that lead to the development of the
framework. Data were collected through questionnaire, literature review, interviews and
expert reviews. Data content was analytically analysed and interpreted into meaningful
results. The methods used for the study were best suited for the objectives of this study.

7.3.3 Substantive reflection

The scope of the study focused on analysing and understanding the benefits of cloud
computing as well as understanding how to mitigate the security risks and concerns
accompanying the paradigm. This enabled the identification of the secure cloud adoption
framework adoption factors (organisational factors, technological enablers and users’
characteristics). These constructs of the SCAF enabled and informed the design of the
evaluation tool for the experts. With the emerging technologies, government
organisations are forced to follow suit by adopting technologies that are crucial to the
organisation’s core functions. The proposed SCAF is essential for the Namibian
government IT departments, as it maximises service delivery and promotes centralises

resources management.
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7.4 Lessons learnt

Firstly, | have learnt about perseverance. Through this period of study and research, |
have learnt the value of hard work and the need to persevere and stay the course to the
end. During the long nights of writing, reading and going through research findings, sitting
up at 2am one felt like giving up, calling off the whole thing, but | decided to stay on the

course and complete the study for | convinced myself to do so.

Secondly, growth. | have grown tremendously during this period not only in knowledge
but also in work ethics and determination. | have also learned that the ability to read and
write English is not a measure of intelligence because there were many people |
interviewed and spoke to on the issue of cloud computing in government who had a
wealth of information and insights to share that they could only articulate elegantly in their

own dialect.

Thirdly, | have learnt that criticism is good. The best thing that helped me improve and
understand my work better during my dissertation writing process was constructive
feedback from my supervisor. My supervisor was really committed to go through my work
and provided me with feedback timely. She motivated me to overcome my limits and
reach higher standards of this research.

Lastly, it is evidently clear that cloud computing is here to stay and is the future. Almost
everyone has been touched or is already using services on the cloud. The reality is that
many government institutions are already using cloud services without knowing it and
without proper adoption frameworks in place. Be it Dropbox to exchange files with other
government agencies or partial or online services in the cloud. Cloud computing services
might be leaving government open to many security threats but also new opportunities.
Through in-depth research, | have learned that those threats can be mitigated and the

opportunities far outweigh the risks.
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7.5 Research limitations

This study encountered some limitations. To gain an in-depth understanding of the
phenomena in context, the study sample size was confined only to IT experts from OPM,
MURD, RCs and decentralised functions, as this was representative of all the other
government ministries and departments, however, it can be transferable. This might not
be fully representative of the different organs, as each has a unique function that usually
complements the other functions. The findings of the investigated phenomenon in the
Namibian context is not necessarily enough to generalise the opinions of all IT experts in
Namibian government IT departments to all sectors. Secondly, the research was
conducted on the IT experts who are knowledgeable in the IT fields and have deeper
understanding of technologies. Policy decisions and framework reviews are made by
specialists who hardly have a skill in IT, their opinions might differ from those of the
findings, however through articulation on the applicability of the framework to the different
roles in the governance of ICTs in government this may be overcome. The users might
find it difficult to understand and interpret the findings. Thirdly, the proposed secure cloud
adoption was only reviewed by different experts in the field, but not tested in practice.

Future considerations are discussed next.

7.6 Future considerations

In future, study could integrate all Namibian government IT departments to generalise the
framework to the entire government. The framework will be implemented in the case site
and evaluated over time as a pilot site before rolling it out to all Namibian government

organs.

It is recommended that the proposed SCAF framework be revised continually to support
any future technological advancements, applicability and implementations for any future
development. In future, it would also be worthwhile to explore the readiness of the
Namibian citizens of the studied IT departments to adopt and use cloud computing

services.
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Section 7.7 presents the concluding remarks.

7.7 Concluding remarks

The overall aim of this study was to assess and investigate the benefits and challenges
associated with adopting a cloud-based infrastructure service, especially focusing on
security and propose a framework for secure cloud adoption in the Namibian government
IT departments. The findings reveal that cloud computing offers benefits such as cost
reduction, flexibility, centralised resources, IT efficiency, improved service delivery,
hardware utilisation, data recovery, secure backups, advanced IT infrastructure,
increased performance, availability of information and scalability. Namibian government
IT departments can equally benefit from the mentioned benefits. However, this presents
security issues and challenges, the greatest being privacy, secure transmission and lack
of trust where data is stored. To securely adopt cloud computing services, the Namibian
government needs to make well informed decisions based on the cloud technology, draft,
cloud policies and regulations, deploy a cloud adoption team, implement security
controls, upgrade network bandwidth around the 14 regions, ensure stable reliable
electricity availability, perform needs assessment and conduct a feasibility study prior to
implementation. The study emphasises that all mentioned factors of the framework
should be addressed for the successful implementation of SCAF. The framework will be
distributed to the OPM and MURD.

Table 7-1 summarises and presents how the research objectives were addressed and

the outcomes.

Table 7-1: Research Question, Answers and Evidence
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Research question Answer Evidence
1. What benefits does cloud | 1. Cost reduction, | Chapter 2, 5 and 6
computing yield to Namibia’s | flexibility, centralised
government future IT | resources, IT efficiency,
infrastructure? improved service
delivery, hardware

utilisation, data recovery,

secure backups,
advanced IT
infrastructure, increased

performance, availability

of information and
scalability.
2. What are the security | 2. Security  issues, | Chapter 2, 5and 6
issues and challenges in | privacy issues,
adopting cloud-based | technology complexity,
Infrastructure as a Service in | limited bandwidth
Namibian government | capacity, initial cost and
institutions? policies to support cloud.
3. To what extent are|3. Majority of the | Chapter2,4and5
Namibian government IT | Namibian government IT

departments ready to adopt
cloud computing?

officials are familiar with
The

respondents show great

cloud computing.
positivity towards the
cloud adoption readiness
in Namibian government
IT departments. Namibia
government IT
departments are ready to
adopt cloud computing,

however legal
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frameworks such as
cloud security policy and
cloud adoption strategy
should be developed
before implementing

cloud adoption.

4. In what ways can the | 3. Motion Chapter 2, 4,6 and 7
Namibian government
position itself to adopt cloud-
based computing services

with minimum security risks?

The research objectives were successfully addressed and they have contributed
solutions to the research community and guidelines to adopt cloud computing to the
Namibian ICT governance. SCAF is transferable to other Namibian government OMAS’
IT departments.
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OF SCIENCE AND TECHNOLOGY Windhoek E: di@nust.na
NAMIBIA W: www.nust.na

[#!) namisia universiTy FRSi, o T Emnam
Faculty of Computing and Informatics

Department of Informatics

Mr P. Van Heerden

Ministry of Urban and Rural Development
Private Bag 13289

Windhoek

11 March 2016
Dear Mr. P. Van Heerden

Re: Request for Permission to Conduct Research Study

| am a registered Masters student in the Informatics Department, Faculty of Computing and Informatics at
NUST. As part of fulfilling the requirements of the qualification | am required to conduct a research on the
topic entitled: “A secure framework for cloud based adoption in Namibian government sector” The
objectives are to assess and investigates the benefits and security issues of adopting cloud computing
focusing on Infrastructure and Software as a Services technologies in Namibian government and propose a
framework for a secure cloud adoption in the government IT department. It is against this background that |
am writing to request permission to conduct the research study at Ministry of Urban and Rural Development,
Regional Councils and Decentralized OMAs IT division.

ed in this study will be kept confidential and only be used for the purpose of the study.
maticn will be disclosed and no direct links will be made to
the research findings will be submitted to your office in

All information provic
When publishing for the degree, no sensitiv
the respondents or actual departments. A report on
detail.

| am looking forward to a favourable response to conducting the research study as mentioned above. If you
require any further information, please do not hesitate to contact me on +264 813173537, email

enjunice12@gmail.com. Thank you for your consideration in this matter.

Eunike Nghihalwa

176



Appendix B: Approval Letter

REPUBLIC OF NAMIBIA
OFFICE OF THE PRIME MINISTER

26 March 2016
Ref: Research site Approval
To whom it may concern

This letter serves to acknowledge that we have received and reviewed a request by Eunike
Nghihalwa to conduct a survey in fulfillment of her research project entitled “A secure
framework for cloud based adoption in Namibian government sector” at Office of
the Prime Minister and | approve of this research to be conducted at our IT department.

In return Ms Nghihalwa will share her findings with us and this will improve our planning
for embracing cloud services in our department. Please provide her with the required
support and necessary assistance for the successful execution of this study. If you have
any questions, please do not hesitate to contact the undersigned.

Yours Sincerely,

Erastus Amutenya
Deputy Director: IT
Email: erastus.amutenya@opm.gov.na
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p!1 namisia universiTY plegsed T o
OF SCIENCE AND TECHNOLOGY Windhoek E: di@nust na
NAMIBIA W: www.nust.na

Faculty of Computing and Informatics

Department of Informatics

03 May 2016
To: OPM IT staff
MURD IT staff
All Regional IT officers

Dear Participant

RE: Participation to 2 research survey: A secure framework for cloud based adoption in Namibian
government sector

You are selected to participate in the study for the dissertation research paper carried by Ms Eunice
Nghihalwa as & requirement for the fulfillment of a Master degree in Informatics at the Namibian University
of Science and Technology.

The aim of the empirical study is to asses and investigates the benefits and security issues of adopting cloud
computing in Namibia. The study will further propose a framework for a secure cloud adoption in the
government IT departments, specifically on Office of the Prime Minister and Ministry of Urban and Rural
Development including Regional Councils as a case study.

You are guaranteed that all information provided in this questionnaire will be kept confidential and only be
used for the purpose of the study. The researcher will be held liable for any contrary behavior that might
conflict the interest of MURD as an outcome of the study.

The questionnaire consists of four sections that will take you about 15-20 minutes to complete. Kindly answer
all questions, as the quality of the outcome will depend on your answers.

Thank you for your contribution!

Yours Sincerely

Eunike N! Nghihalwa
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Appendix D: Publications

A Secure Cloud Adoption Framework (SCAF) for
the Namibian government information technology
departments

Eunile Ndshamhelela Nghthahva
Faculty of Compating and Informatics
Namibia University af Science and Technology
Windhoek, Namihix
enjumice] 2 g mail com

Absract—Cloml computing has taken over mast of the
organizations 1T departments operations amd is making
hemdlines across the globe. Despite clowd computing benelis,
security Bswes and challenges remains a priority concern. The
Mamibian government is prompt to contemplate solutions that
are cist effective amd deliver eMcient and eMective information
amd communication technolgy services to her people. This
paper presents a Secure Olowd Adoption framework (SCAF)
Tor the Mamibian government I'T depriments, a case study for
(HTice of the Prime Minkter and Minktry of Urban and Rural
Develipment IT departments. Design Science Research (SR )
strategy wms used o develop the SCAF framework The
Tframework consists of Fowr compone nis namely : o rganieational
actors, technohlgical enablers, environmental Factors and
users characteristics. The study reveak that S3CAF can safe
guide the Mamibian government IT departments on how o
adopt clowd computing with minimum security risks.

Keywords—Clond Computing, Secuwre Framework, Secwriy
and Privacy. Adopdon

[.  INTROIUCTION

Clowd computing iz the ®chnology on the raise that
offers the service delivery model that satisfies the neods of
government administration, offering Information Technology
{IT) departments scalability, clasticity, high performance,
mesilience and socurity [1]. Reference [1] also demonsirates
that the clowd computing mode] ncreases the effectivemess
and efficiencies of IT services in ooonomy crisis.

Reference [2] define clowd computing as a model for
facilitating convenient, meadily available accoess to shared
computing msources via the network, the resources are
seamlesly availed wsing least effort to control twe allocation.
Clowd computing can be delivered as Softwane as a Service,
Platform as a Service (PaaS) and Infrasgtructune a5 a Service
[3] and these model canbe access on the Intemet when paid
for or authorised by clowd service providers. The delivery
models can be hosted on four clowd deployment models
namely: hybrid, private, public and commumity deployment
models, which describes the scope of services availed i
clowd clients [4]. Clowd computing conjointly  offers
appealing and essential computing characteniaics like “on
demand  selfservices, broad network access, nesources
pooling, rapid clasticity and measured services™ [4].

Reference [3], meveals that clowd computing offer i
MNamibian government IT departments incredible benefis
such as  improwed and maximised serviee provision,
advanced IT  infrastructure,  infomation  availability,
increased storage and performance, reduee IT infrastructure
coat, provides flexibility, centralised management, disaster
recovery and secure backup sysems, howewver the study [3],
also reveal tat clowd computing  comes with security isswes

Fumgan Bhimu Shava
TEEE membrer
Namibia University af Science and Technology
‘Windhoek, Mamihiz
fhshanvaimus na

and challenges affecting clowd computing adoption in IT
departments within the Namibian govemment. The study [3],
indicaies that majority of the respondents fear the adoption of
cloud computing mainy because of security and privacy
izswes as well as the complexity of the technology. The
respondents  foared tusting a  thid party with  their
confidential data, loss of data, defining appropriate clowd
policies and regulations, bandwidth and rapid support from
the service providers especially in the remote arcas. Finally,
based on their study findings [ 3], concluded that the Namibia
government 1T deparmments are aware of the clowd
computing  tochnology and  shows  positive  readiness
refloction towards clowd adoption.

In their preliminary work [3], [3] assessed the clowd
computing  madiness  in the Mamibian govemment
Information Technology departments. In this paper, we
exiend their previows work by proposing a Secure Cloud
Adoption Framework (SCAF) that can safely guide the
Mamibian govemment [T deparments on how to adopt ¢loud
computing with minimum rsks  The study wsed Design
Science Rescarch (DSR) straiegy to develop the framework.

In the next sections, we reviewed melated frameworks,
DSR rescanch strategy, the secure ¢lowd adoption framework,
stwdy significance and conc hsion will be presentod.

Il RELATED WORE

A Frameworks

According to [§], a framework details a comprehensive
description  arecture of how to creaie, implement and
manage a process.  Reference [6] added dat it & wery
important & constrsct 8 framework as a ems of refoenee
amnd guidance for the framework design.  Frameworks
provide understanding, communicate the identifiod gaps and
provide guidelines to the identified problem [7]. This study
discusses five existing frameworls that are essential for the
implementation of clowd computing adoption.

B Existng frameworks

The first framework for secure clowd computing by [4]
provides throe security components and their mitigations,
The thres components ane:

Security amd privacy requirements: defines clowd
security  and  privacy neods  including  swthentication,
awthorization and indgrity.

Aftacks and threats: which wams against clowd threats
and attacks.

Concerns and risks: focusing on clowd computing
threats and concerns [4].

O78-1-3386-7280-8/18/$31.00 22018 IEEE 246
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In this study these essential security components that help
mitigate the clowd computing deployment socurity and
privacy issues, attacks, concems and risks were identified as
crecial to the suecess of secure clowd adoption. Along with
the framework, [4] presented a gemeric clowd socurity model
mezant to help in achieving clowd computing security and
Privacy roguirements,

Secondly [8], presented a security framework in clowd
computing infrasructure. The framework presents three

components namely: Technological, Organizational and

Environmental {TOE) context that drives organisations to
embrace clowd computing. Technological context: speaks to
internal and extemal technologies needad to drive business.
Cumrent  technologics  supporting  organizational — vision
infleence adoption of clowd computing as they define the
scope of acceptable echnological change.  Organisational
context: means the resources and chamacteristics of the
organisations. [t consists of two main components namely
top management and technological readiness, OF imporance
in the adoption of new technologies is senior management
buy. Management buy in iz wswally evidencod in their
budgets that put preference in the initiative. For this to be,
clear retum on investment should be presented to senior
management as it is key to organizational change which
drives the business vision.

Technological readiness speaks to the prepamdness of
clowd computing  infrastrecture and  human  resources.
Environmental context: covers the environment in which the
organisation operates This inchedes competitors, trade
panners, govemment policy and vendor scarcity [9]. Clowd
adoption promotes a competitive environment by industry
structure and outperforming other organigations and with
overwhelming clowd benefits, the fist organisations are
expected to derive these benefits in terms of competitive
advantages and survival [10]. The TOE framework will be
wsed im this stedy as an initial guidance o categorise the
identified framework compomnents.

Thirdly, the sacurity framework government clowd by [1]
was reviewsed as it details the zet of actons to be followed
for the implementation of sccure govermmental clowd. Firstly
[1] defimes the responsibilities of cach party involved in the
implementaton of the framework. The roles comprise of
cloud owners {the organisation that legally owns the clowd),
clowd service provider (Is the organisation that provides
clowd services based on Service Level Agreement {SLAJ.
Clowd customer: [s the organizaton wsing the clowd services
provided by clowd service providers throwgh clowd owners.
Secondly, the sudy [1] identified the logic model phases
following the PDCA model cyele: Plan, Do, (heck and Act
to model information security management systems into the
governmental ¢lowds,

Fourthly, the Control Framework for Information and
Related Techmology (COBIT) wersion 5 by [11] was
evaluated.  According to [11] COBIT iz an IT govemance
and control framework which avails a toolset for managers to
address the comtrol requirements, tochnical issues and
business rigks alignment

Lastly decision framework for clowd computing 0 assist
managers determine which sohetion fits their organisation by
[12] was studied. In this framework the authors recommend
decizions in service architecture, system anchitecture and
application architecture as roquirements for migrating to the
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clowd. Service amchiecture aszsesses how the service is
provided and the view of the wser on the clowd computing,
while System architecture assesses the clowd infrastrocture
isspes and the clowd-based applications. On the other hand,
application architecture assesses how  applications  are
mapped to the clowd infrastructure.  In this stwdy a
framework for secure clowd adoption is presented and it is
imporant for decizsion makers to be vell informed, hence the
framework will be wsed in coming wp with SCAF.

M. FRAMEWORE DESIGN

The study waed the six steps of design science research
{DSR) srategy by [13] o design the proposed framework for
a s=ecure clowd adoption (SCAF) for the MNamibian
government [T departments. As alleded by [3] DSR is a
problem-aolving strategy aiming at building and evaluating
antefacts to address a phenomena, this will be the hasis for
choosing it as preferred method in this context. Reference
[13] added that DSR & very important to information
techmology systems for ewalwation and iteration within
research, as it cater for innowative anefacts to solve real-
world problems.

The mext section will present the application of the 6
steps to degign the SCAF.

A PHASE I Tdentify problem and mothate

Referemce [13] stresses that DSR addresses or solve a
problem in a unigue, innovative, effective and efficient ways.
Phase one focuses on the identified research problem and
value justification of the solution. The artefact and
maotivation of this phase is “to propose a secure framework
for clovod adoptiom im the Namibian govermment IT
departments™.

B, PHASE 2: Define objectives of solufions

Reference [ 13] says that at this stage the study defines the
objectives of the splution from the problem definition.

The maim objectives of this study is to propose a
Secure Clvud Adoption Framework (SCAF), that safe
guide the Mamibian govermment IT departments on how
o adopt clowd computing with minimom risks.

C. PHASE 3: Degign and develop

Reference [13] describes this stage as designing the
development of the desmed arefact functionality amd
anchiecmne. This section, based on the study findings detaiks
the framework identified components and the relationship of
these componaents.

al Componsnts fdentification: The components wene
extracted from a study by [3] in the same context. The study
wvaluad the findings, a2 the paticipans" responses ane very
important sounces of theory [6], these theorics are real
phenomena and inform of the paticipants” actions, acteal
beliefs, values and theories [14] Existing theories and
relevant research  facilitated the uwnderstanding of the
tochmolo gy being shdied.

The study has come up with a concise list of components
identificd as crucial o the frameworkfor the WNamdbian
government to embrace clowd computing. The identified
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components from literature review and msearch findings
wene integraied and grouped according to the four TOE
framewnrk focus areas namely: technological enablers;
organizational factors; environmental factors; stakeholder
characteristics, as shown in Table I.

Furthermore, the identifiod components were clustered
according o the adoption process explained in the next
soction of component validation,

b Component  validetion:  Component  validation
deseribes the validation of cach of the constructs used
during the development of the framework [1]. Four steps
involved in the clowd computing adoption process were
identified, namely the techmological availahility, awaneness,
knowledge and skills and lastly the decision making,
acconding. The next section describes the adoption process
in the SCAF framework.

#  Techmological Awailability: The adoption proccss
starts with the availability of the clowd computing
tochmology [B] in the organization and, for this sidy,
in govemment depanments.  However, the
availshility of clowd computing echnology is
influcnced by organisational factors, technological

TABLE L FRAME WORE COMMOINENTS

Cmipa nemits Hubcomponents

rganisaiona] facars Bodga

Heeds 155 essment

'ser chamacieristios

Exeamive mamng 1 bvy-im

T (bt}

Trost and privacy {informatio n secarity)

{rovemance

Technalagical anablars Tnfasmoctore madiness

o patibi bty

Periommance

Tnformation s ecurity

Service deivery

Privacy

‘Exnvinomm ental Policies

FRegalations {clond, trost and privacy)

{rovemance

Clond providers

Tseristaleehalder
charaderistics

Accepiance

Avarenss and imowledge

Diecis iom making

Expectations

Tn formation s ecurity (Tost)

Hills

Motivation
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factors [9]; environmental as well as tochnological
users”  chamcteristics.  Organisational — faciors
affecting technological availability include resource
availahility such budgetary provision  and
governance of such resources in fvour of the clowd
computing technology, Technological factors ane
infrastructure  compatibility,  bandwidth  and
challenges [3]. Environmental factors are policies,
regulations and clowd providers Technological wser
characterisics include technology acceptance by the
users, Furthermore, the availability of technology is
influenced by ensbling technological infrastructune
that is capable of delivering the necessary clowd
services, The study revealed that all sampled
government instinstions were well equipped with
informaton  technology  compatible  with  clowd
SETVICE PIOVision.

Awareness, Awareness is very imponant in oall
aspects affecting clowd computing [3]. For the
executive management to buy in and make well
informed decizions, they meed to be awame of the
technology and decide if iE henefits are worth
investing in for the MNamibian government.
Reference [3] shows that IT experts are aware of
clowd. Knowing the technology, is also important to
study the environment in which clowd operates By
assessing the policies, regulations, service providers,
security controls and ensuring that the expocttions
ame met Organisational factors that are at awareness
level are executive management buy-in and benefits
presemtod.  Technological enshlers  ensure  that
seourity and privacy roguirements and controls are
known as presented. Environmental factors ensune
that policies and regulations are met. Lastly, wser
characterisfics inchides awareness and cxpoc tations,

Enowledge and skills: Knowledge and skills ane
power in adopting clowd. The executing mana gement
should know and understand the whole process of
clowd adoption to lead and approve the projoct. This
clement involves wsing the skills and knowledge to
define proper policies and regulations governing
clowd computing. Governance should be practicod.
Reference [15] defines govemance as a collection of
responsibilitice and  practices  exercised by
management to supply strategic direction, making
cortain that objectives are achievoed and ascertmining
that risks are managed property.

Dwecision Making: The study reveals that based on
the adoption factors, the decision to adopt clowd
paradigm i influenced by the performance or
whether the system is delivering service as expected
[12]. Security and Privacy plays a vital role on the
sensitivity of data and infrasoructural protoction. The
overall docision & made on tust regarding  all
aspects of clowd adoption. The components of the
decision making at the different adopting faciors
includes information security, rehurn on investment,
porfommance, EOVEMAance, porfommance, sorvice
delivery and decizion inclowd adoption.

Security and privacy: These clements assess the risks
azspciated with security, privacy and other threats
amnd ensures that security measures ane in place.
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Counermmeasures  inchdes  trust manmagement,

privacy mamgement, accountability, ranspanency,
acpess  control,  auwthenfication,  authorisation,

integrity, non-repudiation, confidentiality,
compliance, governance and data conter physical
security [1].

»  Monitwing, Evaluation, Auditing and contimwous
support: Knowledge and slills ensures sustainability
of clowd adoption, executive management must
provide continuous support throwghout o drive the
implementation of cloud echnology, Perfomance
moeniioring, evaluation and audiing  must be
porformed constantly i detect any risk or threats
that might oocur as stated in the sdy owcomes. The
next  section  presents the  comstruet of  the
relationships.

o) Consoruc! Relatonship: This section presents the
melationship of all the comstructs involved in developing the
framework. Fig. . summarnises the interre lationships among
the constrcts.

Relatonship 1 {R1): The first relationship identified is
the rmelationship between  the uses”  characteristics,
technological  enablers,  organiational  factors and
emvironmental factors, These four components nflence and
emble the dockions W adopt cloud computing technology.
Fig.1. shows how this relationship romotes clowd adoption
by emsuring that the cloud technolegy performs, delivery
services, lows oost, ensunes governmental privacy, trust and
to make sure that secwrity {including information security) is
ahways achieved

Relatdonship 2 (R2): The second relationship i betwoon
the wer characteristics and tochnological enables. Users
play an important mole in influencing any technological
initiatives. Based on te new tochnology available, the
organization identifies and assesses organizational noods,
The exocutive management ame aware and mderstand e
retrn on investments (benefits) of clowd-based & chnology to
the business srategy. Onoe the departmental objectives and
expectations are achieved, te technological readiness iz
amesmed  The owverall infrastructure  is  assessod  for
compatibility of new technology with current infrastructurne
and ifthe inemet bandwidth will be able to accommaodate all
users, and data security and privacy measunes ane considerod.
Based on trust, performance and service delivery, the
exgcutive management buys into the technology s adoption.

Relatonship 3 (R3): The third relationship is betwoen

emvironmental  factors  and  organisational | factors,
Governance: the clouwd infrastructure requires well defined
policies and megultions, And implementing  within an
organiaton with welldefined moles of responsibilities of IT
management, busines processes and applications helps the
organisation to address the areas of regulatry compliances,
risk management and align IT strategy with organisational
goals,
Relationship 4 (R4): The fourth relationship is betwoen
organisational fackrs and clowd adoptione This relationship
ensures that IT investments produce business value as well as
mitigate te risks and challenges assopciated with TT. At this
stage, the cost of adoption, migration, scquizition,
clEtomisation, uncernainty and cost of data confidentality
and availability loss is determined and caleulated.

Fig. 1. Comstract overal | inteme lationshin

Taking inp consideration the owverall cost performance
roquired for the adoption of clowd computing in the public
soctar, the smdy supports that cloud modelk are cost
effective but roguire a huge wpiront imvestment. The top
management sums wp all cost faeiors and presents the budget
to the fimnee department in the organisation. The finance
department approves and enables tee budget.

Relatdonship 5 (RS): The fifth relationship is betwoen
adoption faciors and security and privacy roguirements and
trust, The stakcholders ensue that proper security controls
that fulfil tee security and privacy requirements are in place.
The study reveals that cloud computing can only be rused
OCE proper security mechanisms are in place. This creaks a
positive working meltionship botween the cloud owner,
cloud custvmers and clowd providers.

Relatonship 6 (Ro): The sixth reltonship is betwoen
tochnological enablers and clouwd adoption. Technology
enablers promoke clowd adoption. This ensures that clowd
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adoption is based on the needs and reguirements of the
govemment to address the goals and business sustainability.

Relatonship 7 (RT): The seventh melationship is
between clowd adoption and improved service delivery. After
the decision to adopt the clowd solution, the next phase is the
implementation. Implementation plan and process should be
addressed. Implementation is the crucial stage for wsers to
access the clowd services deployed. This ensures that the
clowd services to be acocssed are available and that all
socurity and privacy requinements are implementod.

Relatonship 8 (RE): The cighth relationship is betvoen
clowd implementation and management {Servioe mOoniboring,
evaluation, awditing, ei) At this stage, it involves
govemance, which avails  an  information  security
conan idated governance, management and process frame.
Thiz sume up and covers all the security isswes and ensures
compliance & all components needod to implement ¢loud
COTpLting.

D PHASE4: DEMOSTRATION

In thiz phase, the smdy demonstrates the application of
the arefact tozolve the problem.

al Stage 1@ Tdentify factors affcting clowd adoprion:
The first stage is to identify factors affecting cloud ad option
in an  organisation. Firsly, the organisational
wser/stakeholder characteristics involved in clowd computing
adoption are defined. The clowd adoption team roles ane
defined in Table I1. The most crucial component is to
determine the nocds and expectations of the Mamibian
govemment [T depantments by defining the factors affecting
clowd adoption as depicied in Table TII.

TABLEIIL

FACTORS AFFECTENG CLOUDY ADDETON

Chrganisation sl Factors

Heeds assessmant

by the depumy
direciom, chief  sysiem
adminissrmorSysian amahs,
secarity exparis and clond
pEvides )

Hemify sarvices o migrae io the dond
Clmsification of nformation  asset
seqnnty muiegories: official, seced, lop
maared

Dtermine nisk profiling

Do clond oompting innovation: mest
tthe deparimental obyjectives

imtamal compsency skills

The departments can sostain themsdves
IT siaffsiclled i aswist the nsers

Execative mamagement by
in

(OPM =d MURD IT
direciom, depoty  direcion,
chief systemn amahyst'sysiem

lond compuating s presemied o 1T
directars, deputy direciors and chief
i stradorfama hest programmens.

The evecotive managamant onderstand

adm ini stratorfanal yst and grasp the valoe of the technalogy
PR ERmmes) Based on smiegic phoning and
dedisions making, the mamagament
s ot e o i v
Mativate far appenval amnd
implementation
Dmft the Savice Level Agreament
fezms and conditions |
E xperiations This & im lme with orgamisation

(T tedhmicians
Fovammeant emmployees)

md

opemtions and may inchade:

PReduced IT infrastsnaome cost
Plexibil ity and scalabil ity

Improved service d eivary

Avalability of clond senvices to the ROs
Well defimed secority policiss
Maximize resoarce ntilimton

Cost effeive

Crovarmance
{OPM, dood experis mnd

and it commites)

Stotegially align the chand
infrastoctmre @0 the Namibian natomal
information technolo gy's mission, needs
and goals

assoring that the cloud ado pion srasegy
delivers benefits and prwvidss valoe
OF enmoms  thal rsoorces  am
available and mamaged well

OF momitors mnd mesoms e
progress om the [T deparimenmal
performance iorwaxds cloud adoption
The pmocorement wmit md  andit
Ccommities ersums thal dhers was is
ansparancy in the dedision making
Enmmres dat the service  provider
andersiand th e govamment sraegy

Bensfits

Maximise service defivary, mdoce amst,
mermse performance, siminee lengiby
[ProcTEm e Process, mcrese
affeciivensss, ceniralisad resoumes,
mhmeed mfomation  avaibbiliny,
flexibility, disaster recovery, improved
miorage  space, redectiom im IT
complexities, redodion i IT expesns,
sysiams miegmtion, soffeam legacy,
anditing, anvironmental i and lness and
the ability to lunch mpidly which s a
i ramm on mvesiment o dhe
HNamibian goveamment

Tudgst
{IT direciors and  depaiy
direciam)

rovemment chuod compmimg cost the
prajed mnd avail bodge for domd
comprating i mplement aion

The buodged should inchde fesibility
stody cost, imitial clomd compoting
acgmisition budgs and service lewd
agmement cosl

TABLE T. CLOUD ADGPTION TEAM ROLES
Clond Computing Raoles Ttputs
Adoption Team
Office of the Prme | Legally owm | Defme palicies,
M iser (OPM) government. dlond select relevant
security o imensions
and raquiremenss |
Mialoe decisions Infloence  decision
Assess chuodbased | making
Direciors  and depmy | services Tdentify sarvices to
direatom Approve bod g impleman om  the
chond
Clond Sarvice Provider Povides haf and | Deliver domd
Clond Experts TmaS cluod savices | computing senvices
and advise
acoordimghy
Migmtion clood experis Execue the | Implament
Systam s adm inis rtor framewark Imiegrate and migmte
Systam amalyst ta chond services
IT techmician
Expesis review Momtior, eoalhse | Ensoe  complimoe
(a0 vemm ant emmpl oyees and amdit  the | of polides  and
Inteamal IT andiors framewark security comrals
Security expenis Verification af
seTViCE level
agresmanis
OPM Tl amen tation Implamentations and
OMAMURDRCDF agmicies deployment af dhe
secure framework

Skills Clond Savice Povides tain dhe 1T
staff
Ciom duct traimin g with all msem
Privacy amd mformation | Datemine the prvacy and secomty
security Tegquiraments
{IT dimciors, depiy direciors | Select relevant  secority  dimemsioms
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and security affices) {avalahility, amthenticily,
confidentiality, privacy, st
mEagement, acoommiability,
tmnsparacy and idamity manags ]

Technalogicsl Enshlers
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(0P and MURD 1T | Imernea speed
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chief system malystsystem

administaiomalys

T A

Bandwidth Upgrads handwidth ® mgional comeils
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Security The MNamibim govammen hen
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avaibbility, miegrity, confidmtily,
Pacy

Sarviee delivery C3P md implamentation tmm ensores
tha the clond sysiem is perfomming as
iment 100,
Clond services are reliahle and always
availahble

Environmentsl Faciors
Palicies OPM i colbboration with other
Regulbitions FoverTmment OMA,  dni the

recommended policiss: cyber sacarity
palicy, clmd govemmce policy, IT
chond legilation, dond implementation
gauidelines, doud computing palicy,
Tedhmalogy imegration policy and dond
security allimce

The implemeniation tmm esoms fat
all s and regolitions mhied 1o dand
compating adoption should are adhared
do,

Clood  Savices  Providers
(T3P}

The rale of e C3P is &0 advies
acaordinghy.

OPM mlies on the C3P's experince,
skills and dhe ability to debver dhe
SETVICHS.

Ersues dat services are avaibble to

RCs, MIURD and DF dronghout

(rovermance

Compliane of IT clond legishtion and
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Service momitoring and anditing

Information Secumity

Ernsues data security
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Train IT exparss
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b Stage 20 Establish clowd adopdon baseline: At this
stage, the clowd adoption wam (deputy directors, chief
system adminigrator/system analyst, system administrabor,
system analyst, analyst programmer and clowd providers)
exmblish a clowd baseline by ensuring that all activities
requirad in smge | are analysed, completed and improve gap
identified.

) Stage 3 Implementation: This stage uwilises the
evaluation results. The technology intervention is being
implemented. The organizations are made aware and best
practices ame in plce. An example of the clowd
implementation is ilustrated in Fig. 2.

) Srage 4 Evaluwartimg: The clowd adoption
framework is evaluated after the implementation.

&l Stage 5 MWonitoring, awditieg, security management
and  confiriows  support. Monitoring  activities  involves
monitoring the network traffic botween sites,  systems
monitoring, thind pary equipment, real time monitoring,
weh applications, operational and adminisrative. Auditing
activities involves internal and extemnal audits. The Service
Level Agreement should be updated if there is any change,
violations or & renegotiation in terms of system requircment.
Security controls should be managed at all lewvels. Cloud
Service Provider should provide continowes support based
on the SLA agreement. A clawse should be included in the
SLA related to finalisation of the contract with the service
provider in case the government wants to terminate the
contract.

E. PHASE 5: Framework evaliation

Each component of the framework is evaliated and
validated by the experts. The framework was refined hased
on the expert reviewer’s comments. The study reveals that
SCAF is efficient, operational, relevant, useful, adaptable
and valuable.

Fig. 2. Namibia Clood Implemeniation illesintion
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Fig 1 &

Clond Adopsion Fr. & (SCAF)

F.  PHASE 6: Communication

Fig. 3. Presents the final product of the design, the Secure
Cloud Adoption Framework (SCAF). The contributions of
this framework will be presented in disseminated peer
reviewed scholarly publications such as this one and
submitted to the Namibian government IT departments,

IV. STUDY SIGNIFICANCE

The SCAF framework will promote central resource
management within  the Namibian government IT
departments, this will reduce the coss of IT hardware
infrastructure, travelling and opemations. The SCAF
framework can be used as a guide for migrating government
traditional wired infrastructural to cloud infrastructural
service. The secure cloud adoption framework will assist
directors and deputy directors of Namibia govemment IT
departments with decision making and directives on whether
to consider adopting cloud for the effective use of
technology.

V. CONQUSION

In this paper we presented the proposed secure cloud
adoption framework for the Namibim govemment IT
departments. The study reveals that the SCAF is valid and
essential for the Namibia govemment IT departments, The
study also reveals that cloud computing offers government
IT departments benefits such as cost reduction, flexibility,
centralised resources, IT efficiency, improved service
delivery, hardware utilisation, data recovery, secure backups,
advanced IT infrastructure, increased performance,
availability of information and scalability. The Namibian
government IT departments can benefit from the mentioned
benefits. The study recommends that before implementing

R

Sutgaxifebuton .

SCAF cloud security policy, cyber secunty policy and cloud
adoption strategy needs to be crafted.

In future, the smdy would present the evaluation and
validation results of cach SCAF component. Future work
also entails genemalisng the famework to all Namibian
government IT departments. The proposed SCAF is flexible
for extension and revision to adapt © any cloud secunty
requirements that may anse. The framework can be adopted
in similar contexts.
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Abstract - Cloud computing is becoming a popular solution
for business challenges such as the cost of infrastructure and
software; accessibility of services and limited storage space; and
as such many organisations including the public sector are
embracing it the world over. The cloud technology extends
existing Information Technology (IT) potentials without
incurring much investment costs. Notwithstanding the benefits
associated with cloud technology, the paradigm faces challenges
mostly related to security issues such as data leakage, data
segregation and legal implications. In Namibia, the government
in particular, is faced with serious challenges related to the
maintenance of IT infrastructures, high support outsourcing
costs and tedious infrastructural procurement processes. Studies
elsewhere have shown that such challenges can be solved through
the adoption of cloud computing. This paper aims to assess the
adoption readiness for cloud based services in the Namibian
government. The research employed a qualitative research
approach using a case study of three government institutions
namely: Office of the Prime Minister, Ministry of Urban and
Rural Development, and Regional Councils. The study revealed
that officials of the Namibian government are ready to adopt
cloud computing as they have perceived that cloud computing is
beneficial to government productivity. However, the study also
revealed that the government officials were skeptical about the
adoption of cloud computing due to the perceived challenges
mostly linked to security issues. The findings will contribute to
Namibia’s Vision 2030 that of connecting all citizens by providing
services through new technological horizons.

Keywords - Cloud computing,
readiness, adoption

government, case study,

I. INTRODUCTION

Cloud computing is a new approach that reduces IT
complexity by leveraging the etficient pooling of on-demand,
self-managed virtual infrastructure, which can be consumed as
a service [1]. Cloud computing is defined as “a model for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can be rapidly

978-1-5386-3738-8/18/$31.00 ©2018 |IEEE
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provisioned and released with minimal management effort or
service provider interaction” [2]. The technology has three
main service delivery models namely: Software as a Service
(SaaS), Platform as a Service (PaaS) and Infrastructure as a
Service (JaaS). These services can be hosted on private,
community, public or hybrid deployment models [2]. These
models are accessible via the internet and they are made
available when the user pays for the resources they need [3].

This study focuses more on IaaS and SaaS. because PaaS
provides a combination of infrastructure and applications,
focusing more on software development processes which
hardly happen in government departments. Considering the
current needs. the Namibian IT departments are more focused
on getting the current setup through working with limited costs
and minimum service interruptions. Hence IaaS offers the
government the infrastructure while SaaS caters for the
applications needed for the crucial operational functions at the
departments.

The cloud computing paradigm is on the increase as
evidently seen in both the private and public (government)
sectors across the globe [3]. Reference [3] demonstrated that
the adoption of cloud computing in the government positively
and greatly impacts governments in several ways: cloud
services improve service delivery at lower costs, optimise
resources utilisation and enhance the government’s capacity to
develop mmnovative ideas in order to serve the nation.
Government institutions are normally scrutinised over service
delivery, hamstrung by “legacy systems and inflexible long-
term contracts” which result in governments solely relying on
service providers and expertise [4]. Cloud computing is
believed to simplify this by the rapid deployment of on demand
services, scalability of IT resources, cutting of development
times and systems integration tlexibility.

Across the globe, governments are looking for best
technological ways to perform daily activities that are able to
improve interactions with citizens through providing
efficient and effective services [S]. The use of the latest

187



technologies fast-track the processing time needed to deliver
service to citizens. Cloud computing increases collaboration
amongst different organisations within the government, it
reduces data redundancy and promotes the effectiveness of the
government through tracking and monitoring their plans [6].
As experienced by the governments in countries such as Japan,
Australia, Spain, United Kingdom and United states [7]. it is
evident that the Namibian government’s IT departments can
equally benefit from the adoption of cloud computing.
Namibia’s ultimate objective for Vision 2030 aims to improve
the quality of lives to the level of other counterparts in the
developed world [8], with national development programs and
strategies aimed at achieving this objective. One of the Vision
2030’s focus themes that is meant to address this objective is
having a knowledge based economy and Information
Technology (IT). Nowadays Information Technology is the
driving factor to development forces and the Namibian
government is prompted to consider solutions that are
benefiting and adding value to the government [8]. limiting
budget costs and maximizing the use of government resources
such as cloud computing to deliver efficient and effective
information communication technology services to its people.
Hence this study seeks to identify and assess the readiness of
the Nanubian government’s IT departments to adopt and
explore cloud computing. A case study of the Office of the
Prime Minister (OPM), hereafter referred to as the governing
unit, and Ministry of Urban and Rural Development (MURD)
hereafter referred to as Ministry and Regional Councils (RCs)
is considered.

A. Case study description

Fig. 1 shows the uniqueness of the case study. The
governing unit is an institution that enables the
Namibian government to operate at developed country
level in pursuance of Namibia's Vision 2030 [9]. Its
mandate in ICT management is to:

“Provide Service conceming the development and
maintenance of up-to-date and viable computer
information based on both political and adnunistration
matters. To facilitate the processes of the formulation
of policy and implementation of programs within the
governing unit and the Public Service as a whole, and
To provide operational data Service; develop and

maintain systems: investigate
Offices/Ministries/Agencies”  (OMAs)  computer
related needs: recommend appropriate systems:

control the acquisition of hardware and software in
the entire Public Service through the Tender Board;
draw up hardware/software specifications for the
invitation of tenders and evaluate delivered goods and
services” [9].

The case ministry is one of the Ministries that fall under the
governing unit. The ministry’s mission is the delivery of
services to the satisfaction of all communities through rural
development, and the establishment of an effective,
decentralized Regional and Local Government system, housing
and physical planning. The Ministry has the role to coordinate
and spearhead the decentralisation process [10].

The ministrty offers IT support to fourteen Regional
Councils (RC) in all fowrteen regions around the country. The
Regional councils then technically support the constituency
offices and decentralized functions such as those of the
Ministry of Education, Ministry of Works and Transport.
Ministry of Health and Social Services, and others that still
have to be decentralized to the remote areas. The government
aims to bring service delivery closer to its people.

In summary, OPM is the leading government agency that
approves, oversees and coordinates the implementation of all
developmental initiatives of new technologies within the
Namibian government’s IT infrastructure. Having the OPM
implementing cloud computing will put the country at an
advanced stage with regards to the use and adoption of cloud
computing.

In addition to the OPM, the Ministry (MURD) plays a key
role in the use of IT infrastructure in the government of the
Republic of Namibia as it is responsible for the coordination of
the decentralisation of the government functions and it houses
the Regional Councils. In that regard, assessing MURD on the
readiness of cloud computing enhances the adoption of cloud
computing by the government of Namibia. Like the MURD,
the RCs will house all the centralised government functions,
hence the use of cloud computing by RCs and decentralising
ministries will advance the government’s readiness to adopt
cloud. RCs are the implementing agents of the government
through the Decentralization Policy.

The mnfrastructure of server rooms in IT departments are
characterised by wired networks, servers, storage spaces and
virtual machines. The servers and virtual machines are
managed by the ministry’s IT personnel. The ministry is faced
with challenges such as IT infrastructure which are difficult
and expensive to maintain, outsourcing of project expertise to
private  compamnies, few IT staff members, tedious
hardware/software procurement processes, decentralised
management and maintenance of IT infrastructure and IT staff
members travelling to regional centres to attend to major
issues.

OFFICE/MINISTRIES
JAGENCIES

REGIONAL
COUNCILS

Constituencies
and
Decentralised
functions

Fig. 1. Case study relationship
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the regions, in line with e-government to bring services closer
to all the Namibian people. In light of the above, it is assumed
that MURD will produce critical information, which is
typically significant in achieving the objectives of this study.
Reference [15] emphasized that having multiple case strategies
strengthens the findings of the entire study because of its
presumed replications of the same phenomenon.

B. Data Analysis

The collected data was analysed for themes around the
benefits of cloud computing and service delivery themes.
Emerging patterns were then interpreted using literature and
documents in the context. Graphical representations of
supporting statistics were generated and they are presented in
section IV.

IV. RESULTS

This section presents the results of the study in four themes
namely: i) Characteristics of the informants, ii) Perceived
importance of IaaS and SaaS, ii1) Challenges hindering the
adoption of cloud computing by the Namibian government’s IT
departiments and iv) Service delivery and accessibility.

A. Characteristics of the respondents

The respondents of this study were purposively stratified
from the Namibian government institutions based on their roles
as explained earlier in the case study section. The majority
(36%) of the respondents were drawn from the Regional
Councils due to their active role regarding the delivery of
government services. All Regional Council offices are
entrusted with day-to-day administration functions to ensure
the delivery of quality services in the regions. The study
reveals that IT infrastructures are key to the success of any
office administration; hence the study to assess the readiness of
how cloud based services as a solution was redeemed
necessary, while the governing unit and the ministry accounted
for 24% each. The decentralised ministries accounted for the
least chunk of the respondents with 16%.

On the other hand, the study was conducted on government
officials at technical and managerial levels for Information
Technology as presented in Fig. 3. The majority of the
respondents comprised of IT System Administrators and
Technicians as they make up the large number of supportive
staff at all levels. In addition, these System Administrators and
Computer Technicians are involved in day-to-day IT support
activities and hence their views represent the real-world
situations and exhort cloud computing adoption readiness.
Other respondents” categories such senior  system
administrators and technicians as well as the IT managers also
play a crucial role in supervision, decision making and
soliciting of IT solutions. Reference [16] developed a decision
framework that assists managers to allocate mvestments and
assess cloud alternatives that now compete with in-house data
centres.

System Analysts and Programmers are more involved in IT
system specifications and solutions. The use of IT experts in
providing information on the adoption of cloud computing can
generate reliable information as asserted by [17], who stressed

that IT experts’ responses confirm the level of reliability of the
results and thus provide for good inputs for assessing the
readiness of the new technology.

Furthermore, the combinations of various government IT
experts in providing information on cloud computing put this
study at an advantage as their variety of experiences provide
different perspectives of cloud computing understanding. The
involvement of these IT experts’ portfolios in the use of the
cloud paradigm enhances knowledge, expertise and confidence
on the influence of cloud adoption in the Namibian
government.

B. Perceived importance of IaaS and SaaS

While it has been presumed that cloud computing was a
new concept in Namibia, the study revealed that the majority of
the respondents (76%) were at least familiar with the cloud
computing concept. Of the total. 36% of the respondents were
very familiar about the cloud computing, 20% were familiar
and 20% were relatively familiar. This implies that most of the
governiment officials are knowledgeable and fully aware of the
cloud computing concept, they understand the implications of
the cloud technology and they are confident to use the
technology. However, the study also reveals that 24% of the
respondents were just introduced to cloud computing and they
are yet to grasp the insights and full understanding of the
technology. This high level of understanding cloud computing
in the Namibian government puts the country at a reasonable
level to adopt cloud computing and hence to benefit from it.

Cloud computing, IaaS and SaaS 1n particular have
numerous  significant advantages to any government
institutions [3] such as flexibility, cost effectiveness, no upfront
payments, IT capacity on demand, creased collaboration,
hardware utilisation, centralised IT resources, etc. To assess the
readiness of the Namibian government, respondents were asked
to express their opinions on how they valued IaaS and SaaS
cloud delivery services to the Namibian govermment’s IT
departments. The perceived levels of importance are grouped
into two categories such as positive perceptions and negative
perceptions. Positive perceptions imply that the respondents
are in favour of the perceived benefits towards cloud adoption
readiness and the positive attributes associated with cloud,
while negative perception implies that respondents are unsure
of what the technology entails.

25% 1
20%
15% 1
10% 17
5

&

Respondents

% 1
0% ¥
£

Fig. 3. Portfolios of respondents
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In response, the majority of the respondents were positive
and in favour of the cloud paradigm, citing that it provides
improved service delivery. provides advanced IT infrastructure,
avails information, increases performance and storage capacity,
saves cost, and provides flexibility and secure backup systems.
However, about 3% of the respondents’ perceived importance
of TaaS and SaaS to Namibia were considered as negative, as
the findings revealed that these respondents were unsure of the
uncertainties that the cloud technology entails. This might be
that these respondents had just learnt about cloud computing as
stated earlier.  Details of the respondents’ perceptions are
presented in Fig. 4. The findings are supported by other authors
such as [3] and [8], hence there is a positive influence on the
readiness of the Namibian government’s IT departments.

C.  Challenges hindering the adoption of cloud computing by
Namibian government IT departments

As experienced elsewhere [3], the adoption of cloud
computing in Namibia is also not free from the cloud paradigm
technological challenges. The results indicate that the majority
of the respondents fear the adoption of the technology due to its
security and privacy issues (30%) and complexity (23%) of the
technology (Fig.5). With regards to security and privacy issues,
reference is made to issues such as unnecessary loss of data,
accessibility of confidential data by third parties and the
challenge of trusting an unknown institution to manage the
government’s valuable data. This is in line with the findings by
other authors such as [2], [18], [19] and [20]. In terms of
technology complexity, the respondents are unsure of the
availability of the network bandwidth and poor unsupported
network infrastructure, especially in the remote areas such as
the RCs.

Even though complexity issues have been cited by other
authors in relation to the readiness for adopting cloud, authors
such as [3] found this challenge to be less important as the
availability of internet technology has improved significantly
across the globe. Namibia has one of the best internet
infrastructure provided by Wax fibre cables that links Africa to
European countries. However, the status of localised internet
infrastructure may be atfected by budget constraints. For
instance, the need for improving the internet bandwidth
especially in the regions is affected by Namibian’s limited
budget. Other challenges listed include fear for initial
investments costs, limited IT (cloud) knowledge. volume
licencing as well as the legal implications such as cloud
security policies.

96

mproved service delivery
Advanced IT infrastructure
Availability of information
Saves cost

Increased performance and...
Secure Backup
Flexibility

Unsure

Fig. 4. Perceived importance of [aaS and Saa$S to Namibia

D. Service delivery and accessibility concerns

Respondents were also asked to list and rate issues
affecting IaaS and SaaS service delivery and accessibility. All
the respondents cited the availability of the wvendor’s
commitment as the main concerns affecting service delivery
and accessibility. About 96 % of the respondents indicated lack
of expertise as the second main concern, and this can cripple
the adoption. Other areas of concern regarding service delivery
and accessibility include bandwidth and service availability and
other minor issues. Respondents were further asked whether
the adoption of cloud infrastructure and software as services
will maximise service delivery in IT and solve backlog
problems such as asset underutilisation, hardware failures,
lengthy procurement processes and travelling long distances to
solve problems and any other IT related problems.

All participants (100%) were in agreement that cloud
infrastructure and software as services will maximise service
delivery and solve backlog problems. citing that it comes with
the following benefits: service availability, reduces IT
infrastructure costs, and provides secure data recovery setup.
backup and disaster recovery. and ability to solve problems on
the click. Hardware failures are easily detected. high adoption.
and applications available everywhere and anytume. There are
also no license fees (SaaS subscription based). as well as the
advantage flexibility and centralized management.

V.
The research contributes to capacity building as it can be
used as a reference material for migrating the government’s
traditional wired infrastructure to cloud Infrastructural service.
To ensure transferability of the study to similar contexts, a
research audit trail was maintained and it will be published as
part of a Master’s thesis. Cloud increases productivity,
efficiency and cost reduction. It will also contribute to the
knowledge base on the adoption of cloud computing services in
Namibia’s government IT departments and the security risks
that are involved. Moreover, it will assist with informed
decision making and directives to adopt cloud technologies,
and most significantly it provides guidelines on how to
improve secure service delivery in the Namibian’s government
IT departments.

STUDY SIGNIFICANCE
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Security and privacy issues
Technology Complexity
Unsure of cloud technology
Cost

Volume licensing

Lack of skills to assess and...

Legal implications (defining...

, 20% 25% 30% 35%

Fig. 5. Challenges hindering cloud adoption

VI. CONCLUSION

The study concluded that the majority of the Nanubian
government’s IT officials are aware of cloud computing. The
cloud computing paradigm offers incredible benefits such as
scalability, increase productivity and efficiency. The
respondents showed great positivity towards cloud adoption
readiness in the Namibian government’s IT departments as
reflected in the results section. This is a first and important
milestone towards addressing the challenges faced by the
Namibian government’s IT departments.

However, while acknowledging technology’s advancement
gains, the study indicates that more still needs to be done on the
challenges and concerns. Security and privacy issues play an
important role in hindering the adoption of cloud services in
many instances. In this study, the findings retlect that most
respondents fear trusting Namibia’s data and information with
a third party. Technology complexity, lack of skills and cloud
computing uncertainties are also factors challenging the
readiness. Legal frameworks such as the cloud security policy
and cloud adoption strategy still need to be developed.

Future work entails developing a secure framework on how
the Namibian government can position herself to migrate to
cloud computing with minimum security risks.

REFERENCES

Kuyoro, S. O., Ibikunle, F. & Awodele, O. (2011). Cloud Computing
Security Issues and Challenges. International Journal of Computer
Networks (ITCN). (Vol: 3)

(1]

97

[2] Mell P. & Grance. T. (2009, July 10). Effectively and Securely Using

the Cloud Computing Paradigm. NIST. Information Technology

Laboratory Retrieved from

http://www.nist. gov/public_affairs/contact. htm

Xi. L. & Mitrovic, Z., (2014). Readiness Assessment of Cloud-

Computing Adoption within a Provincial Govermment of South Africa.

4th International Conference on Design. Development & Research.

(September 2014).

Assessment, C.R.. (2010). Cloud Readiness Assessment. . 44(0), pp.6-7.

Layne. K. & Lee. J.. (2001). Developing a fullly functional e-

government: a four stage model. Government Information Quaterly, 18.

pp.122-136.

Hashemi. S.. Monfaredi. K. & Masdari. M., (2013). Using Cloud

Computing for E-Government : Challenges and Benefits. International

journal of computer, information science and engineering, 7(9). pp.579—

586.

Wyld, D.C.. (2010). The Cloudy Future Of Government IT: Cloud

Computing and The Public Sector Around The World. International

Journal of Web & Semantic Technology. 1(1). p.1.

Vision 2030. (2004). Namibia Vision 2030. Policy Framework for

Long-Term National Development Retrieved from:

http://www.npc.gov.na/?wpfb_dlI=36

OPM. (2016). Office of the Prime Minister. Retrieved from

http://www.opm.gov.na/web/office-of-the-prime-minister/department-

cabinet-secretariat-policy-analysis-and-coordination

Murd. (2016). Ministry of Urban and Rural Development. Retrieved

from http://www.murd.gov.na/objectives

Bryman. A. (2012). Social Research Methods (4 ed.). New York. United

States: Oxford University Press.

Silverman. D. (2013). Doing qualitative research: A practical handbook

(4 ed.). London. Great Bretain:Sage

Saunders. M., Lewis. P.. & Adrian Thornhill. (2009). Research Methods

for Business Students. 5th . England: Pearson Education Limited.

Creswel, J. W. (2008). The Selection of a Research Approach. Research

Design: Qualitative, Quantitative, and Mixed Methods Approaches. 3—

22. https://doi.org/45593:01

Yin, R. K. (2004). The case study methodology. Thousand Oaks, CA:

Sage

Kaisler. S.. Money, W. H.. & Cohen, S. J. (2012). A Decision

Framework for Cloud Computing.

https://doi.org/10.1109/HICSS.2012.52

Shimba. (2010). Moving online: K-12 distance learning market forecast.

Rockville. Simba Information

Morsy. M., Grundy. J.. & Miiller. I (2010). An Analysis of the Cloud

Computing Security Problem. In PROC APSEC Cloud Workshop.

Sen. J. 2013. Security and Privacy Issues i Cloud Computing.

Architectures and Protocols for Secure Information Technology, (iv).

pA42.

[20] Brodkin. J (2008). Gartner: Seven cloud-computing security risks.
IDG Communications, Inc.

[31

4]
[51

[6]

[8]

[0]

[10]
[11]
[12]

[13

[14]

[15]

[16]

[17]
[18]

[19]

191



Appendix E: Questionnaire

I've invited you to fill out a form:

A secure framework for cloud based adoption in the Namibian
government sector

This study is prepared to assess and investigate the benefits and security issues of adopting cloud based
Infrastructure as a Service (laaS) and Software as a Service (SaaS) technologies and propose a framework
for secure cloud adoption in the Namibian government IT departments. The results will contribute to the
guidelines and knowledge based literature on the adoption of cloud computing services in Namibian
gavernment IT departments. Your response are crucial in informing the design of a user centric solution. All
your responses will be treated in a confidential manner; hence you are requested to provide genuine
responses. No reference will be made to the respondent or link to your department on reporting. All the
collected information will be used for purposes of this study only. Thank you for your time and cooperation!

Section A : General Questions

Answer the following questions accordingly:

1. From which of the following Namibian government IT departments do you belong too?

For Regional Councils and Decentralised OMA, please specify on other, the name of your RC or
Decentralised OMA.

) Office of the Prime Minister

) Ministry of Urban and Rural Development
) Regional Council:

) Decentralised Function/OMA:

) Other:

2. Which of the following best describes your IT job role in the Namibian government?

I ]

3. To what extent are you familiar with the concept cloud computing?
I am not familiar at all

~ | am just beginning to familiarise myself

I am relatively familiar

) I am familiar

) lam wvery familiar

4. In your own opinion, what could laa3 and Saa3s cloud deploying services primarily mean to the
MNamibian government IT departments?

Continue »
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Answer the following questions by selecting your preferred correct answer and on the
spaces provided:

5. In your own opinion, what benefits does cloud computing
(laaS and SaaS) have over the current traditional IT
infrastructure?

Your answer

6. How would you rank in order of importance the following
benefits of cloud computing to OPM/MURD/RCs/Decentralised
Functions OMAs?

MNot important Slightly R Extremely
at all important Important Very important important
Increased
collaboration @) @) @) O O
Pricing Nlexibility (@) @) @) @) @)
MNo ninfromt — — — ——~ ——~

Convenience for
the
development
teams

IT efficiency

Ability to grow
and shrink

IT capacity on
demand

Ability to rapidly
launch

MNew products
and services

Operational cost
savings

Software cost
savings

Hardware
utilisation

Improved
security

Better
functionality

Complexity
reduction

Better
scalability and
maore flexibility

O 0O000000000O0 O
O 0O00O000000O0O0 O
O 0O00O000000O0O0 O
O 0O00O000000O0O0 O
O 0O00O000000O0O0 O
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Ability to rapidly
launch

New products
and services

Operational cost
savings

Software cost
savings

Hardware
utilisation

Improved
security

Better
functionality

Complexity
reduction

Better
scalability and
more flexibility

Centralised IT
resources

O O OO0OO0OO0OO0OO0O0O0
O 0O O0O0O0O0O0O0O0
O 0O O0O0OO0O0OO0O0O0
O 0O O0O0OO0OO0OO0O0O0
O O O0O0O0OO0OO0OO0O0O0

BACK NEXT

Page 2 of 3

Answer the following questions accordingly:

7. What do you think will be the main challenges for Namibian
government IT not to consider cloud computing?

Your answer

8. What are your main concerns regarding the use of cloud
computing?

Security issues

Legal issues

Compliance issues

Privacy issues

Integration issues
Insufficient financial benefits

Lack of functionalities

0000000D0

Lack of performances
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[] mimmature technology

|:| Loss of data control

[] other:

9. Which of the following will be the main concern for the OMA,
RCs and Decentralised function to access laaS and SaaS
delivery services?

Bandwidth Capacity
Lack of expertise
service availability

Insufficient vendor service commitment

DO0O0O0OC

Other:

10. Statement: Security concerns are blocking issues when it
comes to cloud computing.

Strongly Agree
Agree
Undecided

Disagree

O00O0O0

Strongly disagree

BACK SUBMIT G  Page 3 of 3
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Appendix F: Interview

v

MAMIBIA UNIVERSITY
OF SCIENCE AND TECHNOLOGY

Faculty of Computing and Informatics

Department of Informatics

A secure framework for cloud based adoption in the Namibian government

sector Interview Questions

The objective of this interview is to find out what are the security issues and challenges in
adopting cloud based Infrastructure as a Service and Software as a Service in Namibian
government institutions?

1. Do you think the adoption of cloud infrastructure and software as a service will
maximise service delivery in IT and solve backlog problems such as asset
underutilisation, hardware failures, lengthy and travel long distance to solve
problems and any other IT related problems?

2. What do you think will be the main cloud challenges in the Namibian IT
environment?

3. In Namibia, how would you like your sensitive data to be stored and secured? Can we
trust cloud providers with the government’s sensitive data?

4. Comparing traditional IT infrastructure to cloud IT infrastructure, what are the
security risks?

5. Do you believe that cloud computing Infrastructure is the future IT model for
government despite the security challenges involved?

6. What are your recommendation/your input on the Namibian government cloud
adoption in the IT department?

7. What IT policies and legalisations do you think are critical for Namibian cloud
adoption?

8. If the Namibian government IT departments consider cloud Infrastructure, who
should govern it?

» Congress through legislation
» Organisation
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http://www.polytechnic.edu.na/?q=schools/computing-informatics

> Public coalition
> Private coalition
» Cyber security

Appendix G: Framework Evaluation tool

A secure framework for a cloud based adoption in the Namibian government
sector

Dear Participants

This questionnaire serves as an evaluation tool for evaluating a secure framework for
cloud computing services adoption in the Namibian government sector. Information
collected will be used to improve the framework. The resulting framework will contribute
to the guidelines and knowledge base on the adoption of cloud computing services in
Namibian government IT departments. Your responses are crucial in informing the design
of the framework. The study is conducted by Eunike Nghihalwa, under the supervision of

Dr Fungai Bhunu Shava from the Namibia University of Science and Technology.

All your responses will be treated in a confidential manner; hence you are invited to
provide genuine responses. All the collected information will be used for purposes of this
study only. The questionnaire will take about 15-20 minutes of your time. For any further
information, kindly contact me on 0813173537 or enjunicel2@gmail.com

Thank you for your time and cooperation!
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Secure Framework for cloud based adoption in Namibia government IT

departments

A framework is defined as an outline of interlinked ideas, which supports an approach to
a specific objective that provides a frame of reference that can be modified as and when
required (Shackel, 2009; Zachman, 1987). Furthermore, von Roessing (2010) details that
frameworks provide a detailed description structure of how to implement, create or
manage a programme or process. This questionnaire presents a Secure Cloud Adoption
Framework (SCAF) that will inform the Namibian government on how she can securely

adopt cloud computing in service delivery.
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Cloud computing adoption process
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Figure 0-1: Secure Cloud Adoption Framework
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1. DEMOGRAPHIC INFORMATION

The purpose of this evaluation section is to collect demographic information of different

stakeholders to differentiate the selected stakeholders.

Position

[Head of Information Technology [ 1T Technician

[—Bystem Administrator [ Information Security Expert
[Internal Auditors [ Academic:Prof/Dr./MSc/
[ security Officers [ Analyst Programmer

C System Analyst CJothers. ..o

Information Security/Governance Years of Experiences

[10-5
CJs -10
[h1 - 20+
2. FRAMEWORK EVALUATION

2.1 NEEDS ASSESSMENT

How relevant is it to assess the listed organisation’s needs in the adoption of

cloud computing in the Namibian government?

Needs assessment

Very

Relevant

Releva

nt

Not
Releva

nt

Least
Relevan
t

The department’s IT infrastructure and
requirements for the organization’s

sustainability.

The mapping of cloud computing adoption to the
organisation’s strategy, to ensure that the
departmental objectives and expectations are

achieved.
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Evaluate organisation’s internal competency
such as skills, management support, availability
of infrastructure and resources for cloud

adoption.

The challenges of the existing service delivery

framework

2.2 BENEFITS OF CLOUD COMPUTING (RETURN ON INVESTMENT)

a) How relevant are the listed benefits of cloud computing in influencing the
adoption of cloud computing services in the Namibian government?

Cloud computing benefits

Very

Relevant

Releva

nt

Not
Releva

nt

Least
Relevan
t

Flexibility

Centralised resources

Hardware utilisation

Scalability of IT resources

Greater IT efficiency and agility

Cost reduction

Increased performance and better functionality

Rapid Elasticity

Protection, care and technical support

Auditing and logging

Reporting and intelligently

Policies Management

Systems integration and software legacy

Business continuity

Regular backups and disaster recovery

Maximize improved service delivery

Accessibility of services
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Improved storage space

Lengthy procurement process eliminated

IT experts reduced

Improved Security

Enhanced Availability of information

Environmental friendly

Reduction in IT Complexities

Ability to launch rapidly

b) To what extent do you agree that the presented benefits are applicable to the

Namibian government service delivery?

Cloud computing benefits

Strongly
Agree

Agree

Disagr

ee

Strongly
Disagre

€

Flexibility

Centralised resources

Hardware utilisation

Scalability of IT resources

Greater IT efficiency and agility

Cost reduction

Increased performance and better functionality

Rapid Elasticity

Protection, care and technical support

Auditing and logging

Reporting and intelligently

Policies Management

Systems integration and software legacy

Business continuity

Regular backups and disaster recovery
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Maximize improved service delivery

Accessibility of services

Improved storage space

Lengthy procurement process eliminated

IT experts reduced

Improved Security

Enhanced Availability of information

Environmental friendly

Reduction in IT Complexities

Ability to launch rapidly

2.3 CHALLENGES

How relevant is it to consider the following challenges in influencing of

adoption of cloud based Services in Namibian government?

Challenges affecting the Very

adoption of cloud Relevant

Relevant

Not

Relevant

Least

Relevant

Security issues

Privacy issues

Technology complexity

Trust of where government data

is stored

Data integrity

Political interferences

Compliance issues

Lack of

performance/functionalities

Lack of skills to assess and

implement

Integration issues
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Inadequate IT budget for

volume licensing

Legal implications

Insufficient vendor service

commitment/lack of expertise

Limited bandwidth capacity

Low service availability
(Downtime)

Initial Cost/Budget

Trust

Policies to support cloud

Cloud infrastructure security

2.4 BUDGET

To what extent do you agree that adopting the Secure Cloud Adoption

Framework (SCAF) will reduce the listed costs in the Namibian government

IT departments?

Cloud computing cost effectiveness

Strongly
Agree

Agree

Disagree

Strongly

Disagree

IT hardware infrastructure and maintenance cost

Based on SCAF the Namibian government can have

a low budget allocated to IT service delivery.

Travelling costs

Telephone costs

Network upgrades cost

Upfront payment

Operational cost

Software cost

2.5 PERFORMANCE

204




How relevant are these performance indicators in adopting cloud based

services in the Namibian IT departments?

Technology  Performance | Very Relevant | Relevant Not Least
indicators Relevant Relevant
Scalability
Reliability

Service availability

Bandwidth

2.6 TECHNOLOGY ACCEPTANCE

a) To what extent do you agree that the listed Perceived Usefulness factors of
SCAF in the Namibian government department service delivery will
influence cloud adoption?

Perceived Usefulness Strongly | Agree | Disagree | Strongly

Agree Disagree

Improve performance

Maximise service delivery in government

High flexibility in delivering services

Enhanced effectiveness of IT experts on the job

Meets the Namibian government IT departments
needs such as solving backlog issues at the

Regional Councils

SCAF will be useful in supporting Regional

Councils and other remote areas
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b) To what extent do you agree that the Perceived Ease of Use of the secure
cloud computing adoption framework in government department service
delivery influences cloud adoption?

Perceived Ease of Use Strongl | Agree | Disagr | Strongly
y ee disagree
Agree

Provides easy guidelines for Infrastructure as a
Service to be easily integrated with the

traditional IT infrastructure

The Namibian government IT departments

would find cloud computing easy to use

SCAF will enable timeless services

Stakeholders will have easy access to

information and applications

SCAF is easy to use as a tool for cloud service

integration

2.7 INFORMATION SECURITY

How relevant are the listed Security controls towards the adoption of cloud

based Services in the Namibian government?

Information Security controls Very Relevant | Relevant Not Least

Relevant Relevant

Identification and

authentication management

Authorization and access

control
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Confidentiality

Integrity

Non-repudiation

Availability

Compliance and audit

Transparency

Governance

Accountability

Trust Management

Network Security

Data Center physical security

Monitoring and evaluation

2.8 POLICIES AND REGULATIONS

Which policies are important in the adoption of cloud based infrastructure in

the Namibian government?

IT policies and regulations towards cloud adoption

The  implementation  and
operation  of  information
security according to
organizational  policies and

procedures.

Very

Important

Important

Not

Important

Least

Important

Cyber security policy

Cloud governance policy

IT cloud legislation

Cloud implementation

guidelines

Cloud computing policy

Technology integration policy
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Cloud security alliance

Federal government audit

2.9 GOVERNANCE

Please rate the importance of listed governance factors in the adoption of
cloud based infrastructure in the Namibian government.

Governance factors (set of
responsibilities and practices
by executing management in
providing strategic direction,
ensuring that objectives are
met)

Very
Important

Important

Not
Important

Least
Important

Strategic alignment of IT
infrastructure to the
organization’s mission, needs

and goals

Value delivery: assuring that
the cloud adoption strategy
delivers benefits and provides

value

Resources Management: the
availability and management of

adequate resources

Measurement of IT department
performance  to  monitor
progress towards cloud

adoption

Compliance of IT cloud

legislation and policies
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Identifying controls to mitigate

known risks

Provision of support for
efficiencies and continuous

improvement

Transparency in  decision

making

Understanding and awareness
of cloud computing risks, and
effective and  appropriate

management of these risks.

Stakeholders trust the

government’s strategy

Service monitoring and

auditing

2.10 COMPLIANCE

How important are the listed compliance factors in the cloud adoption in the
Namibian government IT departments?

How important is this Very Important Not Least
compliance factor in cloud | Important Important | Important
adoption?

Identifying local and

international laws, regulations
and external requirements to
be adhered to

Reviewing and adjusting IT
policies, standards and
procedures to ensure that legal,

regulatory and contractual
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requirements are addressed

and communicated

Monitoring the compliance
requirements of IT policies,
standards, procedures and

regulatory

IT cloud legislation

compliance

2.11 CLOUD ADOPTION

Evaluate the relevance of technology readiness in the Namibian IT departments?

How relevant are these factors in

adoption of cloud computing?

Very

Relevant

Relevant

Not

Relevant

Least

Relevant

Cloud adoption readiness

assessment

Development of national cloud

adoption secure framework

Service Level Agreement

Availability of IT infrastructure

(compatibility and interoperability)

Strategic and Operations planning

Executive Management buy in

Broadband

connectivity/Bandwidth

Electricity availability and

reliability

Compliance to regulatory

requirements and policies

Information Security
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Implementation budget

2.12 OVERALL FRAMEWORK EVALUATION

Please select the option that speaks to your overall performance of the whole
framework using the provided measures.

Overall the framework is: Strongly Agree Disagree Strongly
Agree Disagree

Efficient

Operational

Well designed and developed

Relevant and needed

Useful

Adaptable

Requires improvement

Valuable

Anycomments:

Thank you for your participation
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Appendix H: Language Editor’s Letter

2 Dox 55303
Reocky Crest
Windhoek

Wamibia

31 July 2018
TOMWHOM IT MAY CONCERN
RE: Language Editing

This serves to confirm that | have rendered language ediling services ta EUNIKE
NDAHAMEBFIFLA NEGHIHALWA 01 her research thesis *A secure framewerk for cloud-based

computing services adoption in the Namibian government sector”.

I have lacked at grammar, langusge, punctuation ard sentence flow in preliminary pages

#hd Chapters 1-7 of the document.
Yours sincerely
NN
X
Nkazana Sarah Mwanandimai

Sub-Editor, Froofreader

Associate Member: Professional Editors' Guild
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