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Abstract

Audits of information systems demonstrate whether IT controls are effective in protecting
company property, ensuring data integrity, and aligning with the organisation's overarching
objectives. Information System auditors evaluate all components of financial and business
controls, including information technology systems and physical and logical security protocols.
As long as cyberattacks continue to occur in the financial sector, it is increasingly important to
take robust measures to ensure the integrity and security of information systems. New models
that incorporate digital forensics methods into the audit process have emerged as a result of the
fact that traditional audit processes frequently fail to meet evolving objectives. Based on the
findings of a systematic literature review that demonstrated that the evidence-gathering
techniques employed in information system audits are inadequate for assessing the efficacy of
internal controls, this study proposes a model that integrates digital forensics into information
system auditing that was designed using Design Science Research techniques. The model is
envisaged to improve the information system auditing process by augmenting digital forensics
processes into information system auditing. The model incorporates key digital forensic
components embedded into audit procedures to enhance the accuracy and reliability of evidence
collection, ensure the integrity and authenticity of digital evidence, and facilitate a more detailed
analysis of audit data. The inclusion of these digital forensic techniques is essential for addressing
complex cyber threats and fraud within the financial sector, providing auditors with robust tools
to conduct more thorough and defensible investigations, and ensuring compliance with industry
standards and regulatory requirements. In summary, the proposed approach offers a structured
approach to the integration of digital forensic methodologies into the auditing process and
establishes guidelines, in a manner that ensures audit opinions for information systems auditors

are unqualified rather than qualified and disclaimer.
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CHAPTER 1: INTRODUCTION AND BACKGROUND OF THE STUDY

1.0 Introduction

This chapter gives an overview of the research background by presenting current developments
in Information System Audit. It outlines the problem statement and the purpose of the study.
The chapter further highlights the overall objectives and research questions for the study. A brief
research methodology used to meet the research objectives is also introduced in this chapter.

Lastly, the chapter concludes with the research overview.

1.1 Background of the study

The financial industry's information systems auditing (ISA) is a dynamic process that necessitates
innovative solutions to the increasing challenges posed by sophisticated intrusions. ISA must now
more than ever guarantee the availability, confidentiality, and integrity of data as companies
increasingly rely on digital technologies. However, the identification and prevention of
sophisticated cyber-attacks are frequently inadequately addressed by existing procedures and
computer-assisted audit tools (CAATs) (Whitman and Mattord, 2018; Krombholz et al., 2015;
Information Systems Audit and Control Association [ISACA], 2020; Mantha et al., 2021).
Unidentified security vulnerabilities pose a threat to corporate entities, and they also undermine
public confidence in financial institutions. The objective of this study is to investigate the
development of a model that will improve digital forensics within the ISA framework, thereby
bridging the distance between the requirements of the modern financial sector and traditional
auditing methods. Auditors are capable of gathering and evaluating digital evidence at a faster
pace when they combine digital forensics concepts with cutting-edge technology (Casey, 2011).
The objectives of this study are to improve the efficacy of Information System Auditing (ISA)
processes, increase the precision of the data collected by IS auditors, and simplify the precise

evaluation of information system security in the financial sector.

Numerous forms of cybercrime frequently target the financial sector due to its significance to the
global economy's stability (PwC, 2022). Insider trading, money laundering, ransomware attacks,

and data exposures are among the ever-evolving hazards. To protect their assets and the financial
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security of their clients, financial institutions must implement cutting-edge technologies and

processes.

In an era in which data is a form of currency and trust is essential, it is no longer feasible to
respond promptly and aggressively to threats and breaches (Javed et al.,, 2022). In the
contemporary digital era, it may be challenging to distinguish between digital forensics and
security. This approach of integration of digital forensics into the Information System (IS) audit
process within the financial sector is a ground-breaking initiative that aims to equip financial
institutions with the tools necessary to remain at the forefront of the industry (Davies., 2022). It
is an appeal to financial institutions to embrace innovation, resilience, and a firm commitment to

the preservation of the integrity of financial systems in the future.

According to Springmi (2017), as cited in Alagi, Turulja, and Bajgori (2021), an information
systems audit is a methodical process that evaluates the effectiveness and efficiency of
information technologies and information systems in supporting business objectives, as well as
the management and control procedures in place at various hierarchical levels. In contrast,
"digital forensics" (DF) is a subfield of forensic science that is dedicated to the identification,
acquisition, processing, analysis, and reporting of electronically stored data (Ahn and Lee, 2018).
Digital forensics support is indispensable for law enforcement investigations, as electronic
evidence is implicated in nearly all unlawful activities. Recognising, controlling, and eliminating
cyber hazards by conducting assessments of suspected attacks is a critical component of digital

forensics investigations and a critical component of the financial sector, according to the authors.

1.2 Problem Statement

Information systems auditing (ISA) is a critical process in business informatics. However, process
and computer-aided audit tools (CAATs) are not enough to detect complex cyber threats
(Whitman & Mattord 2018). Moreover, relying solely on automated auditing tools can lead to
undetected security breaches, potentially compromising data confidentiality, integrity, and
availability (Krombholz et al., 2015). Therefore, ISACA (2020), and Mantha et al. (2021)

emphasised the importance of addressing the limitations of CAATs and the need for augmenting
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traditional auditing methods with advanced techniques to mitigate the increased risk of
cyberattacks. This can affect the overall effectiveness of the ISA process, and the validity of

evidence collected by IS auditors, potentially leading to inaccurate system assessments.

1.3 Research Objectives
1.3.1 Research Main Objective

To develop a model that seamlessly integrates digital forensics into the information systems audit
process in the financial sector, with the goal of upholding confidentiality, integrity, and
availability. The model aims to ensure compliance with information technology activities aligned
with company policies, industry best practices, and government laws and regulations. The model

also intends to validate the evidence gathered during the audit by information systems auditors.

1.3.2 Research sub-objectives:

1. To analyse how the current steps employed in the information system audit process guarantee
the CIA of information systems and validate the evidence collected.

2. To evaluate the standards used by IS auditors when conducting IS audits.

3. To design a model that integrates digital forensics into IS audit to ensure the confidentiality,
integrity, and availability of information systems, as well as the validity of the evidence collected.

4. To evaluate the proposed digital forensics-infused information systems audit process model.

1.3.3 Research Questions

The following research questions were answered:
1. What are the existing steps within the information system audit process that guarantee the

CIA of the information system and validate the evidence collected?

2. What are the key standards and frameworks commonly used by IS auditors during the IS audit
process, and how do these standards contribute to the effectiveness and reliability of IS audit
activities?

3. What are the model components and how can they work together to ensure the
confidentiality, integrity, and availability of information systems, as well as the validity of the

evidence collected?
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4. How does the proposed model ensure the CIA of information and the validity of the evidence

collected?

1.4 Significance of the study

The study's goal was to advance the techniques of information system auditing. The procedures
that ensure the integrity, confidentiality, and availability of information systems (CIA) were
particularly beneficial. Additionally, they verified the accuracy of the data collected throughout
the audit. The knowledge that was acquired was instrumental in enhancing the security and
efficiency of information systems. In addition, the primary objective of this investigation was to
extensively evaluate the standards that information systems (IS) auditors employ during their IS
audits. This study sought to improve the general effectiveness, uniformity, and quality of IS
auditing procedures by introducing significant new information. Moreover, the initiative aims to
advance academics by establishing a novel paradigm for the integration of digital forensics into
information system (IS) audits. This architecture is designed to enhance the security and
dependability of information systems by ensuring the confidentiality, integrity, and availability of
data. Additionally, the data collected is to be rendered more reliable. The methodology
previously described was believed to provide a methodical framework that would enhance the
effectiveness and scope of information systems auditing operations. Ultimately, the objective of
this study was to advance the field of academia by conducting a thorough assessment of the
sustainability and efficacy of the proposed method for incorporating digital forensics into the
information systems audit process. The study's findings provide critical insights into the potential
repercussions of implementing this paradigm to improve the security of information systems and

auditing procedures.

1.5 Motivation of the Research

The rising complexity and frequency of financial cybercrimes and data breaches motivated the
researchers to conduct the study "Design a Model to Integrate Digital Forensics into Information
System Audit in the Financial Sector". In the financial sector, where sensitive financial data and
transactions are heavily targeted, traditional audit approaches frequently fail to discover

sophisticated fraud or security risks. Integrating digital forensics into the information system
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auditing process is intended to improve the ability to detect, investigate, and respond to these
advanced threats. By creating a model adapted exclusively for the financial sector, the study
addresses the crucial need for more robust and proactive audit processes, guaranteeing that

financial institutions can better protect their data and comply with regulatory obligations.

1.6 Delineation

The goal of the research was to establish a paradigm that integrated digital forensics into
information system audits to enhance the efficiency and effectiveness of the information system
audit process ensures the confidentiality, integrity, availability of information, and IT operations
adhere to pertinent corporate policies, industry best practices, and legal and regulatory
requirements. The investigation was limited to the integration of digital forensics into the
Information System (IS) audit process within the financial sector, despite the fact that auditing is
a complex and extensive subject found not only in the financial sector becausethe financial sector
is significantly more vulnerable to cybercrime and fraud, requires rigorous regulatory compliance
mandates, and the essential necessity for operational continuity usually because it is part of
Nation’s Critical Infrastructure. The research focused on the financial sector, although the
established model can be extended for application in other businesses facing comparable risk

and compliance issues.

1.7 Assumptions
The study is predicated on the following assumptions: Digital forensic methods can be integrated
in information system auditing to facilitate the search for evidence of criminal activity and

security violations to enhance conventional audit procedures and methodologies.

1.8 Thesis Outline

The rest of the thesis is arranged as follows:

Chapter 2: Addresses research objectives one and two using a systematic and targeted literature
review. The chapter also discussed the digital forensics components to be integrated into the
information system audit process.

Chapter 3: Delineates the design science research (DSR) methodology employed to construct the

Proposed Integrative Forensic Information System Audit Model. The DSR encompasses problem
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identification, objective definition, and design, which are elaborated upon here, whereas
demonstration and  evaluation are addressed in a subsequent chapter.
Chapter 4: Chapter 4 presents the demonstration and evaluation of the model established in
Chapter 3. This chapter demonstrates the application of the Proposed Integrative Forensic
Information System Audit Model (IFISAM) in actual contexts, highlighting its functionality and
significance to the study aims.

Chapter 5: Constitutes the concluding section of the study, summarising the principal findings
and debates from the other chapters. It underscores the importance of the Proposed Integrative
Forensic Information System Audit Model (IFISAM) and delineates the research's contributions

to practitioners and future investigations.

1.9 Chapter Summary

This chapter presented an overview of the study's backdrop, encompassing the background
material essential for comprehending the research's scope and purpose. It delineated the
problem statement, elucidating the particular obstacles and deficiencies in incorporating digital
forensics into information system audits within the banking sector. The chapter described the
study's objectives, which seek to formulate a model that improves the efficacy of the IS audit
process through the integration of digital forensic methodologies. The research topics guiding
the inquiry were presented, focussing on how digital forensics may enhance audit outcomes and
ensure regulatory compliance. The study's significance was addressed, emphasising its potential
to enhance security protocols and audit dependability within the banking sector. The thesis
framework was presented, outlining the upcoming chapters and their contributions to the overall

research.

Chapter 2: Literature Review will examine the scientific literature to investigate existing research
and hypotheses concerning the incorporation of digital forensics into information system audits.
This review will establish the theoretical framework for the investigation, pinpointing deficiencies
in existing information and substantiating the necessity for the suggested model produced in this

research.
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CHAPTER 2: LITERATURE REVIEW

2.0 Introduction

This chapter examines pertinent research findings regarding the incorporation of digital forensics
into information system audits, particularly in the financial sector. It analyses current literature
regarding the methodology and applications of digital forensics in improving audit practices and
assuring regulatory compliance. This chapter also highlights critical deficiencies in existing
research, including the absence of complete models that successfully integrate digital forensics
into auditing procedures. This chapter addresses study objectives one and two, establishing a
foundation for the ensuing consideration of how these insights might guide the construction of

a structured model to enhance IS audit outcomes.

2.1 Digital Forensics Process

Electronic data retrieval and analysis are discussed in the field of digital forensics. The method of
historical reconstruction is designed to preserve any evidence in its original form while
conducting a methodical research process that involves the acquisition, recognition, and
verification of digital information (Kent et al., 2006; Alazab et al., 2023; Yusoff et al., 2011). Even
though digital forensics has a wide range of applications, the context is typically associated with

data usage in court. The digital forensics process is shown in Figure 1.
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Figure 1: The digital forensics process (Kent et al., 2006; Alazab et al., 2023; Yusoff et al., 2011).

2.1.1 Collection of Digital Evidence

A chain of custody must be established in order to substantiate that the evidence was not
tampered with, altered, damaged, or destroyed while in the investigator's custody. In accordance
with Kent et al. (2006) and Alazab et al. (2023), a "chain of custody" is a chronological paper trail
that documents the individual who collected the evidence, the individual who possessed it at any
given time, and the current location of its preservation. This will demonstrate that the evidence
is in the same condition as it was when it was initially collected when it is presented in court later
in the investigation. Evidence is inadmissible in court if the chain of custody is disrupted, such as
when it is impossible to explain the whereabouts and state of the evidence from the time it was
acquired until the present. A successful evidence-collection process will result in the production
of strong probative value evidence and the establishment of an effective chain of custody.

According to Kent et al. (2006), the primary goal of an inquiry is to accumulate evidence that can
be employed in court. Law enforcement must present evidence that establishes the suspect's
culpability "beyond a reasonable doubt" in order to successfully prosecute a case in court.
Investigators must gather evidence in a manner that ensures the material is not damaged in any
way during the collection, packaging, or shipping processes and that allows the material to be

admitted as evidence in court. The evidence collected in violation of these guidelines will not be
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admissible in court. Data can be easily lost, altered, or deleted. The data may become ineffective
due to spoliation, which may result from inadequate evidence collection. Consequently, the
investigation may be considered unsuccessful if the evidence gathered is not admissible in court.
This emphasises the necessity of a plan for the collection of evidence that will ensure the
evidence is protected and preserved in accordance with forensic best practices and that itisin a

condition that allows it to be used as evidence in a court of law.

2.1.2 Chain of Custody Management

The chain of custody is a critical component of digital forensics, as it ensures the integrity of
evidence throughout its life cycle (Sadiku et al., 2017; Ajijola et al., 2014). To prevent corruption
or tampering with the evidence during the collection and administration process, a significant
amount of paperwork and procedures are required. Different devices necessitate distinct
management methods due to their distinct data storage systems. The chain of custody is the
process of collecting, safeguarding, and evaluating evidence to create a chronological record for
future management requirements, as defined by Cosi¢ and Cosi¢ (2012). This documentation is
indispensable to criminal proceedings, as it allows us to identify the witnesses and, if necessary,
summon them to testify at trial. Furthermore, the chain of custody upholds the evidence's
original state and verifies its importance (Jansen & Ayers, 2004). If appropriate documentation
and chain of custody procedures are not adhered to, digital evidence may become distorted and
subsequently inadmissible in court (Sule, 2014). Therefore, it is imperative to preserve the chain

of custody in order to ensure the legitimacy and admissibility of digital evidence in court.

2.1.3 Preservation of Digital Evidence

'Reliable documentation and evidence collection are essential,’ asserts Kent et al. (2006).
Evidence must be meticulously and legally acquired due to the occasionally intricate IT
environment in which it is present. Neglecting this step may result in the evidence becoming
corrupted, spoliated, or contaminated, rendering it ineffective. It is important to remember that
the process of obtaining evidence does not have to be destructive. Before any evidence is

collected, it is imperative to establish investigative techniques and plans to determine the critical
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components of the investigation. By employing filtering and search techniques, it is feasible to
minimise the quantity of data that necessitates examination. The evidence must be collected,
collated, categorised, and stored securely in order to be utilised at a later time. Evidence must
be presented months or even years after the behaviour occurred in cases that have garnered
significant attention. Therefore, it is essential to establish an evidence storage system that

facilitates the systematic, precise location and retrieval of evidence at any given moment.

The validity of evidence that has been collected and temporarily stored may be called into
guestion at a later date. Subsequently, comprehensive documentation is required. Records
should encompass the location, gatherer, type, and condition of the evidence at the time of
collection. Logbooks will be very beneficial for the purpose of locating any evidence and will be

especially beneficial when transporting it from one location to another.

A well-established process encompasses documentation, collection, storage, and return of
evidence. By adhering to these procedures, the evidence will be safeguarded from manipulation
or harm and ultimately admissible in court. Digital evidence must be safeguarded due to its
fragility and susceptibility to modification or destruction. Additionally, it is highly volatile and can
be effortlessly eliminated with a single keystroke. Therefore, comprehensive evidence-
preservation equipment will be necessary. Evidence bags, toolboxes, write-protected software
and hardware, backup power supplies for unforeseen power disruptions, forms for evidence
collection, and specifically designed evidence collection and storage containers—such as Faraday

bags for cell phone storage may all be required.

2.1.4 Digital Forensic Imaging

Zhang (2022) defines forensic imaging as the process of reproducing digital storage media while
preserving its structure and data for future analysis. Forensic images are frequently captured on
digital media such as flash discs, hard discs, and other devices that may contain evidence of
criminal activity. Before examining the contents of a digital storage device, an investigator

captures a forensic image. This ensures that the data is accurate and prevents any modifications
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from occurring during the testing of the device. The creation of a forensic image is an essential
initial step in any digital forensics’ investigation. Investigators need to ensure that the image is a

precise replica of the original storage device, and that all data has been retained.

2.1.5 Examination of Digital Evidence

An essential stage in digital forensics is the examination phase, during which investigators
scrutinise the data gathered during the acquisition phase. Following the successful acquisition
and imaging of digital evidence, the attention turns to meticulously scrutinising the data in order
to discover pertinent information that could bolster the inquiry (Kent et al., 2006). In contrast to
the acquisition phase, which focuses on gathering and safeguarding data, the examination phase
prioritises the thorough study of the digital evidence to uncover concealed files, retrieve erased
information, and analyse system logs or activity profiles that may provide vital insights.In the field
of digital forensics, the process of investigation generally incorporates the analysis of complete
storage medium rather than individual files. The objective is to identify patterns, timings, and
anomalies that were potentially linked to the occurrence being investigated. Ensuring the
preservation of evidence integrity is crucial throughout this procedure, particularly when
analysing data on forensic workstations or other protected settings. Thorough documentation of
all procedures implemented during the examination is necessary to guarantee the integrity and

admissibility of the evidence in legal proceedings (Kent et al, 2006).

In addition, the procedure encompasses the movement of data across storage sites, such as from
a seized device to a forensic workstation or external drive for scientific examination. It is of
utmost importance to preserve the integrity of the evidence during these transfers in order to
prevent any compromise to the investigation or the inadmissibility of the evidence (Alagi¢ et al.,
2011). The meticulous management and documentation throughout this examination stage are
crucial to establish the preservation of the evidence, therefore safeguarding the examiner's

reputation and the accuracy of the forensic conclusions.
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2.1.5 Analysis of Digital Evidence

According to Kent et al. (2006), the most critical component of digital forensics is the accurate
interpretation of the evidence without any distortion of the original data. The analyst must bear
in mind that only physical drives mapped or networked drives should be employed during the
data extraction process. Virtual machines (VM) are functional provided that their configuration
has been documented and the VM image has been verified to be virus-free. It is frequently
advantageous to obtain a "bit-stream image" of the suspect's drive. This replica of the original
drive can be compressed and saved for future use, rendering it admissible as evidence. To
prevent modifications to the source data, the image can be constructed using a write-blocker.
Furthermore, it is advantageous to compute the hash value of the original evidence and
incorporate it into the case notes. In that event, the hash value will fluctuate in the same manner
as any other data item on the drive. This will demonstrate that the study employed identical
evidence and data. The disc image can be used as additional evidence in the event that the
original is misplaced or damaged. The significance of the evidence should be assessed by
comparing it to the claims and case notes during the analysis. The analysis of meaningless data is
a waste of time and money and will undermine the research. The material that is made public
must be significant forensically and must contribute to the conclusion. This is frequently
disregarded, resulting in the arrest of suspects without compelling evidence. In the event that
the investigation's future significance changes at any point and the evidence is subsequently

determined to be valuable, a record may be maintained.

Digital forensics analysis is the methodical examination of digital devices, data, and networks to
identify evidence of criminal activity, security breaches, or illicit conduct, as defined by Kim et al.
(2022) and Casey and Rose (2010). This process ensures that digital evidence is collected,
preserved, examined, and evaluated in accordance with forensic standards by employing
specialised apparatus and methods. File analysis, memory forensics, network traffic analysis, and
virus analysis are among the methods that analysts employ to assemble events, identify
offenders, and assess the severity of incidents. Digital forensics analysis is intended to provide

actionable information regarding cyber incidents, data breaches, and other digital hazards to
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facilitate investigations, court cases, incident response activities, and preventative security
measures. This study is indispensable for both criminal investigations and organisational security
evaluations due to its ability to safeguard data integrity, reinforce regulatory compliance, and

enhance the overall cybersecurity posture.

2.1.6 Reporting and Documentation

The final phase in the digital inquiry process is the exportation of the analysis results for use in
court or other legal proceedings (Kent et al., 2006). The findings of the analysis can be reported
in a variety of ways. The necessity of submitting a more comprehensive report that includes the
information you have gathered, the steps you have taken, and your conclusions, or a basic
protocol for the process you have followed, will be contingent upon the circumstances and the
needs of your organisation. The author asserts that report generation is the most prevalent form
of reporting. Typically, a report comprises a summary of the case and accompanying
documentation, information regarding the location and method of evidence collection, an
explanation of the findings, and an explanation of how the findings relate to the case. Citations
to the primary sources should be included in all verifications. Senior management occasionally
requests that the report be accompanied by a verbal summary of the content. Archiving one's
labour is the optimal form of documentation. This entails the preservation of your report, as well
as any data and evidence files, in a secure and readily accessible location. At times, it is necessary
to retain reports and evidence for an extended period of time after the case has concluded. In
order to preserve the privacy and security of documentation, access may occasionally be

restricted. This critical phase significantly safeguards the integrity of the evidence.

2.1.7. Presentation of Findings

The evidence will be presented in court if the case proceeds to trial, and the investigator will be
asked questions and cross-examined by opposing counsel (Kent et al. 2006). The evidence must
be prepared for testimony by being organised and practiced. The presenter must be able to
communicate assurance and comprehension of the facts in order for a casual audience to

perceive him as trustworthy. Visual aids and lists of supporting documents will be necessary to
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present the case in court. An evidence list is a documented summary of the locations and

proprietors of the evidence, similar to a chain of custody.

2.2 Bridging the Gap: The Synergy between Digital Forensics and Information System Audit

In the rapidly changing technical environment of the present day, the integrity, security, and
conformance of an organization's IT infrastructure are contingent upon the mutually beneficial
relationship between information system auditing and digital forensics. Companies that wish to
protect their digital assets and mitigate cyber threats are increasingly recognising the importance
of maintaining robust security protocols and adhering to legal obligations. The investigative
foundation of digital forensics is the precise procedures for the identification, preservation,
assessment, and presentation of digital evidence. This enables a comprehensive examination of
security incidents, data intrusions, and unusual behaviour in information systems. In contrast,
proactive watchdogs and information system audits meticulously evaluate IT controls, policies,
and procedures to determine their effectiveness in mitigating risks and achieving business
objectives. Companies can adopt a proactive approach to cyber-security and regulatory
compliance by utilising forensic results to improve audit processes, identify vulnerabilities, and
conduct focused maintenance activities. This is achieved by combining these areas. In a world
that is becoming increasingly interconnected, this logical connection enables companies to
enhance their defences, mitigate risks, and maintain the integrity and trust of their digital

ecosystems.

2.2.1 Importance of Digital Forensics in Information System Audit

One of the primary responsibilities of an IS auditor is to evaluate the integrity of the information
system. This is due to the fact that the admissibility and reliability of evidence have an impact on
its overall value. If the data that has been acquired is not verified as genuine, germane, and
trustworthy, it will be of minimal value to stakeholders and may never be admissible as evidence
in a court of law. In order to ascertain whether digital evidence can still be used as evidence, an
IS auditor must implement specific strategies and methodologies. This is similar to the work of a

digital forensic analyst, who is responsible for ensuring the integrity and veracity of evidence. By
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possessing a comprehensive understanding of forensic concepts and having implemented
comparable auditing methodologies, an information systems auditor can acquire a wealth of
knowledge regarding data validation. The IS auditor's ability to achieve the highest performance

standards is contingent upon the precise relationship between digital forensics and IS auditing.

The practice of "digital forensics" involves the acquisition, identification, validation, and analysis
of digital data in order to obtain information for legal purposes. The high esteem that
organisations now accord digital forensics is indicative of the proportionate importance of the
data they wish to protect. This is due to the ease with which data can be altered or deleted, which
allows perpetrators to conceal their activities. These circumstances have made digital evidence—
and the concomitant need for digital forensics—essential components of both the personal and
professional spheres. This is especially relevant to information system auditing, as auditors
frequently discover that the necessary evidence is in this format, as the majority of company data
is now stored digitally. This is evidenced by the revision to the US Federal Rules of Civil Procedure
(FRCP) that granted the pre-trial stage the capacity to assess digital evidence as an additional
form of information (Moore, 2023). The IS auditor will be unable to collect the necessary
information to complete the audit successfully if they are not informed of these significant
changes. This underscores the necessity for information systems auditors to investigate digital

forensics concepts and ascertain how to apply them in their audits.

2.2.2 Key Areas of Synergy

According to Quick and Henrizi (2018), it is frequently advantageous to implement substantive
procedures in order to verify specific assertions or to conduct control experiments on a sample
of data to accumulate evidence regarding the efficacy of the control. There are numerous
methods to establish a connection between the two disciplines when considering the potential
of utilising digital evidence to supplement these processes. In terms of the concept of information
system control or audit trail, the execution of a programme or data entry should initiate a
sequence of events that will result in the documentation of the activities that were performed.

Auditors can employ this to directly assess the efficacy of a specific control and to elucidate the
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results of the duplicate payment investigation that was previously discussed. In order to evaluate
the effectiveness of a user access control system in preventing improper file access, Rgstad and

Edsberg (2006) implement an access monitoring programme.

The auditor is concerned about the veracity of the process map and the potential for obtaining
documentation to substantiate the auditee's claims, as business process mapping generates
critical risk areas and control objectives. Digital evidence obtained from an information system
can be employed to confirm a pattern that is suspected and to substantiate the behaviour of a
system or individual, regardless of whether it aligns with expectations. The information provided
can improve the auditor's understanding of the procedure and allow them to create a more
precise process map, regardless of the circumstances. For example, digital evidence could be
employed to facilitate an audit of the accounts payable cycle and procurement process or to

investigate the possibility of duplicate invoice payments (Rozario & Thomas, 2019).

A business process map is a fundamental visual that illustrates the steps required to achieve the
desired outcome of a process. Frequently, this is accomplished through the use of a flowchart,
which provides a comprehensible visual representation. The auditor's understanding of the
process under examination is contingent upon the creation of a successful business process map.
Singleton (2012) elucidates that digital forensics can be advantageous in the process of

generating a business process map by information systems auditors.

2.3 Information System Audit

A comprehensive information system audit is a valuable safeguard that ensures the integrity and
efficacy of digital infrastructure in the complex network of the financial industry, where trust and
transparency are essential (Isaca, 2019). An information system audit evaluates an organization's
compliance with industry standards and regulations by evaluating its IT systems, procedures, and
controls. Each aspect of digital activities is meticulously scrutinised to identify opportunities for
growth, constraints, and deficiencies (Isaca, 2019). The following are included: data
administration, security protocols, network infrastructure, and software programmes. Due to the

substantial stakes and global repercussions of digital malfeasance, information system audits are
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intended to accomplish more than merely adhering to banking industry standards. It is essential
for the preservation of financial integrity, the cultivation of investor confidence, and the
mitigation of systemic risks. Organisations can effortlessly identify and mitigate the risks
associated with fraud, data breaches, operational failures, and regulatory noncompliance
through the implementation of stringent audit standards and continuous financial system
monitoring. Additionally, an information system audit can facilitate financial innovation, expedite
operations, and improve data accuracy. Financial institutions require information system audits
to fulfill their fiduciary obligations, strengthen their defences, and maintain the integrity of the

global financial system. They are both defenders of the economy and investor confidence.

2.3.1 Information System Audit Process

An internal systems auditor examines the control framework, collects data, evaluates the
advantages and disadvantages of internal controls using the data, and generates an audit report
that identifies deficiencies and provides relevant parties with recommendations for
improvement. According to a literature review, an IS audit typically comprises three primary
phases, each of which necessitates completion. Figure 2 shows a typical audit process phases and

Figure 3 shows the detailed ISA Process.

Typical Audit process Phases

Planning — Fieldwork/ Reporting/

Documentation Follow-up

Figure 2: Typical audit process phases (ISACA, 2019)
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Figure 3: IS Audit process in detail (ISACA,2019)

. Planning

In order to grasp the extent, duties, and current protocols of the area being scrutinised, the audit
team must initially engage with the audit clients and gather crucial background information
during the preparation phase, as stated by ISACA (2019) and AFROSAI-E (2017). As per the
authors, during this phase, an audit programme is created, encompassing the audit objectives

and audit technique. The audit plan is essential for guiding the audit process and successfully
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accomplishing the audit objectives. A risk assessment for the department and/or function is

usually carried out to ensure comprehensive coverage of all relevant areas.

ii. Fieldwork and Documentation Phase

The audit's evaluation stage, which is occasionally referred to as fieldwork, evaluates the
adequacy of internal controls and compliance with industry best practices. By ISACA (2019) and
AFROSAI-E (2017). According to the author, this phase involves the examination of assets,
documents, and transactions, as well as the completion of any additional procedures necessary
to facilitate the audit's objectives. Methods for obtaining evidence are employed to gather

evidence that supports the audit objective during this phase.

iii. Reporting and Follow-up Phase

Every audit must conclude with a comprehensive written report that delineates the objectives
and scope of the audit, summarises the findings, provides recommendations for improvement,
and incorporates the input and corrective action plans of the audit client (ISACA, 2019; AFROSAI-
E, 2017). Before being made public, audit reports are initially composed as manuscripts and sent
to a small group of individuals, typically the department manager, for a preliminary assessment.
The audit client is obligated to provide a written response that includes a plan for corrective
action, the individual responsible for implementing it, and a projected completion date in the

event that recommendations are made.

2.3.2 Evidence-gathering techniques

As noted in the analysis, evidence is collected during the fieldwork phase through inspection,
observation, inquiry, confirmation, recalculation, re-performance, and analytical evaluations. An
IS audit is conducted to assess an organization's information systems and ensure their
confidentiality, dependability, and availability. Gathering evidence is an essential component of
IS auditing, as it provides auditors with the necessary support to formulate conclusions and
provide recommendations. This is the most critical stage of all the work steps. The evidence
collected during the ISA is authenticated by the procedures outlined below. The methods for

obtaining evidence through data analysis are illustrated in the figure below.
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Figure 4: Evidence-gathering Techniques (ISACA, 2019; AFROSAI-E, 2017)

i. Inspection
The purpose of the inspection is to meticulously analyse records, documents, or tangible assets
(ISACA, 2019; AFROSAI-E, 2017). Within the realm of information systems (IS) audit, this function
facilitates auditors in examining system documentation, configuration settings, security rules,
and processes. The full assessment is essential for verifying compliance with set standards and
detecting any discrepancies inside the system. During this procedure, auditors acquire an
understanding of the integrity of the information systems, guaranteeing that they function in

compliance with predetermined norms and rules.
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ii. Observation

The fundamental objective is to observe the implementation of a method or activity (ISACA,
2019; AFROSAI-E, 2017). This goal, in the context of an information systems (IS) audit, includes
auditors' ability to actively monitor and analyse the efficiency of physical security measures,
access protocols, and overall system operation. The role of observation provides critical insights
into the practical implementation of security procedures, allowing auditors to identify any
deviations from the declared standard. By employing this capability, IS auditors can improve
security system inspection by assuring adherence to established standards and swiftly finding

instances of noncompliance.

iiii. Inquiry

The primary purpose is to gain information or clarification from persons who are knowledgeable
in a certain field (ISACA, 2019; AFROSAI-E, 2017). Auditors in the field of information systems (IS)
audit achieve this goal by conducting interviews with key stakeholders such as system
administrators, users, third parties such as service providers, and management. Auditors gain
critical information about system controls, access permissions, and security measures during
these interactions. This direct interaction allows auditors to better understand the effectiveness
of imposed controls and uncover any dangers or vulnerabilities within the system. By directly
getting information from reputable sources, IS auditors improve the full examination of the

security environment and overall reliability of information systems.

iv. Confirmation

The main goal is to get a response to a specific question. In the field of information systems (IS)
audit, auditors use this goal by requesting verification from third-party service providers,
vendors, or other external sources (ISACA, 2019; AFROSAI-E, 2017). This verification procedure is
critical for analysing the efficiency of security measures or the current state of contractual
services. Auditors improve their ability to validate information collected from internal sources by

contacting external entities, ensuring a full and reliable understanding of the security landscape
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and the state of contractual services within the system. This proactive strategy helps to ensure a

more robust and comprehensive audit process.

V. Recalculation

The goal is to adjust or confirm the accuracy of a certain subset of information. Within the field
of information systems (IS) audit, this objective enables auditors to thoroughly examine and
authenticate specific financial or statistical data that is handled by information systems (ISACA,
2019; AFROSAI-E, 2017). The primary objective is to guarantee the precision and dependability
of automated procedures, revealing any possible discrepancies in calculations. Auditors play a
vital role in maintaining the accuracy of information produced by systems through a precision-

focused audit. This helps to strengthen the reliability of automated processes and data outputs.

vi. Re-performance

The main goal is to autonomously carry out procedures or controls to evaluate their efficacy
ISACA (ISACA, 2019; AFROSAI-E, 2017). Within the realm of information systems (IS) audits,
auditors utilize this purpose by independently re-performing specific system functions or security
regulations. This proactive methodology enables auditors to validate the effectiveness of these
components, specifically when evaluating the dependability of automated systems. Auditors can
detect and repair system vulnerabilities by actively re-executing activities. This contributes to a
complete review of security policies and operational effectiveness in the information systems

environment.

vii. Analytical Reviews

The primary goal is to investigate the relationships between various data sets. Auditors in the
field of Information Systems (IS) exploit this goal by conducting analytical evaluations on a variety
of data sets, including user access logs, system performance indicators, and security incident
reports (ISACA, 2019; AFROSAI-E, 2017). This analytical ability allows auditors to detect trends,
abnormalities, or patterns in data, potentially revealing security concerns or detecting

weaknesses in control systems. Auditors contribute to a proactive and analytical review of the
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system's security landscape by adeptly assessing the interrelationships between different types

of data, enhancing the overall effectiveness of control mechanisms.

2.4 The use of Computer Aided Audit Techniques (CAATS) when conducting an IS audit

CAATs are implemented in analytical evaluations or procedures to identify control deficiencies
by employing the auditee's data. In order to satisfy the audit objectives, Wicaksono et al. (2018)
assert that the IS auditor must accumulate an adequate quantity of pertinent and dependable
evidence during the audit. This is required by the Information Systems Audit Standard. The
authors assert that the audit's conclusions and findings must be verified through a meticulous
analysis and interpretation of the underlying data. Consequently, CAATs are instrumental in
achieving this objective. Auditors, both internal and external, can utilise CAATs to collect, extract,
investigate, and report on audit data. Thus, CAATs encompass oversight, fraud detection, general
audit software, and e-audit working documents (Mahzan and Lymer 2014, as cited in Wicaksono
et al. 2018). General audit software, e-audit working documents, fraud detection (GAS), and
oversight are among the numerous CAAT categories (Mahzan and Lymer, 2014, as cited in
Wicaksono et al., 2018). Word processing, data testing, integrated test facilities, parallel
simulation, embedded auditing, and other CAATs are included (Wicaksono et al., 2018). Figure 5

illustrates this.
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Figure 5: CAATSs (Wicaksono et al., 2018)

2.5 Background on Financial Statement Auditing

An impartial auditor evaluates financial statements during a financial account audit. The auditor's
opinion is significant in the context of the fair and honest representation of financial statements
and associated disclosures. This audit is intended to enhance the company's overall reputation
and the financial records that are reported. The audit was conducted in phases to accommodate
the changing conditions. Later, it evolved into an auditing procedure that was more automated
and involved a larger sample size. The subsequent assessments will encompass the entire
population and focus on the identification of anomalies and outliers through pattern recognition
and data analysis. The examinations will be conducted in a manner that has never been done
before. Auditors employ more contemporary auditing techniques than conventional ones due to

the vast quantity of information, which includes big data (AICPA, 2015; PWC, 2013).
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2.6 The Concept of Audit Evidence

The collection of audit evidence is a well-known and essential phase of the auditing procedure.
The quality of the data collected directly and significantly influences the audit's conclusions and
findings. Throughout the audit planning process, the audit team should consider the types of
audit evidence that are required. The audit planning procedure involves the organisation of the

necessary evidence, as well as the determination of the time, location, and method of collection.

Figure 6 shows the planning procedures of the audit.
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Throughout the audit process, the audit team is responsible for ensuring that the evidence
collected is appropriate and sufficient to support the audit's objectives. To develop reliable audit
conclusions and findings, the audit evidence must be assessed in light of the audit criteria and

objectives. Audit findings and conclusions must be supported by sufficient and relevant audit

Figure 6: The audit planning procedure (AICPA, 2012).

evidence in order to withstand challenges and pass both internal and external scrutiny.
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For this research:
Audit criteria Refers to a collection of policies, procedures, or requirements that serve as a
benchmark for comparing audit evidence. It is the yardstick by which the auditee's activities
are evaluated.
Findings The evaluation of the evidence collected during the audit is presented in an unbiased
manner.
Conclusions Statements made by the audit team regarding the audit outcome, taking into
account all findings and objectives, but without suggesting any specific actions.

Auditors use audit evidence to determine whether they have met an audit objective. They do not
include all the information acquired during an audit is included in the evidence. Having expertise
in acquiring audit evidence and using a reliable process to collect it greatly influences the
auditor's judgments. These judgments, in turn, play a crucial role in determining the quality of

audit findings and conclusions.

Auditors collect audit evidence from audit methods or other sources to form their opinion. As a
certified management accountant (CMA), it's important to consider all relevant and verifiable
audit evidence, including any material that may contradict management's claims about financial
statements or internal controls over financial reports. The expertise of the auditor who collected
the evidence, the reliability of the audit evidence gathered, and the assessment of the technique
used to gather the evidence all play a crucial role in determining the accuracy of the audit findings
(AICPA, 2012). Traditional viewpoints on audit evidence may not be enough. It is crucial for the
audit profession and regulators to recognise the influence of information technology on the

nature and composition of audit evidence.

2.7 Characteristics of Audit Evidence

Evidence should be adequate and suitable. The audit evidence can be summarised as follows

(AICPA, 2012; Brown-Liburd & Vasarhelyi, 2015; ISACA, 2019; AFROSAI-E, 2017).
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Table 1:1S Audit Evidence Characteristics (AICPA, 2012; Brown-Liburd & Vasarhelyi, 2015; ISACA, 2019; AFROSAI-E, 2017).

Sufficient Amount of evidence considered enough:

i) To arrive at a well-founded conclusion (considering factors such
as sample size and representativeness) ii) To persuade
stakeholders of the credibility of the auditor's opinions. iii) Serving

as a representative of the audit universe and the relevant period.

Relevant The extent to which the evidence demonstrates a clear and logical

connection to the audit objectives and criteria.

Reliable Reliable evidence, characterised by accuracy, credibility, and
uncompromised integrity; the probability of obtaining consistent
results when conducting an audit test or gathering information from

an alternative source or test.

Verifiable Information that can be verified by comparing it with other evidence

Objective Unbiased evidence, free from any preconceived notions or biases,
that accurately represents the operations of a system, or a specific
part of it, as conducted by the auditee, without any intentional

support or defence of the auditee's interests.

2.8 Audit Procedures to Obtain Audit Evidence

While the auditor conducts risk assessment methods, these methods alone do not provide

sufficient audit evidence to form an audit opinion. Additional audit procedures, such as
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evaluations of internal controls and processes, need to be incorporated into the risk

assessment methods.

Regardless of whether the auditor reviews the controls, it is

important to acknowledge that internal control has inherent limitations. These limitations

include the potential for management override, human error, and the impact of system

modifications. Objective processes are always necessary to obtain sufficient and relevant

audit evidence for the categories of disclosures, account balances, and important

transactions.

2.9 Techniques of Collecting Evidence

The auditor obtains audit evidence by one or more of the following techniques (AICPA,

2012; Brown-Liburd, & Vasarhelyi, 2015; ISACA, 2019; AFROSAI-E, 2017):

Table 2:Techniques of Collecting ISA Evidence (AICPA, 2012, Brown-Liburd, & Vasarhelyi, 2015; ISACA, 2019, AFROSAI-E,

2017)
Technique Definition Examples
Inquiry Consists of seeking information of | Obtaining written or oral
knowledgeable persons inside or | information from the client in
outside the entity. response to specific questions during
the audit.
Observation Consists of looking at a process or| The auditor observes user access

procedure being performed by others.

restrictions in action, such as
monitoring employees connecting

onto the company's network and

accessing  sensitive  information,
during a walkthrough of the
company's IT infrastructure.
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Inspection

Consists of examining records,

documents, or tangible assets.

Inspecting firewall configuration
settings and logs to ensure that only
authorized network traffic is allowed
and to identify any potential security
breaches or anomalies in network

traffic patterns.

Recalculation

Consists of checking the arithmetical
accuracy of source documents and
records or

accounting performing

independent calculations.

Recomputing the totals of financial

transactions processed by the

system, such as checking the
accuracy of interest calculations on
loans or verifying the correct
application of tax rates on invoices,
to ensure the integrity and accuracy

of financial data.

Reperformance | Consists of independent execution of | Using CAATs for reperforming
procedures or controls that were | reconciliation procedures between
originally performed as part of the financial statements and underlying
Entity’s internal control. transactional data to ensure

accuracy and consistency,
independently verifying the
completeness and correctness of
financial reporting processes.

Confirmation Consists of response to an inquiry to | Sending confirmation requests to

corroborate information contained in

the accounting records.

third-party vendors or service
providers to verify the accuracy of
financial transactions recorded in
the system, such as confirming the
and services

amounts invoiced

provided, to ensure the integrity of
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financial data and compliance with

contractual agreements.

Analytical

procedures

Includes the examination of important
ratios and trends, along with the
investigation of any fluctuations or
relationships that don't align with
other relevant information or deviate

from expected amounts.

Examining system logs and user
activity reports to identify patterns
in failed login attempts or

unauthorized access, comparing
these patterns with established
thresholds or benchmarks to assess
the effectiveness of access controls
and detect

potential  security

threats.

2.10 Standards and Frameworks Used in Information System Auditing

COBIT (Control Objectives for Information and Related Technologies): Provides a comprehensive

framework for the governance and management of enterprise IT, including auditing practices.

ISO/IEC 27001: Defines the requirements for establishing, implementing, maintaining, and

continually improving an information security management system (ISMS).

NIST SP 800 series: Guides information security standards and best practices, including specific

guidelines for auditing information systems.

2.10.1 ISACA Standards and Guidelines

According to AFROSAI-E (2017), ISACA is a global organization of IT audit, governance, risk, and

security experts that provides certificates, publications, and tools to IT auditors. ISACA created a

set of IT audit standards and guidelines that address the general, performance, and reporting
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components of IT audit engagements. The Institute of Internal Auditors (IlA) has established the
International Standards for the Professional Practice of Internal Auditing (IPPF), which serves as
the foundation for these guidelines. They also comply with other important frameworks,
including COBIT, ITIL, and ISO/IEC 27000. The author claimed that adhering to and referencing
the ISACA principles and guidelines will ensure that IS audit reports are compliant, objective, and

reliable.

2.10.2 COBIT Framework

COBIT is a framework for IT governance and management that enables organizations to achieve
strategic goals through efficient use of technology (Almeida et al., 2018; Aprilinda et al., 2019;
Miranda et al., 2019; Christianto et al., 2022 Isaca, 2018). According to Isaca (2018), COBIT
includes procedures, practices, enablers, and goals for aligning, planning, and organizing (APO),
building, acquiring, and implementing (BAI), delivering, service, and support (DSS), and
monitoring, evaluating, and assessing (MEA). COBIT also includes a collection of maturity models,
performance indicators, and risk scenarios to assist IT auditors in determining the existing and
desired condition of IT processes and controls (AFROSAI-E, 2017). As a result, AFROSAI-E suggests
using the COBIT framework because it standardizes the language and format of IS audit reports

and recommendations.

2.10.3 NIST Frameworks

NIST, a federal agency, is responsible for the development and promotion of standards,
guidelines, and best practices in a range of scientific and technological domains, including IT. NIST
has released multiple frameworks that apply to IT auditors, including the NIST cyber security
framework (CSF), the NIST risk management framework (RMF), and the NIST privacy framework
(PF) (Force, 2018). These frameworks provide a flexible and adaptable approach for identifying,
managing, and mitigating IT-related risks, thereby enhancing cybersecurity and privacy
outcomes. By utilizing the NIST frameworks, organisations can evaluate the effectiveness and

efficiency of IT controls and processes in line with their risk appetite and tolerance.
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2.10.4 ISO/IEC Standards

ISO/IEC is a collaborative technical group formed by the International Organization for
Standardisation (ISO) and the International Electrotechnical Commission (IEC). Its purpose is to
create and release standards for information technology, information security, and related areas.
ISO/IEC standards that are beneficial for IT auditors include ISO/IEC 27000 for information
security management systems, ISO/IEC 20000 for IT service management systems, ISO/IEC 38500
for IT governance, and ISO/IEC 31000 for risk management (Almeida et al., 2018; Aprilinda et al.,
2019; Miranda et al., 2019; Christianto et al., 2022; Isaca, 2018). Isaca (2018) states that these
standards offer a comprehensive collection of regulations, recommendations, and best practices
for the establishment, implementation, maintenance, and enhancement of IT systems and
processes. ISACA utilises ISO/IEC standards to evaluate and assess an organisation's IT

performance and adherence to international norms and expectations.

2.11 Enhancing IS Audit Effectiveness through Standards and Frameworks

IT auditing is critical because it ensures that IT systems are effectively protected, that users are
provided with reliable information, and that IT systems are managed properly to reap the
intended benefits. The general purpose of IT audits is to assess the trustworthiness of data from
IT systems that affects an organisation's financial statements. It can be used to determine the
level of compliance with applicable IT laws, rules, and standards. An alternative application for IT
audits, similar to that of a certified management accountant (CMA), is to assess whether there
are instances of excessive spending, unnecessary extravagance, or significant inefficiencies that
lead to inefficient use and administration of IT systems. An auditor develops criteria in this

manner by drawing on best practices, frameworks, or standards.

Standardisation and frameworks significantly improve the reliability and efficacy of IS audit
activities. Adhering to industry standards and benchmarks improves credibility and trust,
provides structured best practices, serves as a reference for auditors and organisations, ensures
compliance and consistency, identifies gaps and weaknesses, and enables benchmarking and
continuous improvement (Drlja¢a and Latinovi¢, 2017; Isaca, 2019; AFROSAI-E, 2017). IS auditors

can examine information security controls, governance procedures, and risk management
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strategies using specified standards and criteria. This strategy results in proactive vulnerability
discovery, more reliable audit findings and recommendations, and ultimately greater

organisational resilience and information security.

Following an assessment of the methodology and standards employed in the information system
audit, Audit institutions analyse controls using standards, guidelines, and best practices
developed by credible standard-setting agencies and organisations such as NIST, ISO, and others.
These organisations create and publish standards that specify requirements, protocols, and best
practices for ensuring the security, dependability, and quality of goods, services, and systems.
Audit institutions conduct information system audits in accordance with recommendations
established by professional bodies such as ISACA and others, relying on frameworks and
standards from entities that define standards. However, professional organisations have not
developed any frameworks or standards to assist with governance-related responsibilities in the
auditing industry, particularly in terms of how audit evidence would be acquired. The purpose of
this research is to incorporate digital forensics into information system auditing in order to
improve auditors' current evidence-gathering methods in accordance with the information
system audit protocol. Financial auditors may rely on the controls that IS auditors approved, and

this integration will help to ensure the data's availability, confidentiality, and integrity.

2.12 Addressed objectives
As per the above literature analysis, research objectives one and two were addressed and

concluded as follows:

Objective 1: To analyze how the current steps employed in the information system audit
process guarantee the CIA of information systems and validate the evidence collected.
Data collected from the literature review showed that steps within the information system audit
process that guarantee the CIA information system and validate the evidence collected are:

i.  Inspection

ii. Observation

iii. External confirmation
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iv.  Recalculation

v.  Reperformance

vi.  Analytical procedures

vii.  Inquiry
These are required to ensure information systems' confidentiality, integrity, and availability (CIA).
Inspection entails reviewing records to ensure data protection, whereas observation evaluates
the efficacy of security procedures. External confirmation validates information accuracy;
recalculation assures data integrity; and reperformance confirms system dependability.
Analytical processes discover anomalies, whereas investigations uncover insights into system
controls. These stages jointly validate evidence, ensuring that information systems adhere to CIA

guidelines.

These audit techniques are often carried out during the fieldwork stage of an information system
audit. The fieldwork phase entails the actual testing and examination of controls, processes, and
data within the information system. During this phase, auditors collect evidence to evaluate the
efficacy of internal controls, identify potential risks, and assess information system reliability. The
procedures listed above are carried out at this phase to ensure the integrity, confidentiality, and

availability of information systems.

Objective 2: To evaluate the standards used by IS auditors when conducting IS audits.

The key standards and frameworks commonly used by IS auditors during the IS audit process are:
i ISACA Standards and Guidelines
ii. COBIT Framework
iii. NIST Frameworks
iv. ISO/IEC Standards, etc.
The standards used are not limited to the above-mentioned, as different organisations
implement different standards and frameworks based on their organisational operations,

objectives, and the industry in which they operate.
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The framework and standards provide an integrated approach to risk management and internal
control, which applies to IS audits. By applying this, organisations can establish and maintain an
effective internal control system that supports business objectives, enhances the reliability of
financial reporting, and complies with laws and regulations. IS audits utilize the standards and
frameworks to help them identify and mitigate IT-related risks and ensure the integrity,
confidentiality, and availability of information systems and data. Overall, these standards and
frameworks give a structured approach to IS auditing, improve audit quality, and assist

organisations in meeting their information security and governance objectives.

2.13 Research Finding

Based on the evidence-gathering techniques used in the fieldwork, the researcher concludes that
the evidence-gathering techniques are not sufficient to conclude an audit with an unqualified
audit opinion, cannot provide assurance CIA of the data contained in the system, and cannot be

relied on by financial audits.

This has a significant implication, as accurate evidence collection could compromise the integrity
of the financial audits, potentially misrepresenting a company’s financial position and
performance. Due to insufficient evidence-gathering techniques, the study underscores the risk
of internal control failure leading to unreported errors or anomalies, fraud, insider threats, and
undetected cyber-attacks within the systems and the entire organisation network. In an IS audit,
evidence is needed to draw conclusions about the effectiveness of an organisation's information
system performance. Evidence is any information used by the auditor to determine whether the
information systems are safeguarding the assets, maintaining data integrity, and operating
effectively and efficiently. The accumulation of sufficient, appropriate evidence is fundamental
for drawing valid conclusions on the state of the information system. The quality of evidence will

affect the quality of an audit's overall findings.

Therefore, the study proposed a model to set standards and address evidence-gathering
techniques to ensure that unqualified audit opinions are obtained in both financial audits and

information system audits.
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2.14 Model Selected Components

This section aims to achieve research objective 2 and its question by identifying the digital
forensics components to be integrated and the model will be developed in the next chapter.
Based on the findings presented digital forensic imaging, chain of custody, and analysis are
components of digital forensics that have been chosen to be integrated into the ISA. Integrating
digital forensics components into information system audits in the financial sector offers several

key advantages, making them the best choices for this integration:

i Preservation of Evidence Integrity

Forensic imaging is the process of generating a bit-for-bit copy or snapshot of a digital storage
device (such as hard drives or servers) at a given moment. This approach preserves evidence
integrity by recording all data, even hidden or removed information. In financial audits, this is

critical for ensuring evidence integrity and admissibility.

iii. Recovery of Deleted or Concealed Data

Forensic analysis techniques can recover deleted or concealed data, which is crucial in financial
investigations. Auditors can utilise forensic techniques to find evidence of fraud, unauthorised

transactions, or data breaches that have been hidden or erased.

iii. Comprehensive Investigation Capabilities

Forensic imaging and analysis enable auditors to analysed digital artifacts, logs, metadata, and
system configurations thoroughly. This level of analysis aids in identifying security weaknesses,

audit trails, and potential areas of risk inside financial systems.

iv. Supports Legal Compliance

Digital forensic processes follow legal standards and procedures to ensure evidence acquired
during audits is admissible in court. This is critical in the highly regulated financial sector, where

meeting legal and regulatory standards is vital.
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V. Detecting Insider Threats

Forensic analysis can detect employees who misuse financial systems or access sensitive data for
unlawful purposes. Financial firms can discover and mitigate internal risks more effectively by

incorporating forensic approaches into audits.

vi. Enhanced Incident Response

Including forensic components in information system audits improves incident response
capabilities. In the event of a security incident or data breach, auditors with forensic expertise

can quickly investigate and resolve the problem, reducing the effect and preventing recurrence.

vii. Risk Mitigation and Prevention

Digital forensics helps identify vulnerabilities and weaknesses in information systems before they
are exploited. This proactive approach assists financial organisations in improving their cyber

security posture and protecting against emerging threats.

viii.  Digital Evidence Handling

Financial audits require meticulous tracking of evidence to maintain its integrity and admissibility.
Integrating the chain of custody management with digital forensics practices ensures that all
evidence collected during audits is carefully documented and preserved. This establishes a clear
trail of custody, which is vital in financial investigations and regulatory compliance.

All in all, forensic imaging, chain of custody, and analysis are the best components to integrate
into information system audits in the financial sector due to their ability to preserve evidence
integrity, recover critical data, conduct comprehensive investigations, ensure legal compliance,
detect insider threats, enhance incident response, and mitigate cyber security risks effectively.
By leveraging these forensic practices, financial institutions can uphold transparency,

accountability, and security in their digital operations.
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2.15 Integration of Digital Forensic Components in Information System Audits: Ensuring
Security and Evidence Validity

Digital forensic imaging, chain of custody, and analysis work together seamlessly to ensure the
confidentiality, integrity, and availability of information systems, as well as the validity of the
evidence collected. First, digital forensic imaging creates a replica of the original data,
safeguarding the original system's confidentiality and ensuring its availability for continued use.
Next, the chain of custody meticulously documents every step of handling the forensic image,
ensuring that the data remains untampered and that only authorized individuals have access,
thus preserving both the confidentiality and integrity of the evidence. Finally, the analysis is
conducted on the forensic image, not the original data, ensuring that the original system remains
unaffected and available. The analysis must be thorough and based on sound forensic principles
to ensure that the findings are valid and can withstand legal scrutiny. In this way, these
components form a cohesive process that upholds the core principles of information security

while ensuring that the evidence collected is reliable and legally admissible.

2.16 Optimizing Information System Audits with Integrated Digital Forensics

Integrating these three elements of DF into ISA will not eliminate the traditional evidence-
gathering techniques, but it will be a key strength when collecting digital evidence that can be
used and analyzed to conclude the audit. These three can aid when substantive testing is
performed because substantive testing is done when testing of controls alone is not deemed
sufficient to assure the integrity of the data and cannot be used to conclude a control being
tested. Therefore, with the traditional evidence-gathering techniques, substantive testing is a

must to strengthen the conclusion of the controls being tested.

Substantive testing in an information system (IS) audit includes reviewing transactional data,
system outputs, and controls to determine the accuracy, completeness, and validity of
information handled by an organization's information systems. Its goal is to provide independent
verification of financial or non-financial information, guaranteeing that it is accurate and free of
serious misstatements. Substantive testing is often used when control testing alone is insufficient

to ensure data integrity (Andiola et al., 2021). Forensic imaging is required in information system
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audits before substantive testing to preserve original data integrity and reduce alteration risks,
ensuring admissibility and full analysis of evidence for effective audit procedures. It enables
auditors to acquire a comprehensive dataset, including hidden or deleted data, which is crucial

for identifying risks and compliance issues before doing substantial testing.

2.17 Chapter Summary

This chapter focused on a literature review of how information system auditing is conducted and
the processes involved, as well as the best practices, frameworks, and standards involved. The
researcher found that evidence-gathering techniques used during the information system audit
are insufficient to conclude an audit and that financial auditors can rely on them when conducting
the financial audit to ensure the integrity, reliability, and security of both financial and non-
financial data within organizations' systems. Therefore, the researcher proposed to solve these
problems by designing a model that integrates digital forensics into the information systems
auditing process in the financial sector, with the goal of upholding confidentiality, integrity, and
availability of both financial and non-financial data within organizations' systems. It also aims to
ensure compliance with information technology activities aligned with company policies,
industry best practices, and government laws and regulations. The model also intends to validate
the evidence gathered during the audit by information system auditors. The methodology used

to meet objectives one and two in this research will be discussed in the next chapter.
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CHAPTER 3: RESEARCH METHODOLOGY
SECTION A: GENERAL SECTION

3.0 Introduction

This section of the research outlines the research design, data collection, and data analysis
techniques that were used. This study follows a Design Science Research (DSR) approach,
supported by a systematic and targeted literature review, to develop a model for integrating
digital forensics into information system audits within the financial sector. Initially, a systematic
literature review was conducted to explore existing information system audit processes and the

challenges related to IS audits in the financial sector.

3.1 Research Paradigm

In the rapidly evolving field of technology, digital forensics has become a vital aspect of
information system audits, particularly as companies increasingly rely on digital systems to store
sensitive data. This study adopts a pragmatic research paradigm to develop a model that
effectively integrates digital forensics into information system audits, focusing on practical and
real-world applications. Pragmatism, known for its emphasis on practicality, relevance, and
applicability, allows for the use of mixed methodologies and adaptable research designs to
address complex problems (Creswell & Creswell, 2017). This approach is particularly suitable for
integrating digital forensics into information system audits, ensuring that solutions are practical

and implementable within organisational contexts.

Building on this, pragmatism's flexibility is highlighted in its ability to adapt research methods to
specific study needs, making it an ideal choice for tackling interdisciplinary challenges like those
found in digital forensics and information system audits (Creswell & Creswell, 2017). By
incorporating diverse perspectives from stakeholders such as IT professionals and auditors, and
prioritizing practical outcomes, this paradigm ensures that research findings are relevant and
actionable (Deng & lJi, 2018). This methodological adaptability is increasingly adopted by IS

researchers for its effectiveness in addressing complex, real-world issues, offering a balanced
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approach that maintains rigor while promoting practical solutions (Deng & Ji, 2018; Hevner et al.,
2004). This pragmatic foundation seamlessly connects to Design Science Research (DSR), which
further enhances the practical application by focusing on the creation of innovative artefacts that

address real-world problems.

This study focuses exclusively on external information system audits and does not include
internal audits. This is because external audits are expressly designed to assess the security and
controls of information systems from an external point of view, typically by third-party auditors
or regulatory agencies. This study focused exclusively on external audits to offer specific insights
and recommendations for organisations looking to improve their information system security
and compliance with external evaluations and industry standardsthe focus was on carrying out a
thorough and specific examination of external information system audit processes and how they
affect the security and compliance of the organization of which internal audits, in contrast, are
evaluations carried out internally by an organization's audit department, with a primary focus on
broader issues of governance, risk management, and compliance that go beyond the

considerations of external audits.

3.2 Design Science Research Strategy Overview

Brocke et al. (2020) described Design Science Research (DSR) as a problem-solving paradigm that
seeks to enhance human knowledge through the creation of innovative artefacts. Additionally,
the outcome of DSR includes newly designed artefacts and design knowledge that provides a
fuller understanding via design theories of why the artefacts enhance the relevant application
contexts. Pries-Heje et al. (2008) highlighted that DSR caters for innovative artefacts to solve real-
world problems. This study deployed DSR to design a model that integrates digital forensics into
information system audits in the financial sector. Figure 7 below shows the design science

research methodology by Peffers et al. (2007) that was adopted for this study.
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Figure 7: Design science research methodology (Peffers et al. (2007)

The details on how this methodology was adopted and used are found in Section B of this

Chapter: Model Design Methodology. As it explained all phases in this model.

3.3 Data Collection Techniques and Instruments

Rouse (2016) defined data collection as a method of acquiring and measuring data on variables
of interest in a recognized, systematic manner that enables one to obtain a complete and
accurate picture of an area of interest. In this study, a targeted literature review was used as the
primary instrument for data collection, focusing on professional publications and standards from
authoritative sources in the field, such as ISACA, NIST, ISO/IEC, and audit institutions.
Furthermore, according to Snyder (2019), a targeted literature review helps to map and assess
the existing knowledge and identify gaps in specific issues, which, in turn, further develops the
knowledge base. Additionally, document analysis was employed as the primary data collection
technique. This approach involves systematically identifying, selecting, and analysing existing

documents, publications, and literature relevant to the research topic. As Ozkan (2023) explains,

Page 42



document analysis systematically examines and interprets documents such as standards,
publications, and reports from professional associations to extract meaningful data that can
address the research objectives. Thus, this technique focuses on qualitative aspects like content,
themes, and patterns within the documents. Refers to APPENDIX B for Selected publications that

were assessed to meet the research objectives one and two, respectively.

3.4 Data Analysis

The data collected through the systematic literature review followed by targeted literature
review and document analysis was analysed using a qualitative content analysis approach.
Initially, the documents were systematically reviewed to identify recurring themes, patterns, and
key concepts relevant to the research objectives. Specifically, the analysis focused on extracting
and categorizing information related to compliance standards, best practices, and methodologies
in information system auditing as outlined by authoritative sources such as ISACA, NIST, INTOSAI,
ISO/IEC and other audit governing bodies. Following this, the extracted data was further analysed
to map existing knowledge, identify gaps, and draw connections between different sources. This
process involved cross-referencing findings across multiple documents to ensure consistency and
to triangulate the data, thereby enhancing the reliability and validity of the results. Ultimately,
the analysis provided an understanding of the current practices and challenges in the integration
of digital forensics within information system audits, forming the basis for Model components.
Results of the analysis are found in Chapter 2 sections 2.3 — 2.13. Appendix B shows the targeted

literature that was analysed to meet research objectives one and two.

SECTIION B: MODEL DESIGN

3.5 Model design

This section of the chapter focuses on outlining the development process of the model. The
proposed model research aims to blend information systems audits in the financial industry with
digital forensics. The model was designed following the design science methodology used to

design the model as stated in Section 3.2
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3.5.1 The Model’s Rationale
Based on the systematic literature review outlined in Chapter 2, it was concluded that the
evidence-gathering techniques used in the fieldwork phase of the information system audit, are

not sufficient to:

e conclude an audit with an unqualified audit opinion,
e provide assurance of CIA of the data contained in the system,

e Dbe relied on by financial audits.

Additionally, there is no corelated element of digital forensics in the entire ISA process. This
raises a significant implication, as inaccurate evidence collection could compromise the integrity
of the financial audits, potentially misrepresenting a company’s financial position and
performance. Due to insufficient evidence-gathering techniques, the study underscores the risk
of internal control failure leading to unreported errors or anomalies, fraud, insider threats, and
undetected cyber-attacks within the systems and the entire organisation network. In an IS audit,
evidence is needed to conclude the effectiveness of an organisation's information system
performance. Evidence is any information used by the auditor to determine whether the
information systems are safeguarding the assets, maintaining data integrity, and operating
effectively and efficiently. The accumulation of sufficient, appropriate evidence is fundamental
for drawing valid conclusions about the state of the information system. The quality of evidence

will affect the quality of an audit's overall findings.

The proposed model aims to incorporate digital forensics into information system audits in the
financial sector, ensuring the confidentiality, integrity, and availability of system data while
adhering to company policies and regulatory requirements. The approach aims to improve the
reliability and accuracy of audit conclusions by evaluating evidence acquired during audits,
addressing inadequacies in current evidence-gathering procedures, and mitigating the risks of
internal control failures and potential financial deception. Finally, the model seeks to improve
the overall efficacy and efficiency of information system performance evaluation by enhancing

evidence collection and validation processes, ultimately leading to stronger audit integrity and
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regulatory compliance in the financial sector. All in all, the study proposed a model to set
standards and address evidence-gathering techniques to ensure that unqualified audit opinions

are obtained in both financial audits and information system audits.

Figure 8 outlines the application of Design Science Research (DSR) by Peffers et al. (2007) which

was used to design the model that integrates DF into ISA.

£
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Figure 8: Used Design Science Research by Peffers et al. (2007)

3.6 Phase 1: Identification of the problem

In Chapter 2: Literature Review section ‘2.13 Research Finding’, it was established that evidence-

gathering techniques used in the fieldwork phase, are not sufficient to conclude an audit with an
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unqualified audit opinion, cannot provide assurance CIA of the data contained in the system, and

cannot be relied on by financial audits.

3.7 Phase 2: Definition of objectives for a solution
The second stage was to determine what the model should do. To find out what the model should
research questions one and two were answered. Refer to Chapter 2, section 2.12 (a) and (b). The
model should:
1. Integrates digital forensics into the financial sector's information systems audit process
to ensure confidentiality, integrity, and availability.
2. Ensures that information technology activities are consistent with corporate policies,
industry best practices, and government laws and regulations.
3. Validate the evidence gathered during the audit by information system auditors to

achieve an unqualified audit opinion.

3.8 Phase 3: Design and development
This phase comprises:

1. Components ldentification

2. Model design

3. Model Process flow

3.8.1 Model Selected Components

Based on the findings presented in the previous Chapter 2, digital forensic imaging, chain of
custody, and analysis are components of digital forensics that need to be integrated into the ISA.
These components are discussed in Chapter 2, Section 2.2, and section 2.13-2.15. To effectively
incorporate these digital forensic components into the ISA, it is essential to align them with the
existing Information System Auditing phases, which are discussed in section 2.3.1 in detail and

summarized in the next section 3.8.2.

Page 46



3.8.2 Information System Auditing Phases

Information System Audit consists of three phases, Planning, Fieldwork/Documentation, and
Reporting/Follow-up. During the Planning phase of an information system audit, auditors define
the audit scope, objectives, and methodology while also identifying major areas of risk and
determining the resources required. During the Fieldwork/Documentation phase, auditors
collect and analyse evidence by testing controls, analysing procedures, and evaluating system
configurations to determine compliance and identify vulnerabilities. During the
Reporting/Follow-up phase, auditors combine their findings into a report, outlining any
shortcomings and making recommendations. They then follow up to verify that the organisation
addresses these concerns and takes corrective action as necessary. Figure 9 shows the typical

audit process phases.

Figure 9: Typical Information System Audit Process (ISACA,2019)

The main objective of the study is to develop a model that integrates digital forensics into
information system audits in the financial sector. Based on the evidence-gathering techniques
used in the fieldwork/documentation phase of the information system audit, the researcher
concludes that the evidence-gathering techniques are not sufficient to conclude an audit with an
unqualified audit opinion, cannot assure Confidentiality, Integrity, and Availability of the data
contained in the system, and cannot be relied on by financial audits. Based on the problem that
needs to be solved, imaging, chain of custody, and analysis are the digital forensics components
that were identified that need to be incorporated into the fieldwork/documentation phase of ISA

as illustrated in Figure 10.
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After imaging, chain of custody, and analysis are incorporated into the fiel[dwork/documentation

Figure 10: shows how the fieldwork phase will be modified

phase of the audit process section 3.8.3 shows the full proposed model.

3.8.3 Proposed Integrative Forensic Information System Audit Model (IFISAM)
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Figure 11: Proposed Integrative Forensic Information System Audit Model (IFISAM)
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3.8.3.1 Below is the detail of how the proposed model works.

1. Planning Phase

Audit planning is conducted at the beginning of the audit process to establish the overall audit
strategy and detail the specific procedures to be carried out to implement the strategy and
complete the audit. The process begins with understanding the organization’s IT environment,
including its systems, applications, infrastructure, and controls. The auditor assesses the audit’s
scope, objectives, and criteria based on the organization’s risk profile, regulatory requirements,
and business needs. This phase involves identifying key areas of risk, critical systems, and
potential vulnerabilities, as well as evaluating the adequacy of existing controls. The auditor also
reviews relevant documentation, such as IT policies, procedures, and past audit reports, and may
conduct interviews with key personnel. Finally, a detailed audit plan is developed, outlining the
audit’s timeline, resources, testing strategies, and the allocation of tasks among the audit team,

ensuring that all critical aspects of the IS are thoroughly examined.

2. Fieldwork/Documentation Phase
Fieldwork/Documentation is considered the heart of an Information System (IS) audit because it
involves the core activities of gathering, analysing, and documenting evidence to assess the
effectiveness of controls and identify potential risks or vulnerabilities. This phase is where
auditors perform detailed testing, review system configurations, and examine processes to
ensure they align with the organization's policies, industry standards, and regulatory
requirements. The accuracy and thoroughness of this phase directly impact the credibility of the
audit findings, and the effectiveness of the recommendations provided, making it the most
critical part of the audit process.
a. Test of controls

During the Test of Controls phase in an Information System (IS) audit, auditors

collect, and document evidence focused on high-risk areas identified during the

planning phase. They review IT policy documents, compare them against industry

standards and regulatory requirements, and conduct interviews with personnel to
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understand how these policies are communicated and enforced. Auditors perform
walkthroughs and observations to assess the practical application of policies,
inspect records and logs for compliance, and re-perform key processes to test
control effectiveness. Based on the audit criteria and its objective different
evidence-gathering techniques can be used. The auditor can use either of them or
a combination of them to test the effectiveness of internal controls. Refer to the
traditional evidence-gathering technique that can be used in Figure 11.
Substantive testing

According to Isaca (2019), the auditors are to exercise professional judgment, and
professional scepticism when conducting an audit. Professional scepticism,
according to Isaca (2019) is an attitude that includes a questioning mind, being
alert to conditions that may indicate possible misstatement due to error or fraud
and a critical assessment of the evidence. With these two professionalisms in
auditors, they can be able to determine if the control is subject to substantive
testing during the test of control. Substantive testing is to be conducted when the
test of control alone can not determine the effectiveness of the control. Once
control is identified the forensic specialist will be conducted to gather the data

from the system subjected to such testing.

The forensic specialist initiates the process by generating a precise digital replica
of the system's data to maintain the original data in its entirety. Subsequently,
they meticulously record the sequence of individuals who come into contact with
or manipulate the data, guaranteeing the preservation of the evidence's integrity
and its ability to be tracked. Ultimately, the expert examines the visualised data
employing forensic techniques to identify any irregularities or unauthorised
modifications, so verifying the precision and entirety of the data for the audit. The
analysis will be based on the audit objective and the criteria in place to determine

the effectiveness of the control.
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3. Consolidated Report
After the Test of control and substantive testing, a consolidated report will be compiled of all

internal controls that were tested for the period under review.

4. Reporting/Follow-up

During the reporting/follow-up phase of an information system audit, the auditor compiles and
delivers an audit report to management. This report provides an in-depth analysis of the findings,
risks, and recommendations identified during the audit. Management provides its proposed
measures for addressing the issue. Subsequently, the auditor oversees the execution of these
measures, potentially carrying out a subsequent assessment to verify the resolution of difficulties

and may provide a conclusive report that summarises the efficacy of the management's efforts.

3.9 Chapter Summary

This chapter outlines the research methodology and model design, outlining the development of
the model through the Design Science Research (DSR) approach. The comprehensive literature
analysis and iterative design approach established a robust framework for developing a model to
effectively include digital forensics into information system audits in the banking sector. The
following chapter will illustrate the demonstration and assessment of the model, highlighting its
practical use and evaluating its efficacy in resolving the identified deficiencies in existing audit
methods. This assessment will yield significant information regarding the model's efficacy and its

prospective influence on improving audit procedures within financial institutions.
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CHAPTER 4: DEMONSTRATION AND EVALUATION

4.0 Introduction

This chapter cover the last three phases of DSR, which are demonstration, evaluation, and
communication. This chapter demonstrates and evaluates the proposed paradigm for
incorporating digital forensics into financial system (IS) audits. The goal is to demonstrate the
model's success in improving the audit process by guaranteeing data integrity, correctness, and
completeness using forensic approaches. This chapter will go into the methodology utilised for
the demonstration and the criteria used to assess the model's performance. Evaluation,
demonstration, and communication in this chapter are part of the design science research as it

was explained in chapter 3, subsection 3.5.1.

4.1 Phase 4 Demonstration

The Proposed Integrative Forensic Information System Audit Model is working as it was described
in the section preceding this section (subsection 3.8.3.1). To understand how the model works a
hypothetical scenario was created following the model process flow explained in the section

above.

4.1.1 Hypothetical Scenario

Inno-Secure Consultants is an audit firm, and it was given a mandate by the Office of the Auditor
General to conduct an external audit on the effectiveness of the Social Security Commission’s
Genero for the period 2021 to 2023. The Genero system is used to capture Social Security
monthly contributions for all employed people in the country. The system is also used to pay out
maternity leave, death benefits, disability or Retirement, and sick leave. As per Social Security’
Standard Procedure for Maternity Claims disclosed to Inno-Secure Consultants, indicates that any
female registered with them is allowed to claim maternity benefits if all procedures and
requirements listed in such documents are met. All registered beneficiaries are identified by their

social security number, National Identification number (ID), or Passport number.
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Below is how the above hypothetical scenario will be audited and for this demonstration only
one objective of the entire audit will be demonstrated to see how digital forensics integration

will fit into the model.

1. Planning Phase
In the planning phase of the Information System (IS) audit on the Social Security Commission’s
GENERO system, Inno-Secure Consultants reviewed the system’s functionality and processes
related to Social Security contributions and benefit payouts, including maternity leave. Examined
Social Security’s standard procedures for maternity claims and assessed the associated risks.
Identified key objectives, such as verifying transaction accuracy and control effectiveness. Based
on this assessment, Inno-Secure Consultants developed an audit plan, including sampling
strategies, evidence-gathering techniques, and tools to be used when there is a need for

substantive testing.

2. Fieldwork and Documentation Phase
The audit team conducted a walkthrough to understand how the system works before executing
the audit. Objectives will be formulated based on the system's purpose and its work and then a
test of control procedure will be formulated on how the internal controls will be tested for
effectiveness and this will be also based on the Policies or standard procedure in place, in case
there are no policies and standards in place the industrial best practice will be used as the

evaluation criteria.

One of the objectives to be tested is as follows:

Objective: To determine if the system allows a beneficiary to claim maternity benefits after her
death.

Internal Control in place: The system restricts maternity benefits claims linked to the social

security number, ID number, or Passport number of the beneficiary after the death.
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Test of Controls Procedure:
Below are the procedures formulated by the auditor to test if the listed internal controls are
enforced and it is effective.

1. Obtain the number of all female beneficiaries who passed away for the period under
review.

2. Use stratified sampling to select the samples from the total population.

3. Conduct a walkthrough by using the sample selected from the total population, use the
social security number of the selected beneficiary who passed away for the financial year
under review, and instruct the Registry Officer at Social Security to use such a claim
number to create a new claim for maternity benefits in the GENERO system.

4. Observe if the system allows such claims to be registered or not. If registered Proceed to
the Head of Claims to authorise the claim for payment.

5. Use Computer-assisted audit tools (CAATs) to determine if there is any beneficiary who
came to claim maternity leave after death.

6. Document the findings.

Below is the test of control results and the procedure taken to conclude and results must be
supported by evidence well documented and show all steps taken when assessing such evidence.
Anything not documented in ISA then it is not done.

Test of Control Results: Based on the walkthrough done on 15 May 2024 by the audit team, with
the Registry Officer and Head of Claims at Social Security. A total number of 22 6718 female
beneficiaries passed away for the period under review was extracted and a stratified sample was
used to select 50 beneficiaries. During the walkthrough, the audit team observed 50 claims
created in the GENERO system using the social security number of the sampled beneficiaries by
the Registry Officer. The audit team observed that the system restricts the claims to be registered
as the social security number used was for someone who passed away. Therefore, the audit team
did not proceed to the Head of Claims for the claim to be authorised for payment. Additionally,

a forensic tool was used to determine cases in which the claim was done after death, and nothing
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was found of that nature. (See Annexure A for the supporting evidence of the test of control results

and procedure taken to conclude. This is a hypothetical scenario, no Annexure A.)

Control Conclusion: Control Operating effectively.
Risk Arising from IT (RAIT): High
There is a possibility of inherent risk due to the large volume of transactions or the
potential for errors or fraud occurring despite the existence of this control.
This inherent risk might be:

o Risk of System Bypass: There is a risk that the control might be bypassed or overridden
due to system vulnerabilities or weaknesses, allowing fraudulent claims to be processed.

¢ Risk of Incorrect Implementation: The control might not be correctly implemented or
maintained, leading to unintended access or processing of additional claims for deceased
beneficiaries.

o Risk of System Errors: Errors or bugs in the system could result in the control failing to
restrict claims correctly, allowing improper claims to be processed.
Due to the inherent risks and possibility that even with the control in place, the system
could still face issues like bypasses, incorrect application, or technical failures, leading to
potential unauthorized claims or fraud, these internal controls are subjected to
substantive testing. (According to Isaca (2019), the auditors are to exercise professional
judgment, and professional scepticism when conducting an audit. With these two
professionalisms in auditors, they can be able to determine if the control is subject to

substantive testing during the test of control.)

This is how the Forensics expert will come in, in the current substantive testing done the data
from the system is provided by the auditee themselves, it can be either extracted in the presence
of the auditor or not. This will not guarantee the CIA of the data contained and can conclude the
ISA with either qualified, adverse, or disclaimer opinion. With a forensics specialist in the team,
data needed for an audit can be obtained in a forensics-sound manner following the rules of

digital evidence as insider threats can be detected, and other fraudulent activities.
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Substantive testing Procedure
1. Imaging
Using a forensic tool creates a digital image of the GENERO system’s database and transaction

logs, focusing on the data related to claims processing. (This ensures that the original data remains
untouched while allowing for detailed analysis. This image will include all transaction records, user
access logs, and system activity logs for the period under review, particularly focusing on data after

a death claim has been recorded.)

2. Chain of Custody

Documents the entire process of data imaging, including who created the image, when it was
created, and every instance of handling the data. (This documentation includes timestamps and
detailed descriptions of each step to ensure that the data's integrity is maintained throughout the
audit process. The chain of custody documentation ensures that any evidence gathered during the

audit is reliable and can be used to support audit conclusions.)

3. Analysis
3.1 Analyse the imaged data with a forensics tool to identify any claims processed using the social
security numbers of deceased beneficiaries. Specifically, look for any maternity claims that were
made after the beneficiary’s death.
3.2 Cross-referencing the imaged data with external databases (with the Ministry of Home Affairs
and Immigration’s Death Registry database) to ensure that all deceased beneficiaries’ social

security numbers are correctly flagged, and no benefits claims were made posthumously.

4. Document the Findings
(Findings from the procedure carried out will be documented here)

Substantive Testing Results: On 23 May 2024, substantive testing was done on the GENERO
system to determine if the system restricts any other benefits claim linked to the social security
number of the beneficiary after the death claim. The audit team instructed the forensic team to

make a replica of the GENERO system for data analysis. A forensic tool was used for imaging the
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system, and all steps taken during the process were documented to ensure data integrity. The
data were analysed using the forensics tool. It was noted during the analysis that the total
number of female beneficiaries extracted from the database by the Auditee was less compared
to the one extracted by the Forensics team. Additionally, it was noted that of 4468000 females
passed on, 1680 claimed maternity benefits after their death, and a total amount of NS 2 790
650 was linked to such claims. (See Annexure B for the total number of extracted beneficiaries
that passed on and Annexure C for maternity claims done after the passed-on of beneficiaries. This

is a hypothetical scenario no such Annexures are attached).

4. Control Conclusion
Based on the substantive testing conducted, the control is ineffective as it was noted that one

can claim maternity leave after death.

5. Recommendation

The auditor recommends immediate system enhancements to ensure that claims linked to
deceased beneficiaries are automatically flagged and prevented from processing. Additionally, a
thorough review of the system's data integrity protocols should be conducted to address

discrepancies in beneficiary records.

4.2 Phase 5 Evaluation

The experts’ reviewers were engaged evaluate the model using a round table discussion., the
results from the round table discussion and the expert study were used to modify the model, and
the model was then given to the experts to ensure that all their proposed changes had been

incorporated.

4.2.1 Evaluation Criteria

According to Brocke et al. (2020), the purpose of evaluation in DSR is to assess the progress
reached by designing, constructing, and using an artefact in relation to the identified problem
and the design objectives. Furthermore, to methodically demonstrate if such progress is attained,

evaluation should be guided by evaluation criteria. Evaluations can also be crucial in highlighting
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areas of the artefact that may require further testing (Brocke et al., 2020). Case studies,
experiments, and expert reviews are examples of evaluation techniques (Brocke et al., 2020). The
evaluation of the Integrative Forensic Information System Audit Model was conducted to assess

how well the proposed artefact addresses the objective it was intended to support.

Hall (2017) defined an expert review as the technique where an expert reviews an artefact and
notes potential usability issues. He further highlighted that such reviews can be effective at giving
meaningful feedback in less time and at a reasonable cost than other methods. According to Tory
and Moller (2005), in an expert review, the reviewer brings in his/her expertise in a given
substantive domain, and at times his/her personal choices or biases. Expert reviews were used
to evaluate the model because they were deemed relevant as suggestions from the experts
would improve the model and make it practically implementable. Obtaining an expert evaluation
is essential when developing a model that incorporates digital forensics into financial sector
audits. This assessment ensures that the model is accurate, feasible, and in line with industry
standards. The validation process ensures credibility, identifies any dangers, and improves the
model to make it more realistic. This eventually leads to successful acceptance and effective

implementation in a complex and regulated context.

4.2.2 Expert reviews

According to Harrison et al. (2017), an expert review involves a thorough examination of an object
by a knowledgeable individual to identify any possible usability problems. He emphasised that
these assessments could provide valuable input in a faster and more cost-effective manner
compared to other approaches. As per Tory and Moller (2005), during an expert review, the
reviewer utilises their expertise in each subject area, occasionally incorporating their own biases
or preferences. Experienced information system audit specialists conducted a thorough analysis
to assess the model's strengths, weaknesses, and alignment with the desired objective. Six
experts carefully evaluated the approach, prioritising in-depth feedback and real-world
experiences over a one-size-fits-all approach. The expert reviews focused on evaluating the

model based on:
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e Relevance

e Practical Implementation
e Usability

e Applicability

e |mpact

4.2.3 Model Evaluation Tool

An expert panel was assembled to assess the model using predetermined criteria through a
roundtable discussion. During this session, experts were posed specific questions that were in
line with the evaluation criteria, which led to a collaborative conversation. Refer to Appendix A
for the questions that were used. After the questions were asked, the experts engaged in a
comprehensive discussion where they shared their views and viewpoints. The inputs collected
from the round table debate were carefully analysed and considered to continuously improve
and perfect the model, utilizing the valuable comments given by the panel of experts. This
iterative strategy seeks to consistently enhance the quality and efficacy of the model by engaging
in expert engagement and incorporating their advice. Even though the discussion occurred after
the model was presented to the experts, a request to record the discussion was made, to which
seven of the experts refused. The experts noted that the presence of a recording device may limit
their ability to speak freely, potentially leading to less open and honest remarks. Experts also
claimed that without the added pressure of being recorded, they could successfully share

thoughts, raise concerns, and engage in productive discourse.

4.2 .4 Biographical information of the reviewers

The biographical details of the participants can be found in Table 3. Notably, six out of the eight
participants have extensive experience ranging from 10 to 30 years in their respective fields,
while two participants have between 6 and 10 years of experience. These participants are
experienced auditors and forensics experts who possess both theoretical knowledge and hands-

on experience, and some hold managerial positions within their field of expertise.
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No.

Reviewer 1

Reviewer 2

Reviewer 3

Reviewer 4

Reviewer 5

Reviewer 6

Reviewer 8

Table 3:Participants Biography

Reviewer’s position

IS Audit Manager

IS Audit Manager

IS Assistant Manager

Information Systems
Audit & Assurance

Specialist

Associate Director:

Risk Advisory

Deputy Director of
Information System

Audit

Principal Cyber

Forensic Investigator

Years of experience

in ISA

29+ years

18 years

6 + years

20 years

12 years

9 years

15 + years
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Qualification (s)

MBL, BACC, FCCA,
FZICA, CISA, CRISC,
SAP, Sec

Bachelor of

Informatics & CISA

Certified Information

Systems Auditor
(CISA

CISA & CRISC
Bachelor of

Accounting, CISA &
COBIT 5

CISA, Post Graduate
Certificate
Information System

Auditing

Bachelor’s degree in
Information
Systems,

IACIS Certified



Mobile Device
Examiner, Certified
Advanced Windows
Forensic  Examiner
(CAWFE),

AccessData Certified
Examiner,

AccessData Mobile
Examiner, and
Certified  Forensic

Computer Examiner

Reviewer 8 Forensic Investigator 13+ years Bachelor of

Commerce-BCom

(Hons)
Cyber/Computer
Forensics, GIAC-

GCFE-Certified
Forensic Examiner,
Advanced Computer
Forensics, Higher
National Diploma,
Police

Administration

4.2.5 Evaluation findings
Information System Auditors and Digital forensics experts were selected to be the expert

reviewers for the proposed model.

Page 61



i. Overall Performance
A round table discussion was held with the expert reviewers, and Appendix A was used as a guide
for this process. The graph below shows the scale of agreement that was agreed upon by the

experts based on the criteria they were evaluating the model on.

Scale For Agreement

5
4
3
2
1
0

Relevance Practicality Usability Applicability Impact

No.of Experts

Agreement levels

B Strongly Agree M Agree Partially agree Disagree

Figure 12: Scale of agreement

Based on the expert review, the overall conclusion regarding the evaluation of the model for
integrating digital forensics into information system audits in the financial sector is positive. The
experts collectively agree that the model demonstrates a high degree of relevance by effectively
incorporating digital forensics concepts and methodologies to address evidence-gathering
techniques and critical information system security risks. It aligns well with industry standards
and best practices, offering a valuable framework for enhancing cybersecurity resilience and

ensuring the confidentiality, integrity, and availability (CIA) of information within audits.

ii. Recommendations
e Feasibility Considerations: Resource constraints and potential resistance to change are

identified as key challenges. Experts suggest allocating specific resources for training
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auditors on digital forensics concepts, implementing change management strategies
tailored to address challenges, and conducting readiness assessments to ensure
organizational readiness.

Practical Implementation: The practical application of the model is deemed feasible but
may require minor modifications to address resource constraints and align with existing
audit practices. Recommendations include developing clear implementation guidelines,
providing robust training programs, and adapting the model to work seamlessly with
current audit techniques and instruments.

Usability and Clarity: Experts note that the model's usability could be improved by adding
role players in each phase, clearly differentiating phases, and providing comprehensive
guidelines and training support for information system auditors to facilitate adoption.
Applicability: While the model shows broad applicability across various industries and
information system environments, customization for specific organizational needs and
legal requirements is recommended. Enhancing scalability and flexibility within the model
would further enhance its applicability.

Impact: The model has the potential to significantly improve the effectiveness and
efficiency of information system audits in the financial sector by enhancing evidence-
gathering techniques, strengthening CIA principles, and optimizing cyber security incident
examination and risk management. Successful implementation and ongoing monitoring

are emphasized to achieve the desired improvements.

After the recommendation from the expert a detailed process of how the model works was

documented to make it easier to follow. Refer to section 3.8.3.

4.2.6 Validated Model

After the expert's recommendation, the researcher made the following adjustments to the model

to ensure inputs from the experts were considered:

-To improve the usability of the model the reviewers proposed that role players be added to the

model so that there will be no confusion when it comes to the segregation of duties during the
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audit and when forensics experts will be required. This was later explained in section 3.8.3 and

in section 4.1.

-The expert also requested for the implementation guidelines, or the model process to follow.
This will serve as detailed instructions or best practices to help ensure the successful application
model and to provide clarity, consistency, and direction for those responsible for carrying out the
implementation. The research responded to this with a model process flow in section 3.8.3 which
describes how the model will be implemented. Figure 13 shows how the model looks after the

recommendations from the experts.
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Figure 13: Expert-validated model
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4.3 Phase 6 Communication

The findings of this study will be communicated through this thesis and peer-reviewed scholarly
publications. Furthermore, For the model to have an impact on the audit domain, it will be shared
and assessed for its practicality by the Namibia Supreme Audit Institution (SAl Namibia). Through
SAl Namibia, the model will be handed over to the English language subgroup of AFROSAI, the
African branch of the International Organisation of Supreme Audit Institutions (AROSAI-E) for
further assessment and deployment. After a successful deployment of the model among SAl
members under AFROSAI-E. Then after, AFROSAI-E will recommend the model to the
International Organization of Supreme Audit Institutions (INTOSAI), which is an umbrella for
AFROSAI to recommend and communicate it among its members, the Supreme Audit Institutions
(SAls) of countries around the globe, and with other international organisations and stakeholders
in the field of government auditing. If the model needs to be modified, the researcher reserves

the right to do so.

4.4 Chapter Summary

This chapter examines the research process used to develop the model, specifically focusing on
the Design Science Research (DSR) approach. The chapter explained how the DSR approach was
used to direct every stage of the model's creation, guaranteeing a well-organised and thorough
process. The proposed model was meticulously constructed by following the fundamental
elements of DSR, which encompass problem identification, objective definition, design and
development, demonstration, assessment, and communication. Every element was carefully
implemented to ensure that the model not only effectively tackles the research topic but also
fulfils the practical requirements of the financial industry. The chapter also emphasised the
utilisation of repeated cycles of design and evaluation to enhance the model, guaranteeing its
relevance, applicability, and resilience. In summary, the chapter emphasised the significance of
the DSR methodology in developing a robust, theoretically grounded, and practically feasible
model for integrating digital forensics into information system audits in the financial sector. The
insights gained from this chapter will be further distilled in the next chapter, which presents the

conclusion and recommendations for future research and practice.
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CHAPTER 5: CONCLUSION AND RECOMMENDATIONS

5.0 Introduction

The research study is concluded by this chapter, which presents the research contributions,
reflections, lessons learned, research limits, future orientations, and final remarks. The research
proposes the integration of digital forensics into financial information system audits which was
accomplished by completing 4 objectives. Therefore, this chapter concludes the investigation by
outlining the research contributions, reflection, lessons learned, research limitations, future

directions, and concluding remarks.

5.1 Achievements of the Study Objectives

The main objective of the study was to develop a model that integrates digital forensics into the
information systems audit process in a financial sector, with the goal of upholding confidentiality,
integrity, and availability, it aims to ensure compliance with information technology activities
aligned with company policies, industry best practices, and government laws and regulations.
The model also intends to validate the evidence gathered during the audit by information system
auditors. The main objective was reached after accomplishing five preliminary objectives, as

delineated as follows:

5.1.1 To analyse how the current steps employed in the information system audit process

guarantee the CIA of information systems and validate the evidence collected.

The study used a systematic and targeted literature review to understand how the current
information system audit process works and how the collected evidence is validated. Literature
from audit governing bodies such as ISACA (Information Systems Audit and Control Association),
International Organization of Supreme Audit Institutions (INTOSAI), International Auditing and
Assurance Standards Board (IAASB), Public Company Accounting Oversight Board (PCAOB),
International Federation of Accountants (IFAC), and Information Systems Security Association
(ISSA), among others. Based on the evidence-gathering techniques used in the fieldwork and
Documentation of the Information audit process, the research concludes that the evidence-

gathering techniques are not sufficient to conclude an audit with an unqualified audit opinion,
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cannot provide assurance CIA of the data contained in the system, and cannot be relied on by
financial audits. This research objective was met in Chapter 2, section 2.3, and concluded in the
same chapter in Section 2.12. Literatures from IS audit governing bodies were selected for this
objective as they represent the highest level of authority in the field, and these organizations are
responsible for establishing and maintaining the globally recognized standards and frameworks
that define the IS audit process. The study contributes by creating a model for efficiently
incorporating digital forensics into information system audits. This model provides a systematic
approach to incorporating digital forensic principles into the IS audit process, increasing the
identification and response to security incidents and compliance concerns. Furthermore, the
research fills a vacuum in the existing literature by investigating the convergence of digital
forensics and information system audits, laying the groundwork for future research and

development in this new topic.

5.1.2 To evaluate the standards IS auditors use when conducting IS audits.

The study used a systematic and targeted literature review to understand and evaluate the
effectiveness of the standards used by the IS auditor on which they are benchmarking the audit
criteria. The study findings indicated that various standards, such as ISACA's COBIT (Control
Objectives for Information and Related Technologies), ISACA's ITAF (Information Technology
Assurance Framework), The IlA's International Standards for the Professional Practice of Internal

Auditing (Standards), ISO/IEC, and other applicable standards.

The study determined that the standards employed in Information System (IS) audits are
exceedingly efficient as they offer a strong, industry-validated structure that guarantees uniform
assessment of IT systems, governance, and security. By following these guidelines, IS auditors can
methodically recognise and tackle hazards, guarantee adherence to regulatory obligations, and
encourage ongoing enhancement in IT procedures. This results in IT environments that are more
secure, efficient, and robust, eventually improving organisational trust and alignment with
business objectives. The wide adoption and versatility of these standards in various industries
further strengthen their efficiency in protecting and optimising IT systems. The research objective

was met in Chapter 2, section 2.10 and concluded in the same chapter, section 2.12.
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5.1.3 To design a model that integrates digital forensics into IS audit to ensure the
confidentiality, integrity, and availability of information systems, as well as the validity
of the evidence collected.

After the first two research objectives were met, the digital forensics components to be

integrated were identified and discussed in Chapter 2 section 2.15. To meet this objective design

science research methodology was employed as discussed in Chapter 3 Sections A and B. The

Proposed Integrative Forensic Information System Audit Model (IFISAM) was developed as

shown in Chapter 3 subsection 3.8.3.

5.1.4 To evaluate the proposed digital forensics-infused information systems audit process
model.

After the design of the Proposed Integrative Forensic Information System Audit Model, it was

evaluated using expert reviews. The Proposed Integrative Forensic Information System Audit

Model was evaluated for its relevance, practicality, usability, applicability, and impact on which

changes proposed by the reviewers were implemented. Lastly, the reviewers agree with the

proposed model.

5.2 Research Contributions

The study contributes to both financial and information system audits through the proposed
model, as it ensures unqualified audit opinions are provided to the stakeholders. The
accumulation of sufficient, appropriate evidence is fundamental for drawing valid conclusions
about the state of the information system. The quality of evidence will affect the quality of an
audit's overall findings. Until now, in the information system audit field, there have been no
standard techniques for gathering evidence, even though many research studies have been done
to find effective techniques for conducting evidence-gathering in information system audits, and
several studies have provided alternative techniques. However, there is no sign of a standard
technique yet. Therefore, the proposed model has the potential to set standards for evidence-

gathering techniques in information system audits. Overall, the study's contribution lies in its
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practical application of the model to address pressing challenges in the financial sector,
reinforcing the sector's ability to navigate complex cybersecurity landscapes and maintain
regulatory compliance. Evidence-gathering techniques play a major role in ISA and financial
audits; enhancing these techniques will improve decision-making and good financial governance,
and better governance will increase transparency and accountability, and reduce corruption and

misuse of funds.

5.3 Limitations

During the research processes, the following limitation was encountered:

5.3.1 Shortage of Literature on Information System Audit

There is a shortage of literature on Information System (IS) auditing due to the field's rapid
evolution, the specialised and interdisciplinary nature of the work, and confidentiality issues over
proprietary information. IS audit techniques frequently change in response to technology
changes, making it challenging to keep up with the most recent, complete literature.
Furthermore, the sector has historically gotten less academic attention, with a stronger emphasis
on practical, hands-on expertise rather than theoretical research. Many best practices are also
established and commercialised by consulting companies and vendors, which reduces the
availability of thorough public literature. To overcome this limitation, the researcher subscribed
to ISACA membership, allowing access to their publications on information system audits. This
step was necessary due to the lack of sufficient academic publications from audit regulatory

bodies.

5.4 Future Considerations

Some areas of interest for future work are:

Given that Al and ML are increasingly used in a variety of industries and are expected to be key
economic drivers, their impact on ISA findings is profound. Specifically, Al and machine learning
algorithms that can analyse enormous amounts of data faster and more correctly than previous
approaches. This functionality enables auditors to discover patterns, abnormalities, and potential
hazards more precisely. For example, Al can automate the detection of unexpected transactions

or departures from anticipated behaviour, highlighting potential vulnerabilities that would
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otherwise go unnoticed during manual review. As a result, the ISA process becomes more robust,
allowing for earlier risk identification and mitigation, perhaps leading to more trustworthy audit
conclusions and better overall risk management. Overall, Al should be integrated into the ISA
process to improve risk assessment by predicting potential hazards based on past data, hence
boosting the accuracy and reliability of audit results. Furthermore, by conducting case studies or
pilot projects, researchers can compare the effectiveness of Al-driven audits to traditional
methodologies. This analysis will look at how artificial intelligence improves the audit process,

resulting in more credible audit reports and improved overall risk management.

5.5 Reflections

The research followed a systematic scientific approach and methodology. It began with a review
of current literature to address the basic aims and develop a theoretical foundation. Following
that, a model was created using Design Science Research Methodology and evaluated by experts

in the field of information system audit and digital forensics.

5.6 Lessons learned
The study on the incorporation of Digital Forensics (DF) into Information System Audits (ISA)

produced numerous significant insights:

5.6.1 Optimal Utilisation of Hypothetical Scenarios
The use of hypothetical scenarios was crucial in showcasing the actual use of the approach. This
method offered a distinct and tangible illustration of how the model operates in a simulated

setting, facilitating stakeholders' comprehension of its potential advantages and capabilities.

5.6.2 Significance of Design Science Research Methodology
The utilisation of Design Science Research Methodology demonstrated its effectiveness in
developing a novel and functional model. This methodology enabled a systematic approach to

developing models, guaranteeing that the answer was both theoretically rigorous and practically
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feasible. It emphasised the significance of iterative development and improvement through

expert feedback.

5.7 Concluding Remarks

The main aim of the study was to design a model for augmenting digital forensics into information
system audit in the financial sector to ensure confidentiality, integrity, and availability (CIA) of
information. The findings of the study showed that the evidence-gathering techniques used in
the information system audit are insufficient; therefore, the study designed a model for
integration. Additionally, the proposed model brings to light the need for DF in information

system audits and the need for any audit institution to have a DF department.

Table 4 shows which sections of the research paper the research objectives were met.

Objectives Section

Objective 1 Chapter 1, Section 2.12 a

Objective 2 Chapter 1, Section 2.12 b

Objective 3 Chapter 2, Sections 2.1, 2.14, and Chapter 3
section 3.8.3

Objective 4 Chapter 4, Section 4.2

Table 4: Addressed objectives
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APPENDIX A: EXPERT REVIEW QUESTIONNAIRE

<this questionnaire was not handed to the expert reviewers. It was used by the researcher as a
guidance in a round table discussion with the reviewers>

DESIGN OF A MODEL FOR AUGMENTING DIGITAL FORENSICS INTO INFORMATION SYSTEM AUDIT
IN THE FINANCIAL SECTOR

This study is aimed to develop a model that seamlessly integrates digital forensics into the
information systems audit process in a financial sector, to uphold confidentiality, integrity, and
availability, it aims to ensure compliance with Information Technology activities aligned with
company policies, industry best practices, and government laws and regulations. The model also

intends to validate the evidence gathered during the audit by Information System Auditors.

SECTION A: Demographic

1. Whatis your current Position?

2. For how long you have been in that position and what are your total years of

experience?

3. List all the relevant qualifications you currently have.
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SECTION B: PRESENTATION
The researcher will present the model to the expert before commencing with asking them

questions.

SECTION C: QUESTIONS AFTER PRESENTATIONS

As an expert, answer this question positively and negatively, this is the external audit we are
referring to not the internal audit to give you details on what was integrated into Information
system audits are digital forensic imaging and digital forensics analysis. The purpose is to evaluate

the model.

DESIGN OF A MODEL FOR AUGMENTING DIGITAL FORENSICS INTO INFORMATION SYSTEM
AUDIT IN THE FINANCIAL SECTOR

1. Does the model address the issue of evidence-gathering techniques in the information

system audit?

Scale of Agreement

Strongly Agree Agree Partially Agree Disagree

2. What key considerations and challenges need to be addressed to successfully implement

the proposed model?
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3. Can a model be easily implemented in the real-world world to in any IT environment and
achieve the intended results to support financial audits and produce a qualified audit

opinion?

Scale of Agreement

Strongly Agree Agree Partially Agree Disagree

4. Is the model user-friendly and easy to understand for information system auditors?

Scale of Agreement

Strongly Agree Agree Partially Agree Disagree

5. By following the proposed model steps, does it demonstrably improve the effectiveness

and efficiency of information system audits in the financial sector?

Scale of Agreement

Strongly Agree Agree Partially Agree Disagree

SECTION D: DISCUSSIONS

This section allows experts to analyze the content thoughtfully, providing valuable perspectives,
feedback, and suggestions that can improve the quality, relevance, and effectiveness of the
proposed model. Its purpose is to gain a better understanding of the model's functionality and
to consider additional factors that were not included in the initial review but are important to

consider.
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