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ABSTRACT

With the recent technology advances and the rapid adoption of tablet computers and smartphones,
it has become increasingly common for employees to use their own personal devices to perform
various tasks in their work-place. This phenomenon is better known as Bring Your Own Device
(BYOD). This new concept is seen as twofold: as not that simple to handle and, at the same time,
many organisations are quickly adopting BYOD as it has been shown that it offers many positive
effects such as increased job satisfaction, employee morale, better productivity and consumer
services. However, permitting employees to utilise their own device of preference in the work-place
also brings some risks often associated with the loss of control over organisational data. Hence, this
study set to determine and assess the risk of introducing BYOD in an ICT organisation. The Case
Study approach elicited that the secure use of the BYOD requires the introduction of mixed
measures: technical (e.g. Mobile Device Management - MDM) and non-technical (e.g. ICT or BYOD
security policies). This study also explored the customer services view related to the BYOD initiative
and suggests that use of this initiative can leverage services. The contribution of this study, aimed at
practitioners and academics, is seen as threefold as it can help organisations to successfully manage
the introduction of BYOD for employees and customers satisfaction, create and implement
appropriate policies and also assist the individuals to learn about the risks related to the use of BYOD
in an organisation.

Introduction

Modern mobile devices, such as smartphones and tablets, enable employees to work anytime and
from anywhere. In that regard, the trend of bring your own device (BYOD) has been rapidly adopted
by many organizations despite the pros and cons of BYOD adoption (Putri & Hovav, 2014). Thomson
(2012), summarising the Cisco Connected World Technology Report (Cisco, 2012), stresses that many
employees prefer to work with their own devices and expect to use them in the work-place.

This concept of BYOD, which can increase employees' productivity and be cost-cutting for
organizations (Wood, 2012), is defined as an environment in which employees use their personal
device to access their organizational resources in order to perform everyday work tasks



(PricewaterhouseCoopers, 2012; Walker-Osborn et al., 2013; Putri & Hovav, 2014). However,
alongside noted benefits, BYOD also introduces many risks for the organisation; for example, loss of
the device and weak credentials may weaken confidentiality, data leaks and malware attacks may
compromise data consistency and potentially cause complete data loss (e.g. Lebek et al., 2013; Putri
& Hovav, 2014; Berghaus & Back, 2014).

Successful implementation of the BYOD initiative also demands that an organisation modifies its
policies, educates employees and further tightens information and communication technologies
(ICT) security. Although the risk of adopting BYOD is evident, many authors advocate introduction of
this initiative as “the BYOD cannot be stopped and that best organisations can do is to seek solutions
to address the problems” (McLarty (2012). Thomson (2012) openly calls ICT professionals to embrace
BYOD and adopt a viewpoint of accepted risk while MclLarty (2012) cautions that those who do not
meet the employees’ BYOD requirements might experience reduced productivity, unnecessary risks,
and dissatisfaction. Moreover, they risk giving their organisation an “old-fashioned” connotation,
which could damage their image, especially when seen from a recruitment perspective.

The reviewed literature clearly states the importance of embracing the BYOD initiative within
business processes and the potential benefits for employees and customers behind it are widely
accepted. On the other hand, there is still a lack of understanding of number of risks related to BYOD
and how to mitigate or eliminate those risks. This is particularly true for the South African and the
Western Cape context, the empirical setting of this study. Our preliminary research shows that
private and public organisations in the Western Cape are still not sure what risks and vulnerabilities
the BYOD initiative can introduce and how to address them. Hence we set to find out what risks
related to BYOD are faced by organisations and how can those risks be mitigated or eliminated.

From the customer services perspective, the modern literature strongly suggests that mobile
computing is changing the nature of business operations. The next generation of mobile ICT devices
and models can “fundamentally reshape operations, business and marketplaces” by delivering
information and services directly to the decisions-makers (Hollingworth & Harvey-Price, 2013). The
BYOD trend is firmly supporting this development as this concept is a consumer trend developed out
of the continuously growing demand to stay connected with employees and also to personalise a
stay-up-to-date relationship with customers. McCann (2013) states that “this is the era of BOYD” as
customers are nowadays choosing a marketing strategy to interact with and are no longer passive
receivers of information. However, the beneficial use of the BYOD initiative requires inter alia secure
use of own ICT devices used within this initiative.

Approach to this study

The approach used in this technology-related study, on “an unpredictable phenomenon” (Sofaer,
1999), was qualitative, inductive and explorative in its essence (e.g. Yin, 1994; Creswell, 2009;
Thomas, 2006), and made use of the Case Study Methodology (CSM), in particular. Given that the
nature of the research problem and questions (“What risks related to BYOD are faced by
organisations and how can those risks be mitigated or eliminated in order to support better customer
services?”) were qualitative (e.g. Hennink et al. 2011), this study utilised comprehensive interviews
to obtain necessary information and reach its main objectives: (i) to explore the benefits of BYOD, (ii)
to recognise main concerns and risk associated with BYOD, (iii) to identify and suggest possible



solutions for mitigating or eliminating BYOD risks and concerns in an organisation in order to (iv)
explore the consumer services implications.

The research design involved conducting a literature review on the BYOD phenomenon, followed by
interviewees and their analysis using the Interpretative Phenomenological Analysis (IPA). This
approach was useful in generating a single, idiographic case study with employees from Secure
Cloud (an ICT company, empirical setting of this study). The participants were selected based on
predefined criteria and consisted of managers and operational staff: Chief Technology Officer (CTO),
director of sales, technical team leader, senior business manager, channel manager, network
administrator and senior ICT consultant. The purposive sampling of seven interviewees was chosen
as its power “lies in selecting information rich-cases for in-depth analysis related to the central issues
[BYOD, in this case] being studied” (Royeen (1997: 47).

This paper is organised in the following way: we first present discussion regarding the emergence of
BYOD initiative, its attributes and benefits. We further discuss BYOD risk and challenges as well as
the possible solutions. As all these are based on the review of the contemporary literature, we have
tested these findings and the empirical results are also reported in this paper. Finally, we discuss
possible BYOD implications for enhancing consumer service, followed by the study concluding
remarks.

Emergence of BYOD initiatives

The term BYOD represents the growing trend of using privately owned devices in the workplace and
is associated with the multiple uses of employee owned devices for work related purposes within
organisations (Niehaves et al., 2013).

The tendency toward the utilisation of privately owned devices can be traced back to 2007, when
Apple introduced iPhone, their first smartphone device. The iPhone was the first smartphone
created with a multi touch interface and it marked the beginning of the worldwide smartphone
revolution (Kim 2011). Shortly after the iPhone became a massive success, other mobile
manufacturers quickly followed, as smartphones were and still are one of the most sought after
modern devices. Quickly adopted by the public, smartphones are now rapidly finding their way into
many organisations. Currently, alongside smartphones, the most frequently used private devices for
BYOD are laptops, tablet computers and phablets.

The BYOD initiative has a number of essential organisational drivers. For example, numerous
worldwide organisations are now trying to accommodate changing needs of their staff that insist on
improved work-place flexibility and show aspiration to use the latest high-tech products (Gatewood,
2012; Thomson 2012). A number of recent studies suggest that employees nowadays believe in
being “able to access whatever they need from wherever in order to do their jobs” (Mansfield-Devine
2012), and are increasingly efficient when utilising their own devices which are not “officious,
obstructive, or even...old-fashioned” (Thomson 2012). Therefore, it can be stated that BYOD is a
reaction to a rising demand from employees and can be strategically used to preserve or attract the
most talented employees — the workforce of the future. Recent widespread research across 22
countries conducted by Citrix (2012), with the subject of work-place of the future, showed that 62%
of organisations globally have already adopted a BYOD policy.



The BYOD trend in South Africa accelerated in 2013 and it is predicted that this trend will continue to
rise as it was estimated that South Africans would buy 10 million cell phones by the beginning of this
year - and that more than half of those would be smartphones. It is also estimated that the number
of smart phones in South Africa will reach 13.5 million by the end of 2013, meaning that almost
every South African in a managerial position was utilising a smartphone for work (World Wide Worx,
2012). Furthermore, by the end of 2012, one million tablet computers were in use in South Africa,
which is in actual fact more than double compared to just twelve months before (World Wide Worx
2012). However, the Southern African branch of Citrix states that South Africa is arguably 12 to 18
months behind Western Europe regarding the BYOD initiative, but it is expected to eventually follow
suit (Citrix, 2012).

Vital attributes and benefits of BYOD

According to the pertinent literature, some of the most important characteristics of BYOD are: i)
mobility, ii) mobile individuals, iii) mobile environment, iv) mobile technology, v) mobile equipment,
vi) mobile computing and vii) consumerisation.

Mobility essentially means not being tied to a geographic location (Abowd et al., 1997) and is
chronologically often related to making information available whenever and wherever is needed
(Heijden &Valiente, 2002). Various technologies in a variety of ways support activities determined on
the type of mobility that is in use: mobility can be an activity like the remote communication
between individuals or the local integration of individuals with each other (Weilenmann, 2003).

Mobile individuals are individuals (e.g. employee or customer) who are in movement but the term
mobile is also often associated with groups. For example, a group can be mobile to some degree
when all or some of the group members move during their work at some point (Andriessen
&Vartainen 2006).

A Mobile environment represents an environment in which people find themselves in motion, while
they are more or less stationary (Weilenmann, 2003). Such environments may be, for example
aeroplanes, boats, trains, taxis and public transport. In these environments, individuals have the
opportunity to be productive and to use mobile technology for business purposes, because of their
surroundings.

Mobile technology refers to equipment that is specifically designed to be mobile, i.e., the equipment
that should be easy to carry and use by moving individuals. One example is a mobile phone that can
easily be carried and used, even during motion. Laptops and some other technologies used for BYOD
are often referred to as mobile, but in these cases are rather portable because they are specifically
designed for use by moving individuals. Even in the context of a mobile environment where
individuals are stationary, these technologies can be classified as mobile (Weilenmann, 2003).

Mobile computing is an important part of BYOD and is defined as “an umbrella term used to describe
technologies that enable people to access network services any place, anytime, and anywhere”
(Kumar 2011). Kumar also states that mobile computing originates from the cellular concept found
in 1947 by Don Ring of Bell Labs.

Consumerisation is also an important BYOD characteristic and the term started gaining popularity in
the early 2000s (Clevenger, 2011). For instance, new technology is first embraced by consumers and



then distributed to organisations by consumers. Consumerisation can also be described as a choice
of employees to use their preferred devices, applications and services at the workplace (Sen, 2012).
As this approach drives significant changes in organisations, it means that “workplace is becoming
obsolete, giving way to a workspace that offers users access to applications and data anywhere,
anytime, via the connected device of their choice” (Midgley, 2013).

From an organisation’s viewpoint, the most prominent benefit that BYOD can bring refers to
improved mobility and better efficiency as employees are now able to work wherever and whenever
they like, while utilising their personal devices (Baker, 2013). It is also believed that BYOD is
supported inside the organisation, staff will be more enthusiastic and engaged, analytical capabilities
can be improved and moreover, the organisation will in fact enjoy the benefits of innovative
functionalities and technologies used by their employees (Thompson, 2013). Some of the additional
organisational benefits which the BYOD initiative may bring include: (i) improved creativity and
efficiency from motivated and more mobile employees; (ii) better sales efficiency and results
through increased engagement with customers; and (iii) significantly lower ICT support costs as the
direct result of the exclusion of software and hardware buying, which also mean less expenses from
the organisational budget for maintenance (Moore & Warner, 2012; Caldwell 2012). Furthermore,
by permitting employees to make use of their own devices, organisations can reduce ICT
infrastructure expenses. On the other hand, from an employee standpoint, the quality of their work
is improved immensely, as they have the possibility to choose the services, applications and devices
they prefer for both personal and work purposes (Santhana & Kumar, 2011).

A recent worldwide study, conducted by IDC Manufacturing Insights, among over 460 enterprises
across multiple sectors (e.g. industrial machinery and equipment, hi-tech and metal fabrication), and
covering 13 countries worldwide, revealed that their top business initiatives are focused on growth
and differentiation through value-added services and improved customer experience. Hence, it is
important for these companies to respond to customers with speed and efficiency through
strategies such as BYOD (Infonetics Research, 2014).

BYOD risks and challenges

Although, BYOD can bring a number of benefits, it also creates an immense challenge for ICT
professionals who are tasked to keep the organisation’s information and data secure, as well as to
protect the organisation from malware infection and other security risks. Hunt (2012) establishes
that data leak and mobile malware are two main concerns connected with the BYOD. As mobile
devices become more and more sophisticated, the growing occurrence of malevolent programs on
them is almost expected. More complex mobile devices, such as smartphones, run more complex
operating systems and in return provide a programmable platform with many possibilities. Firewalls
cannot prevent malware from distribution through ports that are typically utilised, and some
security threats are also able to avoid the traditional antivirus software. As a result, private mobile
devices are capable of travelling outside of the organisation’s security mechanisms and are
inevitably under risk (Friedman & Hoffman, 2008).

Miller et al. (2012) illustrate a similarity between the BYOD initiative and the laptops introduction to
the organisation pointing out that some authors believe that the threats and security concerns
associated with BYOD initiative are “largely a replay” of those previously faced with laptops.
Nevertheless, they also advise that the BYOD phenomenon is a tougher challenge to security



because of the large number of devices. BYOD also initiates the fragmentation of devices and their
security levels into organisations. In most cases employee owned mobile devices have different
degrees of protection methods, for instance, system settings, system updates and anti-viruses. As a
result, any unauthorized application may have undesirable effects on the device and its data
reliability. An additional delicate risk of BYOD is potential staff that may abuse technology usage and
cause data leaks (Ghosh et al., 2013).

The BOYD security issues become even more complex due to the fact reported by Calder (2013) that
personal devices in a researched organisation have infiltrated the workplace as 95% of employees
have some type of smartphone. Additionally, 80% of employees possess more than one mobile
device while more than 30% did not utilise any password to safeguard data located on their private
mobile devices. This scenario presents organisations with a quite possibly serious security threat.
Any device used in the workplace today is more likely to contain some sort of organisation sensitive
information or data. If organisations permit staff to bring their private devices into the workplace, a
security risk might emerge. On the other hand, it is challenging to control employees’ own devices,
even though they hold important corporate data, which raises the likelihood of data leak of the
organisation.

In addition to all BYOD risks previously described, multiple authors agree that the three most
frequently identified and certainly the biggest BYOD risks are:

o Data leak refers to confidential work related information, which is usually stored on
employee owned private devices, thus creates a great risk to organisations due to the
projected or unintentional leak of confidential information, such as business client
information and sensitive organisation data (Ghosh et al. 2013; Miller et al. 2012; Morrow
2012; Wood 2012);

e Forfeit of management and visibility refers to the concern of “ownership” and is considered
as the foundation of this difficulty. For the BYOD initiative, organisations possess a reduced
amount of clarity of the security situation in comparison with the conventional data centres.
There are, therefore, fewer alternatives to alleviate security concerns for un-managed
devices in comparison with managed devices - simply because of poor management and
visibility. (Miller et al. 2012; Morrow 2012; Thomson 2012);

o Simplicity of device loss is linked to the fact that many mobile devices are quite small in size
as the portability is a significant factor. This, however, might cause loss of the devices used
for BYOD and the data located on them (Ghosh & Swaminatha 2001; Morrow 2012; Miller et
al. 2012).

Possible solutions for mitigating or eliminating BYOD risks

Security of mobile solutions, including BYOD, is a facilitating factor for organisational ICT
departments, which requires strategic decisions in that regard as “without protecting internal or
customer data, operating departments will not be able to use mobile solutions” (Berghaus& Back,
2014). The reviewed literature suggested at least five measures for achieving secure use of BYOD in
an organisation: (i) application security, (ii) employee education, (iii) security policies, (iv) security
culture and (v) Mobile Device Management (MDM).



Application security

Baker (2013) argues that applications are the “backbone’” of any employee who is mobile.
Applications for interoperability and system integration are usually built within an organisation or
acquired off the shelf, to assure that staff is capable to use organisational ICT systems or other
practical applications on their private devices by means of the internet. Even though development of
applications to maintain purpose and interoperability of diverse mobile devices is critical, it is not
sufficient. When developing BYOD initiatives, security is as important as the purpose. Consequently,
many applications have been developed to address risk, such as Data Leak Protection (DLP)
(Thompson, 2013). It is important that the idea of security is embedded into the original design of
applications, not simply as a late addition. Very often, when different security issues occur,
organisations have a tendency to hasten everything to make sure the budgets and deadlines are
met. On the other hand, this “short sighted mode” not only places organisational data resources at
risk, but also increases costs. A much prominent way to organise security during the initial
deployment of BYOD initiative is to remove any prospective weaknesses (Baker, 2013).

Thompson (2013) establishes that one of the requirements of the BYOD initiative is the flexible and
innovative solution for ICT personnel, for preserving security while permitting access to combined
technology. He further points out that in order to ensure that organisational employees using their
private devices are operating in a functional and secure domain, the work-related and security
applications must be able to coexist. As a result, it is significant to find a sense of balance between
risks and benefits so that security is not blocking business progression. Additional security intensity
should be also considered with regard to confidential data that might be located on employees’
private devices when implementing a BYOD initiative (Steven, 2013).

Employee education

While organisations gradually lose grasp over the security of their mobile devices, staff have a more
significant part in the general preservation of organisational security. According to Mansfield-Devine
(2012) organisations must integrate their staff into security design. In a 2011 international study by a
world leader in firewall and network appliances, Fortinet Inc., it was established that for the most
part employees prefer to utilise their private mobile devices in their work-place regardless of it being
in opposition to organisational ICT and security policies. Furthermore employees consider
themselves, not the employer, liable for any device security problems. Therefore, staff can be
alleged as the most fragile security link and organisations must think about employee’s needs when
creating and implementing BYOD policies. Hence, it can be stated that it is of utmost importance for
organisations to train all employees and increase their understanding of information security and
make sure that they only use organisation information on their devices in a safe environment.
Employees’ actions are strongly influenced by the organisation’s information security culture and as
a result technical mechanisms along with employee awareness and behaviour (organisation security
culture) should be combined in order to deal with BYOD risks.

BYOD and security policies

Due to the continuous growth of BYOD, organisations, at a bare minimum, should have appropriate
policies that regulate this area. As in regard with information security, end-user behaviour can be
very challenging (Herath& Rao, 2009), the employees must be familiar with these policies and



possible should sign the document confirming that they are familiar and will obey these policies. This
type of document, which generally outlines the rules, laws and practices, should not only deal with
the security of the devices, but also grant permission for the organisational ICT support to examine
the device for compliance with organisations policy (Semer, 2013).

Another complex and important issue which might be of concern to organisations is the accessibility
mechanism and its related security solutions. It needs to be precisely specified, via policy, what kind
of information is available to BYOD devices, how easily the employees can access sensitive business
information via their own devices, and the different types of authorisation required for these devices
(Gosh et al.,, 2013).0rganisation should also re-visit whether its existing information security,
confidentiality, privacy and employment policies address the company’s approach on BYOD
(Ambrosio, 2012).

In the South African context, the Protection of Personal Information Act (POPIA) requests the
protection of personal information that is “processed by public and private bodies”. It further
requires protection of personal information through introduction of protection principles and code
of conduct for establishing a minimum of requirements for protection of personal data “across of the
boarders of the Republic” (POPIA, 2013). This Act is applicable to all organisations in the country and
impacts all processes of collecting, retaining, processing, disseminating and disposing data (Duggan,
2012), hence, impacting the security of BYOD initiative.

Concept of security culture

As the BYOD initiative introduces immense cultural change to organisations, it was no surprise that a
number of authors stress importance of this concept. According to Da Veiga (2010), “the information
security culture is cultivated by the behaviour of employees, which is directly influenced by the
information security components.” In fact, every employee should play a role and share
responsibility for organisational information security (Vljoen, 2008). In connection to the BYOD
initiative, it is imperative for organisations to agree to the right leadership and governance, suitable
security policies, and any security mechanism which enforces the actions of employees to be aligned
with the organisational culture and makes it security conscious (Vroom& Von Solms, 2004). If the
BYOD initiative is accompanied by an efficient security culture, it is more probable to bring a
successful outcome for organisations.

Von Solms (2000) stated that security culture is “to be created in an organisation by instilling the
aspects of information security to every employee as a natural way of performing his or her daily
job”. This security culture is described as a conglomerate of “all socio-cultural measures that support
technical security measures so that information security becomes a natural aspect in the daily
activities of every employee” (Schlienger &Teufel, 2003). Adams and Blandford (2005) point out that
security culture must side with organisational policy and integrate into normal operational practice.
They also indicated that the crucial tactic should be to inspire staff alertness.

Thompson et al. (2006) described that a security culture was greatly determined by organisational
culture and jointly connected to it. They also gave emphasis to constant education of employees as a
critical factor to ensure understanding of security concerns. Whitman and Mattord (2012) also
support the stance that employee education was the reason for significant differentiation, which is
best circulated through the organisation by supplying training, producing awareness, and essentially



creating a culture. Furthermore, collective socialisation could present a significant feature, as
individuals usually gain knowledge while studying one another (Thompson et al., 2006). Ruighaver et
al. (2007) also described how an organisation’s inner culture has a vast influence on security culture
and that it might not be suitable to consider security culture in absolute segregation from general
organisational culture. Hence, an organisational security culture can have an immense impact on the
whole security perspective (Whitman &Mattord, 2012).

Mobile Device Management

Many organisations consider Mobile Device Management (MDM) the most effective and best
solution to secure employee devices and a central part of an organisation’s BYOD management and
security tactic. MDM provides two independent data containers so business and private information
stored on the same device are easily separated. In addition, organisations need to keep an eye on
the information and policies for the business environment, which not only protects the employee’s
confidentiality, but also effectively benefits the security of the organisation’s resources (Semer,
2013).

Although it is not the latest technology, MDM (Figure 1) is only recently beginning to grow in
complexity as a result of the rise of the BYOD initiative. Currently the MDM system has been
extensively employed by organisations for the administration of various mobile devices and has also
offered a span of security features to permit organisations to preserve scalable visibility and
centralized control of BYOD devices (Phifer, 2013; Semer, 2013).
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Figure 1: Typical MDM architecture (source: Ghosh et al., 2013)

In summary, it can be said, that the MDM technology may be seen as an efficient tactical answer for
the management of many threats associated with BYOD such as weak passwords, data leaks, forfeit
of management and complete device loss. Although detection capabilities of MDM are not sufficient



without a proper response mechanism, MDM is a very comprehensive system as it also combines a
response strategy (Schneier, 2003).
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Figure 2: Areas of BYOD security management (source: Authors)

The identified areas of the BYOD security concerns are diagrammatically shown in Figure 2. Our
findings suggest that achieving fairly secure use of BYOD in an organisation depends on “soft”
managerial components of appropriate security culture, sound security policies and proper
education and training of its employees. On the other hand, the BYOD security is inevitably linked to
“core” technology security achieved through management of application security and the mobile
device management.

Empirical findings

Participants in this study generally agreed that embracing of the BYOD initiative is rather important -
not only for employees, but for the employer as well. Having in mind benefits, majority of
participants shared the opinion that BYOD is the way forward into the future of modern workplace.
The participants also concur with possible benefits and risks as portrayed by the reviewed literature.

Use of BYOD by the participants

When questioned if they have ever heard of BYOD, all interviewees responded with “yes” and
provided different explanations for the term. For example:

“Yes, [there are] companies which allows its employees to utilise their own devices at workplace”
(Interviewee 7). “Yes, | have. | would describe BYOD as bringing a device not provided by your
company in the corporate network to access business resources and do work related tasks”



(Interviewee 5). “BYOD allows employees to bring personally owned mobile devices to their
workplace, and use those devices to access privileged company information and applications”
(Interviewee 6).“Yes, it is when you take out a contract from your ISP, but you use your device
instead of using a device they provide. Or in business terms, it is when you bring your own tools to
work with” (Interviewee 3).

Although the participants did not explain the term BYOD as it is found in the reviewed literature, this
study has shown that the interviewees possess respectable knowledge of this concept. This
confirmed that the selection of the research sample was appropriate for the purposes of this
research.

In this introductory part of the interviews, all participants have confirmed utilising some form of
mobile device in the workplace. Furthermore, all of the them have at least two different personal
mobile devices which they use for work and personal purposes, e.g. laptop and smartphone, while
three out of seven participants in this study additionally use a third personal mobile device, such is a
tablet computer . For example, Interviewee 2 confirmed that for work and personal purposes he

"

daily utilises “...own Laptop, iPad and Android Smartphone”.This high dependability on mobile
technology in the common workplace in South Africa and in the personal life is also reported by

World Wide Worx (2012).

Six out of seven interviewees shared a common viewpoint on the importance to permit staff to use
their private mobile devices in the work-place. For instance: “Yes, very important! We might not
always have our laptops and mobile devices that are provided to us and our personal devices are
always available” (Interviewee 3) or “Very important; employee can choose their preferred device
make and model with which they are comfortable with and able to use their device for both personal
and business use” (Interviewee 2). It seems that the BYOD trend is here and it’s here to stay (Burt,
2011), hence it should be appropriately managed.

BYOD benefits confirmed

All interviewees agreed that BYOD has many benefits for both employers and employees, presented
their own viewpoints on BYOD benefits: “Increased productivity, simplicity, opex consideration as
opposed to capex” (Interviewee 1). “Employee benefits are more productivity due to the use of
technology they are familiar with. Also the ability to become mobile; therefore to be able to adopt
the work style that suits them. BYOD also allows the employee to express who they are in the
workplace through the adoption of technology that fits with them” (Interviewee 4). “Less devices; if
you were issued with a company phone, and you have your private phone, you would need to carry
and maintain 2 devices. The lower capital outlay for the company, as the employee is providing their
own device” (Interviewee 5).

The responses confirm our literature review findings. For instance, Baker (2013) points out that from
an organisation’s point of view, the most prominent benefit that BYOD brings is increased mobility
and productivity, as employees can now work whenever and wherever they like, using their personal
devices. Thompson (2013) points out that if BYOD is supported inside the organisation, staff will be
more enthusiastic and engaged, analytical capacities can be improved and moreover, the
organisation will in fact enjoy the benefits of innovative functionalities and technologies used by
their employees.



Organisational benefits of BYOD, as established by Moore and Warner (2012) and Caldwell (2012),
were also confirmed by interviewees. Better sales efficiency and results through increased
engagement with customers (e.g. Interviewee 4:”... our sales team has recorded a significant boost
in sales since we started using various mobile business apps for direct engagement with our
customers...”). Significantly lower ICT support costs for as the direct result of the exclusion of
software and hardware buying; less expenses from the organisational budget for maintenance (e.g.
Interviewee 1:”... significant cost savings for us as the employee in most cases do not expect the
employer to fund the devices as they want full ownership thereof...)”.

On the other hand, Interviewee 2 gave interesting viewpoints on both benefits and disadvantages of
BYOD, based on his own experience: “To keep this short; increase of productivity and flexibility;
freedom to move around and no longer desk-bound; on the other hand decrease in personal life
quality; more difficult to switch off from work to focus on personal family life”. This confirms the
emergence of a blurry line between work and private life, which will certainly impact on security of
BYOD: “Many employees don’t understand the implications of using their personal devices for work.
Many companies don’t understand that they are in fact liable for the consequences...”(Trade Micro,
2012).

BYOD risks confirmed

All interviewees agreed with BYOD risks elicited by our literature review. Their responses and
viewpoints, however, varied in general, as there were many different perceptions amongst them;
e.g. what the real BYOD risk for both employees and employers is. For instance: “Your list covers
most... one other [risk] would be when an employee leave the employ of a company; the process to
ensure access is denied and data recovered” (Interviewee 1). “Risk of corporate data staying on the
device when passed on to family member or when he gets an upgrade; risk of lack of security
awareness; protection devices are at risk of personal apps with malware or vulnerability to be
installed” (Interviewee 2). “The cost and maintenance on the devices now falls under your
responsibility and not your company. It is true antivirus and OS exploits will be a possibility, but the
internet provides free updates for everyone. | never had a big problem with any of these issues,
because | update on a regularly” (Interviewee 3). “Data leak/breeches - the company is no longer in
control of the data” (Interviewee 5).

All the above-mentioned is generally covered in the pertinent literature. For instance, Hunt (2012)
establishes that mobile malware and data leak are two main concerns connected with BYOD.
Furthermore, Miller et al. (2012) and Morrow (2012) point out that BYOD instigates high-security
threats for organisations, as they are not able to manage both the device and the data located on
the device. Therefore the application of protection measures is very challenging for concerns such as
theft, regulatory compliance and data leak. In addition, number of authors agrees that the three
most frequently identified and certainly the biggest BYOD risks are: i) data leak; ii) forfeit of
management and visibility; and iii) simplicity of device loss (Ghosh et al 2013; Ghosh & Swaminatha,
2001; Miller et al. 2012; Morrow 2012; Thomson 2012; Wood 2012).

In the view of the findings presented above, it can be said that most of the BYOD risks are technical
in nature and that security is as important as functionality, when developing BYOD initiatives. On the
other hand, this study confirms that, besides implementing the right technology, it is also necessary



for organisations to set up some effective BYOD policies which will assist them in avoiding potential
security risks caused by BYOD.

Minimising BYOD risks by using MDM

Answers to this question varied in general, as interviewees had different perceptions and
viewpoints. Three out of seven interviewees believed that the researched company did not take any
steps to minimise BYOD risks. Interviewees 5 and 7 stated that the researched company has MDM
service already deployed. Interviewee 6 was a bit unsure, but she assumed that the company had a
BYOD policy deployed. However, Interviewee 4 believes that “..policies are in place and mobile
device management enrolment is encouraged but at this stage not compulsory...”.

The analysis of the responses suggests that the interviewees generally agree about the steps
necessary to minimise the BYOD related risks. The fact that some of them were not certain if the
researched company has introduced the MDM as the solution suggests (at least) the lack of
communication regarding use of BYOD in this organisation or even lack of strategy in this regard -the
MDM is a very comprehensive solution as it also combines a response strategy (Schneier, 2003).
This technology can also be seen as an efficient tactical answer for the management of many threats
associated with BYOD such as weak passwords, data leak, forfeit of management and complete
device loss. Furthermore, the MDM policy can also include additional policies for dealing with risks,
by using mechanisms such as malware detection, encryption, device PIN and lockout control,
jailbreak and root detection, and remote wipe (Semer, 2013).

BYOD and security policies

There were divided viewpoints amongst the interviewees on the existence of BYOD and security
policies in the researched company. Four out of seven interviewees stated that the company does
not have any BYOD or security policy; two interviewees believed that the organisation has both
BYOD and security policy and one of them that “We have a general IT security policy; but not a
specific or enforced one for BYOD” (Interviewee 2). This confusion amongst participants, as in the
case of existence of MDM in their organisation, suggests that the company needs to make sure that
(if BYOD or security policy really exists) a policy is circulated throughout the organisation to produce
general awareness, to provide training and, most importantly, to help create a general security
culture. The organisational security culture can have an immense impact on the whole security
perspective (Whitman &Mattord, 2012) and that culture must side with organisational policy and
integrate into normal operational practice - the crucial tactic should be to inspire staff alertness
(Adams & Blandford, 2005), which does not appear to be in effect in this instance. Hence, the
researched organisation faces “discretionary nature of adherence” to the security policies, which
pose a challenge on enforcing organisational information security (Hearth & Rao, 2009.

Employee BYOD training and security culture

When questioned about their opinion, if the researched company employees’ need to be educated
or trained regarding BYOD and how they should use their personal devices in the workplace, all
interviewees were of the same opinion stating that this is a very important topic and that it can
directly influence the company’s business - either negatively or positively. Interviewees, however,
had different viewpoints regarding what should be the focus of the employee education and training



on BYOD. For instance: “Employees should be made aware of the general risks and best practice”
(Interviewee 2). “I feel that employee training should be focused on security as a whole and not
specific to BYOD. If a user has the knowledge around how to protect data from a day to day usage
perspective then the BYOD simply falls within that same logic” (Interviewee 4). “I think training
should be compulsory in order to properly educate your user and ideally BYOD related” (Interviewee
5).

The literature reviewed in this study also supports that staff have a more significant part in the
general preservation of organisational security. According to Mansfield-Devine (2012) organisations
must integrate their staff into security design. A 2011 global survey by a world leader in the firewall,
network appliances and security, Fortinet Inc. (Fortinet, 2012) pointed out, that it is of utmost
importance for organisations to educate staff and increase their awareness on general IS security
and make sure that they only use organisation information on their devices in a safe environment.
Employees’ actions are strongly influenced by the organisation’s information security culture and as
a result, technical mechanisms along with employee education should be combined in order to deal
with the BYOD risks.

Customer Services implications

Businesses that wish to engage with customers must centre their strategies on developing new
business models, which includes delivering products and services on the move (Hollingworth &
Harvey-Price, 2013). According to Deloitte (cited in Hollingworth & Harvey-Price, 2013) mobile is the
changing the nature of business operations: “the next wave of mobile may fundamentally reshape
operations, business and marketplaces-delivering information and services to where decisions are
made and transactions occur. And the potential goes far beyond smartphones and tablets to include
voice, gesture and location-based interactions; device convergence; digital identity in your pocket;
and pervasive mobile computing. The very definition of mobile is changing”

The Economist (2013) states that based on the balance of information, the customer is now in the
driver’s seat. Although companies realise their need to radically change the way they communicate
with customers, many still mainly rely on their website (51%), followed by email (40%), whilst few
make use of social media (23%) and even fewer make use of mobile apps (10%). Unless companies
are plugged in to the new world of their customers and align their channels to emerging customer
preferences, they will suffer.

The above and related concerns also apply to consumer issues in the ICT sector and all sectors
influenced by the contemporary information and communication technologies. Technology solutions
is not about how smart the technology is but more what the customer cares about - especially how
solutions improve and increase customer experience. Design of user experience is key priority of
technology, which is a key skills requirement alongside deep technical capabilities (Hollingworth &
Harvey-Price, 2013).

Wishing to gain greater customer insight and transform customer experience, differentiate services
and increase competitive and revenue, leading organisations do the following: (i) use big data
collection and analysis as strategy to connect with their customers (ii) invest in mobile applications
(1) appropriate leading edge technologies and (iv) social media (Bruhn, 2012). The BYOD trend is
firmly supporting these developments. As already intimated BYOD is a consumer trend developed



out of the continuously growing demand of employees (and consumers) for anytime, anywhere
access afforded through the innovation and easy availability of high performance personal devices
(Xavient, 2014). McCann (2013) asserts that “this is the era of BOYD...we want content whenever and
wherever we choose. Consumers are choosing which marketing to interact with and are no longer
passive receivers of information”.

According to Mikale (cited in McCann, 2013) small business that wants to keep up with customer
needs must be part of their daily lives whether through blogging, social media, local event, and this
require agility and responsiveness. Anomah et al.(2013) state that BYOD is supporting businesses to
obtain high productivity, efficiency and customer value through rich media applications such as voice
integration, instant messaging, video and alike enabling sales staff and employees to communicate
on real time basis. Some research highlights that business needs to adapt to new ways of technology
use and digital lifestyle driven by the “consumerization” of ICT and the fit of personal devices into
normal service processes of the business (Faulkner, 2013; Kearney & Davidson, 2012).

Here it is important to note that there are also deferring opinions about usefulness of BYOD
initiative. Watson (2014) opines that online customer service and experience cannot match what a
physical retail store can offer. In this respect, Watson believes that BYOD is not appropriate in the
retailing sector. Although BYOD may to an extent provide satisfaction to the sales staff in having
inventory information at their fingertips, the ICT department on the other hand, has to deal with a
range of system, products and platform, and to maintain and integrate these devices will be
complicated, if not impossible. This aspect is reinforced by Bridgewater (2012) who maintains that
majority of ICT support team help service desks are unwilling to support employees who want to
bring their own device (BYOD) to work. According to a survey by CompTIA of 400 ICT and business
executives, 39 percent to 51 percent of respondents are not doing BYOD (Kaneshige, 2014). The
reasons, according to this survey, why companies are reluctant to adopt BYOD include:

e BYOD was supposed to get ICT out of mobile device purchasing and deployment, and though
some companies reported saving millions of dollars, others reported that BYOD is riddled
with hidden costs, such as expense report processing, management, employees gaming
expenses, zombie phones attacking mobile budget, messy conversion of phone service
liability among some of the issues.

e BYOD was supposed to contribute to a happier workforce, but instead an increase in BYOD
legal policy directives to safeguard corporate data and employee privacy concerns.
Furthermore, employees faced threat of dismissal if they were found having flouted BYOD
policy.

e BYOD was supposed to ensure a more productive workforce but there is no clear evidence
that this is so.

e BYOD was supposed to contribute to ease of life but security and compliance issues, risk of
data loss are major drawbacks.

Despite some non-sportive voices, it seems that many organisations are willing to introduce (or have
already introduced) BYOD perceiving the benefits described earlier (Tam & Villanueva 2013): (i)
improve customer services, (ii) drive employee satisfaction and loyalty, (iii) increase productivity, (iv)



improve communication, collaboration and satisfaction, (v) drive revenue and (vi) reduce capital
expenditure, ICT and mobile expenses.

Yet, despite its rapid adoption, BYOD remains a major security risk of which some that we deem very
important are depicted in this paper and, also emphasised by Limonczenko (2014), Snow (2014) and
Cox (2014). This study showed that BYOD security issues must be appropriately addressed if benefits
for employees and consumers are to be achieved. Reliable and safe utilisation of the BYOD initiative
will, according to the worldwide reported experience, certainly contribute to the higher consumer
experience.

adds — Value - to

seen through

BYOD Benefits

Customer Services

Figure 3: BYOD and customer services (source: Authors)

Summarising, it can be stated that the security management of BYOD can add value to the consumer
services through the potential benefits of the BYOD initiative mentioned earlier (Figure 3).

Conclusion

The findings of this study suggests that the BYOD initiative has a potential to enable significant
reduction of organisation expenses as the direct result of the exclusion of software and hardware
purchases and bring other benefits. This study also shows that employees who utilise their own
devices at workplace should have appropriate determination and attitude towards the use of BYOD
in order to achieve better productivity. Hence, it is recommended that the introduction of the BYOD
initiatives might be a worthwhile endeavour.

This study elicits that organisations which embraces the “changing times” and introduce BYOD, can
gain a strategic advantage by being the first to harvest the benefits that come with having an
optimisticc more productive staff and quite possibly increased return on investment (ROI).
Additionally, these organisations “early adopters” will be able to preserve or attract the best talent
and remain competitive on the market. The reviewed literature and the participants agreed that the
BYOD initiative is the future of the work-place.

On the other hand, it was established that allowing staff to use their own device of preference in the
workplace without any proper risk preventing mechanisms, can raise a number of potential risks
such is data leak, loss of control and management, malware and the alike. Many organisations have
failed to think through the new family of risks and vulnerabilities that BYOD introduces. Thus, it is



recommended that, regarding security, the BYOD initiative requires a combination of technical and
non-technical solutions to be introduced. To become successful in effectively deploying the BYOD
initiative, organisations need to be also conscious of issues related to rapidly changing technology
and to the way a business operates.

Concluding the security side of this study, it can be stated that minimising the BYOD related risks can
be done by introducing appropriate strategies and policies and raising the employees’ awareness of
these. These measures, coupled with appropriate security training, are deemed plausible ways for
manage BYOD risk in an organisation. Introducing appropriate BYOD policies, for example through
general ICT organisational policies, can increase overall BYOD security, thus minimising the risks.
Furthermore, adding appropriate technological solutions, such as MDM, can successfully mitigate or
sometimes even eliminate potential risks related to the introduction and usage of the BYOD in an
organisation.

From the consumer service perspective, although some organisations are still reluctant to adopt full-
scale BYOD, the belief is that growth of mobility will blur the boundaries between personal
computing and organisational ICT as consumer devices and applications cross over into business and
enterprise markets (Hollingworth & Harvey-Price, 2013). Adopting BYOD organisations should revise
its strategy taking into consideration the following two aspects of service strategy: (i) identifying
what forms of BYOD services will be offered to which target customers or users in order to meet the
business requirements and outcomes and (ii) defining a strategy for the management of BYOD
services. Our study also suggests that the BYOD strategy must include the security component of this
initiative if the benefits for employees are to be achieved and the consumer experience to be lifted
to the next level.

Concluding this paper it is also important to acknowledge some limitations of our study and its
potential contribution. In that regard, this research was limited to a single ICT security management
and consulting company, located in Cape Town. One of the key limitations was the limited sample
selection of seven participants, which inevitably limits generalization of this study on the researched
or similar middle-sized organisations. However, we believe that these limitations, which are
common for the qualitative studies, did not influence validity of our findings. We believe that this
study can be used by: (i) organisation decision makers and businesses looking for securely
introducing BYOD initiative, (ii) individuals who have an interest in the BYOD subject to gain some
knowledge on the security issues BYOD presented in this study and (iii) researchers to further
advance work on the topic presented here.
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