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ABSTRACT

To ensure that the information asset is protected and available to organisations, information
security needs to be governed by security standards. The ISO/IEC 27000 family of standards is
one such standard; it keeps information assets secure and provides an information security
management best practices framework.

An exploratory pilot survey conducted in 2015 with the key stakeholders namely the
Communications Regulatory Authority, Namibia Institute of Standards, Internet Service
Providers and government departments revealed that these standards are not being
implemented despite their importance. Based on the literature review and the pilot study, the
extent to which the ISO/IEC 27000 implementation framework is adopted in Namibia was
evaluated. The study focused on the implementation extent for ISO 27000, 27001, 27002, 27003
and 27004 as these are the critical standards to the security posture of any organisation. It was
established that there is no adoption of the ISO 27000 standards using the gap analysis strategy.
Design Science Research methodology was used for this study, which involved the creation of
new knowledge through the design of new artefacts and analysis of the use and/or performance
of such artefacts. A qualitative case study research approach with security critical organisations
in Namibia was used to collect and analyse data for this study. Surveys and interviews were used
to collect data from purposefully identified key stakeholders. The stakeholders offered rich
information about the phenomenon under study. The survey results were used to evaluate the
extent of implementation and the factors contributing to the poor implementation. It was found
out that proper documentation, adequate budget, resistant to change etc. play a critical role in
influencing the adoption of the standards. A theoretical framework for ISO 27000 was derived
from the findings and literature. The theoretical framework was evaluated and all participants
agreed with the theoretical framework components and the framework itself. The framework
was refined and an ISO/IEC 27000 family of standard national adoption policy framework was
designed.

The national adoption policy framework for ISO/IEC 27000 standards implementation specific to
Namibia will secure critical assets, manage risks more effectively, improve and maintain
customer confidence, demonstrate conformance to international best practices, avoid brand

damage and change its information security posture as technology is evolving.
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Chapter | — Introduction

1.1 Overview

The internet is considered the best way for communication by most organisations but it is not
necessarily the best as there are many threats such as data modification, hacking and sniffing on
local networks, virus infection, confidential data disclosure etc. which encountered while connected
to the internet (Spruit & Samwel, n.d.). According to Internet World Stats (2011), internet usage in
Namibia grew by 100% from the year 2000 to the year 2017 (Lourens, 2018). To mitigate the cyber
security threats in Namibian organisations, information must be managed well. International
Organization for Standardization / International Electrotechnical Commission (ISO/IEC) 27000 family
of standards is used for information security management together with other standards. “The 1SO
27000 family of standards helps organizations keep information assets secure” (ISO, n.d.).
eFortresses (n.d.) (as cited by Tjirare & Bhunu Shava, 2017) states that the 1SO 27000 family of
standards provides best practice recommendations on information security management, risks and

controls within the context of an overall Information Security Management System.

One of the most important factors an organisation should devote its time and resource is data
protection. ISO/IEC 27000 family of standards is used to manage information. Information that is not
properly managed can be a threat to an organisation and currently there is poor or no adoption of

ISO/IEC 27000 standards in the Namibian industry.

Namibian Standards Institution (NSI) is a national organisation accountable for regulating standards
and quality assurance in Namibia to enhance industrial efficiency and productivity and it’s a member
of the I1SO organisation (ISO, n.d.). In order to benefit from the I1ISO 27000 family of standards, the

Namibian industry should adopt the ISO/IEC 27000 policy framework to mitigate the risks.



This section focused on the overview of the importance of the ISO/IEC 27000 family of standards in
Namibian organisation to manage information and mitigate information risk The study focusses on
ISO/IEC 27000, 27001, 27002, 27003 and 27004 as these are the critical standards to adopt first.
The next sections will focus on the ISO/IEC 27000 family problem in Namibia, the purpose of the
study, research questions and objectives, significance of the study, summary of the methodology
used to solve the problem, study limitations, definitions of terms used for this study and finally the

chapters’ outline.

1.2 Statement of the Problem

Namibian organisations lack the usage and adoption of the ISO/IEC 27000 standards. This is
supported by a preliminary survey with selected stakeholders namely the Communication
Regulatory Authority of Namibia (CRAN), Telecom Namibia, Office of the Prime Minister (OPM),
Ministry of Information and Communication Technology (MICT) and NSI, who revealed that these
standards are missing. According to Uudhila (2016), the lack of cyber security best practices in the
Namibian government institutes has made it difficult for IT staff to govern the security of different

Information Systems and networks.

Namibia was the second most attacked country in November 2015 and this was revealed by Check
Point Software Technologies, which found that Namibia was the country most targeted by
cybercriminals during December of 2015 (IT News Africa, 2016). Granneman (2013) describes an
information security framework as documented policies and procedures on the implementation and
continuous improvement of the information security controls. The implementation of framework
assists to mitigate the information security risk and reduce vulnerabilities in organisations
(Granneman, 2013). The ISO/IEC 27000 family of standards provides a globally recognised

information security management framework best-practice (ItGovernance, 2015).

Since Namibia is rated as one of the most vulnerable countries to cyber criminals, it certainly needs
to implement these best practices to ensure secure cyber experiences. Namibia, as one of the most
vulnerable countries to cyber criminals therefore needs to implement these best practises to

guarantee safe cyber experiences for everyone.



1.3 Purpose

The purpose of this study is to understand the factors affecting the adoption of the ISO/IEC 27000
family of standards and propose a policy framework that will guide the adoption of the ISO/IEC
27000 family of standards in Namibia. The framework has to ensure that information security best
practices are used in Namibian organisations to mitigate information security risks (Tjirare & Bhunu
Shava, 2017). The study focusses on ISO/IEC 27000, 27001, 27002, 27003 and 27004 as these are the

critical standards to adopt first.

1.4 Research Objectives and Questions

The next sub-sections will list the research questions and objectives used to guide the study.

1.4.1 Research Questions

v" What is the extent of the ISO/IEC 27000 implementation framework adoption in Namibia?

v" What are the factors affecting the adoption of ISO/IEC 27000 family of standards in
Namibia?

v" How can a policy framework be constituted to guide the adoption of ISO/IEC 27000 family of

standards into security practice?

1.4.2 Research Objectives

v Investigate the extent to which the ISO/IEC 27000 implementation framework is adopted in
Namibia

v Investigate the factors affecting the adoption of ISO/IEC 27000 family of standards

v Design a policy framework to guide the adoption of ISO/IEC 27000 security standards in the

practice



1.5 Significance of the Study

The study designed a national adoption policy framework for ISO/IEC 27000 standards
implementation specific to Namibia, based on the ISO 27000, 27001, 27002, 27003 and 27004 that

can assist organisations to gain the 1ISO 27000 family of standards benefits.

The I1SO 27000 family of standards provides the following benefits to organisations and the
Namibian organisations will gain similar benefits if they adopt and implement the ISO/IEC 27000

family of standards (ItGovernance, 2015) as follows:

Critical assets are secured

Risks are managed more efficiently

Customer confidence is improved and maintained
Provides compliance to universal best practices

Avoidance of brand damage, loss of earnings or potential regulatory fines
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As technology develops, the organisation will change its information security posture

1.6 Summary of Methodology

Design Science Research methodology was used for this study, which deals with the creation of new
knowledge through the design of new artefacts and an analysis of the use and/or performance of
such artefacts. A qualitative case study research using an inductive approach with security critical
organisations in Namibia was used to collect and analyse data for this study.

Interviews with selected stakeholders and literature reviews were used to evaluate the extent of
implementation, the factors contributing to the poor implementation and informing the design of
the framework. The framework was evaluated with an evaluation tool using surveys to find out the
relevance of the framework. The stakeholders offered rich information about the phenomenon

under study and confirmed that the framework was relevant.



1.7 Limitations

A cross sectional study involves the collection of data for a specific time period while a longitudinal
study data is collected repeatedly over a period of time (Rouse, 2013; UK Essays, 2015). A cross
sectional study was conducted which was limited to a case analysis of identified stakeholders to
implement an ISO/IEC 27000 policy framework for security standards in Namibia. A longitudinal
study should thus be conducted within Namibian organisations to allow for the generalisability of
the framework. Several literatures were studied on the standards used elsewhere but the policy

framework implemented is specific to Namibia.

1.8 Definition of Terms

1.8.1 Information Security Framework

An information security framework is a series of documented policies and procedures about the
implementation and continuous improvement of information security controls in an organisational

environment (Granneman, 2013).

1.8.2 Security Policy

A security policy is a document that outlines how an organisation will govern, protect and allocate

its confidential information for computer network access (Webopedia, 2015).

1.8.3 Policy Framework

A set of standards and on-going goals that frame the premise of making rules and guidelines, and to

give general direction to planning and improvement of the organisation (BusinessDictionary, 2015).



1.8.4 1SO/IEC 27000

ISO/IEC 27000 provides an overview of information security management systems (ISMS), which

makes the topic of the ISMS family of standards and defines related terms (ISO, 2014).

1.8.5 Information Security

The protection of information and information systems from unauthorized access, use, disclosure,
disruption, modification, or destruction in order to provide confidentiality, integrity, and availability

(Kissel, 2013).

1.8.6 Information Security Policies

A collection of directives, regulations, rules, and practices that recommend how an organisation

governs, protects, and distributes information (Kissel, 2013).

1.9 Chapter Outline

The study is divided into six chapters. Chapter one discusses the study overview, the research
problem, purpose of the study, research objectives and questions, significance of the study,
methodology summary, research limitations and definition of terms. Chapter two discusses different
literatures relevant to the study. Chapter three focusses on the different methodologies used to
answer the research questions and achieve the research objectives. The chapter focusses on the
research approach, research strategy, research choice, time horizons, data collection and analysis
methods, design science research strategy and the study’s ethical considerations. Chapter four
discusses the data collected using literature reviews and interviews with selected stakeholders and
its analyses. Chapter five discusses the framework design process and the framework
implementation guidelines. The last chapter, chapter six includes the study’s conclusion and

recommendations for future research.



Chapter 2 - Literature Review

2.1 Introduction

Chapter one specified the research project overview, purpose, research questions and objectives,
significance of the study and the study limitations. This chapter discusses literature relevant to the
study. The chapter briefly mentions different standards used in information technology governance
and discusses the ISO/IEC 27000 family of standards in detail as the study focused on designing a
national adoption policy framework for ISO/IEC 27000 standards implementation. Focus will be
placed on discussing the supporting elements of the Information Security Management Systems
(ISMS) referred to as pillars (Dutton, 2017). The related work is presented as follows: section 2.2
presents the information security background, section 2.3 presents the organisation design and
strategy pillar, section 2.4 presents the people’s pillar, section 2.5 presents the technology pillar,
section 2.6 presents the process pillar, section 2.7 presents the Information Security Management
System (ISMS) implementation, section 2.8 presents the theoretical framework and section 2.9

presents the chapter summary.

2.2 Background

The study focused on the information security domain. Whitman and Mattord (2012) define security
as the protection against enemies who would do harm intentionally or unintentionally. For an
organisation to be successful it should implement multiple layers of security namely (Whitman &

Mattord, 2012):

Physical security
Personnel security
Operations security
Communications security

Network security
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Information security



The information security layer is the focal point in this study. Whitman and Mattord (2012) state
that information technology consists of the following components: information security
management, computer and data security, and network security. Figure 2.1 depicts the information
security components. At the heart of all these are policies which are used to ensure that

organisational end users and IT infrastructure comply with information security requirements.

Information
Security

Network
Security

Figure 2.1 Information Security Components (Whitman & Mattord, 2012)

These components are discussed in the following subsections.

2.2.1 Computer and Data Security

Computer security is the protection of data, software, hardware, and firmware (components of
computer systems), ensuring data integrity, limiting access to authorised users, and maintaining
data confidentiality (Barnatt, 2017; Gunnels, 2018). They are controls that provide confidentiality,

integrity, and availability to components of computer systems (Gunnels, 2018).



Data security is the protection of digital data from attacks, accidental deletion, security breaches

and unauthorized access in storage, transit or in use (Diego, 2018).

Newitz (2015) suggests ways of computer and data security that can mitigate information security

risks in organisations as follows:
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A strong password can prevent most attacks

A new device can also be harmful

The best software can also have security vulnerabilities
Every website and app should use HTTPS

The cloud is not safe — it just creates new security problems
Software updates are crucial for your protection

Hackers are not criminals

Cyberattacks and cyberterrorism are exceedingly rare

Darknet and Deepweb are not the same thing

2.2.2 Network Security

Network Security is the protection of networking infrastructure from unauthorized access, misuse,

malfunction, modification, destruction, or improper disclosure through physical and software

preventative measures (SANS, 2018).

To protect network infrastructure, the following physical access controls from Lehtinen, Russell and

Gangemi (2006) exist:
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Controlling physical access to the servers

Controlling physical access to networked workstations
Controlling physical access to network devices

Controlling physical access to the cable

Being aware of security considerations with wireless media

Being aware of security considerations related to portable computers



v Recognizing the security risk of allowing data to be printed out

v' Recognizing the security risks involving floppy disks, CDs, tapes, and other removable media

2.2.3 Information Security Management

Information security management (ISM) deals with making decisions to mitigate information
security risks, making sure that security controls are implemented in organisations to mitigate
information security risks and proposes security strategies (Vogel, 2014). ISM is linked to the
implementation, project planning, policy enforcement and resource utilisation of an Information
Security Management Systems (ISMS) (Vogel, 2014). An ISMS is a framework that states the policies
and procedures used to manage tasks and activities to mitigate information security risks in an
organisation and limiting security gaps (BSI, 2008; Techopedia, 2018a). ISMS use a holistic Business
model for information security (BMIS) to manage its tasks and activities (ISACA, 2009). BMIS consist

of the following components: organisation, people, process and technology as depicted in figure 2.2.

ORGANIZATION
Deslgn/Stnnq;,

T}
=
=
e
N
=
=
<

PROCESS

PEOPLE . TECHNOLOGY

-

Figure 2.2 BMIS Components (ISACA, 2009)
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According to Janes (2012), data loss in organisation is believed to be an Information Technology
issue and the technology component should fix the problem. Janes (2012) further states that to
mitigate data loss, organisations should not only focus on technology components but on people,
processes and technology (Janes, 2012). Dutton (2017) refers to the people, processes and
technology components as the ISMS pillars and they are used for an effective and robust
information security. Ford (2013) says  that an ISMS which addresses
people, processes and technology is needed to properly secure an organisation. Figure 2.3 lists the

requirements of the three pillars to mitigate information security risks.

PEOPLE

- Staff Training and PROCESS
Awareness - Management Systems

- Professional Skills - Governance Frameworks
and Qualifications S RestBeocrion

- IT audit

- Competent Resources % vy

TECHNOLOGY

You can't deploy technology
without cometent people,
support processes or an overall
plan

Figure 2.3 ISMS Pillars (Dutton, 2017)

The organisation, people, processes and technology components are referred to as ISMS pillars and

their application for this study will be discussed in the next sections.
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Table 2.1 presents views on the ISMS pillars from different authors and the relevance of their
framework/model in addressing organisational security needs. The authors identify similar pillars
which confirm that these are the important pillars for the security posture of Namibian organisation.
This study considered the ISMS pillars as an important component when implementing the national
adoption policy framework for ISO/IEC 27000 standards and it was added to the framework
implementation guidelines. The importance of the ISMS pillars when implementing national

adoption policy framework for ISO/IEC 27000 standards are discussed in section 5.4.2.2.

Table 2.1 ISMS Pillars by different authors

People, Three pillars of cyber Dutton Effective and robust cyber security

Processes and | security (2017) requires an information security

Technology management system (ISMS) built on
three pillars.

Three pillars of a successful | Singh State that ISMS, Control Objectives for

security strategy (2017) Information and Related Technology

(COBIT) and Information Technology
Infrastructure Library (ITIL) fall under the

processes pillar.

People, process, and Janes To mitigate Information security risk the
technologies impact on (2012) focus should be on all three ISMS pillars.

information data loss

People, processes and Ford ISO27001 use an integrated approach
technology: the cyber (2013) and contain the ISMS pillars

security trinity
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2.3 Organisation Design and Strategy

The organisation design and strategy pillar consists of three parts namely the organisation, design
and the strategy. An organisation is a group of people, assets and processes working together for
the same goal (ISACA, 2009). Design defines how the strategy is implemented in an organisation
(ISACA, 2009). Strategy specifies organisational objectives, goals, values and missions accomplished

with different resources (ISACA, 2009).

Preliminary interviews with selected stakeholders in Namibia conducted in 2015 revealed that there
is a lack/no implementation of the ISO/IEC 27000 family of standards in Namibian organisations.

Namibia is a country found on the south west part of Africa, formerly known as South West Africa,
with a population of 2,6 million people as of April 2018 (Countrymeters, 2018; Green, 2018).
Namibia upgraded the phase 2 of the West Africa Cable System (WACS) in September 2015, and the
bandwidth was upgraded to 480Gbps, which means faster internet connection for Namibia and the
whole SADC region (Kathindi, 2015). Namibia internet users grew by more than 100% from the year
2000 (Internet World Stats, 2015). Namibia is in the process of drafting a cyber-security bill and it
was tabled in parliament in February 2017 (Smith, 2018). The bill was withdrawn from parliament
for public input (Olivier, 2017). According to Federico in the paper written by Smith (2018), the

cyber-security bill does not follow the international and local guidelines.

Namibia was ranked number seven for countries that have the most users attacked by banking
Trojans with 9.3% of attacks as depicted in figure 2.4 (Kaspersky, 2015). Namibia was also ranked as
the second country after Saudi Arabia in the ranking of countries with the most cyber-attacks

(Bizcommunity, 2015).
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Country % Attacked users
Singapore 11.6
Austria 10.6

% Attacked users

B Singapore

Switerzland 10.6 m Austria
Australia 10.1 W Switerzland
New Zealand 10.0 B Australia

Brazil 9.8 B New Zealand
Namibia 9.3 H Brazil
Hong Kong 9.0 N Namibia
South Africa 8.2 M Hong Kong
Lebanon 6.6 South Africa

Figure 2.4 Attacked users (Kaspersky, 2015)

Namibia just started setting its information security best practise strategy by designing their cyber-
security bill but it was withdrawn from parliament as discussed above. Namibia is already ranked as
the second most cyber attacked country in the world and it is ranked number seven for countries
that have the most users attacked by banking Trojan hence it must implement information security
best practices. To protect data and have high quality data, information security management is
needed. ISO/IEC 27000 family of standards is one of the ISM standards and the ISM standards are
discussed in later sections. The purpose of the study was to design a national adoption policy
framework for ISO/IEC 27000 standards implementation in Namibia that will mitigate information
security risks in Namibian organisations. The national adoption policy framework for ISO/IEC 27000
standards implementation in Namibia is therefore recommended for the cyber-security bill to follow

international and local guidelines.
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2.4 People

The people’s pillar is about the human resources and their problems (ISACA, 2009). Dutton (2017)
says that the people’s pillar consists of two parts, first everyone in an organisation who needs an
effective information security awareness program, who needs to know their role in preventing and
reducing information security threats. And secondly the information security employees (specialists)
who need the latest skills and qualifications to ensure that appropriate controls, technologies and
practices are implemented to mitigate information security risks (Dutton, 2017). Employees that are
not up to date with security qualifications and personal upgrading will not assist the organisation to

mitigate information security risks by responding to cyber-attacks (Dutton, 2017).

To address these two elements, a Namibia National Computer Incident Response Team (NamCIRT)
was proposed (ITU, 2017). The CIRT will be responsible for organizing cyber security events for
responding to cyber-attacks in the country (Olivier, 2017). NamCIRT is responsible for (ITU, 2017):
v' Asingle point of contact for reporting to incidents and incident coordination
v" Helping the population and general computing community in preventing and handling
computer security incidents
v" Disseminating information and lessons learned to its users, other CIRT or response teams, as

well as other appropriate organisations and international actors

NamCIRT alone will not be effective without standard compliance within the different organisations.
Standards and frameworks for baseline security compliance have been designed by NIST for the
USA, and ISO/IEC for the entire world. These standards and frameworks provide for human security
aspects. According to Haseeb (2016), ISO conducted a survey in 2014 on how many people are
certified on ISO/IEC 27001 and Namibia had no single certified person as depicted in figure 2.5. For
the CIRT to successfully implement information security best practices the members should be
trained and certified in information security qualifications and ISO/IEC 27001 certification is one

such qualification.
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Figure 2.5 World distribution of ISO/IEC 27001 certificates in 2014 (Haseeb, 2016)

2.5 Technology

The technology pillar represents the tools, applications and infrastructure that make the processes
more efficient (ISACA, 2009). Singh (2017) mentions a number of terms and technologies that can
cause harm to an information security environment if not properly managed, namely: browser
vulnerabilities, Bring Your Our Device (BYOD), lost or stolen devices, phishing attacks, data backups,
desktop security and viruses, firewalls, VPNs and secure remote access, secure wireless connections,
and network and server configurations. According to ITU (2017), cybersecurity incidents occurring in
Namibia are currently not tracked or understood, and common types of cybersecurity incidents are
related to:

v' Scams
Phishing
Finance
Viruses and worms

Frauds (including in the Mobile networks)

AN N N N

Web defacement
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v" Denial of Service

There is need for technology adoption and security policies to be designed for organisations to

ensure CIA of information, and this is enabled by functional processes.

2.6 Process

The process pillar consists of the information security management systems (ISMS) and governance
frameworks (Dutton, 2017). Processes are important pillars to the implementation of information
security strategies that are continually reviewed and that define how organisations use the roles,

activities and documentation to mitigate information security risks (Dutton, 2017).

An ISMS is a systematic approach that consists of policies and procedures used for managing
sensitive organisational data to reduce information security risks and to ensure business endurance
(Rouse, 2011). ISO/IEC 27001 is a requirement for creating ISMS which suggest documentation,
internal audits, continual improvement and corrective and preventive action (Rouse, 2011). ISO/IEC
27001 belongs to the ISO/IEC 27000 family of standards and when used together, they specify the
complete implementation of ISMS to all types and sizes of organisations (DCC, 2015; Granneman,

2013).

A governance framework is a formal framework that provides the alignment of Information
Technology (IT) strategy with business strategy to produce measurable outcomes for obtaining
organisational strategies and goals (Lindros, 2017). According to Lindros (2017), three IT governance

frameworks exist namely:

COBIT (Control Objectives for Information and Related Technology) — A comprehensive framework
with their roots in IT auditing and with the latest version COBIT 5 and they focus on risk

management and mitigation.

ITIL (Information Technology Infrastructure Library) — Deals with IT service management to make

sure that IT supports essential processes of the organisation.
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NIST 800-53 (National Institute of Standards and Technology 800-53, Recommended Security

Controls for Federal Information Systems) — Responsible for security controls for central

information systems and organisations, and documents security controls for all federal information

systems, except those designed for national security (Johnson et al., 2006; Techopedia, 2018b).

Table 2.2 compares the ISMS and governance framework standards. The following criteria are listed

for each standard: organisation, function, main implementation area, implementation guidelines

and whether information security risk assessment is conducted. The criteria explanation will follow

after the table.

Table 2.2 ISMS and Governance Framework Standards comparison

Organisation Information
Control
Association
(ISACA)
(Gonderi, 2016)

Systems Audit and

Office of
Government
Commerce (OGC)
(Gonderi, 2016)

United States
Commerce
Department

(Lord, 2017)

International
Organization for
Standardization/
International
Electrotechnical
Commission (ISO/IEC)

(Gonderi, 2016)

Function Mapping IT | Mapping IT | Protects United | Information  Security
Process Service Level | States national | Framework
(Gonderi, 2016) Management information (Gonderi, 2016)
(Gonderi, 2016) systems and
organisations
(Lord, 2017)
Implementation Information Manage Service | Enhance the | Compliance to security
System Audit level information standard
(Gonderi, 2016) (Gonderi, 2016) systems (Gonderi, 2016)

security used by
national

government
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(Lord, 2017)

Implementation

guidelines

Does not provide

detailed
guidelines to
accomplish the

control objectives

(Gonderi, 2016)

Standards states
what should be
achieved

(Gonderi, 2016)

Focuses on the
plan and
implementation
phase only

(Kosutic, 2014).

Provides detailed
methods and practices
of implementing an
ISMS

(Gonderi, 2016)

Information Security

risk assessment

With COBIT 5 it

focuses on
information
security risk
assessment  and
mitigation by
integrating

ISO/IEC 27001 in
their Information
Security Model

(Frisken, 2015).

ITIL service
management
identifies most

of the security

controls in
ISO/IEC  27001.
References

ISO/IEC 27001
and the

requirement of
the ISMS

(Warren, 2010)

Use multi-tiered

approach to
information
security risk
management

(Lord, 2017)

Conducting

an information
security risk
assessment is
essential to ISO/IEC

27001 ISMS
Biscoe (2017a)

Considering the current security landscape in Namibia as discussed under the organisation design

and strategy pillar, the people’s pillar and technology pillar, there is a need to consider policy

frameworks that can guide the adoption of information security best practices to mitigate

information security risks. Table 2.1 presented different criteria of ISMS and governance frameworks

and standards. The criteria for each standard will be discussed below so as to select the standard

that will be used to improve Namibia’s security landscape:

Organisation: These are the different organisation that owns the standards.
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Function: ISO/IEC 27000 family standards are used for Information Security framework while COBIT
and ITIL are used for Mapping IT Process and Mapping IT Service Level Management. NIST 800-53 is

used to protect the United States of America national information systems and organisations.

Implementation: ISO/IEC 27000 family standards is compliant to security standards. NIST 800-53
enhances the information systems security used by the United States of America national

government

Implementation guidelines: COBIT stipulates what an Information Security Governance should
achieve but it does not state how it should be achieved where as ITIL and the ISO/IEC 27000 family

of standards states what should be achieved (Quizlet, n.d.).

ITIL provides best practices to align IT resources and assistance to business goals while ISO/IEC
27000 family of standards consists of a management system that controls information security and

provides specific information security controls (The Agnosticator, 2013).

NIST 800-53 provides a better structure for security areas to be implemented and the exact security
profiles to be achieved, whereas ISO/IEC 27000 family standards provide a broader picture for
designing a system which protects all types of information, define which documents and records are
needed, and use the Plan-Do-Check-Act (PDCA) cycle as the implementation methodology (Kosutic,
2014). The PDCA cycle is discussed under section 2.4.2.1.

Information Security risk assessment: COBIT and ITIL integrate/reference ISO/IEC 27001 for their
information security risk management. NIST 800-53 use a multi-tiered approach to information
security risk management. ISO/IEC 27000 family of standards use one of the standards for

information security risk management.
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The comparison above stipulates ISO/IEC 27000 family of standards and NIST 800-53 to be the only
two standards that are used for information security. ISO/IEC 27000 family standards was selected
for this study over NIST 800-53 as it provides detailed methods and practices for implementing the
standard. ISO/IEC 27000 family standards provide a broader picture for designing a system and focus
on the PDCA cycle whereas the NIST 800-53 focus on the plan and implementation phase only. The
research project aimed to design a policy framework that can guide the adoption of information

security best practices to mitigate information security risks.

The next section will discuss the ISO/IEC 27000 family of standards.

2.6.11SO/IEC 27000 Family of Standards

ISO 27000 family of standards was originally published as British Standard 7799 in 1995 and then
later as I1ISO 17799 (Vanderburg, n.d.). DCC (2015) states that the policies, procedures, human and
machine resources which constitute ISMS should ensure that the CIA Triad (Confidentiality, Integrity
and Availability) is maintained across an organisation's physical, personal and organisational layers.

Figure 2.6 presents the ISO/IEC 27000 family of standards timelines.

hell Infosec Policy manual

DTl CCSC User'sCode of Practice

BZ1-DISC PDOOS3 DTI Code of Pracuce

B57795 published

BS7799-2 published so0 BST799-1

BS7799-1 revised

BS7799-1 became ISO/IEC 17799

BS7799-2 became ISO/IEC 27001 & I1SOSIEC 17799 revised

ISO/1EC 17792 renumbered 27002 & 1S0O/I1EC 27006 published

ISOS1EC 27005 8 27799 published

1SOS1EC 27000, 27003, 27004 & 27033-1 published

ISO/IEC 27008 & 27033-3 published

ISOS1EC 27007, 27008, 27031, 27034-1 & 27035 published; 27006 revised

ISOSIEC 27001 8 27002 revised

oo many other changes

Figure 2.6 ISO/IEC 27000 family of standard timeline (Noticebored, 2017b)
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The study focused on the first five standards of the ISO/IEC 27000 family of standards because these
are the critical standards for the information security posture of any organisation (Kearns, 2016; The
Government of the Hong Kong Special Administrative Region; 2018). The five standards are
described in section 2.6.1.1 - 2.6.1.5. Table 2.3 demonstrates how the five standards are applicable

to designing a framework for ISO/IEC 27000 family of standards implementation in Namibia.

Table 2.3 ISO/IEC 27000 family of standards application to the study

ISO/IEC 27000 Provided the standard overview and vocabulary which enabled the
researcher to understand the basics of the ISO/IEC 27000 family of

standards and its application to the security of organisations.

ISO/IEC 27001 Specified the Information security management system requirements
which assisted the researcher to identify the controls domains for

Namibia.

ISO/IEC 27002 Provide detailed guidelines for the design of a national adoption policy

framework for ISO/IEC 27000 standards implementation in Namibia.

ISO/IEC 27003 This standard is recommended as guidance for the requirements

specified in ISO/IEC 27001 for implementation.

ISO/IEC 27004 This standard is recommended for the information security framework
audit. To have an effective national adoption policy framework for
ISO/IEC 27000 standards implementation in Namibia, the framework

needs to be regularly reviewed.

According to DCC (2015), implementing the 1ISO 27000 family of standards can bring the benefits to

an organisation as listed:

v Information security issues, and how to mitigate associated risks, will be identified,
managed, monitored and improved in a planned manner
v' Appropriate processes and procedures for information security management will be

defined, documented and embedded in practice

22



v" Demonstration of organisational commitment to information security will ensure adequate
allocation of resources, identification of roles and responsibilities and appropriate training

v Data will be protected against unauthorised access, demonstrating its authoritative nature,
while authorised users will have access to data when they require it

v' Continuity of an organisation's business will be effectively managed, improving its profile
and increasing opportunities

v Intellectual property rights can be protected

v" Independent verification of compliance with the standard can ensure that an organisation

has not been negligent regarding appropriate laws on the privacy of personal information

The next sections (2.6.1.1 — 2.6.1.5) will discuss the first five standards of the ISO/IEC 27000 family

of standards in detail.

2.6.1.11SO/IEC 27000

ISO/IEC 27000 is the first standard of the ISO/IEC 27000 family of standards and it provides the ISMS
overview and vocabulary and it is suitable for any organisation (ISO, 2016). The ISO/IEC 27000
standard has different sections to provide the ISMS overview and vocabulary (International

Organisation for Standardization, 2018):

Introduction

Scope

Normative references
Terms and definitions

Information security management systems
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ISMS family of standards
ISO/IEC 27000 standard sections will guide the information security experts on the ISMS overview

and vocabulary when implementing the national adoption policy framework for ISO/IEC 27000

standards.
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2.6.1.2 I1SO/IEC 27001

All organisations store data that should be protected from unauthorized access, in sectors such
financial services, health, public and information technology sectors. ISO/IEC 27001 is valuable
because information protection is critical (BSI, 2009). The standard uses a top down risk-based

approach and it is technology-neutral (Rouse, 2009).

ISO/IEC 27001 provides a common framework and specifies security controls, with control
objectives and controls that any organisation can implement based on their needs to help
organisations to identify, manage, and quantify their information security risks (BSI, 2009). This is

provided in different sections of the ISO/IEC 27001 standard as listed in the next section.

ISO/IEC 27001 Standard Structure

The ISO/IEC 27001 framework consists of the following sections (International Organisation for

Standardization/International Electrotechnical Commission (ISO/IEC), 2013b):

Chapter 0: Introduction

Chapter 1: Scope

Chapter 2: Normative references
Chapter 3: Terms and conditions
Chapter 4: Context of the organisation
Chapter 5: Leadership

Chapter 6. Planning

Chapter 7. Support

Chapter 8. Operations

Chapter 9. Performance evaluation

AN NN Y N N N N N NN

Chapter 10. Improvement

AN

Annex A: Reference control objectives and controls
The different sections will guide experts from different organisations when implementing the

national adoption policy framework for ISO/IEC 27000 standards.
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The ISO/IEC 27001 security standards use the plan-do-check-act (PDCA) cycle to establish,
implement, operate, monitor, review, and maintain a continuous improvement approach to manage

its ISMS (Charu, 2011; Gillies, 2011).

Table 2.4 presents the different ISO/IEC 27001 requirements for each PDCA cycle stage according to
Fedco (2015).

Table 2.4 ISO/IEC 27001 requirements for each PDCA cycle stage

PLAN Chapter 4. Context of the organisation

Chapter 5. Leadership

Chapter 6. Planning

Chapter 7. Support

DO Chapter 8. Operations
CHECK Chapter 9. Performance Evaluation
ACT Chapter 10. Improvement

The study focused on the PLAN stage of the PDCA cycle and the different ISO/IEC 27001

requirements under the PLAN stage. This is discussed under section 5.5.
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ISO/IEC 27001 has 14 control domains, 35 control objectives and 114 controls under Annex A. Below
is a list of control domains and the number of controls under each control domain of the ISO/IEC

27001 (I1SO/IEC, 2013b):

A5 Information security policies - 2 controls

A6 Organisation of information security - 7 controls

A7 Human resource security - 6 controls

A8 Asset management - 10 controls

A9 Access control - 13 controls

A10 Cryptography - 2 controls

A11 Physical and environmental security - 15 controls

A12 Operations security - 14 controls

A13 Communications security - 7 controls

A14 System acquisition, development and maintenance - 13 controls
A15 Supplier relationships - 5 controls

A16 Information security incident management - 7 controls

A17 Information security aspects of business continuity management - 4 controls

D N N N N N N N W N N N N R

A18 Compliance - 8 controls

Of the 14 ISO/EIC 27001 control domains, 11 were used for this study namely: information security
policy; compliance; information security aspects of business continuity management;
communication security; operations security; cryptography; access control; asset management;
human resource security; organisation of information security and information security incident

management, and they are discussed in section 5.4.2.1.

2.6.1.3 ISO/IEC 27002

ISO/IEC 27002 standard provides detailed guidance on the controls under Annex A of ISO/IEC 27001
as presented in the previous section (Lachapelle & Mustafg, 2016). ISO/IEC 27002 is the Code of
Practice for Information Security Control (Lachapelle & Mustafé, 2016). The ISO/IEC 27002 sections

are used to guide the ISO/IEC 27001 controls and they are presented in the next sub-section.
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ISO/IEC 27002 Standard Structure

The

standard has the following sections (International Organisation for

Standardization/International Electrotechnical Commission (ISO/IEC), 2013a)):

v

AN NN

Scope

Normative references
Terms of this standard
Structure of the standard

14 Clauses

ISO/IEC 27002 has 14 clauses which are equivalent to the 14 control domains in ISO/IEC 27001.

ISO/IEC 27002 collectively has 35 control objectives and 114 controls. Clauses are structured in this

way (ISO/IEC, 2013a):

v acontrol objective stating what is to be achieved
v one or more controls that can be applied to achieve the control objective
» Control
> Implementation guidance
» Other information
2.6.1.4 ISO/IEC 27003

ISO/IEC 27003 provides guidance for the requirements specified in ISO/IEC 27001 for the

implementation of the ISMS (ltGovernance, 2017). The standard follows the same structure as

ISO/IEC 27001, expanding clause by clause and the structure is (Noticebored, 2017a):

AN N N NN

Introduction

1 Scope

2 Normative references

3 Terms and definitions

4 Context of the organisation

5 Leadership
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6 Planning

7 Support

8 Operation

9 Performance evaluation

10 Improvement

A N N NN

Annex - Policy framework

2.6.1.5 1SO/IEC 27004

ISO/IEC 27004 provides guidelines to monitor, measure, analyse and evaluate the ISMS performance
and effectiveness to meet the requirements of the ISO/IEC 27001 (Kelechava, 2017; ISO, n.d.-b). The
standard has the following sections that are used to provide guidelines to the ISO/IEC 27001
requirements (ISO/IEC, 2016):

Scope

Normative references

Terms and conditions

Structure and overview

Rationale

Characteristics

Types of measures

Processes

Annex A (informative) An information security measurement model

Annex B (informative) Measurement construct examples

AN N NN Y N N N N N

Annex C (informative) An example of free-text form measurement construction

The first five standards of ISO/IEC 27000 family of standards presented will be used for the design,
implementation, audit and maintenance of the national adoption policy framework for ISO/IEC
27000 standards. The standards sections listed will guide the information security experts when

implementing the national adoption policy framework for ISO/IEC 27000 standards.
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The ISO/IEC 27001 is the most adopted and used ISMS, and it is used globally by 163 countries

(Shojaie, Federrath & Saberi, 2015; Susanto, Almunawar & Tuan, 2011). Despite its extensive use,

the ISO/IEC 27000 family of standards can have several factors affecting its adoption in

organisations. Several authors list these factors as (AbuSaad, Saeed, Alghathbar, Khan, 2011; Kiilu &

Nzuki, 2015; Song, 2017):

v
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Information Security Awareness Training

Identifying the organisation’s assets

Weak team experience

Deployment of the wrong employees

Resistance to change

Unclear understanding of the standard

Lack of top management involvement

Lack of employee discipline on information security
External influences (security breaches, technology changes and regulatory forces)
Organisational information security culture

Inadequate budget

Poor enforcement of regulations, policies and procedures

Improper documentation of policies and other information security documents

Even though there are different factors as listed above affecting the adoption of ISMS in

organisations, organisations have successfully adopted the ISMS standards. Examples of

organisations in Africa that successfully adopted the ISMS are:

v

Central Bank of Nigeria as the regulator of the Financial Services Industry in Nigeria
implemented the ISO/IEC 27001, and the systematic management framework was
implemented to protect its information assets. The implementation process was a success
because of top management commitment and support, staff cooperation and participation

(BSI, n.d.-a).
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v" Nigeria Social Insurance Trust Fund (NSITF) implemented the ISO 27001, a globally
recognised standard, to comply with regulatory and legal requirements in order to protect
their information assets and minimise their reputation risk. The implementation process
was a success because they used a reputable consultant, the senior management formed an
information security forum and there was an appointment of ISO champions in all

departments (BSI, n.d.-c).

v" Gulf Insurance Group K.S.C. (GIG), a company in Kuwait adopted the ISMS to maintain the
confidentiality, integrity and availability of information and assets. The implementation
process was successful because they created an ISMS forum for communicating ISMS
activities, conducted a GAP analysis to understand the current information security posture,

training the implementation team and engaging consultants (BSI, n.d.-b).

The next section will discuss steps used to implement the ISMS.

2.7 ISMS Implementation

Implementation is the action carried out or the practice of a plan, a method, or any design, idea,
model, specification, standard or policy for something to actually happen (Rouse, 2015). ISMS
implementation is the identification and management of information security risks offered through
a practical and pragmatic framework depending on the needs (organisation’s size, the information
security threats it faces and the measures in place etc.) and the organisation’s objectives (Irwin,
2017; Queensland Government, 2017). When implementing an ISMS, the following steps exist as
listed in table 2.5. Steps from different authors are illustrated, authors have some steps that are
similar and some steps that are different. The once suitable for this study are selected from the

different authors.
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Table 2.5 ISMS Implementation Steps

Irwin (2017)

Conduct a gap analysis

Scope the ISMS

Develop your information security policy
Conduct a risk assessment

Select your controls

Create a Statement of Applicability (SoA)
Set up a risk treatment plan (RTP)
Create your documentation

Roll out a staff awareness programme
Conduct regular testing

Conduct management reviews

Choose your certification body

Gain accredited certification

Manage and review your ISMS

Kosutic (2018)
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Obtain management support

Treat it as a project

Define the scope

Write an ISMS Policy

Define the Risk Assessment methodology

Perform the risk assessment and risk treatment
Write the Statement of Applicability

Write the Risk Treatment Plan

Define how to measure the effectiveness of controls
Implement the controls and mandatory procedures
Implement training and awareness programmes
Operate the ISMS

Monitor the ISMS

Internal audit

Management review
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v Corrective and preventive actions

Kadam (2003) Plan (establish the ISMS)

v’ Establish the importance of Information Security in Business
v Define the Scope for ISMS

Define the Security Policy

Establish the Security Organization Structure

Identify and Classify the Assets

DN N NN

Identify and Assess the Risks
v" Plan for Risk Management
Do (Implement and operate the ISMS)
v"Implement Risk Mitigation strategy
v' Write the Statement of Applicability
v" Train the staff and create Security Awareness
Check (Monitor and review ISMS)
v" Monitor and Review the ISMS performance

Act (Maintain and improve the ISMS)

v" Maintain the ISMS and ensure continual Improvement

The standard from the ISO/IEC 27000 family of standards used for the ISMS implementation is the
ISO/IEC 27001, which uses the PDCA cycle to establish, implement, operate, monitor, review, and
maintain the ISMS (Charu, 2011; Gillies, 2011; Irwin, 2017). Since I1SO/IEC 27001 uses PDCA cycle for
continuous improvement approach to manage its ISMS, the implementation steps in table 2.5 were

divided into the PDCA cycle stages as shown in table 2.6.
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Table 2.6 ISMS Implementation Steps divided into PDCA cycle

Plan (establish the ISMS) v' Conduct a gap v/ Obtain management
v' Establish the importance of analysis support
Information Security in Business v" Scope the ISMS v' Treat it as a project
v Define the Scope for ISMS v" Develop your v'  Define the scope
v Define the Security Policy information v' Write an ISMS Policy
v Establish the Security Organisation security policy v' Define the Risk
Structure v' Create your Assessment
v |dentify and Classify the Assets documentation methodology
v Identify and Assess the Risks v Define how to
v" Plan for Risk Management v" Conduct a risk measure the
assessment effectiveness of
V' Select your controls
controls v’ Perform the risk
assessment & risk
treatment
Do (Implement and operate the ISMS) v' Create a v" Implement the
v' Implement Risk Mitigation Statement of controls &
strategy Applicability mandatory
v’ Write the Statement of (SoA) procedures
Applicability v Set up a risk v' Write the Statement
v' Train the staff and create Security treatment plan of Applicability
Awareness (RTP) v' Write the  Risk
v' Roll out a staff Treatment Plan
awareness v" Implement training
programme and awareness
programs
v" Operate the ISMS
Check (Monitor and review ISMS) v" Conduct regular v" Monitor the ISMS
v Monitor and Review the ISMS testing v'  Internal audit
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performance v" Conduct
management
reviews

v' Choose your
certification body

v' Gain accredited

certification

Act (Maintain and improve the ISMS) Manage and review your v" Management review
Maintain the ISMS and ensure continual | ISMS v" Corrective and
Improvement preventive actions

As mentioned earlier, the study focused on the Plan stage of the PDCA cycle hence the ISMS
implementation steps under the Plan stage will be discussed. The ISMS implementation steps from
the three authors in table 2.5 and 2.6 were combined for this study and they are presented in the
next sections. Each author list steps that are missing in another author’s list hence the steps were
combined and if the steps are similar one was selected. The steps were combined to ensure that all
the steps are used for a thorough implementation process. These steps are recommended when
implementing the national adoption policy framework for ISO/IEC 27000 standards implementation

in Namibia:

Establish the importance of Information Security in Business
Conduct a gap analysis

Define the scope for ISMS

Establish the Security Organization Structure

Define the Information Security Policy

Identify and Classify the Assets

Select your controls

Create your documentation

Obtain management support

Treat it as a project

AN N NN Y N N N N N

Define how to measure the effectiveness of controls
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v’ Identify and assess the risks

v" Plan and define the Risk Assessment and Management methodology

Four steps were used to design the theoretical framework as this are the basic steps in
determining the security posture of an organisation, hence they are described in detail in the

sections below:

Conduct a gap analysis
Define the Information Security Policy

Identify and assess the risks

AR N NEN

Plan and define the Risk Assessment and Management methodology

2.7.1 Conducting a Gap Analysis

Gap analysis is a process which involves benchmarking the organisation’s information security
current state with the required or target state (Peltier, 2010). The role of a gap analysis in
information security is to identify an area that the organisation is not compliant with the
information security best practices (e.g. ISO/IEC 27001), where vulnerabilities and risks are lurking
and what needs to be done to become compliant (Irwin, 2017; Sell, 2015). This saves the
organisation time and money by focusing on areas that are not compliant and promoting the areas

that are compliant rather than adopting new ones (Shaw, 2012).

Gap analysis with 1ISO 27001 involves comparing the standard’s clauses and security controls to
determine which of those requirements are implemented by the organisation (Gardner, 2017).
Gardner (2017) further states that the gap analysis for clauses 4 — 10 of ISO/IEC 27001 is optional

but it is recommended and it is mandatory for the 114 security controls in Annex A.

Sell (2015) suggests four steps when performing an information security gap analysis:

v Step 1: Select an industry standard security framework

v’ Step 2: Evaluate people and processes
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v' Step 3: Data gathering
v Step 4: Analysis

Kosutic (n.d.-b) recommends that when performing gap analysis you can indicate YES/NO for the
clauses and security controls or use the 5 scale below to determine the extent of ISO 27000 family of

standards implementation in organisations.

0 — requirement not implemented nor planned
1 —requirement is planned but not implemented

2 —requirement is implemented only partially, so that full effects cannot be expected

AR N NEN

3 — requirement is implemented, but measurement, review and improvement are not
performed
v' 4 — requirement is implemented and measurement, review and improvement are

performed regularly

As mentioned above, performing a gap analysis is done by comparing I1SO/IEC 27001 clauses and
security controls or determining the extent of ISO 27000 family of standards implementation in
organisations. The research project aimed to determine the gap analysis (implementation extent) of
the standards not the standard’s clauses and security controls. The gap analysis was to determine if
the standard is at all implemented in Namibian organisations and not which standards’ clause and
controls are the organisations implementing due to the study’s time limit. The gap analysis scale
can be used to determine the ISO/IEC 27001 standard implementation extent in Namibian
organisations. The outcome of the gap analysis can be used as the input to the design of the national
adoption policy framework for ISO/IEC 27000 standards implementation in Namibia and the

theoretical framework as discussed in section 2.8.

The next section discusses the information security policy and its role in ensuring organisational

security.
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2.7.2 Define the Information Security Policy

An information security policy is described as a set of rules and procedures that reflects the

organisation's security objectives, to ensure that all users abide by the rules of the organisation’s IT

assets and resources (Bayuk, 2009; Kostadinov, 2014; Palo Alto Networks, 2017).

Different authors listed in table 2.7 specify the structure that an information security policy should

contain.

Table 2.7 Information Security Policy Structure

Bayuk (2009)

1 Scope

2 Information classification
3 Management goals

4 Context

5 Supporting documents

6 Specific instructions

7 Responsibilities

8 Consequences

SANS Institute (2007)

1 Introduction

2 Purpose

3 Scope

4 Roles and Responsibilities

5 Sanctions and Violations

6 Revisions and Updating Schedule
7 Contact information

8 Definitions/Glossary

9 Acronyms

Kostadinov (2014)

1 Purpose
2 Scope

3 Information security objectives
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4 Authority & Access Control Policy

5 Classification of Data

6 Data Support & Operations

7 Security Awareness Sessions

8 Responsibilities, Rights and Duties of Personnel

9 Reference to Relevant Legislation

Heriot-Watt University (2013) 1 Introduction

2 Purpose

3 Objectives

4 Scope

5 Lines of responsibility

6 Monitoring and Evaluation

7 Implementation

8 Related Policies, procedures and further reference
9 Definitions

10 Further help and advice

11 Policy Version and History

The following information security policy structures were selected from table 2.7 based on the
theoretical framework components, namely introduction, purpose, objectives, scope,
responsibilities, rights and duties of personnel, monitoring and evaluation, and specific instructions
were used to explain the components of the national adoption policy framework for ISO/IEC 27000
standards implementation in organisations and nations such as Namibia (as discussed in section
5.7.1). The study will design a framework implementation guideline for the adoption of a policy
framework for ISO/IEC 27000 standards implementation in general, which consist of the following
components: ISO/IEC 27001 information security controls (discussed in section 2.6.1.2), ISMS pillars
(discussed in section 2.2.3), and information security pillars (discussed in section 2.8.1). Based on
literature surveyed, the information security pillars are confidentiality, integrity, availability, non-
repudiation and authentication (United State Naval Academy, n.d.). The information security pillars

are part of the framework implementation guidelines and they are discussed in section 5.4.2.3.
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A successful policy starts with understanding the information security risks. The next section

discusses the information security risk.

2.7.3 Information Security Risk

Information security risk is described as intentional or unintentional events that can cause damage
to a process or related information (Elky, 2006). An organisation can have the right technology,
policies, procedures and tools but if their employees are not properly trained they might engage in
risky behaviours that can put an organisation at risk (Cisco, 2014; Ford, 2013). Cisco (2014) states
that the following employee behaviours can put the organisation at risk, namely unauthorized
application use, misuse of corporate computers, unauthorized physical and network access, remote

worker security and misuse of passwords.

Biscoe (2017b) presents the information security risks as social engineering, disclosure of
information or passwords, access to the network by unauthorised persons, errors in maintenance,
loss of electricity, human or natural disasters, malfunction of equipment, destruction of records,
theft of hardware and fire. Hau (2013) also presents information security risks as unauthorized
disclosure of information, disruption of computer services, loss of productivity, financial loss, legal

implications and organisational blackmail.

All information security risks mentioned by Biscoe (2017b), Cisco (2014) and Hau (2013) can apply to
Namibian organisations if proper processes like the national adoption policy framework for 1ISO/IEC
27000 standards are not implemented. To review and confirm security controls, ISO/IEC 27001 is
specific that a risk management process should be used (Biscoe, 2017b). The two steps from the

ISMS implementation steps that deal with information security risks are discussed next.

2.7.3.1 Identify and Assess the Risks
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Risk identification is the process of identifying negative and positive threats, risks and vulnerabilities
that impact information security controls (lrwin, 2017; Kosutic, 2018; Sharma, 2012). Risk
assessment is the process of gauging the consequence of the threats, risks and vulnerabilities
qualitatively and quantitatively (Irwin, 2017; Kosutic, 2018; Sharma, 2012). Risk identification tells
you the risk that will affect the information security controls and risk assessment tells you how the

risk will affect the information security controls (Irwin, 2017; Kosutic, 2018; Sharma, 2012).

2.7.3.2 Definition of the Risk Assessment and Management Methodology

Kosutic (2018) states that risk assessment deals with defining the acceptable level of risk and

defining the rules for identifying the assets, vulnerabilities, threats and impacts.

Risk management focusses on identifying, quantifying, and managing the cost benefit analysis of
different options used to handle risk, for example transferring the risk, risk avoidance, risk

acceptance and risk reduction (Financial Times, n.d.; Kadam, 2003).

2.8 Theoretical Framework

A theoretical framework is a collection of interrelated concepts; it provides a general representation
of relationships between concepts in a given phenomenon (Borgatti, 1999; Regoniel, 2010).
Additionally, Regoniel (2010) posits that a theoretical framework dwells on time tested theories that
represent the findings of different investigations on how phenomena occur. A theoretical
framework should be logical and there are no fixed rules on how it should be structured (Vinz,

2017).

Vinz (2017) mentions the steps for designing a theoretical framework as:

v Select key concepts
> Sample problem statement and research questions
» Problem
» Objective
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> Research question
v" Define and evaluate relevant concepts, theories, and models

v Consider adding other elements to your theoretical framework

The steps for developing the theoretical framework are discussed in detail in section 5.4.

2.9 Summary

Namibia is rated as an insecure nation and the absence of best practices adoption guidelines is a
security risk for the nation. For effective information security governance and implantation, Namibia
needs to have a strategy to implement known models and frameworks for information security. The
chapter briefly discussed the different information security layers and the selected layer for this
study is the information security layer which consists of the following components: information
security management, computer and data security, and network security. The information security
management component of the information security layer was the focal point for this study and it
has these components: organisation, people, process and technology. The organisation component
for this study was the different organisations in Namibia and preliminary interviews with selected
stakeholders from these organisations were conducted in 2015 and they revealed that there is a
lack/no implementation of the ISO/IEC 27000 family of standards in organisations. The people’s
component focuses on everyone in an organisation who needs information security awareness and
the information security specialists.

To implement information security best practices, information security specialists need to be
certified and trained in information security qualifications and I1SO/IEC 27001 certification is one

such qualification. The I1SO survey depicted that no one in Namibia was certified in ISO/IEC 27001.
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The technology component represents the tools, applications and infrastructure that make the
process component more efficient. And finally, the process component compared the ISMS and the
different information security governance standards and the ISMS was selected for this study.
ISO/IEC 27000 family of standards is a requirement for creating ISMS and it was discussed in detail
for the purpose of this study. ISO/IEC 27000 family of standards was found to be suitable for
Namibia as it encourages the implementation of the lack/no implementation of the ISO/IEC 27000
family of standards in organisations and the certification of information security specialists in
ISO/IEC 27001. Methods of risk analysis, solution design and security compliance such as the gap
analysis, the theoretical framework, information security policy, ISMS pillars, information security
pillars and the information security risk were also discussed in this chapter. These provide the

necessary tools for developing an adoption strategy for Namibia.

The next chapter discusses the methodologies used for this study.
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Chapter 3 — Methodology

3.1 Introduction

Chapter two discussed literature relevant to the study and specified what the research will achieve.
The purpose of the present chapter is to discuss the different methodologies that were used to
collect and analyse data to answer the research questions and meet the research objectives.
Research methods choice involves the selection of data collection techniques and data analysis
procedures, namely quantitative and qualitative (Saunders, Philip, & Thornhill, 2009). Quantitative
research generates numerical data by quantifying attitudes, opinions, behaviours, and other defined
variables using structured data collection methods (Wyse, 2011). Qualitative research generates
words rather than numbers as data for analysis to uncover trends and to gain an understanding of
underlying reasons, opinions and motivation by using unstructured or semi-structured data

collection methods (Brikci & Green, 2007; Wyse, 2011).

Saunders et al. (2009) describe three methods used when selecting data collection techniques and

the analysis of procedures to answer the research question:

Mono methods — use a single data collection technique and corresponding analysis procedures
Multi methods — use more than one data collection technique and analysis procedures, either
multiple quantitative or qualitative methods but not both

Mixed methods — use both quantitative and qualitative data collection techniques and analysis

procedures, either at the same time or one after the other without combining the methods.

A multi method qualitative research was used in this case to help us understand the phenomenon

and answer the research questions.
This section introduced the purpose of this chapter and research methods choice. The selected

method was presented. The next sections will discuss the following topics: research process,

research design, research quality, the ethical considerations for the project and a chapter summary.
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3.2 Research Process

The research process defines different but linked methods that are used to undertake the research
project (Saunders, Philip, & Thornhill, 2009). Saunders et al. (2009) mention the different research
processes under their research onion as research approach, research strategies, research choices,
time horizons and techniques and procedures. The different research processes and how they apply

to the research project are discussed in the following sections.

3.2.1 Research Approach

The research approach is the reciprocal relationship between theory and research on how they
structure and inform each other, with steps of the detailed method of data collection, analysis and
interpretation (Blackstone, 2016; Sudeshna & Shruti, 2016). Two research approaches exist, namely

the inductive approach and the deductive approach.

3.2.1.1 Inductive Approach

In an inductive approach, a researcher collects data that is relevant to their area of interest and then
looks for patterns in the data, working to develop a theory that can explain those patterns
(Blackstone, 2016).

The inductive approach follows a bottom-up approach process and uses mostly qualitative
methods of data collection and data analysis (Dudovskiy, 2017). Figure 3.1 outlines the different

steps used in an inductive approach:

GatherData — ) Look for Patterns — 5 Develop Theory

Specific level of focus Analysis General level of focus

Figure 3.1 Inductive approach research steps (Blackstone, 2016)
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3.2.1.2 Deductive Approach

In a deductive approach the researcher studies the literatures by others that are related to their
area of interest and tests the hypotheses from those literatures to determine whether the
hypothesis is valid or not (Blackstone, 2016). The deductive approach follows a top-down approach
process and uses quantitative methods of data collection and data analysis (Dudovskiy, 2017). Figure

3.2 outlines the different steps used in a deductive approach:

Theorize/Hypothesize ___y AnalyzeData ____ Hypotheses Supported or Not

General level of focus Analysis Specific level of focus

Figure 3.2 Deductive approach research steps (Blackstone, 2016)

The study designed a national adoption policy framework for ISO/IEC 27000 standards
implementation in Namibia. This was achieved by collecting data using preliminary interviews with
selected stakeholders to perform a gap analysis of ISO/IEC 27000 family of standards in Namibian
organisations.

A theoretical framework was designed from the gap analysis results and literatures. The theoretical
framework was evaluated by experts from selected organisations and the results were analysed to
validate the effectiveness of the framework. A national adoption policy framework for ISO/IEC
27000 standards implementation in Namibia was designed from the analysed data. The processes
executed to design the national adoption policy framework for ISO/IEC 27000 standards
implementation justify that an inductive research approach was the appropriate approach for the

study.
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3.2.2 Research Strategies

The research strategy is a procedure that is used to answer research questions and meet objectives

(Saunders et al., 2009). The different research strategies are discussed in table 3.1.

Table 3.1 Research Strategies (Saunders et al., 2009)

Experiment

Involves the definition of a theoretical hypothesis; the selection of
samples of individuals from known populations; the allocation of
samples to different experimental conditions; the introduction of
planned change on one or more of the variables; and measurement on

a small number of variables and control of other variables.

Survey

Involves the structured collection of data from a sizeable population.
Although the term ‘survey’ is often used to describe the collection of
data using questionnaires, it includes other techniques such as

structured observation and structured interviews.

Case study

Involves the empirical investigation of a particular contemporary
phenomenon within its real-life context using multiple sources of

evidence.

Types of case studies: (Oates, 2012, pp. 141 - 143)

Exploratory study — Used to help a researcher to understand a research
problem and define the questions or hypotheses to be used for the
study

Descriptive Study — Detailed analysis of a phenomenon and its context.
Explanatory Study — Compares what was found in the case to theories
from the literature review in order to see whether one theory matches

the case.

Action research

Concerned with the management of a change and involving close

collaboration between practitioners and researchers. The results
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flowing from action research should also inform other contexts.

Grounded theory Theory is developed from data generated by a series of observations or

interviews principally involving an inductive approach.

Ethnography Focuses upon describing and interpreting the social world through

firsthand field study.

Archival research Research strategy that analyses administrative records and documents
as principal sources of data because they are products of day-to-day

activities.

Since the study sought to understand why there is no adoption of ISO/IEC 27000 family standards to
secure electronic information nationally, an in-depth study of the case provided a detailed
understanding in context. A case study research strategy with security critical organisations in
Namibia was used for this research and a survey research strategy was used to collect data from the

different case sites.

3.2.2.1 Case study

An exploratory case study was used for this study with the following organisations: Office of the
Prime Minister (OPM), Ministry of Information and Communication Technology (MICT),
Communication Regulatory Authority of Namibia (CRAN), Telecom Namibia (TN) and Namibia
Institute of Standards (NIS). The OPM is responsible for the strategic plan, co-ordination of cabinet
matters and projects/programmes (Office of the Prime Minister, n.d.). MICT is responsible for the
development and promotion of ICT growth, and it provide effective information services, promotes
constructive dialogue towards socio-economic development and democracy (MICT, n.d.). CRAN
controls the operations of telecommunication services and networks, broadcasting services, postal
services and the use and allocation of the radio spectrum (CRAN, n.d.). TN which is an Internet
Service Provider (ISP), is responsible for providing individuals and other companies access to the

Internet and other related services (Rouse, 2006).
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NIS is responsible for the promotion of standardisation and quality assurance in the industry,
commerce and the public sector in Namibia (ISO, n.d.-c), and these critical organisations are

responsible for ensuring secure access of authorised content to citizens.

The six steps below for a case study research by Yin (2009) were adopted for this study:
3.2.2.1.1 Plan

ISO/IEC 27000 family of standards provides Information Security Management System best practices
and there is a poor/no implementation of the standard in Namibian organisations. The study
investigated the extent to which the ISO/IEC 27000 family of standards is implemented, the
challenges of adopting the framework, and then designed an implementation framework which can
be used to mitigate information security risks in Namibia.

The study focused on the implementation extent and challenges for ISO 27000, 27001, 27002, 27003
and 27004, as these are the critical standards to the security posture of any organisation to mitigate
information security risks and as such the security of the nation. To implement an appropriate
framework for Namibia, research questions, objectives and data collection methods in table 3.2

were used for this study.

Table 3.2 Research questions and methods for the implementation of ISO/IEC 27000

What is the extent of the ISO/IEC Investigate the extent to | - Case study
27000 implementation framework which the ISO/IEC 27000 | - Literature review
adoption in Namibia? implementation framework is | - Interview

adopted in Namibia

What are the factors affecting the Investigate the factors - Case study

adoption of ISO/IEC 27000 family of affecting the adoption of - Literature review

standards in Namibia? ISO/IEC 27000 family of - Interview
standards

How can a policy framework be Design a policy framework to | - Case study

constituted to guide the adoption of guide the adoption of ISO/IEC | - Literature review
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ISO/IEC 27000 family of standard into | 27000 security standards in | - Questionnaire
security practice? the practice - Design science
methodology - Design and

development stage

3.2.2.1.2 Design

According to Yin (2009), there are two types of case study designs, namely single and multiple case
study design, and within the two designs there can be single or multiple units of analysis. The four

types of case study design are:

Type 1 - single-case (holistic) designs
Type 2 - single-case (embedded) designs

Type 3 - multiple-case (holistic) designs

N N NN

Type 4 - multiple-case (embedded) designs

Figure 3.3 displays the different case study designs from which a researcher can choose the

applicable one to their situation.
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Single-case Designs Multiple-case Designs

Holistic

(Single unit

of analysis) E
Embedded

(Single unit “
of analysis)

Figure 3.3 Types of case study designs (Yin, 2009)

The study investigated the implementation extent and the factors affecting the adoption of the
ISO/IEC 27000 family of standards in Namibian organisations. Type 2 - single-case (embedded)
design was used for this study. Different stakeholders in Namibia selected for this research are OPM,

MICT, CRAN, TN and NIS.

Collecting data from a sub-group instead of the whole population being studied due to time, money
or access to the population is called sampling. According to Saunders et al. (2009), there are two

categories of sampling methods, namely probability and non-probability sampling (see table 3.3).
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Table 3.3 Sampling methods (Saunders et al., 2009)

Convenience sampling

Participants are randomly selected based on ease

of availability (p.241)

Snowball sampling

Involves selecting one or two participants that
meet the research criteria, these participants are
then used to identify the other participants. (p.
240)

Purposeful sampling

Participants are selected based on the

g’ researcher’s judgement on whether they will

E’ answer the research question and meet the

g objectives (p. 237)

% Quota sampling Participants are divided into specific groups and

g_ the selection is entirely non-random (p. 235)

§ Typical case sampling Participants are selected on the basis that they
are typical or illustrative to a specific study (p.
240)

Theoretical sampling Participants are critically selected based on the
basis that they will further the development of
concepts and categories and to explore
relationships between these to develop a theory
(p. 509)

Simple random sampling Participants are randomly selected from a
sampling frame until a sampling size is obtained

% (p. 222)

g Systematic random sampling | Participants are selected at regular intervals from
;‘_E'. a sampling frame using a sampling fraction (p.
g 226)

a

Stratified sampling

Participants are divided into two or more relevant

strata based on certain attributes. A simple
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random sampling or systematic random sampling

is then executed on each of the strata (p.228)

Cluster sampling Participants are divided into discrete groups
called clusters. Complete lists of clusters are then

used as a sampling frame (p. 230)

Purposeful sampling was used to select stakeholders for the research study. The stakeholders were
purposefully selected as they could offer rich information about the phenomenon under study.
Experts from the industry and academia were selected to evaluate the functionality of the
theoretical framework and its components. Convenience sampling was used to select participants
for the framework pilot study. The selected participants were Information Security Masters students
at the Namibia University of Science and Technology, and several experts from the industry. The
researcher is a student at the Namibia University of Science and Technology, and also works in the IT

industry, so it was easy to contact the selected participants for the framework pilot study.

Data used for this study to meet the research objectives and to answer the research questions were

collected using semi-structured interviews, literature reviews and questionnaire.

3.2.2.1.3 Prepare

Questions for a semi-structured interview were prepared and the researcher conducted interviews
with selected stakeholders. Literature reviews were also conducted (see Appendix C for the semi-

structured interview questions).

Self-administered online questionnaires with mostly closed ended questions to evaluate the
framework and open-ended questions for additional comments was prepared using google forms
(see Appendix D for the questionnaire). The questionnaire, also referred to as the evaluation tool

was used to evaluate the framework.
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A pilot test of the evaluation tool was conducted with Information Security Masters students at the
University of Science and Technology and several experts from the industry. A pilot test is the
refinement of the final tool provided to gauge the appropriateness of the tool before the final
deployment (Yin, 2011, p. 37). A pilot study was conducted to verify the functionality and usability of
the evaluation tool. Few amendments were specified during the pilot survey and changes were

made before the evaluation tool was sent out to selected stakeholders.

The purpose and benefits of the research were explained to the stakeholders on the questionnaire
cover page to make them aware of the project. They were also informed that the data collected
would be used for purposes of the project and they would be kept confidential. This ensured

consented participation.
3.2.2.1.4 Collect

Data collection is the process of gathering information from a variety of sources to answer a
research question (MclLaughlin, 2016). Different data collection methods applicable to qualitative

studies are listed in table 3.4.

Table 3.4 Data collection methods

Interviews A planned method of obtaining information from the interviewee with an agenda
that is guided by the researcher.

Types of interviews:

Structured interviews — use pre-determined, standardized, identical questions for
all interviewees

Semi-structured interviews — use predetermined questions but the researcher
may change the order of the questions and/or add additional questions based on
the flow of the interview

Unstructured interview — interviewees develop their own ideas about the
introduced topic and the researcher has less control over the interview

(Oates, 2012, pp. 186 -187)
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Questionnaires | Predefined set of questions in a pre-determined order where respondents provide
data that can be analysed and interpreted (Oates, 2012, p. 219). According to
Oates (2012, p 219), questionnaires are either:

Self-administered — The respondent completes the questionnaire without the
researcher

Researcher administered — the researcher asks the respondents all questions and
writes down the responses.

Two types of questions exist for the questionnaire namely open-ended questions

and closed ended questions.

Observations Involves using your senses to pay attention to what people are doing rather than
what they report they are doing when questioned. Two observation methods
exist:

Overt — People are aware that they are being observed

Covert — Researcher conducts the observation without people’s awareness

(Oates, 2012, p. 202 -204)

Focus Groups A facilitated group interview with predetermined topics which consist of six to
twelve people with similar characteristics or common interests (Evaluation

Research Team, 2008)

Ethnographies | Involve gathering and recording data of people or culture, such as how they live,
work, their norms of behaviour and how they dress (Oates, 2012, p. 173)
Use other data collection methods such as observation, interviews, and surveys

(Oates, 2012, p. 176)

Documents A way of collecting data by reviewing existing hard copy or electronic documents.
Documents can be internal or external to an organisation and can include reports,
programme logs, performance ratings, funding proposals, meeting minutes,

newsletters, and marketing materials (Evaluation Research Team, 2008)

Case Study Focus on one instance or case to be studied in depth using a variety of data
collection methods to obtain detailed insights of the phenomenon being studied.
Use of this data collection method is through documents, observation, interviews,

ethnography, and surveys (Oates, 2012, p. 141 - 143)
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Data collection was triangulated using literature reviews, semi-structured interviews, and
guestionnaires with stakeholders. The next sections discusses the different data collection methods

used for this study and how they were applied.

3.2.2.1.4.1 Interviews

Preliminary semi-structured interviews (Appendix B) were conducted with the stakeholders to
address the first and second research objectives (see table 3.3). The purpose was to collect data that
were used to answer the research questions on the standards currently used to protect information,
the implementation extent of the ISO/IEC family of standards and the factors affecting the adoption

of the standards in Namibia.

3.2.2.1.4.2 Literature review

Literatures of topics relevant to this study were collected to help us understand the topic and
validate the issues experienced in Namibian organisations. Literature review is a collection of
information relevant to the area of research from books, scholarly articles etc. (Shuttleworth, 2009;
The Writing Center, 2018). It provides a critical and in-depth evaluation and summary of the
research area (Shuttleworth, 2009; The Writing Center, 2018). Literature review was used to support

the first and second research objectives.

3.2.2.1.4.3 Questionnaires

A self-administered online questionnaire was used to evaluate the framework to address the third
(main) research objective (see Appendix D for the questionnaire). Different literature sources and
the outcome of the questionnaires and interviews were used to determine how ISO/IEC 27000
family standards implementation practises that can be constituted in Namibia. This was
accomplished by identifying and analysing implementation practices, challenges encountered in the
implementation of standards and the evaluation of frameworks. An ISO/IEC 27000 family of
standards adoption policy framework for security standards specific to Namibia can be implemented

based on these findings and good security practices.
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A link to the self-administered online questionnaire was sent out to the different stakeholders to

evaluate the framework (see section 5.6.2 for the results and discussions).

3.2.2.1.5 Analyse

Data collected from the interviews and questionnaires were analysed using the content analysis

technique to come up with findings and a meaning for the findings.

Qualitative data analysis is the finding of relationships and themes from the collected data by

interpreting and examining the data for the final outcome (Oates, 2012, p. 38). Table 3.5 presents

different qualitative methods that could be applied to this study.

Table 3.5 Data analysis methods

Content Analysis

An inductive and iterative process that looks at data from different
angles by identifying keys, similarities and differences in the text that

helps to understand and interpret the raw data (Maree, 2007, p. 101).

Narrative Analysis

Involves the analysis of data collected from participants in the form of
stories that are either from a personal experience or historical
narratives. The researcher keeps track of the sequences, chronology,
stories or processes in the data to understand and interpret the raw

data (Maree, 2007, p. 103).

Discourse Analysis

Analysis of the meaning of the spoken and written word to reveal the
discursive sources of power, dominance, inequality and bias within
specific social, economic, political and historical contexts (Maree,

2007, p. 102).

Hermeneutics

Suggests a way of understanding textual data from documents,
transcripts etc. where by the researcher reconstructs the initial

intension of the author (Maree, 2007, p. 59 & 101).

Thematic Analysis

Involves identifying themes or patterns, coding and classifying textual
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data and interpreting the subsequent thematic structures by seeking

commonalties, relationships, overarching patterns, theoretical

constructs, or explanatory principles (Lapadat, 2010).

Content analysis was used for this study to come up with meaningful interpretations of the
guestionnaires and interviews. The six generic steps listed below from Creswell (2003) were applied

for this research study:

Organize and prepare the data for analysis
Read through all the data

Begin detailed analysis with a coding process

SRR NN

Use the coding process to generate a description of the setting or people as well as

categories or themes for analysis

<

Advance how the description and themes will be represented in the qualitative narrative

<

A final step in data analysis involves making an interpretation or meaning of the data

The theory established from the collected data was used to develop a security standard adoption

policy framework for Namibia. The process is detailed in section 3.3.

3.2.2.1.6 Share

A thesis report with the study overview, purpose, research objectives, research questions, literature
review specific to the study, methodologies used to answer the research questions, findings and
recommendation was prepared by the researcher and submitted for grading. The report also
includes the ISO/IEC 27000 national adoption framework specific to Namibia which will be

distributed to stakeholders.
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3.2.3 Time Horizons

This is the period it takes to complete the research, either at a particular time or over a given period,
independent of the research strategy used (Saunders et al, 2009). There exist two time horizons,

namely longitudinal and cross sectional time horizons.

In a longitudinal study the data are collected from the same individuals for the same subjects

repeatedly over a period of time (Rouse, 2013).

In a cross sectional study, data are collected for a specific time frame (UK Essays, 2015). A cross
sectional time horizon was used for this research project. Academic research projects are completed

within a specific time frame and this research project was not an exception.

3.3 Research Design- Design Science Research Strategy Overview

This section focuses on the design science research approach which was used to design the
framework. Design science research (DSR) involves the creation of new knowledge through design of
new artefacts and analysis of the use and/or performance of such artefacts (Vaishnavi, Kuechler &
Petter, 2017). The artefacts designed for this study is a framework that can be used by Namibian
organisations for the implementation of the ISO/IEC 27000 family of standards to mitigate

information security risk.

3.3.1 Design Science Research Methodologies

A method is a set of steps used to perform a task and it can be used as an input to a model (March &
Smith, 1995). In this section different options for applying the methodologies are presented based
on different authors. Different authors interpret and apply the design science research

methodologies differently and they are discussed next.
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According to Johannesson and Perjons (2014), design science research consists of five steps that are

used when designing the artefact:

1. Explicate the Problem - Investigate and analyse the identified problem to determine
whether the problem is relevant to the research

2. Define Requirements - Plan a solution for the explicated problem in the form of an artefact
and define the requirements

3. Design and Develop Artefact — Come up with an artefact that addresses the problem and
fulfils the requirements

4. Demonstrate Artefact - Show the artefact in an illustrative or real-life case

5. Evaluate Artefact - Determine whether the artefact fulfilled the requirements and that the

problem could be solved to a certain level

The five steps are shown in figure 3.4 with the input and output from each step.

Initial Explicated
problem

Explicate | Problem

Problem

Require-
Define ments

Require-
ments

Design
and
Develop
Artefact

Artefact

Demon-
strated

Demon- | artefact
strate

Artefact

Evaluated
artefact
=]

Evaluate
Artefact

Figure 3.4 Method framework for design science research (Johannesson & Perjons, 2014)

Another method is from Hevner (2007), who states that design science research is based on three

cycles namely the relevance cycle, design cycle and rigor cycle. The three cycles are discussed below:
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v' The relevance cycle is responsible for gathering requirements, presenting the artefacts into
the field, testing and defining criteria for the evaluation of the research results.

v' The design cycle is where the hard work of DSR happens and it is in the middle of the
relevance cycle and the rigor cycle as shown in figure 3.5. The design cycle gets the
requirement input from the relevance cycle and the methods, design and evaluation
theories from the rigor cycle.

v' The rigor cycle is responsible for the knowledge base, it is where the researchers experience

and expertise informs the research project

Environment Design Science Research Knowledge Base

Application Domain Foundations

p e Build Design *® Scientific Theories
eople Artifacts & & Methods

* Organizational Processes

Systems

* Technical
Systems

£ * Experience
Relevance Cycle Rigor Cycle Expertise

* Requirements *® Grounding
® Field Testing *® Additions to KB

* Problems

& Opportunities * Meta-Artifacts

(Design Products &
Design Processes)

Figure 3.5 Design Science Research Cycles (Hevner, 2007)

A design science canvas is another method used to display the problem, define the requirements,
knowledge base, research methods and strategies about the artefact that are used for the project. A
design science canvas can be used as a sketch, monitoring tool or a summary for the project
(Johannesson & Perjons, 2014). Figure 3.6 shows the design science canvas by Johannesson

and Perjons (2014) and it’s application.
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Problem

Describe a practical problem to be addressed.
Formulate it in a precise and concise way.
Justify the problem by explaining why it is of
general interest, significant, challenging, and
possibly original. Specify the stakeholders of
the problem.

Artefact

State the type of artefact: Construct, Model,
Method, or Instantiation. Describe the artefact
and how it is to be used in its intended
practice, Explain why and how it can address
the problem.

Knowledge Base

Describe the knowledge base that is used as
a foundation for the work. The knowledge
base may include theories and models as well
as existing artefacts, Explain how the
knowledge base has been utilized.

Practice

Describe the practice in which the practical
problem exists, in particular its purpose, main
activities, and participants.

Requirements

Describe requirements on the artefact. Include
requirements pertaining to function as well as
to structure and environment, Justify the
requirements by relating them to stakeholder
interests.

Constructs

Define, describe and explain the most
important constructs that are used in the
research,

Explicate Problem
What is the problem
experienced by some
stakeholders of a
practice and why is it
important? Describe and
justify the methods used.

What artefact can

Define Requirements

address the problem and
which requirements are
important for the stake-
holders? Describe and
justify the methods used.

Develop Artefact
Create an artefact that
addresses the explicated
problem and fulfils the
defined requirements.
Describe and justify the
methods used.

Demonstrate Artefact
How can the artefact be
used to address the
explicated problem in
one case? Describe and
justify the methods used
in this task.

Evaluate Artefact

How well does the artefact
solve the explicated problem
and fulfil the defined
requirements? Describe and
justify the methods used.

Structure

Describe the structure of the artefact, i.e. its
components and their relationships and
interactions, Discuss design rationale,

Function

Describe the functions offered by the artefact.
Explain how the construction of the artefact
gives rise to the functions. Discuss how the
functions contribute to fulfilling the
requirements.

Effects

Discuss the effects of the artefact, direct and
indirect as well as intended and unintended.
Identify practices and resources that can be
affected by the artefact and discuss them with
respect to ethical and societal aspects.

Figure 3.6 DSR Canvas (Johannesson & Perjons, 2014)

All three research methodologies described in this sub-section can be used to demonstrate the

creation and analysis of an artefact. The Design Science Research Cycle by Hevner (2007) was

selected for this study to demonstrate the artefact designed for this study — National Adoption

Policy Framework for ISO/IEC 27000 Standards Implementation in Namibia. Design science research

cycles have a clearer presentation of the artefact design processes. The design science research

cycles application to this study is displayed in figure 3.7.
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Figure 3.7 Design Science Research cycles application to the study

3.3.2 Design Science Research Process models

According to Peffers, Tuunanen, Rothenberger, and Chatterjee (2008), design science research
process models consist of the following 6 process design attributes: Problem identification and
motivation, define the objectives for a solution, design and development, demonstration, evaluation
and communication. The six process design attributes were linked to the design science research
cycles by Hevner (2007) and applied to this study as in section 3.2.1:
v" Relevance Cycle
» Problem identification and motivation
> Define the objectives for a solution
v Design Cycle
> Design and development
» Demonstration
» Evaluation
v" Rigor Cycle

» Communication
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Several process models exist from authors such as Archer — 1984, Takeda, Veerkamp, Tomiyama,
and Yoshikawam — 1990, Nunamaker, Chen, and Purdin — 1991 and Hevner, March, and Park — 2004
etc (Peffers et al, 2008). Worth mentioning for this study are the process models from Vaishnavi et

al. (2017) and Peffers et al., 2008 as discussed below:

The model by Vaishnavi et al. (2017) shown in figure 3.8 starts with the awareness of the problem
from new developments in the industry or knowledge base; the next step is the solution suggestion
to the problem, then development and evaluation of the artefact are iteratively performed till a

satisfactory artefact is developed and finally the conclusion.

Knowledge Process Outputs
Flows Steps

O
G:> Awareness of Proposal
Problem

Knowledge B . "
Contribution _ Tentative Design
Suggestion

Circumscription™ ﬂ

Development Artifact

B Performance
Design Science Evaluation Measures

Knowledge @
Results

Conclusion

Figure 3.8 DSR process model (Vaishnavi et al., 2017)

The process model below (in figure 3.9) by Peffers et al. (2008) starts with either one of the
following research entry points: problem centered initiation, objectives centered solution, design
and development centered initiation and the client /context initiated. The model has six steps
namely: the problem identification and motivation, define the objectives for a solution, design and

development, demonstration, evaluation and communication.
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Figure 3.9 DSR process model (Peffers et al, 2008)

Table 3.6 compares the two process models discussed for this study. As depicted in table 3.1, the
process model by Peffers et al. (2008) has an extra process design attribute namely demonstration
which is missing in the process model by Vaishnavi et al. (2017). The communication process design
attributes are used to demonstrate the artefacts functionality. Peffers et al. (2008)’s model also has
more model entry points which give the researcher the flexibility of starting the research at any
point and allowing them to do different types of research. This research took an inductive research
approach and problem centered initiation. The model by Peffers et al. (2008) was appropriate for

this study and it is discussed in section 3.2.3.
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Table 3.6 Process models comparison

Relevance Cycle

Awareness of the problem

Problem identification and

motivation

Solution suggestion

Define the objectives for a

solution
Design Cycle Development Design and development
- Demonstration
Evaluation Evaluation
Rigor Cycle Conclusion Communication

Entry Points

Development in the

industry or knowledge base

Problem centered initiation
Objectives centered solution
Design and development
centered initiation

Client /context initiated.

3.3.3 Design Science Research Strategy Application to this Research

The DSR process model by Peffers et al. (2008) which follows the problem identification and

motivation, defining the objectives for a solution, design and development of the artefacts, artefacts

demonstration, artefact evaluation and artefacts communication was used for this project. The

project is based on the problem centered approach. Figure 3.10 displays the process model by

Peffers et al. (2008) and the sub-sections below describe the process model design attributes in

detail.
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Figure 3.10 Process Model Application

Step 1 - Problem identification and motivation

Preliminary interviews were conducted with the OPM, MICT, CRAN, TN and NIS to determine the
ISO/IEC 27000 family of standards implementation extent and to determine the factors affecting the
implementation of the standards in Namibian organisations.

A gap analysis scale under section 2.7.1 was used to determine the ISO/IEC 27000 family of
standards implementation extent. From literatures and preliminary interviews, it was established

that the standard is at the O — requirement not implemented nor planned level.

ISO/IEC 27000 family of standards is used for information governance and to ensure that
information security best practices are implemented in organisations. For the ISO/IEC 27000 family
of standards benefits to be realized in Namibian organisations, the standard should be

implemented.

66



A pilot study for a framework evaluation tool was conducted with master’s students and experts
from the industries. Few changes were recommended and amendments were made on the

evaluation tool before deployment.

Step 2 - Define the objectives for a solution

The objectives of the study were to investigate: the extent to which the ISO/IEC 27000
implementation framework is adopted in Namibia, the factors affecting the adoption of ISO/IEC
27000 family of standards in Namibia, and lastly to design/constitute a policy framework that can

guide the adoption of ISO/IEC 27000 family of standards into security best practices in Namibia.

Step 3 - Design and development

Based on critical literature reviews and preliminary interviews, a theoretical framework was
designed and presented in Chapter 4. The framework served as a basis for the design of a policy
framework that can guide the adoption of ISO/IEC 27000 family of standards to enable the

implementation of security best practices in Namibia (see chapter 5).

Step 4 — Demonstration

The ISO/IEC 27001 policy framework functionality is presented using use case and use case scenario,
and it is discussed in Chapter 5. Sehlhors (2007) describe use case as a representation of the process
actions using multiple paths to achieve or abandon a goal and a single path through the use case as
a use case scenario. The use case and use case scenario depict a high level process when

implementing the ISO/IEC 27001 standard for an organisation.
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Step 5 - Evaluation

An evaluation of the framework was done with experts from the different selected stakeholders.
The purpose of the evaluation was to test whether the framework is efficient, operational, well
designed and developed, and adaptable and customisable to provide the information security best
practices. Different evaluation methods exist for this and a selected number is compared in table

3.7.

Table 3.7 Framework evaluation methods (Adapted from Hevner, March, Park & Ram,

2004)

Observational Case Study — Detailed study of the | Method not applicable as the artifacts

artifact in business environment will not be implemented and evaluated

at the case site

Field Study — Monitor use of This method is not applicable to this
artifact in multiple projects study, not a final product
Analytical Static analysis — Examine structure | This was not used to test the artefact.

of artifacts for static qualities (e.g. | We are not focusing on the structure of

Complexity) the framework but on the applicability

Architecture Analysis — study how | This method is not appropriate for
the artifact fit into technical theoretical artifacts

information system architecture

Optimisation - Demonstrate The theoretical framework optimal
inherent optimal properties of properties are not tested. Artifacts will
artifact or provide optimality not be implemented and evaluated at
bounds on artifact behaviour the case site as there is no commitment

from the stakeholders to do so

Dynamic Analysis — Study artifact | Artifact performance is not tested in this

in use for dynamic qualities (e.g. study so the method is not applicable
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performance)

Experimental

Controlled experiment — study the
artifact in controlled environment

for qualities (e.g., usability)

Artifact usability is not tested, method

not applicable

Simulation models — execute the

artifact with artificial data

Artifact performance is not tested in this

study so the method is not applicable

Testing Functional (black box) — testing Artifact functionality not tested, method
helps to discover failures and not applicable
defects.
Structural (white box) — Perform Artifact is not implemented, method not
coverage testing of some metric applicable
(e.g., execution paths) in the
artifact implementation

Descriptive Informed argument — uses Information from the theoretical

information from knowledge base
to build a convincing argument for

artifact’s utility

framework evaluation tool and literature
will be used to design the national
adoption policy framework for ISO/IEC
27000

Scenarios — construction method
constructs detailed scenarios
around artifact to demonstrate its

utility

This was used to demonstrate the

artefact functionality

Descriptive evaluation using informed argument and case scenarios was used for this study. An

informed argument was through literature reviews and data collected from the selected

stakeholders. A use case scenario was used to demonstrate ISO/IEC 27001 policy framework

functionality and it is discussed in Chapter 5.
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Step 6 - Communication

The framework was distributed to the selected stakeholders for evaluation and secondly it was
published as part of the thesis report. The framework was also published and presented at academic

conferences (see Appendix C).

A case study was used as input to the above explained process model attributes to design the
national adoption policy framework for ISO/IEC 27000 standards implementation in Namibia. The

case study research process is explained in section 3.2.2.1.
3.4 Research Quality

The quality of a qualitative research is measured with these criterion: credibility, transferability,
dependability, conformability and trustworthiness (Maree, 2007; Oates, 2012; Pandey & Patnaik,

2014). The following sections discuss each criterion.

3.4.1 Credibility

Deals with ensuring that the research is carried out in the way it was intended to ensure an accurate
presentation of the context (Maree, 2007; Oates, 2012; Pandey & Patnaik, 2014). This is achieved by
applying triangulation to the data collection and data analysis methods (Maree, 2007; Oates, 2012;
Pandey & Patnaik, 2014). Oates (2012) describes triangulation as a way of verifying findings and

ensuring data validity by using more than one data collection methods.

Different triangulation methods exist for a research project (Oates, 2012):

v" Method triangulation - Two or more data collection methods are used for the study
v Strategy triangulation - Two or more research strategies are used for the study

v Time triangulation - Research carried out at two or more different point times
v

Space triangulation - Research carried out at two or more different countries
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v Investigator triangulation - Two or more researchers carry out a study and then compare
their findings

v" Theoretical triangulation - Research study draws on two or more theoretical perspectives

Method triangulation was carried out in this study to ensure research credibility. Literature reviews,
semi-structured interviews and questionnaires with stakeholders were the data collection methods
used for this study. A literature review was conducted to help us understand the phenomenon.
Semi-structured interviews were carried out to determine the implementation extent of the ISO/IEC
27000 family of standards and to identify factors affecting the implementation of the ISO/IEC 27000
family of standards in Namibia. To evaluate how efficient, operational, well designed, developed,

adaptable and customisable a theoretical framework is, a questionnaire was sent out to experts.

3.4.2 Transferability

Deals with demonstrating whether the findings of one case can be generalised to another case
(Oates, 2012; Pandey & Patnaik, 2014). To demonstrate transferability to others a detailed
description is required from the researcher (Oates, 2012; Pandey & Patnaik, 2014). Transferability
for this research was demonstrated using detailed descriptions of the problem statement, data
collection and analysis tools and methods which were used for the design of a national adoption

policy framework for ISO/IEC 27000 standards implementation in Namibia (see chapters 1 and 3).

3.4.3 Dependability

This is about determining whether the research findings, interpretations and conclusions speak to
the data collected (Pandey & Patnaik, 2014). Dependability is determined by carrying out an audit of
the research processes (Oates, 2012; Pandey & Patnaik, 2014). Data for this study were collected
using literature reviews, semi-structured interviews and questionnaires with stakeholders. A pilot
test of the questionnaire was conducted; few improvements were suggested and amendments were
done. A self-administered online questionnaire was sent out to experts to evaluate the theoretical

framework. A detailed description of the research process is in chapter 4 and 5.
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3.4.4 Confirmability

This is about determining if enough information about the study has been given to verify if the
findings can be linked to the research process (Oates, 2012; Pandey & Patnaik, 2014). Confirmability
can be examined by carrying out a research audit through looking at the raw data, the summaries of
the raw data and the data analysis (Oates, 2012; Pandey & Patnaik, 2014). Raw data collected for
this study is presented in chapters 4 and 5. A detailed description of the methods and research

process used for data collection and analysis is presented in chapters 3, 4 and 5.

3.4.5 Trustworthiness

This is about determining how much trust can be placed in the research study (Oates, 2012). To
demonstrate trustworthiness, the literature review of the data collected for this study came from
different sources, the study was evaluated at the conference proceeding and the theoretical

framework was evaluated by experts.

3.5 Ethical Considerations

To ensure ethical conduct, an ethical consent was presented to the participants to voluntarily

participate, and secondly anonymity and confidentiality of collected data were ensured.

3.5.1 Ethical Consent

To ensure that the ethical issues for this research project are well-known by the different selected
stakeholders, a letter requesting permission to conduct research was prepared and distributed to
the stakeholders (see Appendix A). The letter included the following statements and/or explanation

as stated by Duke University (2013):

v The study is a research
v' The purpose of the study

v Procedures used by the researcher to collect data from participants
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v' A description of the ISO/IEC 27000 family of standards benefits to Namibia that the
framework can bring

v' A statement describing that participants’ confidentiality will be maintained

v" An explanation that participation is voluntary and that the participant may discontinue at
any time

v" Whom to contact with questions about the study

The participants made an informed decision and they were free to withdraw anytime during the

research. The data collected was not manipulated in any way to satisfy the required results.

3.5.2 Anonymity and Confidentiality

The evaluation tool did not collect personal information from respondents therefore they were not
exposed in any way. The data were used for the purpose of research only and they were not

distributed elsewhere.

3.6 Summary

Chapter three discussed the different methods, tools and strategies used for this study. A qualitative
case study using an inductive research approach was used for this study as discussed. Time horizons,
data collection and data analysis methods relative to the study were also discussed. Design science
research methodology used to design the framework was also presented. Finally, ethical

considerations were also discussed in this chapter.

The next chapter discusses data collected for this study to meet the research objectives and answer

the research questions. The results from the collected data are discussed in the next chapter.
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Chapter 4 — Data Collection and Results

4.1 Introduction

The previous chapter discussed the different methodologies used for this study. This chapter
discusses the different data collected in this study and the results from analysing the collected
data that answer the research questions and meet the study objectives. Data for this study were
collected using literature reviews, interviews with selected stakeholders, pilot study and a
guestionnaire that was used to evaluate the framework. The data collection methods are
discussed in the sections below. This chapter aims to answer the first two research questions for

this study:

What is the extent of the ISO/IEC 27000 implementation framework adoption in Namibia?

What are the factors affecting the adoption of ISO/IEC 27000 family of standards in Namibia?

4.2 Literature Review

The literature review that was guided by the research questions was conducted using materials
from the conference proceeding, journals, standard publications and textbooks. The literature
review aimed to find methods used to determine the implementation extent of the ISO/IEC
27000 family of standards in organisations. The methods by Sell (2015) were determined to be

applicable:

Step 1: Select an industry standard security framework
Step 2: Evaluate people and processes

Step 3: Data gathering

AN N NN

Step 3: Analysis
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An industry standard security framework selected for this study is the ISO/IEC 27000 family of
standard. ISO/IEC 27000 family of standards is categorised as a process (see figure 2.3 in section
2.2.3), and experts from selected organisations assisted with the evaluation of the processes
implemented in their organisations. Data gathering and analysis were conducted quantitatively

for this study as shown in this chapter and section 5.6 respectively.

The factors affecting the adoption of the ISO/IEC 27000 family of standards were identified from
the literature review as well and they are shown below:

Identifying the organization’s assets; weak team experience, deployment of the wrong
personnel; resistance to change; unclear understanding of standards; lack of top management
involvement; culture; lack of discipline; improper documentation; inadequate budget; poor

enforcement of policies and procedures (AbuSaad et al., 2011; Kiilu & Nzuki, 2015).

The identified factors affecting the adoption of the ISO/IEC 27000 family of standards might
affect organisations in Namibia when adopting the standards. Management and information
security experts involved in the standard adoption process should do a thorough review of the

identified factors for a successful implementation of the standard.

4.3 Interview

Based on literature review findings in section 4.2, a semi-structured interview questionnaire in
Appendix B was developed to investigate the baseline implementation of ISO/IEC 27000 family
of standards in Namibian organisations. A preliminary interview was conducted with the OPM,
MICT, CRAN, TN and NIS as these organisations offer rich information about the topic being
studied. The interview also aimed to investigate the factors affecting the implementation of the

ISO/IEC 27000 family of standards in Namibia.

The collected data were organized and prepared for analysis as presented in table 4.1.

75



Table 4.1 Collected data from semi-structured interviews

to the current
challenges?

of standards
is part of this
bill

1. Is the ISO No No No No No
27000 family of
standards
implemented in
your
organisation?
2. Does your Yes, we have | Yes, we Yes Yes Yes, we have
organisation policies but have policies and
have we don’t policies but we are busy
documented follow they are not updating
Information security structured them
Technology standards according to
security standard ISO
policies?
3. What are the We don’t Employees Employees Employees Information
factors affecting | have people | are not are aware are not security
the adoption of certified in trained and | of the trained experts need
ISO 27000 family | ISO standard | are not standard to be trained
of standards? and we will certified in but they on security
select ISO 27001 need standards
qualified training
employees to
certify
4. Who governs OPM OPM MICT OPM and NIS
security policies? other
stakeholders
5. Do you have Yes, The Yes, Cyber Yes, Cyber Yes, When Yes
any plans of Cyber security bill | security bill | the cyber
implementing security bill is | is before is before security bill is
the ISO 27000 before parliament parliament | approved
family of parliament currently
standards as a and ISO
security solution | 27000 family
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To analyse the data collected from the preliminary interviews with selected stakeholders, the

steps from Creswell (2003) were used as presented in section 3.2.2.1:

The researcher read through all the data collected to interpret the data and to come up with
results. The collected data in table 4.1 were organised (coded) according to the interview
questions (column 1) and the organisation interviewed (row 1). The questions were further used

to generate themes/categories to describe the data. The themes generated were:

Security landscape => question 1 and 4
Factors affecting the adoption/implementation of ISO 27000 => question 2 and 3

Mitigating strategy => question 5

AN N NN

Benefit of implementing ISO 27000 Standards => Was informed by the literature review
The data from the different categories/themes were summarised and they are depicted in table

4.2 and they are supported by the literature review. Each column headings are the different

categories and each column consist of the questions and answers for the specific category.
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Table 4.2 Summary of semi-structured interview response and, the benefit and

mitigating strategy of ISO/IEC 27000

To gauge the security
landscape. The question
“Is the I1ISO 27000 family
of standards
implemented in your
organisation?” was used
and responses showed:
No the standard is not
implemented.

In response to “Who
governs security
policies?”, the
stakeholders stated that
NIS, MICT and OPM are
responsible for security
policy governance

In response to “What are the
factors affecting the
adoption of ISO 27000 family
of standards?” Weak team
experience or deployment of
the wrong personnel was
noted, the respondents said
that “employees are not
trained and are not certified
in ISO 27001".

In response to question two
“Does your organisation
have documented
Information Technology
security standard

policies?” the respondents
noted that they have
documented polices but not
according to ISO/IEC 27000 -
poor enforcement of policies
and procedures

When asked do you
have any plans to
implement the ISO
27000 family of
standards as a
security solution to
the current
challenges?

The stakeholders
stated “Yes, the
Cyber security bill is
before parliament
and ISO 27000
family of standards
is part of this bill”.

Cost benefits of
1SO27000
implementation
were identified as:
1. Protects crucial
resources

2. Manages risks
more efficiently

3. Improves and
maintains customer
confidence

4. Shows that they
are adapting to
international best
practice

5. Avoids brand
damage and changes
its information
security posture
alongside
technological
developments

Data interpretation:

For gap analysis the levels by Kosutic (n.d.-b) below were selected to indicate the ISO/IEC 27000

family of standards implementation extent in Namibia:

D N N NN

performed

0 - requirement not implemented nor planned

1 —requirement is planned but not implemented

2 —requirement is implemented only partially so that full effects cannot be expected

3 —requirement is implemented, but measurements, reviews and improvements are not
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v' 4 — requirement is implemented and measurements, reviewss and improvement are

performed regularly

The semi-structured interview findings in table 4.2 depict that the standard is not implemented
and that organisations in Namibia will consider the standard after the Cyber Security Bill is
discussed and approved in parliament. According to Aipinge in an article written by Olivier
(2017), the Cyber Security bill which is still in a draft mode was withdrawn from parliament for
further consultation with the public. The standard is not implemented and the draft Cyber
Security bill does not mention anything on information technology governance standards
(Minister of Information Communications and Technology, n.d.), therefore Namibia falls under

the level 0 — standards not implemented nor planned.

The gap analysis application and all findings in table 4.2 and section 4.2 informed the design of a

theoretical framework as presented in section 5.4.

4.4 Summary

This chapter discussed the data collection and results on the factors that affect the
implementation of the ISO/IEC 27000 family of standards from literatures and the ISO/IEC 27000
family of standards implementation extent in Namibian organisations from preliminary

interviews with selected stakeholders.

The next chapter will discuss the framework design process.
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Chapter 5 — Framework Design Process

5.1 Introduction

The previous chapter discussed the findings of literature reviews on what affects the adoption of
the ISO/IEC 27000 family of standards and the preliminary interview data collected to determine
the implementation extent of the ISO/IEC 27000 family of standards in Namibian organisations.
The findings will inform the design of the policy framework for ISO/IEC 27000 family of

standards adoption.

This chapter discusses the design and evaluation of the theoretical framework, how a national
adoption policy framework for ISO/IEC 27000 standards implementation in Namibia was
constituted to mitigate information security risks. The 6-phase design science research process
model by Peffers et al. (2008) was used for the framework design process. The steps are:
problem identification and motivation; define the objectives for a solution; design and
development; demonstration; evaluation and communication, and they are discussed in

sections 5.2 through 5.7. This chapter aims to answer the main research question:

How can a policy framework be constituted to guide the adoption of ISO/IEC 27000 family of

standards into security practice?
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5.2 Problem Identification and Motivation

A preliminary interview was conducted with the OPM, MICT, CRAN, TN and NIS, and with the
gap analysis scale discussed in sections 2.7.1 and 4.2, it was established that Namibia is at the O
level — requirement not implemented nor planned stage. ISO/IEC 27000 family of standards help
organisations to manage financial information, intellectual property, employee details or third
party information (I1SO, n.d.-a) and despite these benefits the standard is not implemented in

Namibian organisations.

The study designed a national policy framework to guide the adoption of the ISO/IEC 27000
family of standards in Namibia into security best practices. The artefact will encourage the
realisation of the standard’s benefits and mitigate information security risks in Namibia
organisations. The information security risk can be social engineering, unauthorized disclosure
of information or passwords, access to the network by unauthorised persons, errors in
maintenance, loss of electricity, human or natural disasters, malfunction of equipment,
destruction of records, theft of hardware, fire, loss of productivity, financial loss, legal

implications and organisational blackmail as presented in section 2.7.3.

5.3 Define the Objectives for a Solution

For Namibian organisations to gain the benefits of the ISO/IEC 27000 family of standards and
help mitigate information security risks, the study aimed to:
v" Investigate the extent to which the ISO/IEC 27000 implementation framework is
adopted in Namibia
v Investigate the factors affecting the adoption of ISO/IEC 27000 family of standards in
Namibia
v" Design/constitute a policy framework that will guide the adoption of ISO/IEC 27000

family of standard into security best practices in Namibia
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5.4 Design and Development

This section discusses the theoretical framework design process and the framework

implementation guidelines process.

5.4.1 Theoretical Framework

A theoretical framework was developed based on the literature review findings in chapter 2 and
section 4.2, and data collected from preliminary interviews with stakeholders in section 4.3
using the following steps from Vinz (2017) as already mentioned in section 2.8:
v Select key concepts listed below
» Problem
> Objective
» Research question
v Define and evaluate relevant concepts, theories, and models

v Consider adding other elements to your theoretical framework
The following subsections present the application of Vinz’'s steps to this study.
5.4.1.1 Select key concepts
This step involves the design of the theoretical framework using literatures and preliminary
interviews, and the output of the process about the problem statement, the research problem,
research objectives and questions as follows:

v" Problem statement— The ISO/IEC 27000 family of standards provides a globally

recognised information security management framework best-practice (IltGovernance,

2015). There is a 100% growth in internet usage in Namibia
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v According to IT News Africa (2016), in November 2015 Namibia was the second most
attacked country after being the most targeted by cybercriminals and this was revealed
in December 2015. To what extent is Namibia implementing these best practices to
ensure secure cyber experiences for her citizens?

v" Problem — The problem under investigation was then framed as “How can a policy
framework be constituted to guide the adoption of ISO/IEC 27000 family of standard
into security practice?”

v'  Objectives — The objectives of the study were to investigate the extent to which the
ISO/IEC 27000 implementation framework is adopted in Namibia and investigate the
factors affecting the adoption of ISO/IEC 27000 family of standards. A theoretical
framework was designed to inform the stakeholders on the extent of the
implementation of security best practices in Namibia and the factors affecting the
adoption of the standards.

v’ Research questions:

» What is the extent of the ISO/IEC 27000 implementation framework adoption in
Namibia?
» What are the factors affecting the adoption of ISO/IEC 27000 family of

standards in Namibia?

5.4.1.2 Define and evaluate relevant concepts, theories, and models

Concepts, theories and models relevant to this study are discussed in chapter 2. The major
concepts were identified as information security, information security governance, information
security policy and theoretical framework. In order to implement the ISO/IEC 27000 family
standards, the following theories were found to be pivotal: ISO/IEC 27000 family of standards,
gap analysis, ISMS pillars, information security pillars and security controls. Existing models
applicable for this research were ISO/IEC 27000 family of standards, NIST 800-53, COBIT and
ITIL.
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5.4.1.3 Consider adding other elements to your theoretical framework

The interviews and surveys with the regulatory board (CRAN), ISPs and government
departments revealed that the standard is not implemented. Namibia is a member of ISO and to
gain the benefits it should implement relevant ISO standards. The following factors typical to

Namibia were identified and will be added to the framework:

Namibia is at the 0 level — requirement not implemented nor planned level
Weak team experience or deployment of the wrong personnel
Employees are not trained and they are not certified in ISO 27001

Poor enforcement of policies and procedures

D N NI N NN

To mitigate information security risks in Namibia, it was said the Cyber Security Bill is

before parliament and ISO 27000 family of standards is part of this bill.

Other factors that affect the adoption of the ISO/IEC 27000 family of standards are presented in
section 4.2. The implementation and adoption of the ISO 27000 standard in Namibia might also

be influenced by the factors mentioned.

From the literature (section 4.2) and survey (section 3), the key components to the assessment
of the extent of adoption/implementation were identified as:

1. Security landscape

2. Factors affecting the adoption and implementation

3. Mitigating strategy
4. Cost benefit analysis
5

Gap analysis

These components informed the theoretical framework design. The relationships are shown in

figure 5.1.
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Figure 5.1 Theoretical Framework (Tjirare & Bhunu Shava, 2017)
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The theoretical framework shows the security of Namibia, possible mitigating strategies, the
benefit of implementing the ISO/IEC 27000 standard, gap analysis scale, factors affecting the
implementation and what still needs to be done to improve the security. When there is a clear
understanding of the security posture of an organisation, mitigation strategies can be evaluated
and the best selected for adoption. However before adopting a strategy the benefits need to be
well understood as these will inform the gap analysis and the establishment of factors that are
critical to the success. Once this is clear, steps can be listed which need to be effected to
improve the posture. The framework presented in figure 5.1 is entirely based on the case study

findings and it is informed by the literature review.

5.4.2 Framework Implementation Guidelines

To guide the implementation of the framework for ISO/IEC 27000 standards implementation,
figure 5.2 was designed as the framework implementation guidelines. The framework
implementation guideline has three layers namely the information security (infosec) controls for
ISO/IEC 27001 standard (outer layer), information security management system (ISMS) pillars

(middle layer) and the information security pillars (inner layer).

For example, if an organisation was to implement the policies for information security control it
would need the:

ISMS pillars - for efficient, comprehensive, and cost-effective information security policies
(Olsen, 2014)

Information security pillars — for the protection of information against unauthorized person and
unauthorized modification, ensuring availability of information, verification of an individual’s

identity and proving the originality of an action.

The three pillars are then classified as:

v" Infosec controls for ISO/IEC 27001 standard (outer layer) — The assets to be

implemented
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v"ISMS pillars (middle layer) — Assets Operators

v Information security pillars (inner layer) — Assets and operators protector

The application of the pillars to the study are discussed in the next 3 sections.

Access Control
Business requirements for access control

User access management

User responsibilities
Compliance

Information Security

Reviews

Human Resource Security

Asset Management
Information Classification
Media Handling

‘ Infosec Controls 1SO 27001 ‘

ISMS Pillars

Information
Security

Identification and

Authentication

Authorisation

Confidentiality

Integrity

Non-repudiation

Technology

Organisation of information security
Internal Organisation

N\

Communication Security

Cryptography

Processes

Information Security Policies

-

Information Security Aspects of Business
Continuity Management

Operations Security
Protection from malware
Backup

Logging and Monitering

Figure 5.2 National adoption policy framework implementation guidelines

5.4.2.1 InfoSec Controls for ISO/IEC 27001 Family of Standard

ISO/IEC 27001 has 14 control domains and 11 control domains were used for this study. The

control domains used deal directly with information security. The following controls were not

tested for this study because they don’t deal directly with information security: physical and

environmental security; system acquisition; development and maintenance; and supplier

relationships. However, they are recommended when Namibian organisations implement the

national adoption policy framework depending on the organisational needs because they can

assist to mitigate the information security risk.
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The following controls were tested with the framework evaluation tool (Appendix D) that was
sent out to experts: information security policy; compliance; information security aspects of
business continuity management; communication security; operations security; cryptography;
access control; asset management; human resource security; organisation of information
security and information security incident management, and they are depicted in the outer layer
of the national adoption policy framework implementation guidelines. Almost all participants
agreed that the implementation of the security controls is important as discussed in section

5.6.2.1-2-A.

Info Sec controls for ISO/IEC 27001 family of standard can be implemented by all types and sizes
of organisations to mitigate information security risks (Granneman, 2013). Namibian
organisations can select Info Sec controls for ISO/IEC 27001 family of standards for

implementation based on their needs (BSI, 2009).

5.4.2.2 ISMS Pillars

ISMS consist of three pillars namely people, processes and technology. The framework
implementation guideline (figure 5.2) depicts the ISMS pillars in the middle layer. The three
pillars are explained below as to how they can be used to successfully implement the national

adoption policy framework for ISO/IEC 27000 standards implementation in Namibia.

A. People

The people’s pillar deals with two types of people, the users of the ISO/IEC 27001 framework
processes (everyone in the organisation) and the information security experts (Dutton, 2017). In
order to have a successful national adoption policy framework, users should be trained on all

security controls being implemented by organisations in Namibia.

Information security experts need to have the right qualifications and be competent to
implement the right ISO/IEC 27001 controls to mitigate information security risks. Information
security experts and the management need to be knowledgeable on all components of the

national adoption policy framework for ISO/IEC 27000 standards implementation in Namibia.
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B. Processes

The processes pillar consists of management systems, governance frameworks, best practices
and IT audits as mentioned in figure 2.3 in section 2.2.3 (Dutton, 2017). The national adoption
policy framework for ISO/IEC 27000 standards implementation in Namibia falls under this pillar.
The different components of the national adoption policy framework will guide the information
security experts and the management on how to successfully implement the ISO/IEC 27000
family standards in Namibian organisations.

C. Technology

Different technologies implemented for the national adoption policy framework will need the
people’s pillar for operation and implementation, and the processes pillar as guidelines (Olsen,
2014; Dutton, 2017). Technologies prevent or reduce the risk of information technology
(Dutton, 2017). Namibian organisations need to select the right technologies for the different

ISO/IEC 27001 controls to gain the standard benefits.

5.4.2.3 Information Security Pillars

In order for the national adoption policy framework to be successfully implemented, the
information security pillars need to be considered. The information security pillars are
confidentiality, integrity, availability, non-repudiation and authentication and they will protect
the Info Sec controls for ISO/IEC 27001 family of standards and the ISMS pillars against

information security attacks (United States Naval Academy, n.d.; Arrunadayy, 2017).

5.5 Demonstration

Framework application is demonstrated using use case and use case scenario. The use case in
figure 5.3 demonstrates the ISO/IEC 27001 implementation requirements for Namibian
organisations. When implementing ISO/IEC 27001, a continuous PDCA cycle is used to manage

the ISMS as explained in section 2.6.1.2.
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The ISO/IEC 27001 implementation requirements are used with this PDCA cycle stage as
discussed in section 2.6.1.2 (Fedco, 2015):

PLAN — Context of the organisation, leadership, planning and support
DO - Operations
CHECK — Performance

N N NN

ACT - Improvement

When implementing the control objectives and controls in Annex A of the ISO/IEC 27001

standard, the control objectives and controls are part of all the standard requirements.

Implementation of the ISOSIEC 27001

| ISO/IEC 27001 Requirements | PDCA Cycle

Namibian Organisations

Aannex A Reference

control objectives
amnd cont rols

Figure 5.3 Implementation of the ISO/IEC 27001
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Table 5.1 depicts use case scenarios of the ISO/IEC 27001 requirements that are prepared using
the PLAN stage of the PDCA cycle. The table shows the ISO/IEC 27001 requirements in the first
column and the implementation requirements to be used for the National Adoption Policy
Framework for ISO/IEC 27000 Standards Implementation in Namibia.

The implementation requirements column lists the requirements and an explanation of each

requirement.

Table 5.1 Use case scenarios for PLAN (ISO/IEC, 2013b; Kosutic, n.d.-a)

0 Introduction The framework aimed to guide the adoption of ISO/IEC 27000 family of standard into

security best practice in Namibia

1 Scope Namibian organisations
2 Normative ISO/IEC 27000 - ISMS overview and vocabulary
References ISO/IEC 27001 - ISMS requirements

ISO/IEC 27002 - Code of practice for information security controls
ISO/IEC 27003 - ISMS implementation guidance

ISO/IEC 27004 - Information security management measurement

3 Terms and ISO/IEC 27000 - ISMS overview and vocabulary

Definitions

4 Context of the 4.1 Understanding the | Understanding the organisation’s internal and external
organisation organisation and its context. Internal context => Organisational knowledge,
context organisational structure, company values, company culture,
ICT infrastructure and available resources

External context => Legal and regulatory requirements, social
environment, competitive environment, cultural environment,

economic environment and political environment

4.2 Understanding the | Organisation needs to determine:
needs and expectations | Interested parties relevant to ISMS => Employees, clients,

of interested parties partners, suppliers, local authorities
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Requirements of relevant parties

4.3 Determining the
scope of the
information security

management system

Organisation determines the boundaries and applicability of
the ISMS to establish its scope. When determining this scope
consider:

The internal and external context under 4.1

The requirements under 4.2

Interface and dependencies between activities

4.4 Information
security management

system

The organisation needs to establish, implement, maintain and
continually improve an ISMS according to the requirements of

this international standard

5 Leadership

5.1 Leadership and

commitment

Top management shall demonstrate leadership and
commitment to the ISMS by:
v Establishing information security policies and
objectives
v’ Ensuring availability of resources necessary for the
ISMS
v' Communicating the importance of information
security
v' Making sure ISMS is integrated within the company
process

v" Promote continual improvement of the ISMS

5.2 Policy

Top management shall establish an information security policy

5.3 Organisational role,
responsibilities and

authorities

Ensuring fulfilment of ISO 27001 requirements

Reporting on effectives of ISMS

6. Planning

6.1 Actions to address

risks and opportunities

The action to address risks and opportunities are:
v" General actions => Consider issues referred to in 4.1
and requirements referred to in 4.2 and determine

the risk and opportunities to be addressed.
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v"Information security risk assessment

v" Information security risk treatment

6.2 Information
security objectives and
planning to achieve

them

Establish information security objectives and at relevant

functions and levels

7. Support

7.1 Resources

Ensuring availability of resources

7.2 Competence

Define necessary skills to perform the task

Ensure employees have needed training and experience

7.3 Awareness

All employees must be aware of the information security
policy

Employees should know the implication of not following the
ISMS rules

Employees should know what to do and why they should

perform a task

7.4 Communication

Define the need for internal and external communication
Define what and when information should be communicated

and by whom

7.5 Documented

Information

The organisation’s ISMS should include:

Information that provides guidance on how processes are
conducted

Information that is evidence of performed activities or
achieved results

Make sure that the appropriate format and media are used

for documenting
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When implementing the national adoption policy framework for ISO/IEC 27000 standards, it is
recommended to look at the first five standards of the ISO/IEC 27000 as they will provide
guidance at the different PDCA cycles. The standards are discussed under section 2.6.1.1 —

2.6.1.5

5.6 Evaluation

The framework evaluation was performed using the descriptive evaluation using informed
argument and use case scenarios as explained in section 3.3.3 — Step 5 (Hevner, March, Park &
Ram, 2004). The framework was evaluated using argumentation from literature reviews,
preliminary interviews and academic publications, and these are presented in chapters 2 and 4,

and Appendix C.

Use case scenarios were designed to demonstrate the framework implementation process.

These are presented in section 5.5.

The next sections discuss the theoretical framework evaluation process which began with the

design of an expert evaluation tool, and the tool was piloted and finally deployed.

5.6.1 Framework Evaluation Tool Design

A questionnaire with mostly closed ended questions for the theoretical framework components
evaluation and open ended questions for further explanation or respondent’s opinion was

designed as the theoretical framework evaluation tool.
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5.6.2 Framework Evaluation Tool Pilot Study

A pilot survey was conducted with Information Security Master’s students at the Namibia
University of Science and Technology and several experts from the industry. The purpose of the
pilot study was to verify the functionality and usability of the evaluation tool. Few amendments
were specified during the pilot survey and changes were made before the evaluation tool was
sent out to selected stakeholders for the evaluation tool recommended changes. Figure 5.4, 5.5

and 5.6 list the different amendments suggestion on the evaluation tool.

Any other comments

some of the questions are difficult to respond to such as A17 which could be rephrased to remove 1st 2 terms, A18
which requires answers like N/A, or never, sometimes and always. B,C,D,E,F need to be expanded to clarify the
purpose of answering the questions. i.e. B could have a statement "to understand the security landscape of
Mamibia, may you please rate the relevance of the following items in ensuring security”. C need to explicitly state
what is needed for what. D Something like to what extent is this relevant for information security mitigation? E
replace inadequate IT budget with adequate IT budget and the last question should replace poor with appropriate
or proper (positive term)

No comments

Figure 5.4 Pilot Survey Data 1

Any other comments

please replace in with on in AS

No comments

Figure 5.5 Pilot Survey Data 2
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Any other comments

Below Please validate the whole theoretical framework please add "“to what extent is the presented thearetical
framework as a whole meeting the following criteria?”

No comments

Figure 5.6 Pilot Survey Data 3

5.6.3 Framework Evaluation

The theoretical framework evaluation tool had six sections (see Appendix D for the theoretical
framework evaluation tool). Section one described the purpose and requirements of the
evaluation tool. Section two described and presented the theoretical framework. Section three
was about the participants’ biographical information. Section four evaluated the importance

and relevance of the following:

Gap analysis implementation extent
Security landscape of Namibia

What is needed to mitigate information security risks in organisations

DN N NN

Implementation or adoption of ISO 27000 family of standard framework as information

security risk mitigation strategy

<

Factors affecting the adoption of ISO/IEC 27000 standards

<

The benefits of implementing ISO 27000 family of standards

Section five evaluated the importance and relevance of the information security controls.
Section six evaluated the whole theoretical framework. Section four and five evaluated the

importance and relevance of the same criteria to validate the participants’ responses.
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The evaluation tool used a four-point Likert scale choice to measure the different options under
each section. The options were from very important to least important, very relevant to least
relevant and strongly agree to strongly disagree. The purpose of the evaluation tool was to find
out the relevance of the framework and the ISO/IEC 27000 security controls from selected

stakeholders.

5.6.4 Framework Evaluation Results

5.6.4.1 Biographical Information

The purpose of this section was to collect biographical information of different stakeholders.
The following information was collected from the stakeholders: gender, age, position,
information security years of experiences and organisation.

Sixty four percent of the participants were male, and thirty six percent were female as
presented in Table 4.3. Table 4.4 shows the participants’ age group, and 45.5% of the
participants are in the age group 20 - 30 and 31 -40, and 9.1 % are in the age group 41 -50 and
there was no representation of the age group 51 - 60. Participants’ position, information

security years of experiences and organisation are presented in Tables 5.2 — 5.6.

Table 5.2 Stakeholders’ Gender

Male 7 64
Female 4 36
Total respondents: 11 100
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Table 5.3 Stakeholders’ age group

20-30 5 45.5
31-40 5 45.5
41-50 1 9.1
51-60 0 0

Total respondents: 11 100

Table 5.4 Stakeholders’ Position

Head of Information Technology 1
IT Technician 2
System Administrator 0
Information Security Expert 2
Standard officer 1
Information Security Risk Assessor 1
Application Specialist 1
ICT trainer 1
IT Manager 1
Snr Engineering Technician 1
Total respondents: 11
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Table 5.5 Stakeholders’ years of experiences in information technology

0-5 6

6-10 2

11-20+ 3
Total respondents: 11

Table 5.6 Stakeholders Organisation

Office of the Prime Minister 1
Ministry of Information and Communication 1
Technology

Communication Regulatory Authority of Namibia 1
Namibia Institute of Standards 1
Telecom Namibia 4
Namibia Institute of Pathology 1
Academia 1
Higher education 1
Total respondents: 11

5.6.4.2 Theoretical Framework Evaluation

This section measured the importance and relevance of the different theoretical framework
categories to find out the views of selected experts on the theoretical framework. The following
categories were measured and are discussed below: the gap analysis implementation extent,
security landscape of Namibia, what is needed to mitigate information security risks in
organisations, implementation or adoption of ISO/IEC 27000 family of standards framework as
an information security risk mitigation strategy, factors affecting the adoption of ISO/IEC 27000
standards and the benefits of implementing the ISO/IEC 27000 family of standards.
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A four-point Likert scale set of choices were used to measure the different options under each
section. The options were from very important to least important, very relevant to least relevant
and strongly agree to strongly disagree. All sub-sections under the theoretical framework
evaluation section tested the relevance and importance of the same categories. The definitions

of the two synonyms according to the Collins dictionary:

Relevant - Something that is relevant to a situation or person is important or significant in that
situation or to that person (Collins, 2018b).
Important - Something that is important is very significant, is highly valued, or is necessary

(Collins, 2018a).

The purpose was to validate the respondents’ answers against the choices (important and
relevant). The same question was asked in different ways and the responses were supposed to
match (speak to the same thing as synonyms were used for the same questions) in each
category; however, the answers were contradicting. For example, the respondent cannot
choose that a security control is very relevant and then at the next category the same security
control is not important.

The results showed that either the participants didn’t understand the question or they were not
reading the question. The matching options below were used throughout this section; the ones
highlighted green are the matching results and the ones highlighted red are contradicting
results. The Microsoft excel document IEC 27000 Standards Implementation in Namibia
Response Validation.xIsx shows respondents validation. To represent the outliers each category

has a matching and contradicting subcategory.

Matching Results

Very Relevant Relevant Not Relevant Least Relevant
Very Important Important Not Important Least Important
Very Relevant Relevant Not Relevant Least Relevant

Important Very Important Least Important Not Important
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https://www.collinsdictionary.com/dictionary/english/significant
https://www.collinsdictionary.com/dictionary/english/necessary

Relevant Very Relevant Least Relevant Not Relevant

Very Important Important Not Important Least Important

Contradicting Results

A. Gap Analysis - Implementation Extent

The purpose of this section was to find out the implementation relevance of the different
security controls from selected experts. The numbers in brackets next to the questions in table
5.7 to 5.8 represent the different security controls tested for this study. As mentioned earlier in
section 4.3, the ISO/IEC 27000 family of standard is not implemented in Namibian organisations
however organisations might still use the different security controls without following the
ISO/IEC 27001 framework. The questions below were used to measure the relevance and

importance of security controls in organisations:

v" How relevant are the factors below in the implementation of the ISO/IEC 27000 family

of standards in your organisation?
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v" Which factors are important in the implementation of the ISO/IEC 27000 family of

standards in Namibia?

As explained in the theoretical framework evaluation section, the evaluated sections have
matching and contradicting responses. Table 1 and 2 in Appendix E displays the findings for all
11 respondents for the security controls relevance and importance.

Four respondents had matching responses for all their choices and respondent number 1 and
11 had one contradicting choice. The other five had the highest contradicting responses:
respondent 2 had 12 contradicting responses, respondent 4 had 7 contradicting responses,
respondent 5 had 17 contradicting responses, respondent 9 had 12 contradicting responses and
respondent 10 had 11 contradicting responses. The four respondents with all matching results
show that they understood the questions. The other respondent showed that either the
participants didn’t understand the question or they were not reading the questions properly.
Different choices for all 11 respondents are in the Microsoft excel document IEC 27000

Standards Implementation in Namibia Response Validation.xIsx.

Most participants indicated that the implementation of ISO/IEC 27000 family of standards
security controls in their organisations is very relevant or relevant as depicted in table 3 in
Appendix E. According to table 4 in Appendix E, most participants indicated that it is very
important or important to implement the ISO/IEC 27000 family of standards security controls in

Namibian organisations.

As explained earlier, this section had two similar questions evaluating the relevance and
importance of the security controls. To come up with a total percentage for each security
controls tested the percentages for the choices in table 3 and 4 in Appendix E were added and
divided by two as follows:

v Total Very Important (TVI) = (very relevant (VR) + very important(V1))/2

v" Total Important (Tl) = (relevant (R) + important (1))/2

v" Total Not Important (TNI) = (not relevant (NR) + not important (NI))/2

v" Total Least Important (TLI) = (least relevant (LR) + least important (LI))/2

Table 5.7 displays the results of the total security controls percentages.
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Table 5.7 Total matching response and percentage importance

1. Regularly reviewed | 100 67 |835 |0 33 165 |0 0 0|0 0 0

Information Security

policies (5.1.1- 5.1.2)

2. Policy governing | 78 44 |61 22 56 39 0 0 0 |0 0 0
removable IT media

(8.3.1)

3. Formal procedure | 62.5 | 37.5 | 50 37.5 | 62.5| 50 0 0 0 |0 0 0
governing how
removable IT media

is disposed (8.3.2)

4. Documented and | 73 45 | 59 27 55 41 0 0 0 |0 0 0
communicated
access control policy
based on business

requirements (9.1.1)

5. Communicated 89 56 | 725 |11 44 27510 0 0 |0 0 0
policy document
covering the
organisations
practices in how
secret authentication
information must be

handled (9.3.1)

6. Policy on the use | 67 67 | 67 33 33 33 0 0 0|0 0 0
of cryptographic
controls (e.g.

encryption and
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decryption of

information) (10.1.1)

7. Processes to
detect and prevent

malware (12.2.1)

91

64

77.5

36

225 |0

8. Process and
capacity to recover
from a malware

infection (12.2.1)

80

70

75

20

30

25 0

9. Agreed backup
policy that complies
with relevant legal

frameworks (12.3.1)

91

64

77.5

36

225 |0

10. Event logs and

tampering and
unauthorised access

(12.4.2)

sysadmin / sysop logs
logging facilities that

are protected against

100

87.5

93.7

12.5

6.25 | 0

11. Appropriate

event logs and

maintained and
reviewed? (12.4.1-

12.4.3)

sysadmin / sysop logs

86

71

78.5

14

29

215 |0

12. Managers who

are regularly

56

44.4

50.2

22

333

27.6 | 22

11.

16.

55

11.
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instructed to review

compliance with
policy and
procedures within
their area of
responsibility?

(18.2.1-18.2.2)

policies that govern
how information is

transferred? (13.2.1)

13. Organisational 87.5

75

81.2

12.5

25

187 |0

14. Information
security function
with documented,
implemented
validated, verified
and maintained
processes to
maintain continuity
of service during an
unfavourable
situation (17.1.2 -
17.1.3)

100

71

85.5

29

14510

15. Media protected
against unauthorised
access, misuse or
corruption while

transporting (8.3.3)

86

43

64.5

14

57

35.5

105



16. Security policies
on the use of
information transfer
while using electronic
messaging systems?

(13.2.3)

100

62.5

81.2

37.5

187 |0

17. Is there a formal
user access
provisioning process
in place to assign
access rights for all
user types and
services? (9.2.1 -

9.2.2)

70

50

60

10

40

25 0

10

20

10

18. Employees,
contractors and 3rd
party users regularly

given security
awareness training
appropriate to their

role and function
within the

organization (7.2.2)

80

60

70

20

10 0

20

20

20

19. Formal
disciplinary process
which allows the
organization to take

action against

78

33

55.5

22

67

445 | 0
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employees who have

committed an
information security

breaches (7.2.3)

disciplinary process
communicated to all

employees (7.2.3)

20. Formal 87.5

37.5 | 62.

5

12.5

62.5

37.5

21. Documented
process for
terminating or
changing
employment duties
relate to information

security (7.3.1)

100

71 | 855

29

14.5

22. Background
verification checks
carried out on all
new employees?

(7.1.1)

56

57 | 56.5

22

14

18

22

29

25.

23. Employees,

contractors and
third-party users

asked to sign
confidentiality and
non-disclosure

agreements? (7.1.2)

78

56

67

22

44

33

24. Are managers (of

75

50

62.5

25

50

37.5
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all levels) engaged in

driving security
within the business?

(7.2.1)

25. Process to ensure | 91 73 82 9 27 18 0 0 0 0 0 0
user access rights are
removed on
termination of
employment or
contract, or adjusted
upon change of role?

(9.2.5-9.2.6)

The numbers in brackets next to the questions in table 5.7 represent the different security
controls from the ISO/IEC 270001 tested for this study. Table 5.8 depicts the different security
controls tested for this study and their very important and important results. The results show
the number of responses per security control. The researcher selected security controls that
deal directly with information security. Most participants said the security controls are very

important or important to be implemented in Namibian organisations.

Table 5.8 Results of different security controls

1. 83.5 16.5

5.1.1 — Policies for information

5.1.2 — Review of the policies for information security

2. 61 39

8.3.1- Management of removable media
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3. 50 50
8.3.2 - Disposal of media

4. 59 41
9.1.1 - Access control policy

5. 72.5 27.5
9.3.1- Use of secret authentication information

6. 67 33
10.1.1 Policy on the use of cryptographic controls

7. 77.5 22.5
12.2.1 - Controls against malware

8. 75 25
12.2.1- Controls against malware

9. 77.5 22,5
12.3.1 - Information backup

10. 93.75 6.25
12.4.2 Protection of log information

11. 78.5 21.5
12.4.1- Event logging

12.4.3 - Administrator and operator logs

12. 50.2 27.65
18.2.1 - Independent review of information security

18.2.2 - Compliance with security policies and standards

13. 81.25 18.75
13.2.1 - Information transfer policies and procedures

14. 85.5 14.5
17.1.2 Implementing information security continuity

17.1.3 Verify, review and evaluate information security

continuity

15 64.5 35.5
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8.3.3 - Physical media transfer

16. 81.25 18.75
13.2.3 - Electronic messaging

17. 60 25
9.2.1 — User registration and de-registration

9.2.2 - User access provisioning

18. 70 10
7.2.2 - Information security awareness, education and

training

19. 55.5 44.5
7.2.3 - Disciplinary process

20. 62.5 37.5
7.2.3 -Disciplinary process

21. 85.5 14.5
7.3.1 - Termination or change of employment

responsibilities

22. 56.5 18
7.1.1 - Screening

23. 67 33
7.1.2 - Terms and conditions of employment

24, 62.5 37.5
7.2.1 - Management responsibilities

25. 82 18

9.2.5 — Review of user access rights

9.2.6 - Removal or adjustment of access rights

110




Figure 5.7 displays the tested security controls from ISO/IEC 27001, the control domains and
control objectives and how they are grouped. For example the control domain communication
security had one control objective (Information transfer) tested for this study and two security
controls (Information transfer policies and procedures, and electronic messaging) under that

security objectives.
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Figure 5.7 ISO/IEC 27001 control domains, control objectives and controls
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B. Security Landscape of Namibia

To determine the relevance and importance of the implementation extent of the ISO/IEC 27000
family of standards and the factors that affect the implementation of the standards, the
guestion below was used:

v" To understand the security landscape of Namibia, may you please rate the relevance of

the following items in ensuring information security?

This section had three contradicting responses and they are as follows:
v" Respondent 1 had one contradicting response
v" Respondent 10 had two contradicting responses

Table 5 and 6 in Appendix E shows the results.

All participants with matching responses agreed that it is very relevant (50%) and relevant (50%)
to determine the implementation extent of the standard. Determining the factors that affect the
implementation of the standard was observed as very relevant (44.4%) and relevant (44.4%)

when determining the security landscape of Namibia. Table 7 in Appendix E depicts the results.

Table 8 in Appendix E indicates that all matching responses showed that it is very important
(100%) to determine the implementation extent of the standard and the factors that affect the

implementation of the standard when determining the security landscape of Namibia.

This section had two similar questions evaluating the relevance and importance of the security
landscape of Namibia. To come up with a total percentage for each factor under the security
landscape of Namibia, the percentages for the choices in table 8 and 9 in Appendix E were
added and divided by two as follows:

> Total Very Important (TVI) = (very relevant (VR) + very important(Vl))/2

> Total Important (Tl) = (relevant (R) + important (1))/2

> Total Not Important (TNI) = (not relevant (NR) + not important (NI))/2

>

Total Least Important (TLI) = (least relevant (LR) + least important (LI))/2

113



Table 5.9 displays the results of the total percentages of the security landscape of Namibia.

Table 5.9 Security landscape of Namibia findings - Importance

Determining the | 100 | 50 75 0 50 25 0 0 0 0 0 0

implementation
extent of the

standard

Determiningthe | 100 | 44.4 | 722 | O | 444|222 | 0 | O 0 0| 111 | 5.6
factors that
affect the

implementation

of the standard

The final results depict that most users agreed that it is very important (75%) and important

(25%) to determine the implementation extent of the standard.

Almost all participants agreed that determining the factors that affect the implementation of
the ISO/IEC 27000 family of standard is very important (72.2%) and important (22.2%). Only
5.6% said it is least important to determine the factors that affect the implementation of the

standard. The final results are displayed in figure 5.8.
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Security landscape of Namibia

B Determining the implementation extent of the standard

B Determining the factors that affect the implementation of the standard

75% 72.2%

25% 22.2%

0% 0% 0% >-0%
Very Important Important Not Important Least Important

Figure 5.8 Final Results: Security landscape of Namibia

C. What is needed?

The purpose of this section was to determine the relevance and importance of what is needed
to mitigate information security risks in organisations. The question below was used:

v' What is needed to mitigate information security risks in your organisation?

One contradicting response was found in this section from respondent 1 and the results are

depicted in table 9 and 10 in Appendix E.

The total percentages of matching responses were calculated and they are shown in table 11
and 12 in Appendix E. All matching responses agreed that it is very relevant (81.8%) and relevant
(18.18%) and that an in-depth study of the standard is performed to determine what is needed
to mitigate information security risks in organisations (see table 11 in Appendix E). They also
agreed that the development of national adoption policy frameworks is very relevant (90%) and

relevant (10%) (see table 11 in Appendix E).
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Table 12 in Appendix E shows that all matching responses agreed that it is very important

(90.9%) and important (9.09%) that an in-depth study of the standard is performed to

determine what is needed to mitigate information security risks in organisations. All

respondents said that the development of a national adoption policy framework is very

important (90%) and important (10%) to mitigate information security risks.

This section had two similar questions evaluating the relevance and importance of what is

needed to mitigate information security risks in Namibian organisations. To come up with a total

percentage for each determining factor of what is needed to mitigate information security risks,

the percentages for the choices in table 11 and 12 in Appendix E were added and divided by two

as follows:

>

>
>
>

Total Very Important (TVI) (= (very relevant (VR) + very important(Vl1))/2
Total Important (TI) = (relevant (R) + important (1))/2
Total Not Important (TNI) = (not relevant (NR) + not important (NI))/2

Total Least Important (TLI) = (least relevant (LR) + least important (LI))/2

Table 5.10 displays the results of the total percentages of what is needed to mitigate

information security risks in Namibian organisations.

Table 5.10 What is needed - Total percentage of matching responses

Extensive/in- | 90.9 | 81.8 | 86.35 | 9.09 | 18.18 | 13.64 | 0 | O 0 0|0 0

depth study
of the

standard

Development | 90 90 90 10 10 10 0|0 0 0|0 0
of national
adoption
policy

frameworks
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The final results shown in figure 5.9 depict that all respondents agreed that it is very important
(86.35%) and important (13.64%) to perform an in-depth study of the standard. The
development of national adoption policy frameworks was also agreed as a very important (90%)

and important (10%) factor in mitigating information security risks.

Final Results: What is needed to
mitigate information security risk

B Extensive/in-depth study of the standard

H Development of national adoption policy frameworks

86.35 90

13.64 19
0o 0 0o 0

Very Important Important Not Important Least Important

Figure 5.9 Final Results: What is needed to mitigate information security risk

D. Mitigating Strategy
This section evaluated the relevance and importance of the implementation or adoption of
ISO/IEC 27000 family of standards framework as an information technology mitigating strategy.

The questions below were used:

» To what extent is this relevant for information security risk mitigation?

» To what extent is this important for information security risk mitigation?

This section had no contradicting responses (see table 13 and 14 in Appendix E).
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The results revealed that all respondents agreed that the implementation or adoption of ISO/IEC
27000 family of standards framework is very relevant (63.6%) and relevant (36.4%) as the

information security risk mitigating strategy. The results are depicted in table 15 in Appendix E.

The importance of the implementation or adoption of ISO/IEC 27000 family of standards
framework as the information security risk mitigating strategy was also tested and the
respondents agreed that it is very important (90.9%) and important (9.1%) as depicted in table
16 in Appendix E.

This section had two similar questions evaluating the relevance and importance of the
implementation or adoption of ISO/IEC 27000 family of standards framework as the information
security risk mitigating strategy in Namibian organisations. To come up with a total percentage
of the mitigating strategy, the percentages for the choices in table 15 and 16 in Appendix E were
added and divided by two as follows:

> Total Very Important (TVI) (= (very relevant (VR) + very important(Vl1))/2

> Total Important (TI) = (relevant (R) + important (1))/2

> Total Not Important (TNI) = (not relevant (NR) + not important (NI))/2

>

Total Least Important (TLI) = (least relevant (LR) + least important (LI))/2

Table 5.11 displays the results of the total percentages of the implementation or adoption of
ISO/IEC 27000 family of standards framework as the information security risk mitigating strategy

in Namibian organisations.

Table 5.11 Mitigating strategy - Total percentage of matching responses

Implementation | 90.9 | 63.6 | 77.25 | 9.1 | 36.4 |2275| 0 | O 0 0| O 0
or adoption of
ISO 27000 family
of standard

framework
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The final results depict that it is very important (77.25%) and important (22.75%) to implement
or adopt the ISO/IEC 27000 family of standards framework as an information security mitigating

strategy. The results are depicted in figure 5.10.

Implementation or adoption of ISO

27000 family of standard framework
90
30 77.25
70 -+
60 -
50 - B Implementation or
40 - adoption of 1SO 27000
30 - 2275 family of standard
20 ~ framework
10 7 . 0 0
0 1 T T T 1

Very Important Not Least

Important Important  Important

Figure 5.10 Final Results: Mitigating strategy

E. Factors Affecting the Adoption of ISO/IEC 27000 Standards

This section intended to evaluate the relevance and importance of the factors affecting the
adoption of ISO/IEC 27000 family of standards in Namibian organisations. The statement below

was used:

v' Factors affecting the adoption of ISO/IEC 27000 Standards

This section had 10 contradicting responses from 4 respondents and the results are depicted in

table 17 and 18 in Appendix E and they are as follows:
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Respondent 1 had one contradicting response
Respondent 3 had one contradicting response

Respondent 9 had five contradicting responses

YV V V V

Respondent 10 had three contradicting responses

The contradicting responses show that the respondent did not understand the questions or did
not read it properly. The results reveal that almost all respondents agreed that the factors
affecting the adoption of the ISO/IEC 27000 family of standards were either very relevant and
relevant or very important and important. The factors that were evaluated by the participants
are listed in table 19 and 20 in Appendix E, together with a percentage measure for each factor.

Table 5.12 display the results of the matching responses only.

This section had two similar questions evaluating the relevance and importance of the factors
affecting the adoption of ISO/IEC 27000 family of standards in Namibian organisations. To come
up with a total percentage of the mitigating strategy, the percentages for the choices in table 19
and 20 were added and divided by two as follows:

> Total Very Important (TVI) (= (very relevant (VR) + very important(Vl1))/2

» Total Important (Tl) = (relevant (R) + important (1))/2

» Total Not Important (TNI) = (not relevant (NR) + not important (NI))/2

>

Total Least Important (TLI) = (least relevant (LR) + least important (LI))/2

Table 5.12 displays the results of the total percentages of the factors affecting the adoption of

ISO/IEC 27000 family of standards in Namibian organisations.
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Table 5.12 Factors affecting the adoption of the standard - Total percentage of

matching responses

Technical team 90 70 80 10 30 20 0 0 0 0 0 0

experience

Deployment of 80 80 20 20 20 0| O 0 0 0 0
the right IT 80

personnel

Willingness to 75 87.5 | 81.25 25 125 | 1875 | 0| O 0 0 0 0

change

Clear 80 70 |75 20 30 25 o| o0 0 0 0 0
understanding

of standards

Top 80 80 80 20 20 20 0|0 0 0 0 0
management

involvement

Organisational 81.82 7273|7728 | 9.09 |18.18 1364 | 0 | O 0 9.09 | 9.09 | 9.09
information

security Culture

Employees lack 100 | 54.55 | 77.28 0 36.36 | 18.18| 0 | O 0 0 |9.09] 4.55
of discipline
towards
information

security

Improper 9091 | 63.64 | 77.28 | 9.09 | 36.36 2273 | 0| O 0 0 0 0
Information
Security

documentation
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Inadequate IT 87.5 50 |68.75 | 12.5 30 |2125| 0| O 0 25 20 | 225
budget
Identifying 90.91 | 81.82 | 86.37 | 9.09 | 18.18 | 13.64 | 0O | O 0 0 0 0
organisation’s IT
assets
Appropriate 88.89 | 77.78 | 83.34 | 11.11 | 22.22 | 1667 | O | O 0 0 0 0

enforcement of
IT policies and

procedures

The final results reveal that the factors affecting the adoption of the ISO/IEC 27000 family of

standards are mostly very important and important as depicted in figure 5.11.

Factors affecting the adoption of the standard
B Very Important M Important @ Not Important M Least Important

80%  80% 81.25% 80%  7728% 86.37% g334%

75% 77.28%
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Figure 5.11 Factors affecting the adoption of the standard
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F. Benefits of Implementing ISO/IEC 27000 Family of Standards

The purpose of this section was to evaluate the relevance and importance of the benefits of
implementing ISO/IEC 27000 family of standards in Namibian organisations. The statement

below was used:

v Benefits of implementing 1ISO 27000 family of standards

This section had one contradicting response from respondent one. See results in table 21 and 22

in Appendix E.

Almost all participants agreed that the benefits of implementing ISO/IEC 27000 family of
standards listed in table 23 and 24 in Appendix E are either very relevant and relevant, or very
important and important.

This section had two similar questions evaluating the relevance and importance of the benefits
of implementing ISO/IEC 27000 family of standards in Namibian organisations. To come up with
a total percentage of the ISO 27000 family of standards benefits, the percentages for the choices

in table 23 and 24 were added and divide by two as follow:

Total Very Important (TVI) (= (very relevant (VR) + very important(Vl))/2
Total Important (Tl) = (relevant (R) + important (1))/2

Total Not Important (TNI) = (not relevant (NR) + not important (NI))/2

YV V V V

Total Least Important (TLI) = (least relevant (LR) + least important (LI))/2

Table 5.13 displays the results of the total percentages of the benefits of implementing ISO/IEC

27000 family of standards in Namibian organisations.
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Table 5.13 Benefits of implementing ISO/IEC 27000 family of standards - Total

percentage of matching responses

Protect crucial 90.91 | 90.91 9.09 9.09 9.09 0 0 0 0
resources 90.91
Managing risks 81.82 | 72.73 | 77.28 | 18.18 | 27.27 | 22.73 0 0 0 0

more efficiently

Improving and 80 60 70 20 40 30 0 0 0 0
maintaining
customer
confidence

Benchmarkingto | 63.64 | 63.64 | 63.64 | 36.36 | 36.36 | 36.36 0 0 0 0

international best

practices

Avoid brand 72.73 | 63.64 | 68.19 | 18.18 | 27.27 | 22.73 | 9.09 | 9.09 | 9.09 | O
damage and
change its
information
security posture
alongside
technological

developments

The final results depict that almost all respondents agreed that the ISO 27000 family of
standards benefits are very important and important except for one user who said of the
benefit: “Avoid brand damage and change its information security posture alongside
technological developments” is not important. The results are displayed in figure 5.12.
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Benefits of implementing ISO/IEC 27000 family of

standards
B Very Important B Important Not Important W Least Important
90.91%
77.28% .
70% 63.64% 68.19%
6.36%
30%
2.73% °
.09%
0% 0% 0% 0% 0% 0% 0% 0%
Protect crucial Managing risks more Improving and Benchmarkingto  Avoid brand damage
resources efficiently maintaining customer international best and change its
confidence practices information security

posture alongside
technological
developments.

Figure 5.12 Benefits of implementing ISO/IEC 27000 family of standards

For the section any other comments in the evaluation tool, none of the respondents gave any

comment.

G. Information Security Controls

This section aimed to evaluate the importance and relevance of security controls. The question

below and the security controls listed in the tables under this section were used:

v Please rate the importance of the security controls

This section had one contradicting response from respondent number ten and the result is

depicted in table 25 and 26 in Appendix E.
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Almost all participants agreed that the security controls in table 27 and 28 in Appendix E are
very important and important, or very relevant and relevant except for four respondents each
saying that one of these four security controls namely operations security, cryptography, system
acquisition, development and maintenance, and human resource security is least important and

least relevant.

This section had two similar questions evaluating the relevance and importance of security
controls. To come up with a total percentage of the security controls, the percentages for the

choices in table 27 and 28 in Appendix E were added and divided by two as follows:

Total Very Important (TVI) = (very relevant (VR) + very important(V1))/2
Total Important (TI) = (relevant (R) + important (1))/2

Total Not Important (TNI) = (not relevant (NR) + not important (NI))/2

YV V V V

Total Least Important (TLI) = (least relevant (LR) + least important (LI))/2

Table 5.14 displays the results of the total percentages of the security controls.
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Table 5.14 Security Controls - Total percentage of matching responses

Information 90.91 | 72.73 | 81.82 | 9.09 27.27 1818 | 0| O 0 0 0 0
Security
Policies
Operations 63.64 | 63.64 | 63.64 | 27.27 | 27.27 | 2727 |0 | O 0 9.09 | 9.09 | 9.09
Security

Cryptography 36.36 | 45.45 | 40.91 | 54.55 | 45.45 50 0|0 0 9.09 | 9.09 | 9.09

System 5455 | 72.73 | 63.64 | 36.36 | 18.18 | 27.27 | 0 | O 0 9.09 | 9.09 | 9.09
acquisition,
development
and

maintenance

Asset 63.64 | 45.45 | 54.55 | 36.36 | 54.55 | 45455 | 0 | O 0 0 0 0
Management

Human 72.73 | 36.36 | 54.55 | 18.18 | 54.55 |36.365| 0 | O 0 9.09 | 9.09 | 9.09
Resource

Security

Compliance 81.82 | 72.73 | 77.28 | 18.18 | 27.27 |22725| 0 | O 0 0 0 0
Access Control | 100 | 81.82 |90.91 |0 18.18 909 (0| O 0 0 0 0
Organisation of | 100 81.82 19091 |0 18.18 9.09 0| 0 0 0 0 0
information

security

Communication | 90 100 95 |10 0 5 0|0 0 0 0 0
Security
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The final results depict that respondents agreed that 6/10 security controls are 100% very
important and important, namely information security policies, asset management, compliance,
access control, organisation of information security and communication security.

Respondents also agreed that the other four security controls namely operations security,
cryptography, system acquisition, development and maintenance, and human resource security
are very important and important expect for four respondents, each saying that one of the four

security controls is least important. The results are displayed in figure 5.13.

Security Controls
B Very Important B Important Not Important B Least Important
0,
90.91% 90.91% 2°%
0,
81.82% 77 28%
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Figure 5.13 Security Controls

H. Overall Framework Evaluation

The purpose of this section was to validate the whole theoretical framework. The question

below was used to validate the overall framework:
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> Please validate the whole theoretical framework - To what extent is the presented

theoretical framework as a whole meeting the following criteria?

The respondents rated the extent of the framework criteria as follows:

Efficient — 90% of participants strongly agreed and agreed that the framework is efficient,
while 10% disagreed that the framework is efficient.

Operational — 100% of the participants strongly agreed and agreed that the framework is
operational.

Well designed and developed - 90% of participants strongly agreed and agreed that the
framework is well designed and developed, while 10% disagreed that the framework is well
designed and developed.

Relevant and needed - 100% of the participants strongly agreed and agreed that the
framework is relevant and needed.

Useful and valuable - 100% of the participants strongly agreed and agreed that the
framework is useful and valuable.

Adaptable and customisable - 100% of the participants strongly agreed and agreed that the
framework is adaptable and customisable.

Requires a lot of improvement - 63.63 strongly agreed and agreed that the framework
requires a lot of improvement while 36.36 strongly disagreed and disagreed that the

framework requires a lot of improvements.

Table 5.15 and figure 5.14 display the results depicted above.

Table 5.15 Overall Framework Evaluation - Total percentage responses

Efficient

10 5 50 4 40 1 10 0

Operational

10 4 40 6 60 0 0 0
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Well designed 10 3 30 6 60 1 10 0 0
and developed
Relevant and 10 6 60 4 40 0 0 0 0
needed
Useful and 10 8 80 2 20 0 0 0 0
valuable
Adaptable and 10 5 50 5 50 0 0 0 0
customisable
Requires a lot of 11 5 45.45 2 18.18 3 27.27 1 9.09
improvement
Overall Framework Evaluation
Bl Strongly Agree B Agree m Disagree M Strongly Disagree
80%
60% 60% 60%
50% 50% 45 .45%

50%
0% 40% 0%
30%
0%
0% 0%
0% 0%0% 0% 0% 0% 0%0%

Efficient

Operational

0% 0%

Well designed  Relevant and
and developed needed

Useful and  Adaptable and Requires a lot of
valuable customisable

improvement

Figure 5.14 Overall Framework Evaluation

For the section any other comments in the evaluation tool, none of the respondents gave any

comment.
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5.6.5 Summary of Findings

The importance and relevance of the sections above were evaluated and the summary is

presented below:

Gap analysis implementation extent of security controls — Almost all participants agreed that
the implementation of the ISO/IEC 27000 family of standards security controls in organisations is
very important and important.

Security landscape of Namibia — Almost all participants agreed that the factors determining the
extent of Namibia’s security landscape are very important and important.

What is needed — Almost all participants agreed that it is very important and important to
perform an in-depth study of the standard and develop a national adoption policy framework to
mitigate information security risks in organisations.

Mitigation strategy — All participants agreed that it is very important and important to
implement or adopt the ISO/IEC 27000 family of standards framework as an information
security mitigating strategy.

Factors affecting the adoption of ISO/IEC 27000 Standards — Almost all participants agreed that
the factors affecting the adoption of the ISO/IEC 27000 family of standards are very important
and important.

Benefits of implementing 1ISO 27000 family of standards — Almost all participants agreed that
the ISO 27000 family of standards benefits are very important and important.

Information security controls - Respondents agreed that 6/10 security controls are 100% very
important and important and the other four security controls are mostly very important and
important.

Evaluation of the whole theoretical framework — All participants agreed that the framework is
100% operational, relevant and needed, useful and valuable, and adaptable and customisable.
The framework was also said to be 90% efficient and well designed and developed. More than
half of the participants (63.63%) strongly agreed and agreed that the framework requires a lot of
improvements. The other 36.36% strongly disagreed and disagreed that the framework requires

a lot of improvements.
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The next section will discuss the framework communication process.

5.7 Communication

The framework was communicated at the IST Africa conference for peer-reviewing and
publication. The framework was also communicated to selected stakeholders and experts to
evaluate the relevance of the framework components, and the framework itself. And finally, the

framework is presented as part of this thesis.

The results of the theoretical framework evaluation in section 5.6.2.1 depicted that almost all
participants agreed that the theoretical framework is operational, relevant and needed, useful
and valuable, and adaptable and customisable. More than half of the participants (63.63%)
strongly agreed and agreed that the framework requires a lot of improvements. The other
36.36% strongly disagreed and disagreed that the framework requires a lot of improvement.
Participants who indicated that the framework requires a lot of improvement didn’t specify the
improvements to be made on the framework. The framework was refined and it’s presented in
figure 5.15. An explanation of the ISO/IEC 27000 family of standards national adoption policy

framework is provided in section 5.7.1 to provide clarity on the framework.

Since almost all participants agreed with the theoretical framework components and the
framework itself, the framework was refined and an ISO/IEC 27000 family of standards national
adoption policy framework was designed as shown in figure 5.14. The ISO/IEC 27000 family of
standards national adoption policy framework is very important to mitigate information security
risks in Namibian organisations. The information security policy structure components are

discussed in section 5.7.1.
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Figure 5.15 National Adoption Policy Framework for ISO/IEC 27000 Standards Implementation
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5.7.1 Information Security Policy

Information security policy structure components presented in section 2.7.2 are important for
an information security policy. The national adoption policy framework for ISO/IEC 27000
standards implementation for Namibia consist of the following information security policy
structures: introduction, purpose, objectives, scope, responsibilities, rights and duties of

personnel, monitoring and evaluation and specific instructions and they are described below.

5.7.1.1 Introduction

The national adoption policy framework for ISO/IEC 27000 standards implementation was
designed for organisations in Namibia to help mitigate information security risks. The framework
has different components that will assist information security experts with the standard
implementation, namely gap analysis, security landscape, mitigating strategy, factors affecting
the adoption and implementation, and benefit of implementing ISO/IEC 27000 family of

standards.

5.7.1.2 Purpose

The aim of this framework is to set out the adoption of the ISO/IEC 27000 family of standards as

an information security mitigating strategy.

5.7.1.3 Objectives

The framework set out the benefits of implementing ISO/IEC 27000 as guidance for

management and information security experts when implementing the standard.
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5.7.1.4 Scope

This policy framework applies to all organisations in Namibia who will implement the ISO/IEC

27000 family of standards.

5.7.1.5 Responsibilities, rights and duties of personnel

This specifies the structure of employees’ responsibilities, rights and duties for the policy
implementation. The information of selected stakeholders for this study are listed in section
5.6.2.1 (biographical information).

5.7.1.6 Monitoring and evaluation

The standard implementation extent, the steps used to determine the implementation extent
and the risk management strategy are part of the framework. This section lists the steps to
determining the factors affecting the adoption/implementation of the ISO/IEC 27000 family of
standards in Namibian organisations. Auditing of information security risks for security controls
is listed under this section - see figure 5.7 for the security controls used for this study.

5.7.1.7 Specific instructions

To mitigate information security risks in Namibian organisations, an extensive or in-depth study

of the ISO 27000 family of standards and the development of the standard is important.
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5.8 Summary

The chapter discussed the design of a national adoption policy framework for ISO/IEC 27000
family of standards for Namibian organisations which followed the six phases of design science
research by Peffers et al. (2008). The problem identification and motivation discussed the
study’s problem and how the problem would be solved. A definition of the objectives for a
solution stage listed the study’s objectives and what the framework will achieve. The design and
development phase presented the theoretical framework design and the framework
implementation guideline. The demonstration phase shows an example of an ISO/IEC 27000
family of standards policy. The evaluation phase presented the theoretical framework
evaluation pilot study and evaluation tool results. The communication phase discussed the

refined framework.

The next chapter is the conclusion of the study and it also provides recommendations for future

research.
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Chapter 6 - Conclusions

6.1 Introduction

The previous chapters discussed the study’s problem, literature reviews relevant to the study,
methodologies, data collected for the study and the results and framework design process. This
chapter gives a brief summary of the entire research study. Section 6.2 provides the research
overview, section 6.3 discusses the research contribution, section 6.4 discusses the study’s
limitation, section 6.5 discusses the possible future research grounded from this study and

section 6.6 summarises this chapter.

6.2 Overview of the Study

This study started off by reviewing literature sources about the phenomenon being studied,
namely the ISO/IEC 27000 family of standards and these keywords were used: Information
security, Information Security Management System, Information Security Policies, Policy
framework and ISO/IEC 27000 series. Preliminary interviews were conducted with selected
stakeholders. The research overview, problem statement, purpose of the study, research
objectives, research questions and the significance of the study were derived from the literature
and preliminary interviews, and they were discussed in chapter 1. Literatures relevant to the
study were discussed in chapter 2. Research methodologies used to answer the research
questions and meet the research objectives were discussed in chapter 3. Table 6.1 displays the
research questions, research objectives, sampling methods and data collection methods used

for this study.
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Table 6.1 Research questions, research objectives, sampling methods and data

collection methods

to guide the adoption of
ISO/IEC 27000 family of
standard into security

practice?

framework to guide
the adoption of
ISO/IEC 27000
security standards in

the practice

methodology -

Design and

What is the extent of the Investigate the | Purposeful - Case study
ISO/IEC 27000 extent to which the | sampling - Literature review
implementation framework | ISO/IEC 27000 - Interview
adoption in Namibia? implementation - Questionnaire
framework is
adopted in Namibia
What are the factors Investigate the Purposeful - Case study
affecting the adoption of factors affecting the | sampling - Literature Review
ISO/IEC 27000 family of adoption of ISO/IEC - Interview
standards in Namibia? 27000 family of - Questionnaire —
standards Expert Review
Main Research question Main research | Purposeful - Case study
How can a policy objectives sampling - Literature review
framework be constituted Design a  policy - Design science

development stage

The preliminary interviews aimed to investigate the implementation extent of the ISO/IEC

27000 family of standards and to investigate the factors affecting the adoption of the standards

and this was discussed in chapter 4. A gap analysis was applied on the collected data and it was

depicted that the ISO/IEC 27000 family of standards is not implemented in Namibian

organisations; however, there is consideration when the cyber security bill is gone through

parliament. I1SO/IEC 27000 policy adoption framework will guide the adoption of the ISO/IEC

27000 family of standards in Namibia.
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Argumentation from literatures and the results from the preliminary interviews were used to
design a theoretical framework presented in section 4.4. A framework evaluation tool was
developed and a pilot study was conducted with master’s students from the Namibia University
of Science and Technology. Minor changes were recommended and amendments were done by
the researcher. The theoretical framework was then evaluated by experts from the industry and
academic institutions to evaluate whether the theoretical framework is operational, relevant
and needed, useful and valuable, and adaptable and customisable. The importance of the
ISO/IEC 27001 security controls and the validity of the framework components were also
evaluated. Almost all experts agreed with the components of the theoretical framework. The
framework was refined and a national adoption policy framework was designed and it is

discussed in chapter 5.

6.3 Research Contributions

The problem of this study was identified as the usage and adoption of the ISO/IEC 27000
standards which is missing in Namibian organisations. The study aimed to design a national
adoption policy framework for ISO/IEC 27000 family of standards for Namibia to help with the
implementation and adoption of the standards as a way to gain the standard benefits and
mitigate information security risks in Namibian organisations. This study has added to the body
of knowledge of information security governance and risk management as a subset of
information security on how a framework can enhance the mitigation of information security
risks and to reduce the probability of information loss through a guided adoption process. This
study identified the implementation extent of the ISO/IEC 27000 family of standards in
Namibian organisations and it was established that Namibia is at 0 — requirement not
implemented nor planned stage (see section 4.3).

The factors affecting the adoption of ISO/IEC 27000 family of standards in Namibian
organisations were also identified as weak team experience or deployment of the wrong
personnel as gleaned via a survey and this was supported by the literature as indicated in
sections 4.2 and 4.3. Finally, implementation guidelines for the ISO/IEC 27000 policy adoption

framework were designed and presented in chapter 5 to aid the adoption process.

139



6.4 Limitations

Although this research study reached its objectives and the research questions were answered,
there were limitations. A cross sectional study was conducted which was limited to a case
analysis of identified stakeholders to implement an ISO/IEC 27000 policy framework for security
standards in Namibia. A longitudinal study should be conducted with Namibian organisations to
allow for the generalisability of the framework. Several literatures were studied on the
standards used elsewhere but the policy framework implemented is specific to Namibia. The
lack of implementation of the framework is a study weakness; results of actual implementation

would have shed light to its applicability and implication thereof.

6.5 Lesson Learnt

Many lessons are gained during a research project, academic as well as the non-academic.

Academic lessons learnt during this research project are discussed.

When writing a thesis report, the chapters as well as the sections should be linked for the topics

to flow, it is like writing a story; each chapter is distinct but yet they are linked.

The researcher’s work needs to be reviewed by external parties for example at conference

proceedings and research symposiums.

A broader knowledge of the ISO/IEC 27000 family of standards was also gained during the

research project which enabled the researcher to meet the research project.
An immense interest in the area of information security governance was provoked and the

researcher is aiming to advance in this area to protect Namibian organisations.

The thought of giving up comes and goes but with a good support you will make it.
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6.6 Reflections

This section presents scientific, methodological and substantive reflections of this study.

6.6.1 Scientific Reflection

With more data stored electronically in these days rather than as hard copies, data needs to be
protected to mitigate damage to organisations. Organisational damage can be experienced
because of following information security issues: social engineering, unauthorized disclosure of
information or passwords, access to the network by unauthorised persons, errors in
maintenance, loss of electricity, human or natural disasters, malfunction of equipment,
destruction of records, theft of hardware, fire, loss of productivity, financial loss, legal
implications and organisational blackmail as presented in section 2.10. To mitigate information
security risks, data needs to be governed and one standard used to mitigate information

security risks is the ISO/IEC 27000 family of standards which was discussed in this thesis paper.

It was noticed through a preliminary interview conducted in 2015 that there is a poor/no
implementation of the ISO/IEC 27000 family of standards in Namibian organisations while there
are so many information security risks that can cause damage to organisations. The study
designed a policy framework that guides the adoption of ISO/IEC 27000 family of standards into
security best practices for Namibian organisations as presented in figure 5.14 of section 5.7. The
designed national adoption policy framework for ISO/IEC 27000 standards implementation in
Namibia has added to the body of knowledge of information security governance and risk

management as a subset of information security.

To guide the implementation of the national adoption policy framework for ISO/IEC 27000
standards, a framework implementation guideline was designed. The framework
implementation guideline consists of the three components: Info Sec controls for ISO/IEC 27001

family of standards, ISMS pillars and information security pillars.
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6.6.2 Methodological Reflection

The study aimed to investigate the implementation extent of the ISO/IEC 27000 framework
adoption and the factors affecting the implementation of the standard in Namibia. A multi
method qualitative research was used to collect and analyse the data. The data were collected
using literature reviews to help understand the phenomenon, interviews to help determine the
standard implementation extent and factors affecting the adoption of the standard and
guestionnaires to evaluate the theoretical framework. Content analysis was used to interpret
and analyse the data to come up with a conclusion of the collected data.

This was realized using an exploratory case study strategy with selected stakeholders in
Namibian organisations. This problem-based approach was used to come up with an artefact
that can guide the adoption of ISO/IEC 27000 family of standards into security best practices for
Namibian organisations using the DSRM method. The DSRM method used has six phases which
were used to identify the problem and motivate the need for a research; define the study’s
objectives for a solution; the design and development of the theoretical framework; artefact
demonstration and evaluation; and finally, the artefact communication as presented in Chapter

5.

6.6.3 Substantive Reflection

The study focused on designing a national adoption policy framework for 1SO/IEC 27000
standards implementation in Namibia as an artefact using the DSRM method. The designed
artefact belongs to the information security governance and risk management area within the
information security field. To design the artefact, the study aimed to understand the
implementation extent of the ISO/IEC 27000 family of standards, the factors affecting the
adoption of the standard in Namibia and the following topics within the information security
governance and risk management: information security governance, the ISO/IEC 27000 family
of standards, gap analysis, theoretical framework, information security policy, ISMS pillars,

information security pillars and the information security risk.
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6.7 Possible Future Research

The national adoption policy framework for ISO/IEC 27000 standards implementation should be
tested and implemented in a real-life environment in Namibia organisations to assist with
mitigating information security risks and to reduce the probability of information loss. The
framework implementation guideline was not tested for this study therefore, an evaluation tool
should be designed to evaluate whether the framework implementation guideline is
operational, adaptable and customisable. The evaluation needs to be conducted with
information security experts from academic institutions and the industry. The ISO/IEC 27001
security standards use the PDCA cycle for a continuous improvement approach. The study
focused on ISO/IEC 27001 clauses that fall under the plan phase of the PDCA cycle which
involves establishing the ISMS. A future study should focus on establishing, implementing,
operating, monitoring and reviewing of all ISO/IEC 27001 clauses using the PDCA cycle. This will

assist with ensuring that an appropriate ISMS is implemented.

6.8 Conclusion

In conclusion, the main aim of the study was to address the set objectives: Table 6.2 gives a

confirmation summary of the objectives achieved in this study.
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Table 6.2 Research question, answers and evidence

What is the extent of the ISO/IEC Namibian organisations are at | Section 4.3
27000 implementation framework level 0 — standards not
adoption in Namibia? implemented nor  planned
however there is a
consideration when the Cyber
Security Bill has been approved
by parliament.
What are the factors affecting the Weak team experience | Section 4.3
adoption of ISO/IEC 27000 family of | Deployment of the wrong
standards in Namibia? personnel
Employees are not trained and
are not certified in ISO 27001
Main Research question Howcana | A national adoption policy | Chapter 5

policy framework be constituted to
guide the adoption of ISO/IEC 27000
family of standard into security

practice?

framework for ISO/IEC 27000

standards implementation in
Namibia was designed.
Framework implementation

guidelines to aid with the

framework implementation.

THE END
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APPENDIX A: REQUEST FOR PERMISSION TO CONDUCT
RESEARCH

My name is Diana J. Tjirare and | am an Information Technology student at the Namibia
University of Science and Technology. I’'m conducting a research for the MASTER OF COMPUTER
SCIENCE which involves implementing an ISO/IEC 27000 framework for security standards in

Namibia. This project will be conducted under the supervision of Mrs. Fungai Bhunu Shava.

Implementing an 1SO27000 framework for security standards will provide the following benefits
to organisations:
v' Information security issues, and how to mitigate associated risks, will be identified,
managed, monitored and improved in a planned manner
v" The correct information security management processes and procedures will be
defined, documented and put in to practice
v' Demonstration of organisational commitment to information security, will ensure
adequate allocation of resources, identification of roles and responsibilities and
appropriate training
v’ Data will be protected against unauthorised access and it will be available to authorised
user when they require it, demonstrating the organisation security posture.
v' An organisation’s profile will improve and business opportunities will increase if the
continuity of an organisation's business is effectively managed
v Intellectual property rights can be protected
v" An organisation confirming independently to the standard compliance can guarantee
that it has not been inconsiderate in regards to suitable laws on the protection of

individual data

| am hereby seeking your consent to contact a survey at your organisation. The survey will be an
online based questionnaire, were by a link will be provided to complete the questionnaire. An
interview will be conducted as a follow up, to clarify any issue that might be omitted from the

interview. Participation is voluntary.
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Information collected will be kept strictly confidential and will be used for the purpose of the
research only. If you require any further information, please do not hesitate to contact me on

0855601000 or dkanikin@gmail.com. Thank you for your time and consideration in the matter.

Researcher: Diana J. Tjirare IT department staff:

Signature: ... eveveceereeeeeee s SIgNAtUIe: e e e
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APPENDIX B: Semi-structured Interview Questions

1. Is the ISO 27000 family of standards implemented in your organisation?

2. Does your organisation have documented Information Technology security standard
policies?

3. What are the factors affecting the adoption of ISO 27000 family of standards?

4. Who governs security policies?

5. Do you have any plans of implementing the I1ISO 27000 family of standards as a security

solution to the current challenges?

164



165



APPENDIX C: Conference Paper

IS T@ice

m.{m.m 2007 Conference Proceadings

Payl Cunningham and Miriam Cimningham (Eds)
IC I Fyformation Manasement Corporation, 2017
ISEN: 978-1-P05524-36-4

A Gap Analysis of the ISO/IEC 27000
Standard Implementation in Namibia

Diana Jogbeth TIIRARE®, Fungai BHUNU SHAVA?
Namibia University af Science and Technology, Address, Windhoek, 9000, Namibia
YTal: +264 811492639, Fax: < 264 085624060, Email: dkanikin@gmail com
Tel: +264 61 2072510, Fax: + 264 61 2079310, Email: fbshavai@nust na

Abstract: To ensmre that the information asset is protected and available o

organisations, nformation seourity needs to be governed by secumity standards. The

ISOVIEC 27000 family of standards is one such standard; it keeps information assets

secure and provides an informstion security mansgement best practises framework.

Despite its importance, the usage snd adoption of the ISOTEC 7000 standands is

missing in Namibisn orgamisations. An exploratory pilot survey conducted in 2015

with the key stskeholders namely the Commmmications Fepulatory Awthority,

Intermet Service Providers and government departments revealed that these standards

are not being implemented at all Based om literatore review and the preliminary

surveys, this paper presents the extent to which the ISQIEC 27000 implementation

for IS0 27000, 27001, 27002, 27003 and 27004 as these are the critical standards to

the secority poshore of any orgamisation. A qualitative case stody research approach

‘with security critical organisations in Mamibia was used for this stedy. Surveys and

inberviews were wsed o collect data from purposefolly identified key stakeholders.

The stakeholders offered rich information sbout the phenomenon mwder stady. The

survey results were uwsed to evalnate the extent of implementation and the factors

coniribmting to the poor implementation A theoretical famework was derived from

the findings and is thus presented in this paper. The factors making up the theoretical

framework will be used as a basis in desipning a policy framework for the adoption

of security standards by orgamisations in Namibia to secure its critical assets, manage

risks more effectively, improve snd maintsin costomer confidence, demomsirate

conformance to intermational best practice, awoid brand damage and change its

information security posture as the technology is evolving.

Eeywords: Sequrity policy, Policy framework, IS0 2700:{, Information secarity,

Information Security Policies
1. Iniroduction
As Namubia 1s developing, the merease in information technology usage 1s also noticed, as
attested by the 100% growth in mternet usage n 2013 compared to the year 2000 [1]. To
ensure that the information asset is protected and beneficial to organizations in Namubia,
information access needs to be govemned Omne of the standards used for Information
security governance is the ISO/TEC (Intemational Organization for Standardization) 27000
family of standards. The ISOTEC 27000 family of standards provides a globally recogmised
information securty management framework best-practice [2]. According to [3] ISO 27000
family of standards provides best practice recommendations on mmformation security
management, risks and controls within the context of an overall Information Securty
Management System (ISMS).

The aim of the study was to investigate the extent to which the ISQIEC 27000

implementation framework is adopted in Namibia. The study focused om the
implementation extent for ISO 27000, 27001, 27002, 27003 and 27004 as these are the
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cotical standards to the secunity posture of any organisation to mitigate mformation secumity
nsks and as such the secunty of the mation This paper presents the findings of a
preliminary study conducted in Namibia to investigate the factors influencing the adoption
of IS027000 standards. It is aimed at raising awareness among the stakeholders on the state
of affairs and how the landscape can be influenced for a secure Namibia.

This section introduced the paper by stating the overview and purpose of the paper. The
next sections will discuss the background, objectives, methodology, case study, theoretical
framework and business benefits relevant to this paper. A conclusion section is also
mchaded to summarise the paper.

1.1 Background
To ensure a suitable level of secunty is mamtamed resources are comrectly used, and the

secumty practices are adopted [4] good mmformation security govemance should be
implemented in organisations. Furthermore [3] states that the aim of information security

governance 1s to make sure that orgamisations are effectively mmplementing appropnate
information secunty controls to support their mission m a cost-effective manner, while
managing evolving information secunty nsks. The process of establishing and maintaining
a framework, supporting management structure and processes to provide assurance that
mformation secunty strategies are aligned with and support business objectives all In an
effort to manage nisk is called Information secumty governance [5]. This 1s nsually achieved
by using information governance standards.

Information governance standards are listed below:

COBIT (Contrel Objectives for Information and Related Technology) - is a framework
governance and management practices [6].

ITIL (Information Technology Infrastructure Library) - framework iz designed to
standardize the selection, planning, delivery and support of IT services to a business to
mmprove efficiency and achieve predictable service levels [7].

NIST 800-33 (Natonal Institate of Standards and Techmology) - provides a more
holistic approach to information security and nsk management by providing organizations
with the breadth and depth of security controls necessary to fundamentally strengthen their
mformation systems and the environments in which those systems operate contnbuting to
systems that are more resilient in the face of cyber-attacks and other threats [8].

IS0 27000 - provides a very broad information secunty framework that can be applied
to all types and sizes of crganizations [9].

The research project will focus on ISO 27000 family standards.

1.2 130 27000 family of Standards

IS0 27000 family of standard was onginally published as Botish Standard 7799 n 1995
and then later as ISO 17799 [10]. While there are several standards in the IS0 27000 family
of standards this project will focus on the five standards listed below with their purpose:
[11]
ISOVIEC 27000 - ISMS overview and vocabulary
ISOIEC 27001 - ISMS requirements
ISQIEC 27002 - Code of practice for information security controls
ISOIEC 27003 - ISMS implementation gmdance
ISOVIEC 27004 - Information security management measurement
The ISOIEC 27000 is a collecion of standards that specify the
tion of an Information Security Management Systems (ISMS) when used

Implementa
together [12].
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Furthermore [12] states that policies, procedures, human and machine resources which
are part of ISMS should maintain the CIA Tnad (Confidentiality, Integnity and Availability)
ACTOSS 3N organisation.

The ISO 27000 series provides recommendations for establishing, implementing
Management System [13].

According to [12] implementmg the ISO 27000 family of standards can bring the
benefits histed below to an organisation:

+ Information secunty issues, and how to mitigate associated nisks, will be identified,

managed monitored and mproved in a planned manmer

* The comect information security management processes and procedures will be
defined, documented and put into practice

* Demonstration of organisational commitment to information secunity, will ensure
adequate allocation of resources, identification of roles and responsibilifies and
appropnate framing

* Data will be protected agammst umauthorised access and it will be available to
authorised user when they require it, demonstrating the orgamisation security
posture.

* An organisation’s profile will improve and business opportunities will increase if
the contimmty of an orgamisation’s business is effectively managed
Intellectnal property rights can be protected
An organisation confimuing independently to the standard compliance can guarantee
that it has not been inconsiderate in regard to suitable laws on the protection of

It 1s evident that when organisations and nations adopt and implement these standards,
their secunty postures will be greatly improved. In the next section the case site is described
1n detail.

2. Objectives

The objective of the study was to Investigate the extent to which the ISQIEC 27000

implementation framework 1s adopted in Namibia, and design a theoretical framework that

will inform the design of a policy framework to enable the implementation of security best

practice in Namibia.

3. Methodology

A qualitative case study research approach with secunty entical organisations m Namibia

was used for this study. Qualitative research generates words, rather than mumbers, as data

for analysis [14]. Qualitative research was used in this case to help us understand the
this helped us to define the problem and develop an approach to the problem

[15]. Case study refers to gathering and producing detailed information about mdividuals or

collective group of people regularly including the actions of the individuals [16].

Survey and interviews were used to collect data from the identified stakeholders namely
the Commmumcations Regulatory Authonty, Internet Service Prowviders and government
departments. The stakeholders were purposefully selected as they offer nch mformation
about the phenomenon under study. The survey results and literature review were used for
gap analysis to identify and validate the implementation extent of the IS0 27000 security
standards. A theoretical framework was denived from the findings and is thus presented n
this paper. According to [17] a theoretical framework provides a general representation of
relationships between things in a given phenomenon. Additiomally [17] a theorefical
framework dwells on time tested theories that represent the findings of different
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mnvestigations on how phenomena occur. The steps below from [18] were used to develop
the theoretical framework:
Select key concepts listed below
Sample problem statement and research questions
Problem
Objective
Fesearch question
Define and evaluate relevant concepts, theonies, and models
Consider adding other elements to your theoretical framework
To ensure that the different selected stakeholders are aware of ethical issues for this
research project a consent form was prepared and distnbuted to the stakeholders.

This research paper 15 hmited to a case analysis of identified stakeholders. Several
literatures studied on the standards usage elsewhere to benchmark the policy framework
implementation specific to Nanubia were consulted.

4. Case Study

Namibia 1s a nation with a population of 25 million [19] and depends on ICTs to nm its
busimesses and drive its economy. To manage the ICTs and ensure proper implementation
the following strocture is in place:

The Office of the Prime Minister (OFM) is responsible for strategic plan, co-ordination
of cabinet matters and projects/programs [20], the Mimstry of ICT is responsible for the
development and promotion of ICT growth, and provide effective information service,
promote constructive dialogue towards socio-economic development and democracy{21],
Communication Regulatory Authority of Namibia (CRAN) was enacted with a mandate to
regulate the operation of telecommunication services and networks, broadcasting services,
postal services and the use and allocation of radio spectrum [22], on the other hand Intemet
Service Providers (ISPs) are responsible for providing individuals and other companies
access to the Imternet and other related services [23]), the Nammbia Inshtute of
Standards(NIS) 1s responsible for promotion of standardization and quality assurance in the
industry, commerce and the public sector in Namibia [24], these critical organisations are
responsible for ensuring secure access of authonsed content to ciizens.

L

5. Theoretical Framework Design
A theoretical framework for this study was developed nsing the steps below from [18]:
3.1 Select Key Concepts Listed Below

= Problem statement - The ISOIEC 27000 family of standards provides a globally
recognised information secunty management framework best-practice [2]. Namibia was
the second most attacked country in November 2015 after being the most targeted by
cybercriminals during December 2015 [26]. To what extent iz Namibia implementing
these best practices to ensure secure cyber expeniences for her citizens?

= Problem — to what extent 13 Namibia implementing best practice standards to change its
rating as one of the most volnerable country to cyber criminals?

* (hjective - The objective of the study was to investigate the extent to which the
ISOMEC 27000 implementation framework is adopted in Namibia, and designs a
theoretical framework that will infoom the stakeholders on the extent of the
implementation of security best practice in Nanubia.

* Research question - What is the extent of the ISOVIEC 27000 implementation
framework adoption in Namuibia?

Copynight © 2017 The authors  www [ST-Afnea org/Conference2017 Page 4 of 10
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3.2 Define and Evaluate Relevant Concepis, Theories and Models

According to [27] secunty best practices are missing m the Nanubian Poblic Service and
hence IT personnel are finding it difficult to manage the security of different Information
Systems.

In the paper wrtten by [23] the “Implementation of ISO 27001 mn Saudi Arabia —
obstacles, motivations, outcomes, and lessons learned™ the following are obstacles when
mp]amntngl&ﬂ??ﬂﬂl identifying organization’s assets, weak team experience, resistant

to change wnclear understanding of standard, top management involvement and Saudi
Arabia’s Culture

The adopton of Information Secumty standards requires discipline, proper
documentation, and adeguate budget, enforcement of policies and procedures and
deplnymeninfthenghtpﬂmnml[ES]

tion and adophon of the ISO 27000 standard in Namubia might also be
cmsedhytheﬁactmmhmdabmaTnagamﬁmhﬂmdmtandmg,a analysis was
conducted. The process of mvestigating the extent to which the ISOVIEC 27000 standard is
implemented is described as gap analysis [29]. Gap analysis is reviewing each section of
IS0 27001 document and determining if that requirement is already implemented m an
crgamisation [29]. The scale below was identified from hiterature review to determine the
extent of IS0 27000 fanuly of standard implementation [29]:

= ( —requirement not implemented nor planned

* 1 —requirement is planned but not implemented

= 1 — requirement 15 implemented only parhally, so that foll effects canmot be

expected

+ 3 —requirement is implemented, but measurement, review and Improvement are not

performed

* 4 — requrement 15 implemented and measurement. review and improvement are
performed regularly
3.3 Consider Adding Other Elements to Your Theoretical Framework

The interviews and surveys with the regulatory board (CEAN), ISPs and government
departments revealed that the standard is not mplemented. Namibia is a member of ISO
and however after prelimmary interviews with stakeholders, other factors peculiar to
Nanubia were identified and will be added to the framework.

J4 Case Study Resuls

Using the gap analysis scale, it was established through the exploratory pilot gap amalysis
survey conducted in 2015 with CRAN, ISPz, NIS and govemnment departments it was
established that Namibia is at the ( — requirement not implemented nor planned level.

The implications of not implementing the standards are confidentiality breaches,
mnauthorized alteration of cntical information, data leakage and a vulmerable nation
Namubia was the second most attacked country in November 2015 after being the most
targeted by cybercriminals during December 2015[26].

From hiterature review factors affecting the adoption of the standards were 1dentified as:

Identifyimg organmization’s assets; weak team expernence, deployment of the wrong
personnel; resistance to chmge,mcka:m&asﬁnﬂngufstaudﬂds,hfk of top
management involvement; culture; lack of discipline; improper documentation; inadequate
budget; poor enforcement of policies and procedures [25] [28]. The survey focused on
validating the weak team experience, deployment of the wrong persomnel, improper
documentation and poor enforcement of pelicies and procedures as this was considered key
1n establishing the baseline.

Copynight © 2017 The authors  www [ST-Afnea org/Conference2017 Page 5 of 10
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Based on literature review findings, the questions below were used during the pilot semi
structured gap analysis survey to investigate the baseline for Namibia:

» I the ISO 27000 fanuly of standards implemented n your ergamsation?

+ Does your organisation have documented Information Technology security standard

policies?

* What are the factors affecting the adoption of IS0 27000 family of standards?

*  Who govems security policies?

* Do you have any plans of implementing the IS0 27000 family of standards as a
securty solution to current challenges
The case study findings showed that the IS0 27000 family of standard is not used or
implemented in Namibia. When asked if the ISO 27000 family of standards is implemented
in their orgamisation, one participant said “The Cyber security bill is before parliament
currently and the standard is not used or 1 1
stated that currently no one is certified for IS0 27001 standard in Namibia. NIS and OFM
are responsible for secunty policy governance and the stakeholders hawve decumented
secunty policy, however they are not properly documented.
From the interviews the responses were in the following categones/themes

in Namibia” The p

articipant further

Security landscape

Factors affecting the
adoption/implementation
of IS0 27000

Mitigating
strategy

Benefit of
implementing IS0
27000 Standards

In response to “What are
the factors affecting the
adoption of ISO 27000
family of standards?”
Weak team experience or
deployment of the wrong
personnel was noted, the
responses said “employees
are not trained and are not
certified m ISO 270017,

In response to question

well as poor enforcement
of policies and procedures

When asked do
you have any plans
to map! 1

the IS0 27000
family of standards
asa 1
solution to the

current challenges?

The stakeholders
stated “Yes, The
Cyber security bill
is before
parliament and
ISO 27000 family
of standards is part
of this ball”.

When asked about
the cost benefit of
ISO2 7000

Tablel: Summary qf survey resporse and, the bengfft and mitigating strategy f IS0 27000

After collecting pnmary data from the participants, the Gap Analysis was applied to
determine the cumrent posture of MNamibia. Based on the survey and literature review
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Namubia is at the extent 0 — standards not implemented nor planmed however there is a
consideration when the cyber security bill has gone through parliament. This shows that the
nation 15 still at the baseline in terms of adopting the IS0 27000 famuly standard.

From the literature and survey, the key components to the assessment of the extent of
adoption/implementation were identified as:

1. Secunty landscape

2. Factors affecting the adoption and implementation

3. Mitigating strategy

4. Cost benefit analysis

5. Gap amalysis

These components were used in designing the framework. The relationships are shown
in the framework.

The theoretical framework below shows the security of Namubia, possible mitigating
strategies, the benefit of mmplementing the ISOVIEC 27000 standard gap analysis scale,
factors affecting the implementation and what still needs to be done to Improve the securty.
When there is a clear understanding of the secunty posture of an crgamzation, nutigation
strategies can be evaluated and the best selected for adoption. However, before adopting a
strategy the benefits need to be well understood, these will inform gap analysis and the
establishment of factors that are cnitical to the suceess. Once this is clear steps can be listed
which need to be effected to improve the posture. The framework presented in figure 1 is
entirely based on the case study findings and 1= informed by the hterature review.
Framework evaluation will be conducted in firare endeavours, as part of a larger stody.
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6. Business Benefits
ions in Namibia will gan the benefits listed below if they implement/adopt the
IS0 27000 family of standard framework:
+ Information secunty issues, and how to mitigate associated nsks, will be identified,
managed monitored and mproved in a planned manmer
* The comect information security management processes and procedures will be
defined, documented and put in to practice
*  Demonstration of organisational commitment to information security, will ensure
adequate allocation of resources, identification of roles and responsibilities and
appropnate framing

Copyright © 2017 The authors  www IST-Africa org/Conference2017 Page 8 of 10
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Data will be protected against unauthorised access and it will be available to

authorised user when they require it, demonstrating the orpanisation security
sture.

. Eugamsahmspmﬁlem]hmprwemﬂhmmssuppmﬁmmﬂmﬂmﬁ
the contimuty of an organisation’s business is effectively managed

+ Intellectual property rights can be protected

= An orgamisation confirming independently to the standard compliance can guarantee

that it has not been meonsiderate in regard to smtable laws on the protection of

7. Conclusions

The study imtended to investigate the extent to which the ISOVIEC 27000 implementation
framework 15 adopted in Namibia and it was revealed that the usage and adoption of the
ISOVIEC 27000 standards is mussing in Nanubian crganisations. Smece Namibia i1s rated as
one of the most vulnerable country to cyber criminals it defimtely neads to implement these
best practices to ensure secure cyber experiences.

A theoretical framework of the gap analysis on ISOTEC2 7000 framework adoption was
presented. The theoretical framework will serve as the basis for the development of an
adoption policy framewerk for Namibia. A national adoption policy framework to ensure
that all orgamisations in Namibia use information secunty best practices to mitigate
mformation security nisks should be desipned We recommend that an in-depth study is
done and an information secunty framework is designed and regularly reviewed for any gap
that might arise, to assist with the adoption and implementation of the standard.
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APPENDIX D: Framework Evaluation Tool

Theoretical Framework Evaluation Tool: ISO/IEC 27000 Standards Implementation
in Namibia

Dear Participants

This evaluation tool is part the study that is investigating the adoption and implementation of
the ISO 27000 family of standard in local organisations. The purpose of this questionnaire is to
collect information that will be used to determine the ISO 27000 family of standards security
controls gap and design an ISO 27000 family of standards adoption framework that is specific to
Namibia. The study is conducted by Diana J. Tjirare under the supervision of Dr. Fungai Bhunu

Shava at the Namibia University of Science and Technology.

The questionnaire will require approximately 20 minutes of your time. You will complete the
online questionnaire and submit it. The input you provide will be treated confidentially and only
used towards the completion of the afore-mentioned study. Please answer the questionnaire as
honestly and comprehensively as you can. There is no right or wrong answer to these questions
— we are interested in your insight and opinion. All data will be used in summary form without
reference to any individual. Participation in this research study is voluntary and no identification
information will be required.

If you require any further information, please do not hesitate to contact me on 0855601000 or
dkanikin@gmail.com.

Thank you for agreeing to take part in this research by completing this questionnaire.
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Theoretical Framework ISO/IEC 27000 Standards Implementation in Namibia

According to Regoniel (2010) a theoretical framework provides a general representation of
relationships between things in a given phenomenon. Additionally Regoniel (2010) said that a
theoretical framework dwells on time tested theories that represent the findings of different
investigations on how phenomena occur. The research project designed a theoretical
framework that will inform the design of a policy framework to enable the implementation of
security best practice in Namibia and a policy framework that will guide the adoption of ISO/IEC
27000 family of standards into security best practice in Namibia.

The survey results from different selected stakeholders and literature review were used for gap
analysis to identify and validate the implementation extent of the ISO 27000 security standards.
A theoretical framework was derived from the findings and is presented below.

The theoretical framework below shows the security of Namibia, possible mitigating strategies,
the benefit of implementing the ISO/IEC 27000 standard, gap analysis scale, factors affecting the

implementation and what still needs to be done to improve the security.
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Biographical Information ]

The purpose of this evaluation section is to collect biographical information of different

stakeholders to differentiate the selected stakeholders.

Gender

[ Male
[] Female

Age Group
[] 20-30
] 31-40
1 41-50
1 s1-60

Position
[] Head of Information Technology 11T Technician
D System Administrator D Information Security Expert

[ standard officer [] Others.. e
Information Security Years of Experiences

] o-5

] 6-10

1 11-20+

Organisation

Office of the Prime Minister

Ministry of Information and Communication Technology
Communication Regulatory Authority of Namibia
Namibia Institute of Standards

Telecom Namibia

Oooooo

(014 (1] TR
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Theoretical Framework Evaluation

How relevant are the factors below in the implementation of the ISO/IEC family of standards

in your organisation?

A. Gap Analysis - Implementation Extent (Halkyn Security, 2013)

Very

Relevant

Relevant

Not

Relevant

Least

Relevant

Regularly reviewed Information Security policies

(5.1.1- 5.1.2)

Policy governing removable IT media (8.3.1)

Formal procedure governing how removable IT

media is disposed (8.3.2)

Documented and communicated access control

policy based on business requirements (9.1.1)

Communicated policy document covering the
organisations practices on how secret

authentication information must be handled (9.3.1)

Policy on the use of cryptographic controls (e.g

encryption and decryption of information) (10.1.1)

Processes to detect and prevent malware (12.2.1)

Process and capacity to recover from a malware

infection (12.2.1)
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Agreed backup policy that complies with relevant

legal frameworks (12.3.1)

Event logs and sysadmin / sysop logs logging
facilities that are protected against tampering and

unauthorised access (12.4.2)

Appropriate event logs and sysadmin / sysop logs

maintained and reviewed? (12.4.1- 12.4.3)

Managers who are regularly instructed to review
compliance with policy and procedures within their

area of responsibility? (18.2.1 - 18.2.2)

Organisational policies that govern how

information is transferred? (13.2.1)

Information security function with documented,
implemented validated, verified and maintained
processes to maintain continuity of service during

an unfavourable situation (17.1.2 - 17.1.3)

Media protected against unauthorised access,

misuse or corruption while transporting (8.3.3)

Security policies on the use of information transfer

while using electronic messaging systems? (13.2.3)

Is there a formal user access provisioning process in
place to assign access rights for all user types and

services? (9.2.1-9.2.2)

o 06 0 O
O 06 o ©
o O 0 0

Employees, contractors and 3rd party users
regularly given security awareness training
appropriate to their role and function within the

organization (7.2.2)

Formal disciplinary process which allows the
organization to take action against employees who
have committed an information security breaches

(7.2.3)
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Formal disciplinary process communicated to all

employees (7.2.3)

Documented process for terminating or changing
employment duties relate to information

security(7.3.1)

Background verification checks carried out on all

new employees? (7.1.1)

Employees, contractors and third party users asked
to sign confidentiality and non-disclosure

agreements? (7.1.2)

Are managers (of all levels) engaged in driving

security within the business? (7.2.1)

Process to ensure user access rights are removed
on termination of employment or contract, or

adjusted upon change of role? (9.2.5 - 9.2.6)

B. Security landscape of Namibia

Very Relevant

Relevant

Not Relevant

Least

Relevant

Determining the implementation

extent of the standard

Determining the factors that
affect the implementation of the

standard

C. What is needed?

Very Relevant

Relevant

Not Relevant

Least

Relevant

Extensive/in-depth study of the
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standard

Development of national

adoption policy frameworks

D. Mitigating strategy

Very Relevant

Relevant

Not Relevant

Least

Relevant

Implementation or adoption of
ISO 27000 family of standard

framework

E. Factors affecting the adoption of ISO/IEC 27000 Standards

Very

Relevant

Not

Relevant

Least

Relevant

Technical Team experience

Deployment of the right IT personnel

Willingness to change

Clear understanding of standards

Top management involvement

Organisational information security

Culture

Employees discipline towards

information security

Proper Information Security

documentation

Inadequate IT budget

Identifying organization’s IT assets

Poor enforcement of IT policies and

procedures

X
®
)
<
Q
=1
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F. Benefits of implementing 1ISO 27000 family of standards

Very Relevant

Relevant

Not Relevant

Least

Relevant

Protect crucial resources

Managing risks more efficiently

Improving and maintaining

customer confidence

Benchmarking to international

best practices

Avoid brand damage and change
its information security posture
alongside technological

developments.

Any other comments:

Theoretical Framework Evaluation

Which factors are important in the implementation of the ISO/IEC 27000 family of Standards

in Namibia?

A. Gap Analysis - Implementation Extent (Halkyn Security, 2013)
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Very

Relevant

Relevant

Not

Relevant

Least

Relevant

Regularly reviewed Information Security policies (5.1.1-

5.1.2)

Policy governing removable IT media (8.3.1)

Formal procedure governing how removable IT media is

disposed (8.3.2)

Documented and communicated access control policy based

on business requirements (9.1.1)

Communicated policy document covering the organisations
practices in how secret authentication information must be

handled (9.3.1)

Policy on the use of cryptographic controls (e.g encryption

and decryption of information) (10.1.1)

Processes to detect and prevent malware (12.2.1)

Process and capacity to recover from a malware infection

(12.2.1)

Agreed backup policy that complies with relevant legal

frameworks (12.3.1)

Event logs and sysadmin / sysop logs logging facilities that
are protected against tampering and unauthorised access

(12.4.2)

Appropriate event logs and sysadmin / sysop logs

maintained and reviewed? (12.4.1- 12.4.3)

Managers who are regularly instructed to review compliance
with policy and procedures within their area of

responsibility? (18.2.1 - 18.2.2)

Organisational policies that govern how information is

transferred? (13.2.1)

Information security function with documented,

implemented validated, verified and maintained processes
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to maintain continuity of service during an unfavourable

situation (17.1.2 - 17.1.3)

Media protected against unauthorised access, misuse or

corruption while transporting (8.3.3)

Security policies on the use of information transfer while

using electronic messaging systems? (13.2.3)

Is there a formal user access provisioning process in place to
assign access rights for all user types and services? (9.2.1 —

9.2.2)

Employees, contractors and 3rd party users regularly given
security awareness training appropriate to their role and

function within the organization (7.2.2)

Formal disciplinary process which allows the organization to
take action against employees who have committed an

information security breaches (7.2.3)

Formal disciplinary process communicated to all employees

(7.2.3)

Documented process for terminating or changing

employment duties relate to information security(7.3.1)

Background verification checks carried out on all new

employees? (7.1.1)

Employees, contractors and third party users asked to sign

confidentiality and non-disclosure agreements? (7.1.2)

Are managers (of all levels) engaged in driving security

within the business? (7.2.1)

Process to ensure user access rights are removed on
termination of employment or contract, or adjusted upon

change of role? (9.2.5-9.2.6)
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B. Security landscape of Namibia

Very Relevant

Relevant

Not Relevant

Least

Relevant

Determining the implementation

extent of the standard

Determining the factors that
affect the implementation of the

standard

C. What is needed?

Very Relevant

Relevant

Not Relevant

Least

Relevant

Extensive/in-depth study of the

standard

Development of national

adoption policy frameworks

D. Mitigating strategy

Very Relevant

Relevant

Not Relevant

Least

Relevant

Implementation or adoption of
ISO 27000 family of standard

framework
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E. Factors affecting the adoption of ISO/IEC 27000 Standards

Very

Relevant

Not

Relevant

Least

Relevant

Technical Team experience

Deployment of the right IT personnel

Willingness to change

Clear understanding of standards

Top management involvement

Culture

Lack of discipline

Improper documentation

Inadequate IT budget

Identifying organization’s IT assets

Poor enforcement of IT policies and

procedures

X
o
®
<
Q
=
—t

F. Benefits of implementing 1ISO 27000 family of standards

Very Relevant

Relevant

Not Relevant

Least

Relevant

Protect crucial resources

Managing risks more efficiently

Improving and maintaining

customer confidence

Benchmarking to international

best practices

Avoid brand damage and change

its information security posture
alongside technological

developments.
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Any other comments:

Information Security Controls

Information Security Controls

Description

Information Security Policies

Management direction and support for information
security according to the organisations requirements

and laws and regulations.

Operations Security

Deals with information backup, logging, monitoring and

protection from malware.

Cryptography

Appropriate information encryption and decryption to

protect its confidentiality, authenticity and integrity.

System acquisition, development and

maintenance

Deals with security requirements of information

system and the protection of test data

Asset Management

To prevent unauthorized access of information stored
in media and ensure that information is protected in

accordance to its priority in the organisation

Human Resource Security

Internal and external human resource security
management prior to employment, during employment

and when terminating employment

Compliance

The implementation and operation of information
security according to organizational policies and

procedures.

Access Control

Limit access to information, ensure authorized user
access to systems and service, and make sure users are
responsible for protecting their authentication

information.

Organisation of information security

The administrative of a management framework,
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security of teleworking and use of mobile devices

to promote effective management.

Communication Security

Deals with the protection of information in networks

and maintain the security of information transfer.

Please rate the importance of the security controls:

Very Important | Important Not Least

Important Important

Information Security Policies

Operations Security

Cryptography

System acquisition,
development and

maintenance

Asset Management

Human Resource Security

Compliance

Access Control

Organisation of information

security

Communication Security
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Please rate the relevance of the security controls:

Very Relevant

Relevant

Not Relevant

Least

Relevant

Information Security Policies

Operations Security

Cryptography

System acquisition,
development and

maintenance

Asset Management

Human Resource Security

Compliance

Access Control

Organisation of information

security

Communication Security
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Overall Framework Evaluation

Please validate the whole theoretical framework

Strongly Agree

Strongly

Disagree

Efficient

Operational

Well designed and developed

Relevant and needed

Useful and valuable

Adaptable and customisable

Requires a lot of improvement

=
©w
. ‘ Q
[oL°]
=
[0}
(¢}

Any other comments:

Thank you for your participation
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APPENDIX E: Framework Evaluation Results

A. Gap Analysis - Implementation Extent

Table 1: Gap Analysis - matching and contradicting results of relevant responses

1. Regularly 6 0 3 0 0 2 0 0

reviewed
Information
Security policies

(5.1.1-5.1.2)

2. Policy 4 0 5 0 0 2 0 0
governing
removable IT

media (8.3.1)

3. Formal 3 0 5 0 0 2 0 1
procedure
governing how
removable IT
media is
disposed (8.3.2)
4. Documented 5 0 6 0 0 0 0 0

and
communicated
access control
policy based on
business

requirements
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(9.1.1)

5.
Communicated
policy
document
covering the
organisations
practices on
how secret
authentication
information
must be

handled (9.3.1)

6. Policy on the
use of
cryptographic
controls (e.g
encryption and
decryption of
information)

(10.1.1)

7. Processes to
detect and
prevent
malware

(12.2.1)

8. Process and
capacity to
recover from a
malware

infection
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(12.2.1)

9. Agreed
backup policy
that complies
with relevant

legal
frameworks

(12.3.1)

10. Event logs
and sysadmin /
sysop logs
logging facilities
that are
protected
against
tampering and
unauthorised

access (12.4.2)

11. Appropriate
event logs and
sysadmin /
sysop logs
maintained and
reviewed?

(12.4.1- 12.4.3)

12. Managers
who are
regularly

instructed to

review

compliance with
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policy and
procedures
within their area
of
responsibility?

(18.2.1-18.2.2)

13.
Organisational
policies that
govern how
information is
transferred?

(13.2.1)

14. Information
security
function with
documented,
implemented
Matchingated,
verified and
maintained
processes to
maintain
continuity of
service during
an unfavourable
situation (17.1.2
-17.1.3)

15. Media
protected

against
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unauthorised
access, misuse
or corruption
while
transporting

(8.3.3)

16. Security
policies on the
use of
information
transfer while
using electronic
messaging
systems?

(13.2.3)

17.Isthere a
formal user
access
provisioning
process in place
to assign access
rights for all
user types and
services? (9.2.1

-9.2.2)

18. Employees,
contractors and
3rd party users
regularly given
security

awareness
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training
appropriate to
their role and
function within
the organization

(7.2.2)

19. Formal
disciplinary
process which
allows the
organization to
take action
against
employees who
have committed
an information
security

breaches (7.2.3)

20. Formal
disciplinary
process
communicated
to all employees

(7.2.3)

21.
Documented
process for
terminating or
changing
employment

duties relate to
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information

security(7.3.1)

22. Background
verification
checks carried
out on all new
employees?

(7.1.1)

23. Employees,
contractors and
third party users
asked to sign
confidentiality
and non-
disclosure
agreements?

(7.1.2)

24. Are
managers (of all
levels) engaged
in driving
security within
the business?

(7.2.1)

25. Process to
ensure user
access rights are
removed on
termination of
employment or

contract, or
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adjusted upon
change of role?

(9.2.5-9.2.6)

Table 2: Gap Analysis - Matching and contradicting results of important responses

1. Regularly
reviewed
Information
Security
policies

(5.1.1-5.1.2)

2. Policy
governing
removable IT

media (8.3.1)

3. Formal
procedure
governing
how
removable IT
media is
disposed
(8.3.2)

4.,
Documented

and
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communicate
d access

control policy
based on
business

requirements

(9.1.2)

5.
Communicate
d policy
document
covering the
organisations
practices on
how secret
authenticatio
n information
must be
handled
(9.3.1)

6. Policy on
the use of
cryptographic
controls (e.g
encryption
and
decryption of
information)

(10.1.1)

7. Processes

to detect and

10
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prevent
malware

(12.2.1)

8. Process and
capacity to
recover from
a malware
infection

(12.2.1)

9. Agreed
backup policy
that complies
with relevant

legal
frameworks

(12.3.1)

10

10. Event logs
and sysadmin
/ sysop logs
logging
facilities that
are protected
against
tampering
and
unauthorised
access

(12.4.2)

11.
Appropriate

event logs
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and sysadmin
/ sysop logs
maintained
and
reviewed?
(12.4.1-
12.4.3)

12. Managers
who are
regularly

instructed to

review
compliance
with policy
and
procedures
within their
area of
responsibility
?(18.2.1-
18.2.2)

13.
Organisationa
| policies that

govern how
information is
transferred?

(13.2.1)

14.
Information

security
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function with
documented,
implemented
Matchingated
, verified and
maintained
processes to
maintain
continuity of
service during
an
unfavourable
situation
(17.1.2 -
17.1.3)

15. Media
protected
against
unauthorised
access,
misuse or
corruption
while
transporting

(8.3.3)

16. Security
policies on
the use of
information
transfer while

using
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electronic
messaging
systems?

(13.2.3)

17. Is there a
formal user
access
provisioning
process in
place to
assign access
rights for all
user types
and services?

(9.2.1-9.2.2)

18.
Employees,
contractors

and 3rd party
users
regularly
given security
awareness
training
appropriate
to their role
and function
within the
organization

(7.2.2)

19. Formal
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disciplinary
process which
allows the
organization
to take action
against
employees
who have
committed an
information
security
breaches

(7.2.3)

20. Formal
disciplinary
process
communicate
dtoall
employees

(7.2.3)

21.
Documented
process for
terminating or
changing
employment
duties relate
to
information

security(7.3.1)

22.
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Background
verification
checks carried
out on all new
employees?

(7.1.2)

23.
Employees,
contractors

and third
party users
asked to sign
confidentiality
and non-
disclosure
agreements?

(7.1.2)

24. Are
managers (of
all levels)
engaged in
driving
security
within the
business?

(7.2.1)

25. Process to
ensure user
access rights
are removed

on

10
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termination of
employment
or contract, or
adjusted upon
change of
role? (9.2.5 -
9.2.6)

Table 3: Gap Analysis - Total percentage of matching relevant responses

1. Regularly reviewed 9 6 67 3 33 0 0 0 0

Information Security

policies (5.1.1- 5.1.2)

2. Policy governing 9 4 44 5 56 0 0 0 0
removable IT media

(8.3.1)

3. Formal procedure 8 3 37.5 5 62.5 0 0 0 0
governing how
removable IT media is

disposed (8.3.2)

4. Documented and 11 5 45 6 55 0 0 0 0
communicated access
control policy based
on business

requirements (9.1.1)

5. Communicated 9 5 56 4 44 0 0 0 0

policy document
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covering the
organisations
practices in how
secret authentication
information must be

handled (9.3.1)

6. Policy on the use of
cryptographic controls
(e.g encryption and
decryption of

information) (10.1.1)

67

33

7. Processes to detect
and prevent malware

(12.2.1)

11

64

36

8. Process and
capacity to recover
from a malware

infection (12.2.1)

10

70

30

9. Agreed backup
policy that complies
with relevant legal

frameworks (12.3.1)

11

64

36

10. Event logs and
sysadmin / sysop logs
logging facilities that
are protected against

tampering and
unauthorised access

(12.4.2)

87.5

12.5

11. Appropriate event

logs and sysadmin /

71

29
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sysop logs maintained
and reviewed?

(12.4.1-12.4.3)

12. Managers who are
regularly instructed to
review compliance
with policy and
procedures within
their area of
responsibility? (18.2.1
-18.2.2)

44.44

33.33

11.11

11.11

13. Organisational
policies that govern
how information is

transferred? (13.2.1)

75

25

14. Information
security function with
documented,
implemented
Matchingated, verified
and maintained
processes to maintain
continuity of service
during an
unfavourable situation

(17.1.2-17.1.3)

71

29

15. Media protected
against unauthorised
access, misuse or
corruption while

transporting (8.3.3)

43

57
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16. Security policies
on the use of
information transfer
while using electronic
messaging systems?

(13.2.3)

62.5

37.5

17. Is there a formal
user access
provisioning process
in place to assign
access rights for all
user types and
services? (9.2.1 —

9.2.2)

10

50

40

10

18. Employees,
contractors and 3rd
party users regularly

given security
awareness training
appropriate to their

role and function
within the

organization (7.2.2)

60

20

20

19. Formal disciplinary
process which allows
the organization to
take action against
employees who have
committed an
information security

breaches (7.2.3)

33

67
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20. Formal disciplinary
process
communicated to all

employees (7.2.3)

37.5

62.5

21. Documented
process for
terminating or
changing employment
duties relate to
information

security(7.3.1)

71

29

22. Background
verification checks
carried out on all new

employees? (7.1.1)

57

14

29

23. Employees,
contractors and third
party users asked to

sign confidentiality
and non-disclosure

agreements? (7.1.2)

56

44

24. Are managers (of
all levels) engaged in
driving security within

the business? (7.2.1)

50

50

25. Process to ensure
user access rights are
removed on
termination of
employment or

contract, or adjusted

11

73

27
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upon change of role?

(9.2.5-9.2.6)

Table 4: Gap Analysis - Total percentage of matching important responses

1. Regularly reviewed 9 9 100 0 0 0 0 0 0

Information Security policies

(5.1.1-5.1.2)

2. Policy governing 9 7 78 2 22 0 0 0 0

removable IT media (8.3.1)

3. Formal procedure 8 5 62.5 3 37.5 0 0 0 0
governing how removable IT

media is disposed (8.3.2)

4. Documented and 11 8 73 3 27 0 0 0 0
communicated access control
policy based on business

requirements (9.1.1)

5. Communicated policy 9 8 89 1 11 0 0 0 0
document covering the
organisations practices in
how secret authentication
information must be handled

(9.3.1)

6. Policy on the use of 9 6 67 3 33 0 0 0 0
cryptographic controls (e.g

encryption and decryption of
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information) (10.1.1)

7. Processes to detect and

prevent malware (12.2.1)

11

10

91

8. Process and capacity to
recover from a malware

infection (12.2.1)

10

80

20

9. Agreed backup policy that
complies with relevant legal

frameworks (12.3.1)

11

10

91

10. Event logs and sysadmin /
sysop logs logging facilities
that are protected against

tampering and unauthorised

access (12.4.2)

100

11. Appropriate event logs
and sysadmin / sysop logs
maintained and reviewed?

(12.4.1- 12.4.3)

86

14

12. Managers who are
regularly instructed to review
compliance with policy and
procedures within their area
of responsibility? (18.2.1 -
18.2.2)

56

22

22

13. Organisational policies
that govern how information

is transferred? (13.2.1)

87.5

12.5

14. Information security
function with documented,
implemented Matchingated,

verified and maintained

100
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processes to maintain
continuity of service during
an unfavourable situation

(17.1.2-17.1.3)

15. Media protected against
unauthorised access, misuse
or corruption while

transporting (8.3.3)

86

14

16. Security policies on the
use of information transfer
while using electronic

messaging systems? (13.2.3)

100

17. Is there a formal user
access provisioning process
in place to assign access
rights for all user types and

services? (9.2.1-9.2.2)

10

70

10

20

18. Employees, contractors
and 3rd party users regularly
given security awareness
training appropriate to their
role and function within the

organization (7.2.2)

80

20

19. Formal disciplinary
process which allows the
organization to take action
against employees who have
committed an information

security breaches (7.2.3)

78

22

20. Formal disciplinary

process communicated to all

87.5

12.5
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employees (7.2.3)

21. Documented process for
terminating or changing
employment duties relate to

information security(7.3.1)

100

22. Background verification
checks carried out on all new

employees? (7.1.1)

56

22

22

23. Employees, contractors
and third party users asked
to sign confidentiality and

non-disclosure agreements?

(7.1.2)

78

22

24. Are managers (of all
levels) engaged in driving
security within the business?

(7.2.1)

75

25

25. Process to ensure user
access rights are removed on
termination of employment
or contract, or adjusted upon

change of role? (9.2.5-9.2.6)

11

10

91
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B. Security landscape of Namibia

Table 5: Security landscape of Namibia - Matching and contradicting results of relevant

responses

Determining the 5 0 5 0 0 1 0 0

implementation
extent of the

standard

Determining the 4 0 4 1 0 1 1 0
factors that
affect the
implementation

of the standard

Table 6: Security landscape of Namibia - Matching and contradicting results of important

responses

Determining 10 1 0 0 0 0 0 0

the
implementati
on extent of

the standard

Determining 9 1 0 0 0 0 0 1

the factors
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that affect the
implementati
on of the

standard

Table 7: Security landscape of Namibia - Total percentage of matching relevant responses

Determining 10 5 50 5 50 0 0 0 0

the
implementati
on extent of

the standard

Determining 9 4 44.4 4 | 444 0 0 1 11.1

the factors
that affect the
implementati
on of the

standard

Table 8: Security landscape of Namibia - Total percentage of matching important responses

Determining the 10 10 100 0 0 0 0 0 0




implementation
extent of the

standard

Determining the 9 9 100 0 0 0 0 0 0
factors that affect
the
implementation of

the standard

C. What is needed?

Table 9: What is needed - Matching and contradicting results of relevant responses

Extensive 9 0 2 0 0 0 0 0

/in-depth
study of
the

standard

Develop 9 0 1 0 0 0 0 1
ment of
national
adoption
policy
framewor

ks

Table 10: What is needed - Matching and contradicting results of important responses

226




Extensive

/in-depth
study of
the

standard

Develop
ment of
national
adoption
policy
framewo

rks

Table 11: What is needed - Total percentage of matching relevant responses

Extensive/in-
depth study
of the

standard

81.

18.1

Developmen
t of national

adoption
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policy

frameworks

Table 12: What is needed - Total percentage of matching important responses

Extensive/in- 11 10 90.9 1 9.09 0 0 0 0

depth study
of the

standard

Development 10 9 90 1 10 0 0 0 0
of national
adoption
policy

frameworks
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D. Mitigating strategy

Table 13 Mitigating strategy - Matching/Contradicting results of relevant responses

Implement 7 0 4 0 0 0 0 0

ation or
adoption of
ISO 27000

family of

standard

framework

Table 14 Mitigating strategy - Matching/Contradicting results of important responses

Implement 10 0 1 0 0 0 0 0

ation or
adoption of
ISO 27000

family of

standard

framework
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Table 15 Mitigating strategy - Total percentage of Matching relevant responses

Implementation or 11 7 63.6 4 36.4 0 0 0 0
adoption of I1ISO
27000 family of

standard

framework

Table 16: Mitigating strategy - Total percentage of Matching important responses

Implementation 11 10 90.9 1 9.1 0 0 0 0

or adoption of
ISO 27000 family
of standard

framework
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E. Factors affecting the adoption of ISO/IEC 27000 Standards

Table 17: Factors affecting the adoption of the Standard - Matching/Contradicting results of

relevant responses

Team
experienc

e

Technical

Deployme
nt of the
right IT

personnel

Willingnes
sto

change

Clear
understan
ding of

standards

Top
managem
ent
involveme

nt

Organisati
onal

informatio
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n security

Culture

Employees
lack of
discipline
towards
informatio

n security

Improper

Informatio
n Security
document

ation

Inadequat
elT
budget

Identifying
organizati
on’sIT

assets

Appropria
te
enforceme
nt of IT
policies
and
procedure

S

Table 18: Factors affecting the adoption of the standard - Matching/Contradicting results of

important responses
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Technical

Team
experienc

e

Deployme
nt of the
right IT

personnel

Willingnes
sto

change

Clear
understan
ding of

standards

Top
managem
ent
involveme

nt

Organisati
onal
informatio
n security

Culture

Employees

lack of

11
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discipline
towards
informatio

n security

Improper

Informatio
n Security
document

ation

10

Inadequat
elT
budget

Identifying
organizati
on’sIT

assets

10

Appropria
te
enforceme
nt of IT
policies
and
procedure

S
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Table 19: Factors affecting the adoption of the standard - Total percentage of Matching

relevant responses

Technical 10 7 70 3 30 0 0 0 0
Team
experience
Deployment 10 8 80 2 20 0 0 0 0

of the right IT

personnel
Willingness to 8 7 87.5 1 12.5 0 0 0 0
change
Clear 10 7 70 3 30 0 0 0 0

understandin

g of standards

Top 10 8 80 2 20 0 0 0 0
management

involvement

Organisationa 11 8 72.7 2 18.1 0 0 1 9.0
| information 3 8 9
security

Culture

Employees 11 6 54.5 4 36.3 0 0 1 9.0
lack of 5 6 9
discipline
towards

information
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security
Improper 11 7 63.6 4 36.3 0 0 0 0
Information 4 6
Security
documentatio
n
Inadequate IT 10 5 50 3 30 0 0 2 20
budget
Identifying 11 9 81.8 2 18.1 0 0 0 0
organization’s 2 8
IT assets
Appropriate 9 7 77.7 2 22.2 0 0 0 0
enforcement 8 2
of IT policies
and
procedures

Table 20: Factors affecting the adoption of the standard - Total percentage of matching

important responses

Technical 10 9 90 1 10 0 0 0 0
Team
experience
Deployment 10 8 80 2 20 0 0 0 0
of the right IT
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personnel

Willingness to 8 6 75 25 0
change
Clear 10 8 80 20 0
understandin
g of standards
Top 10 8 80 20 0
management
involvement
Organisationa 11 9 81.8 9.09 9.0
| information 2 9
security
Culture
Employees 11 11 100 0 0
lack of
discipline
towards
information
security
Improper 11 10 90.9 9.09 0
Information 1
Security
documentatio
n
Inadequate IT 8 7 87.5 12.5 25
budget
Identifying 11 10 90.9 9.09 0
organization’s 1
IT assets
Appropriate 9 8 88.8 11.1 0
enforcement 9 1
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of IT policies
and

procedures

F. Benefits of implementing ISO/IEC 27000 family of standards

Table 21: Benefits of implementing ISO/IEC 27000 family of standards -

Matching/Contradicting results of relevant responses

Protect 10 0 1 0 0 0 0 0

crucial

resources

Managing 8 0 3 0 0 0 0 0
risks more

efficiently

Improving 6 0 4 1 0 0 0 0
and
maintaini
ng
customer
confidenc

e

Benchmar 7 0 4 0 0 0 0 0
king to
internatio
nal best

practices

Avoid 7 0 3 0 1 0 0 0
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brand
damage
and
change its
informatio
n security
posture
alongside
technologi
cal
developm

ents.

Table 22: Benefits of implementing ISO/IEC 27000 family of standards -

Matching/Contradicting results of important responses

Protect 10 0 1 0 0 0 0 0

crucial

resources

Managing 9 0 2 0 0 0 0 0
risks more

efficiently

Improving 8 0 2 0 0 1 0
and
maintaini
ng
customer

confidenc
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e

Benchmar 7 0 4 0 0 0 0 0
king to
internatio
nal best

practices

Avoid 8 0 2 0 1 0 0 0
brand
damage
and
change its
informatio
n security
posture
alongside
technologi
cal
developm

ents.

Table 23: Benefits of implementing ISO/IEC 27000 family of standards - Total percentage of

matching relevant responses

Protect 11 10 90.9 1 9.09 0 0 0 0

crucial 1
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resources

Managing
risks more

efficiently

11

72.7

27.2

Improving
and
maintaining
customer

confidence

10

60

40

Benchmarkin
gto
international
best

practices

11

63.6

36.3

Avoid brand
damage and
change its
information
security
posture
alongside
technological
development

S.

11

63.6

27.2

9.0
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Table 24: Benefits of implementing ISO/IEC 27000 family of standards - Total percentage of

Protect

crucial

resources

11

Matching important responses

10

90.9

9.09

Managing
risks more

efficiently

11

81.8

18.1

Improving
and
maintaining
customer

confidence

10

80

20

Benchmarkin
gto
international
best

practices

11

63.6

36.3

Avoid brand
damage and
change its
information
security
posture

alongside

11

72.7

18.1

9.0
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technological
development

S.

Information Security Controls

Table 25: Security Controls - Matching/Contradicting results of important responses

Informatio | 10 0 1 0 0 0 0 0

n Security

Policies

Operation | 7 0 3 0 0 0 1 0

s Security

Cryptogra | 4 0 6 0 0 0 1 0

phy
System 6 0 4 0 0 0 1 0

acquisitio
n,
developm
ent and
maintena

nce

Asset 7 0 4 0 0 0 0 0
Managem

ent

Human 8 0 2 0 0 0 1 0
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Resource

Security

Complian |9 0 2 0 0 0 0 0

ce

Access 11 0 0 0 0 0 0 0

Control

Organisati | 11 0 0 0 0 0 0 0
on of
informati
on

security

Communic | 9 0 1 1 0 0 0 0
ation

Security

Table 26: Security Controls - Matching/Contradicting results of relevant responses

Informatio 8 0 3 0 0 0 0 0
n Security

Policies

Operation 7 0 3 0 0 0 1 0
s Security

Cryptogra 5 0 5 0 0 0 1 0
phy

System 8 0 2 0 0 0 1 0
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acquisitio
n,
developm
ent and
maintena

nce

Asset
Managem

ent

Human
Resource

Security

Complian

ce

Access

Control

Organisati
on of
informati
on

security

Communic
ation

Security

10
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Table 27: Security Controls - Total percentage of matching important responses

Information 11 10 909 |1 9.09 |0 0|0 0
Security 1

Policies

Operations 11 7 63.6 |3 272 |0 0|1 9.0
Security 4 7 9
Cryptograph | 11 4 36.3 | 6 545 |0 0|1 9.0
v 6 5 9
System 11 6 545 | 4 363 |0 0|1 9.0
acquisition, 5 6 9

development
and

maintenance

Asset 11 7 63.6 | 4 363 |0 010 0

Managemen 4 6

t

Human 11 8 72.7 | 2 181 |0 0|1 9.0

Resource 3 8 9

Security

Compliance 11 9 81.8 |2 181 |0 0|0 0
2 8

Access 11 11 100 | O 0 0 0|0 0

Control
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Organisation
of
information

security

11

11

100

Communicati

on Security

10

90

10

Table 28: Security Controls - Total percentage of Matching relevant responses

Information

Security

Policies

11

72.73

27.27

Operations

Security

11

63.64

27.27

9.09

Cryptography

11

45.45

45.45

9.09

System
acquisition,
development
and

maintenance

11

72.73

18.18

9.09

Asset

Management

11

45.45

54.55

Human
Resource

Security

11

36.36

54.55

9.09

Compliance

11

72.73

27.27

Access

11

81.82

18.18
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Control

Organisation 11 9 81.82 18.18 0
of

information

security

Communicatio 10 10 100 0 0

n Security
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APPENDIX F: Language Editor

ACET Consultancy

Anenyasha Communication, Editing and Training

Box 50453 Bachbrecht, Windhoek, Namibia

Cell: +264814218613

Email: mlambons@yahoo.co.uk / nelsonmlambo@icloud.com

25 June 2018

To whom it may concern

LANGUAGE EDITING - DIANA J. TJIRARE

This letter serves to confirm that a Master of Computer Science thesis entitled
“Designing a national adoption policy framework for ISO/IEC 27000 standards
implementation in Namibia” by Diana ]. Tjirare was submitted to me for language
editing.

The thesis was professionally edited and track changes and suggestions were made in
the document, which if followed by Ms Diana J. Tjirare will result in a thesis with a

high standard of English.

Yours faithfully

AQ,
et EI. Conay,
O 9550,y Aney
- E.”&/"?Gg Sowgy, 2/om, >
l£ [ “o N Eu ma ’:‘m‘/’és"z%s%""”oo?z”"%
mb or 0gts Namg
Dr N. Mlambo nelsom/OHS@y;hoa’42542 -
AMb oy, 00.co 235
0@'°’0ud :lk
m

PhD in English

M.A. in Intercultural Commmunication

M.A. in English

B. A. Special Honours in English — First class
B. A. English & Linguistics
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