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ABSTRACT

Title: Designing an Algorithm that can Influence Children’s Online Behaviour and Raise their

Cyber Security Awareness

The Internet offers children incredible opportunities by enhancing their communication, social
connections and technical skills. But it can't just guarantee them a secure environment. With no
experience and knowledge, children's behaviours potentially expose them to cyber criminals as
they share information innocently and become friends with strangers. Cyber security threats are
highly present in social media and many people don't know about them. In particular, children
voluntarily reveal personal and private details about themselves from which cybercrimes can
emerge either in their real world or in the virtual world, if this shared information ends up in the
wrong hands. This is most likely due to previous knowledge or exposure of the children on the
Internet. This study sought to examine the online habits and actions of children who are
vulnerable to cybercrimes and evaluated suitable behaviour influencing tools for children’s
online activities. Employing a design science research method began with a comprehension of
the problem. This was achieved by analysing the literature and the research findings that were
self-constructed, as well as the use of open-ended questionnaires and close-ended questions.
Once the problem was identified, the next step was to identify ideas which could solve the
problem. These ideas were taken from the domains which were considered important to solve
the problem. The behaviour influencing algorithm was then designed and evaluated following
the literature and persuasion theory, as a solution to overcome the children’s insecure behaviour
problem online. The vital contribution of the research is that it can benefit children that will be
introduced to this algorithm by influencing and assisting them on how to securely behave online.
In addition, the thesis provides contributions to the knowledge base by identifying and analysing
the online activities and behaviours of children which can expose children to cybercrimes and it
also provided some guidelines on how to influence children’s online behaviour, which can be

used elsewhere in the world.
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This chapter presents the study’s context, the description of the problem, the purpose of the study and
also the research questions, research significance, research limitations, ethical considerations and the

layout of this thesis as outlined in the chapter map below.

Chapter 1 1.1.Background of the study

. 1.2.Problem statement
Introduction

1.3. Objective of the study

1.4.Research questions
Chapter 2
1.5.5ignificance of the research

Literature Review 1.6.Research Limitation

1 1.7.Research ethical consideration
Chapter 3 1.8.Thesis Layout
Research Methodology 1.9.Chapter summary
Chapter 4

Research Findings

!

Chapter 5

Algorithm Design Process

1

Chapter 6

Recommendation and Conclusion

1.1. Background of the study

The Internet offers spectacular opportunities for children through enhancing their interactions,
socialisation and practical skills. But it cannot guarantee them a safe environment. With little background
and awareness, children's actions potentially expose them to cyber criminals as they exchange details
innocently and can make friends with strangers. In particular , children willingly reveal personal and
confidential information about oneself from which cybercrimes will occur in their actual world or in the
digital world if this information sharing ends up in the wrong hands (Fire, Goldschmidt, & Elovici, 2014).
Namibia has been ranked at the Initiating Stage in a survey carried out by ITU (2017) to measure member

states’ commitment to cybersecurity with a view to raise awareness. This means that Namibia has just
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started to commit itself in cyber security. Additionally, Namibia in 2018 was ranked at a low level of cyber
commitment around the world according to the Global Cybersecurity Index 2018 (ITU, 2018). In January
2020, there were 1.28 million Internet users in Namibia. Namibia's number of Internet users increased by
24 thousand (+1.9 percent) between 2019 and 2020, and Namibia's Internet penetration stood at 51

percent in January 2020 (Kemp, 2020).

According to Nashuuta (2018), in a newspaper article on the International Safer Internet Day, children’s
rights supporters in Namibia encourage the government to speed up the accession of cyber security
legislation to protect children from sexual exploitation and abuse online. The article outlined that Namibia
has had an increase in the cyber-criminal acts over the past years, with pornography revenge taking its
toll on society and specifically on the families of emotionally abused victims. The article further revealed
that the latest incident had been a video reportedly showing a married woman engaging in a sexual act
with her secret boyfriend. The video which went viral on social media led to the married woman being
humiliated with insults on social platforms, and the embarrassing sex act was posted online and this led
her to an emotional wreck. In another newspaper article by Kangootui (2019), a young boy in Katutura
took his own life after playing an online game named "the Momo Challenge" with his friends. Apparently
the game encouraged players to commit suicide after having received a certain picture on their phone.
Kangootui (2019), further reported that the so called “Momo Challenge” had dominated headlines with
parents being warned of the viral “suicide game” that was purportedly on the rise on YouTube. In another
newspaper article by Olivier (2018), it was argued that the most prone country to cybercrime is Namibia
due to a lack of cybersecurity measures that are in place to guard the country against such a
phenomenon. The banking sector also suffered in this regard as in May 2016 Standard Bank was hacked,
and as a result, 1600 forged credit cards were generated and used within two hours which cost Standard
Bank NS300 million. Moreover, banks in Namibia, mainly First National Bank (FNB), have been warning
their clients against mails that are spams, have trojans, result in card fraud and many more types of attacks
to prevent cyber criminals from obtaining clients’ information and gaining access to transactional systems
through phishing and malware. According to Kemp (2020), Namibia had 710.0 000 people using social
media in January 2020. Namibia's number of social media users grew by 73 thousand (+12 per cent)
between April 2019 and January 2020. In January 2020, Namibia's social media penetration stood at 28
per cent (Kemp, 2020). Children having less knowledge, online experience and the fact that Namibia does
not have a national legislation pertaining to child online protection means that more children are affected

in this manner by being exposed to illegal, age-inappropriate and or harmful content (Kemp, 2020).
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The first exploratory research study conducted in 2016 by the Namibia University of Science and
Technology (NUST) and the Centre for Justice and Crime Prevention (CJCP), under the support of the
British High Commission Windhoek and UNICEF, provided data on Internet access for children, their
behaviour online as well as various knowledge on Internet aspects, children’s experience online and the
perceived advantages as well as concomitant outcomes of the Internet, their online behaviour and insights
of contrasting aspects of the Internet, children’s experiences online and concomitant outcomes and
recognised uses of the Internet. A projection of 68% children in Namibia were shown to have seen
pornographic content they didn't want to see, while 31% submitted graphic sexual photos of people they
didn't know, 29% saw sexual content involving children and 63% saw worrying or savage photos (Bhunu
Shava, Chitauro, Mikka, Nhamu, & Gamundani, 2016). A framework that could be used to protect children
online through societal governance was proposed, and recommendations were given on child online

protection and awareness raising (Sanord, 2016).

This present research falls within the Human-Computer Interaction (HCl) domain, which consists of
different disciplines. The research focuses on influencing child online behaviour. HCl is indeed a various-
face field (Rozanski & Haake, 2003) that involves influencing and raising awareness of children's

behaviours. Figure 1.1: outlines the scope of this research.

~\
Domain

Human-Computer Interaction
J
R

Area of Interest
Child Online Protection

J

Study Concentration

Influencing child online behaviour and
raising cyber security awareness

Research Focus
Cyber security awareness

Figure 1.1: Scope of the research
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This study falls within the Human-Computer Interaction (HCI) domain, with a special attention to child
online protection. The research’s concentration is to design an algorithm to influence children’s behaviour
online. Generally, children use the Internet, therefore it is important to raise cyber secure awareness,
which was the research focus. This research adds a new dimension to the child online protection area,

that is to influence child online behaviour and raise cyber security awareness.

1.2. Problem statement

Out of innocence, the children’s behaviour likely discloses them to cyber criminals as they share
information unknowingly and make friends with strangers online. The first exploratory research study on
the knowledge, attitudes and practices of information and communication technology (ICT) use and online
safety risks by children in Namibia was by Bhunu Shava et al. (2016). The study revealed data on Internet
access for children, their behaviour online as well as various knowledge aspects of the Internet, children’s
experiences online and their perceived Internet benefits. In another study, a framework for addressing
child online protection issues in Namibia focusing on societal governance was developed by Sanord
(2016), and in another study by Maoneke Blessings et al. (2018), an exploration on the use and abuse of
ICTs by teenagers in Namibia was done, that emphasised on recognising threats that teenagers are
exposed to in the cyberspace. However, these initiatives towards solving child online abuses do not
educate children on how to behave securely when online as they do not inform secure online behaviours.
There was therefore, prior to the present study, a need for algorithms to be developed that focus on
influencing children’s behavioural patterns online so as to reduce their risk to cybercriminals. The

following research objectives were formulated to address the above problem statement:

1.3. Objectives of the study

The following research objectives were formulated in order to provide a solution to the problem

described:

To accomplish this objective, the following research sub-objectives were formulated:
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1.4. Research questions

To achieve the above stated main objectives, the following main research questions were addressed;

To achieve the above stated sub-objectives, the following research questions were addressed:

1.5. Significance of the research

This study aimed at designing an algorithm that can influence children’s behaviour online and raise their
cyber security awareness. This can significantly benefit children that are introduced to this algorithm by
assisting with decision making on how to behave securely online. This study is also significant to future
researchers as it provides a baseline of solutions for children’s online secure behaviour. Guidelines are

provided on how to influence children’s behaviour online, which adds to the body of knowledge.

1.6. Research limitations

The study was conducted in Windhoek only, hence contextual bias might have been introduced by the
environment. However, effort was made to have participants from all socio-economic backgrounds

represented in the study so as to ensure its application to all Namibian children.

1.7. Research ethical considerations

Research participants need the confidence that the materials they provide to the researcher are handled

and used sensitively and responsibly (Toader , Damir, & Toader , 2010). The researcher first sought
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authorisation to conduct the research from the relevant authorities at the University and line Ministries
before conducting the research study. Applications for ethical clearance were submitted with the Ministry
of Education, NUST’s Higher Degrees Committee (HDC) and NUST’s Faculty Postgraduate Committee
(FPGC). In addition, research participants were provided with full information on what the research was
all about, its purpose, how long the study would take, the research procedures and the expected benefits
of the research study. In order for the research participants to make a free and informed consent, they
were provided with full details of the research proposal, data collection tools and consent forms to ensure
their right of self-determination and autonomy. Parental consent was also sought as minors were involved

in the study.

1.8. Thesis layout

This research is broken down into six chapters. Chapter Chapter 1: introduces the study, as well as
presents the entire study process by providing a summary of the importance of the problem, research
objectives, research question, research scope, research methodology and potential research contribution.
Chapter Chapter 2: addresses the findings of the reviewed literature according to each of the main
objectives and sub-questions posed. Chapter Chapter 3: addresses the research methodology, introduces
the methodological setup of the study, and justifies it. Chapter Chapter 4: addresses the findings of the
research using surveys and literature collected during this research. Chapter Chapter 5: addresses the
design of the algorithm and lays a theoretical structure guiding the responding process to the fourth
research question. Chapter Chapter 6: completes this research by providing some reflections, lessons

learnt, shortcomings of the study, recommendations and possible future research.

1.9. Chapter summary

This chapter presented the context of this study, the problem statement, objectives of the study, research
guestions, significance of the research, research limitations, research ethical considerations and the

layout of the thesis. The next chapter reviews the available literature that is relevant to the study.
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This chapter presents a review of relevant literature to this study. The chapter starts off with an
introduction, then an overview of children’s online risks, online behaviour, online activities that expose
them to interact with strangers and the extent of Internet behaviour and activities. Furthermore, an
analysis is done on the different online behaviour analysis tools in general and the different online
behaviour analysis tools that are specifically for children. Additionally, a review of the approaches used to

design a behaviour influencing algorithm is done as outlined in the chapter map below.

Chapter 1

Introduction

2.1. Introduction

Chapter 2

2.2_Human Computer Interaction (HCl1)
2.3.Children's online behaviour
2.4.0nline activities of children that

Literature Review

Chapter 3 motives them to interact with
Research Methodology strangers
# 2.5.The extent of Internet behaviour
Chapter 4 and activities by children

2.6.0nline behaviour analysis tools
Research Findings
2.7.Cyber security awareness

! strategies
Chapter 5 2.8. Approaches used to design online
Algorithm Design Process behaviour influencing algorithm.
¢ 2.9.Chapter summary
Chapter 6

Recommendation and Conclusion

2.1. Introduction

The Internet offers incredible opportunities by improving children's interaction, educational, and practical
skills. Nevertheless, it alone cannot guarantee them a secure environment. People use technology within
their social experience, but children do not have sufficient information about how to use the Internet at

home or in school in their social context (Razaque Chhachhar, Qureshi, Ahmed Maher, & Ahmed, 2014).
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Because most aspects in life have twofold features, there are doubts in the digital world regarding
potentially inappropriate content. Various studies have shown that young users of the Internet still have
limited knowledge and understanding of online security (Anderson & Jiang, 2018; Livingstone, Davidson,
Batool, Haughton, & Nandi, 2017; Fire et al., 2014, Livingstone, Davidson, Batool, Haughton, & Nandi,
2017; OECD, 2012; United Nations Children’s Fund, 2012).

Irregular behaviour such as cybercrime and cyber-misbehaviour have been paved by the Internet because
of the way it’s designed (Safa et al., 2015). The Internet is designed in a way where all users are placed on
an equal footing by enabling users to communicate globally regardless of their age or identity (Safa et al.,
2015). Therefore, it is important to educate both school children and young people with access to
Information and Communication Technology (ICT) on how to recognise and mitigate potential cyber
threats and how to be cyber-secure (Safa et al., 2015). The results from the study done by Bhunu Shava
et al. (2016) highlight the potential significant opportunities, benefits and threats on the access of the
Internet for young people today. Table 2.1 presents the results on what children mostly use the Internet
for, the different activities they engage in and their gender. From the the table, it is evident that children
mostly spend their time online playing online games, and watching online videos, movies, news or the TV.
However, they spend less time online watching news, as well as reading or researching school work

related information.

Table 2.1: Internet use by children

Type of platforms Activities Gender Ranking
Onlne Games Playing online games Male 63 57.5%
Female 32

YouTube Watching wvideos, movies, | Male 46 44 3%
news online or TV online Female 43

Internet search engines /| School work / Create and | MMale 38 42%

Google upload content Female 46

Facebool, Instagram, | Social Networling sites Male 35 3535%

snapshot & Tumblr Female 36

Gmail,  Yahoo, Ymal | Sent / recerved messages /| MMale 32 EELA

Hotmail, Cutlook Fead or watch the news Female 36

In particular, the Internet has provided a new interactive forum for children that use e-mail, blogs, instant

messaging, web cams, chat rooms, social networking sites and text messaging that is growing globally
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(Mishna, Cook, Saini, Wu, & MacFadden, 2011). There is proof, for instance, that young people's use of

the Internet is now a favoured pastime over television viewing (Mishna et al., 2011).

Child online protection is a multi-stakeholder network that involves promoting the awareness of safety
for children in the online world and to build useful resources to support governments, industry and
educators (The International Telecommunication Union (ITU), 2015). In order to fully provide COP, it is
imperative to understand human computer interaction principles. Section 2.2 below presents the human

computer interaction domain.

2.2. Human Computer Interaction (HCI)

Human-Computer Interaction (HCI) is a multidisciplinary field that deals with ways of evaluating how
humans use and interact with computing devices, theories, design and implementation (Kim, 2015b). As
a multidisciplinary field, HCl's theoretical origins include a diversity of other disciplines including
Psychology, Computer Science, Ergonomics, and Social Sciences (Dix, 2017). The focal area for this study
is Computer Science, as HCI deals with the methods that humans use to communicate with computing
devices from a computer science perspective (Kim, 2015). Atanasova and Hristova (2015) define HCl as a
study, design and plan between computers and humans (users). It is often considered as the interaction
of computer science, behavioural science, design and many other fields of research (Atanasova & Hristova,
2015). According to Sharpe, Rogers, and Preece (2019), a good interactive design should be easy to use,

effective and enjoyable. Khalil, Zahoor, and Amber (2018) outline Human Computer Interaction as follows;

e Human - the person using the device
e Computer - Hardware on which the system runs on

e Interaction - The way the user interacts, uses and communicates with the device

The present study focused on influencing children’s online behaviour and to raise their cybersecurity
awareness, which has the human as the focal point as they interact with devices. Information Security can
be defined according to the five security services standards of ISO7498-2 standards, namely identification
and authentication, authorisation, confidentiality, integrity and non-repudiation, which ensure that the
information is safe and protected during its storage, transmission and use (Eloff & Eloff, 2002). The
interaction of humans and devices is key to ensuring information security. HCls are aimed at
enhancing the performance, efficacy and satisfaction of users, but do not take into account the potential

risks and vulnerabilities they can bring (Kainda, Flechais, & Roscoe, 2010). Human-Computer Interaction
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and Security (HCISec) emerged because of the need to enhance the usability of secure systems found by
Human-Computer Interaction ( HCI) experts (Kainda et al., 2010) and Human Computer Interaction
Security (HCISec) has adopted many HCl methods and procedures (Kainda, Flechais, & Roscoe, 2010b).
According to Conlan (2005), the Human Computer Interaction Security study occurs at the intersection of
HCI and information security. Studies have shown that for security to be effective, it has to be designed
with the end user in mind hence it should be usable. In most platforms and online activities that children
interact with, security is not the primary function and as such it may be overlooked. In addition, HCISec is
designing and assessing usable security techniques (efficient, effective, and satisfying) where the human
and the computer interact (Just 2016). The security and usability considerations apply to the legitimate
user who has no malicious intention of harming the device (Kainda et al., 2010b) and this is presented in

Figure 2.1.

Security
Attention
Vigilance

Conditioning

Motivation

Social context

Usability

Effectiveness
Satisfaction

Accuracy
Efficiency

Memorability
Knowledge/Skill

Figure 2.1: Security —Usability threat model (Kainda et al., 2010b)

For children to stay safe online, they need to be knowledgeable about the security capabilities of their
devices and platforms and use them effectively. Since they primarily use devices for other purposes that
are not security related, it is important that they are motivated to secure themselves because repeated
exposure to security functionality and application will enable safe interaction. Human Computer
Interaction and Security is widely recognised as one of the most important research areas for computer
security today, and it is the development of techniques that will promote the use of security systems and
make easy-to-use systems more secure (Garfinkel, 2005). User experience is an overall experience
consisting of all aspects of the interaction of users with a product or service (Law, Roto, Vermeeren, Kort,

& Hassenzahl 2008; Kuniavsky 2007). Knowing the wider factors affecting the experience for users is as
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critical as fully understanding the cognitive science behind the behaviour of the user to build effective

Human Computer Interaction systems (Kuniavsky, 2007).

The most needed feature for the digital environment is secure human computer interaction (Khalil et al.,
2018). In this study, HCISec is used to assure children that the interface by which they enter their personal
information will be protected against cybercrime. Moreover, Khalil et al. (2018) outline that the strength
of HClISecs is to make the system stronger and more secure. Figure 2.2 presents the Human Computer

Interaction Influence.

Human

computer
interaction r% i

Information

Security %

Secure human
computer
interaction

Figure 2.2: Human Computer Interaction Influence (Khalil et al., 2018)

Most security-related interfaces today offer low-level control over basic functions that could be
performed by the operating system or application programme, and do not provide controls for higher-
level needs of the computer user (Garfinkel, 2005). Children using online platforms may also place their
lives or computer system at risk by disseminating their personal information without knowing the possible

implications of online privacy (OECD, 2012).

HCI provides research clusters for cybersecurity, e-participation, big data, and community (Peters &
Winschiers-Theophilus, 2017). In previous years, HCl played a vital role in every computer science
student's life in universities in Namibia, and it was embedded in most of the research clusters (Peters &
Winschiers-Theophilus, 2017). As such, students have been introduced to HCI programmes, and a robust

HCl aspect is available for research projects (Peters & Winschiers-Theophilus, 2017).
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2.3. Children’s online behaviour

Children’s online behaviour focuses on how children behave online. This emerges from a positivist
worldview that is linked to cause and effect, where action causes a reaction in simple terms (Picciano,
2017). The present section thus outlines the supporting theories on children’s online behaviour. Theory is
characterised as a series of statements, concepts, or ideas that relate to a specific topic (Picciano, 2017).
Typically, a theory explains, clarifies, and/or predicts phenomena (Picciano, 2017). The supporting
theories on children’s online behaviour are;
» Theories of Cognitive Development: Cognition is a broad concept that encompasses mental
functions such as concentration, perception, awareness, memory, and solving problems (Johnson,
2006). Cognitive growth refers to cognitive improvements over time (Johnson, 2006). There is a
growing body of research that indicates that playing video games affects certain basic brain
functions and cognitive processes (Johnson, 2006).
> Social Learning Theory: This theory is based on the premise that in a social context, we benefit
from our experiences with others (Nabavi, 2014). Children develop similar habits by watching
other children’s behaviours (Nabavi, 2014).
> Social Cognitive Leaning theory: The theory of social learning became known as social cognitive
theory (Nabavi, 2014). A structure for understanding, predicting and modifying human behaviour
is provided by this theory (Nabavi, 2014). It also focuses on how children and adults act on their
social interactions cognitively and how behaviour and growth are then influenced by these
cognitions (Nabavi, 2014).
> Social or Observational Learning: Behavioural researchers have debated that observational
learning can be clarified by generalised imitation, conditioned reinforcement, and rule-governed
behavioural processes (Fryling & Hayes, 2011). Children have been found to learn about the
environment and to learn about how to solve problems directly and indirectly from the media

(Fryling & Hayes, 2011).

The supporting theories on children’s online behaviour are based on concepts that include mental
functions, social context and observation learning. The theories highlight that cognitive growth refers to
cognitive improvement over time. Additionally, in the social context, children develop similar habits by
watching other children’s behaviours. The behaviour and growth of the children are influenced by their
social interaction cognitively and observational learning is influenced by imitation, conditioned

reinforcement and rule-governed behavioural processes. The supporting theories help to identify how
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children’s behaviour is influenced, which gave direction on defining the objectives of a solution in this
study as presented in section 5.2.3. The target children in this study were those aged from 13 to 17 years
who are at the formal operation stage (12-18) of cognitive development according to the Piaget’s theory
(Ojose, 2008). This group of children is influenced by the behaviours of close friends and pubertal
milestones (Ojose, 2008) and this supports the supporting theories of children’s online behaviour.
According to Johnson (2006), an increasing body of research shows that some essential brain functions
and cognitive processes are influenced by playing video games. Therefore, in the present study, the
designed algorithm that influences children’s behaviour and raises their cybersecurity awareness was

gamified.

According to Fire et al. (2014), most young people and children are uninformed of the numerous security
risks posed by most Internet platforms. With little training and intelligence, children's actions potentially
expose them to cybercriminals because children are innocently willing to exchange information and
connections with strangers. In particular, children willingly reveal sensitive and private information about
themselves that can result in cybercrimes either in their physical world or in their digital environment
when the provided information ends up in the wrong hands (Fire et al., 2014). Uher (2016) define

behaviour as:

In the digital world, there are some questions about potentially inappropriate content because most
aspects in existence have dual aspects. Young children are engaged in risky online activities such as giving
strangers personal details and images, browsing inappropriate websites (racist content, violence and
pornography), meeting strangers, and cyber bullying. Figure 2.3 presents the different online threats

posed to children as adopted from Sharma and Advisor (2016).
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Cybkergrooming Sexual solicitation

Child abuse material Disclosure private information

Pormography Child pormmography

Cyberstalking

Phishing atiacks

Spam Cyber Bullying

Youth-to-youth cybercrimes s Anorexia, self-harm or suicide
4 ¥ Online Gaming & Addiction

Figure 2.3: Online threats to children

Although there may be many advantages resulting from digital communication, the Internet is, at the
same time, a potential site for abuse and stigmatisation, whereby young people can be stigmatised by
sexual perpetrators, stalkers, exploiters, and friends who bully them online (Mishna et al.,, 2011).
Moreover, it can be argued that the greater the use, the greater the risk exposure, whether generated
from conduct, contact, or content (Atkinson, Algahtani, Stengel, & Furnell, 2017). Furthermore, most
children participate in risky Internet behaviours such as surfing inappropriate websites and supplying
strangers with private information and images. Livingstone et al. (2017), showed that children’s and
young people’s use of the Internet is rapidly evolving where social, business, and technological revolution
is playing a major role. The Internet use by children differs depending on the child’s socioeconomic status,
gender, and age and these differ according to the rate at which they access it, the device they are using,
and their location (Livingstone et al., 2017). Moreover, the greater the children's Internet connectivity,
the broader and more complex their Internet activities become (Livingstone et al., 2017). McAfee (2013)
outlines that a quarter of children spend between four to six hours each day online and much of this
Internet usage takes place away from a parent's watchful eye. Recent research has shown that the social
context of Internet usage and access influence the behaviour of children online. In particular, the
circumstances under which children access and use the Internet could expose them to online risks
(Mascheroni & Olafsson, 2013). This being the case, it is important to empower children to behave
securely regardless of the circumstances under which they access the Internet. Section 2.4 outlines the

online activities of children that make them to interact with strangers.
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2.4. Online activities of children that motivates them to interact with strangers

The Internet is used for various reasons such as social media, sharing images and schoolwork, which is
commonly utilised by older children compared to younger children who use the Internet for particular
reasons, such as watching online videos and gaming (Livingstone et al.,, 2017). According to a study
conducted by Phyfer, Burton, and Leoschut (2016) 86.3% of children in South Africa had a social media
account, with WhatsApp getting the highest number, followed by Facebook and then Instagram. Phyfer
et al. (2016) also state that from the interviews, the older children than the younger ones mostly used the
Internet. Phyfer et al. (2016) also proffer that overall, more than half of the participants used the Internet
for social and educational purposes, but the community, business and civic participation were far less
frequent. In a recent study, children reported that social media can pressure them to post certain types
of content which may lead to drama while it also helps to strengthen friendships and provides emotional
support (Anderson & lJiang, 2018). There are many negative online behaviours that are practiced by
children such as downloading music, programmes or other information illegally on the Internet as this is
considered to be stealing according to copyright law (Al-Badi, Al Mahrougqi, Ali, Al-Badi, & Khaled Hassan,
2016). Recent reviews suggest that engaging in particular Internet behaviour may contribute to symptoms
of addiction such as online gaming and online social networking, suggesting that certain Internet
behaviours may be more troublesome than others (Kuss, Griffiths, Karila, & Billieux, 2014). Additionally,
this means that adjusting to the increasing use of computer technology in the society may entail some
changes, among other things, in how we raise children, conduct research and develop policies (Kardefelt-

Winther, 2017).

Children in general develop differently according to their age stages. According to Ojose (2008), Piaget
believes that a child's growth takes place through a gradual transition of thinking processes. Piaget asserts
that in the various phases, children grow slowly and progressively and that the experiences in one phase
form the basis for movement to the next (Ojose, 2008). Therefore, the type of online activities children
perform online can be influenced by the developmental stage that the child is at. Children’s levels of
development and their impacts are presented using Piaget’s theory as adopted from Ojose (2008) and

Cacciatore and Kaltiala (2019);

» Sensorimotor stage (1-2 years): Mostly concerned with physical growth with evidence of sexual

arousal in both males and females and exploring of genitals if they have a chance to.
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> Pre-operational stage (3-6 years): The completed phases create a sense of confidence that carries
over to relationships other than primary care, an increasing sense of independence and
autonomy, and an initiative that enables interpersonal skills to be explored.

> Concrete operational stage (7-11 years): More conscious of reproduction, masturbation and
sexual intercourse mechanics. Friends are beginning to play a growing role in disseminating sex
knowledge and are beginning to be included in the masturbation fantasy phase.

» Formal operational stage (12-18 years): Influenced by behaviours of close friends and pubertal
milestones. The child actively explores possibilities for identity, where sexuality and gender
identity are central. Intimacy, the core component of adult life, is made possible by effectively

overcoming the identity crisis.

In this study, the target children were those that are 13-17 years old, and according to Piaget’s theory,
they are at the formal operational stage (12-18) of cognitive development (Ojose, 2008). The behaviours
of close friends and puberty milestones affect this group of children (Ojose, 2008). The designed algorithm
focuses on influencing children’s behaviour on social networking sites by promoting secure online
behaviour through reward and penalties. It focuses on raising Internet security awareness and educating

the child on secure online behaviour as a way to achieve secure online experience.

Namibia is still at its infancy in providing child online protection, and as such, the present study adds to
current efforts by raising children’s cybersecurity awareness and enhancing secure online behaviour.

Section 2.5 below outlines the extent of Internet behaviour and activities by children.

2.5. The extent of Internet behaviour and activities by children

The effects of this exposure on the actions and wellbeing of children is the harvesting of private
information such as gathering private information to tailor online ads to a user's profile or even
exchanging private information on the Internet through companies or social networking websites (Fire et
al., 2014). This can result in teenage harassment and bullying in the United States of America (Anderson,
2018), and online grooming and recruitment of young children for prostitution (Hillman, Hooper, & Choo,
2014). Moreover, Maoneke et al. (2018) further outline the online risks such as child online abuse and

stigmatisation. Furthermore, Kardefelt-Winther (2017) allude that the use of digital technology impacts
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the mental well-being of children, their social interactions and physical activities as well. These factors

then led us to further investigate on the Internet activities and the behaviours of children that expose

them to cybercrimes.

In this section, we present the outcomes of the explanatory variables of interest which are online child

activities, online child behaviour, online exposure and cybercrimes which are listed in Table 2.2 as adapted

from Kahimise and Bhunu Shava (2019).

Table 2.2: Child online activities, online behaviour, exposure and cybercrimes (Source: Kahimise &
Bhunu Shava, 2019)

Author (Year) = Child online Child online behaviour | Exposure Cybercrimes
activities
(Livingstone et = Watch videos = Children utilise the Add contacts they Self-harm, violence,
al., 2017) 59%, 56% Listen Internet to encourage don’t know on social @ bullying and sexual
to music, 54%, and promote kindness ' networking sites, or abuse, digital identity
play games 47%, and respect sent pictures they | theft
complete regret now, or disclose
homework 47%, private data to
interact with strangers online
family and
friends 40%,
social networking
38%, information
look up 27%, and
photos and
videos upload
and music 27%
(Fire et al., Children visit = On Facebook, children = Many children expose @ This information
2014) social networks have been shown to personal and intimate exposes them to theft

online, including

Facebook,
Google+,
Linkedln,  Sina,
Weibo, Twitter,

accept requests for
friendship from people
they don’t know but
several

just  have

friends with

details about
themselves, their
friends and their

relationships

of identity, malware,

false profiles and

sexual harassment
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(Bhunu Shava

et al.,, 2016)

(Phyfer et al.,

2016)

(Anderson

Jiang, 2018)

&

Tumblr and

VKontakte

Watching

Internet videos,
films, or TV,
school work,
social networking
sites, and seeking
data about

health

Social

networking sites
(WhatsApp,
Facebook  and

Instagram)

Social
networking

websites

Sharing data on the
following; hobbies
(61%), school details
(60%),

(53%), and age/date of

real name
birth (51%), with the
least likely to be
shared being details of
parents’ bank details
(2%) and other details

of parents (4%), home

details (11%)

Children are
vulnerable to seeing
sexual images online
and meeting strangers
online.

They are

directed to X-rated
online sites with links
and  advertisements

that they did not want.

Children immediately
interact and share
their life  through

status updates, photos

and videos online

Lie on the Internet
about their era (e.g.
when establishing an
account, accessing
certain websites, or
meeting someone
online). That leads to
Internet  harassment

and abuse

Many children were

comfortable in their
technological skills,
claiming that they

learned a lot of things

online and that they

understood Internet
more than their
parents did.

Post on their successes,

their friends, share

their thoughts and
emotions, post on their
love lives, and share
their  personal or

spiritual opinions

Violent content that
they didn’t want to
see, had someone
stalked them, hacked
data and asked for
sexual pictures.
Pornography,

phishing and sexual

intercourse

Online bullying and
limited access to
resources. Exposed to
hate speech photos

and gory videos.

The large number of
teenagers (90 percent
in this case) agree that
online abuse is a

problem that affects

children their age.
They present
themselves in the

same manner of

drama and fear or
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(Kardefelt-
Winther,
2017)

(Santisarun &

Boonkrong,

2015)

(Atkinson
al., 2017)

et

Playing online

games,  visiting
social networking
websites, and

chatting online

The very first
thing children do
is review their
social media
site's (Facebook)
newsfeed every

time they turn on

their smart
phone or
computers.
Myspace
accounts and
Facebook are

used by a 65% of

European kids.

Children investing
quite enough time on
the Internet could
have a negative effect

on their well-being

About 52.5 percent of
children shared their
cell phone number
online, and 35 percent
shared their real home

address. Furthermore,

out of 35 percent, 14
percent of those
sharing their home

address were simply
primary school
students who did not
know that their shared
photos or photographs
were geo-tagged

automatically

Movies or music

downloads. Video clip

viewing (e.g. on
YouTube) online.
Attaining your own
social networking

profile. To share with
others, upload images,

videos, or music.

School children
acknowledged
welcoming  strangers

into their Facebook
profile and exchanging

private details at all

times

Parents' lack of
consciousness can
mean that their

Internet exposure has
an unintended
negative effect on
children. Children will
face severe hazards
and become victims of

the Internet if no

pressure they are
exposed to

The use of the
Internet could re-

draw the minds of
children or hijack

them

An opponent can use
the shared
information to
impersonate or track
that specific user
through personal data

and geo-tagging

As well as unwanted
or potentially harmful
contact such as abuse
and online predator
grooming, online

racial hateful material

of child pornography.
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(Broughton,
2009)

(Hillman et al.,
2014)

(Livingstone,
Kirwil, Ponte,
& Staksrud,
2013)

Facebook and
Myspace social
networking
website

Visit websites for

social networking

Gaming, social
networking sites,
blogs and
YouTube video

sharing sites.

Children with low self-
esteem, poor
relationships with
family members or
who feel unpopular
may be particularly at
risk of forging such

relationships in the

relative 'security' of
the Internet. Young
people often take

offensive photographs
or even videos of
themselves or friends
or make outrageous
comments just to feel

a sense of belong

Respondents between
the ages of 13 and 19
reported sending or

sharing their own nude

or semi-nude
photographs to
someone they only
met online

Sharing their parents'
private data online and
buying  stuff back
online. Visit the game
website and click on

the action games to

protective policies are

enforced.

Children also placed
very private
information on their
blogs or exchange

substantial information

in other online
platforms

Children may often
engage in illegal
activities, such as
talking or sending

photos or videos of

themselves (an activity

also referred to as
'sexting')
Most kids are

concerned about web
content that is violent,
violent or gory. In
seeing brutality,

killings, animal abuse

Chat rooms are also

used by abusers as a

mechanism for
meeting  vulnerable
young people to

sexually assault

Cyber criminals sweep
through social
networking sites and
then draw and groom
women into their
prostitution business
(children's sexual

abuse)

Collecting data from
children to  post
violent and aggressive
content online.

Cyberbullying,
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(Tennakoon,
Saridakis, &
Mohammed,
2018)

(Magkos,
Kleisiari,
Chanias, &
Giannakouris-
salalidis, 2014)

(Zucule De
Barros &
Lazarek, 2018)

Social

Networking

Online
Networking

(OSN)

Social

networking

sites

Social

see the Alien s
Predator trailer. It was
a lot of blood, gory and
upsetting. Children
spend so much time on

the internet

Clip and photo sharing,
and

both

online games

contact with
known and unknown

people online

Befriending strangers,
exchanging details and

offline meeting them.

Exchange of sexual
messages or other
content  (such as

images, videos)

Kids who visit websites

that offer harmful

content

and even on the news,
they express horror
and indignation when
much is real rather
than fictional

adds

crime,
which to the
depth of children's

responses

Sexual violence,

cyberbullying and
exposure to violent

content online

Insufficient  material

and interactions,

addictions to the

Internet, psychosocial
deviation, loss of
personal or

confidential data

Children read
notifications such as
violent or gory
material, pornographic
material, hateful racial
content and embedded
ads. Kid with
cyberbullying

involvement

sexting, gory Internet

content, pornography

The improved online
communications and
heavy use of online
media expose
vulnerable individuals
and young children to
hazards such as

cybercrime

Malware,  phishing,

identification and
information theft,
hatred, abuse, racism,
gambling, alcohol and
suicides, anorexia /

bulimia

Cyberbullying, child
pornography and
identity theft
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(Maoneke et Social

al., 2018) networking,
watching movies,
playing  sports,

researching

Internet friendship
with strangers and the
sharing contact details

with strangers

Online violence,
demanding someone's
private data, and then
electronically sharing

the data with others

Child porn, online
bullying, online sexual
harassment and
harassment  remain

inaccessible in Africa

health issues and without permission,

doing school impersonation, cyber-
work, among stalking, and human
other things sexting

In general, we found from the study that most children spend most of their time on social networking
sites, thereby making them more likely to be exposed to cybercriminals and having less time to do other
potentially more satisfying things. We have also found clear evidence that children prefer to share
personal details and embracing connections they don't know without having to know that they may be
exposed to cyber risks. Cyberbullying, sexual assaults, impersonation, online sexual harassment and
access to inappropriate content are the threats associated with various activities online. Children have
indicated that they can be themselves online and use the Internet to foster respect and kindness and
inspire them (Livingstone et al., 2017). Broughton (2009), however, notes that the severity of the issue is
that kids with low self-esteem and bad relationships with family members can pose a particular risk of
forging those relationships through Internet convenience. Children often put offensive images or videos
of themselves or friends just to get Internet recognition and approval (Broughton, 2009). Anderson and
Jiang (2018), also describe children posting on social media about their successes and their families,
expressing their emotions and thoughts, posting about their dating lives and personal problems or
religious or political beliefs. Therefore, we found that sexual harassment, cyberbullying and exposure to
violent content was the usual exposure of children to the Internet. It is mentioned in a study by Hillman
et al. (2014) that cyber criminals go through social networking sites and attract and groom children into
their prostitution institutions. In fact, cyberporn is now available in a number of ways, such as pop-up

advertisements, blogs, searches on the Internet and emails (Gonzalez-ortega & Orgaz-baz, 2013).

Table 2.3 presents a review of papers on social networking sites, social networking threats and solutions

on social networking threats.
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Table 2.3: Social networking sites, threats and solutions (Source: Kahimise & Bhunu Shava, 2020)
Social networking threats

Author (Year)

(Nakerekanti
& Narasimha,

2019)

(Soumya &
Revathy, 2018)

(Tarun, 2017)

Social networking sites

Linkedln, Facebook and
Twitter
Facebook, Tweeter,

Instagram and YouTube

Facebook, Twitter,
Pinterest, Reddit and
Instagram

Viruses/worms/Trojan horse
Spam

Adware and Spyware
Keyloggers

Ransomware

Browser Hijacker
Crimewares

Phishing attacks

Spamming

Stalking

Fake attack on profile

Attack on Location Leakage
Attack on Account Compromise
Click jacking

Cross Site Scripting
Applications of malicious codes

Facebook depression
Social anxiety of stress
Catfish

Cyber bullying

Cyber terrorism
Human trafficking
Cyber drug dealing

Solutions on  Social

networking threats

e Ordinary Data
Backup

e Client mindfulness

e  Principlesin Intrusion
Prevention Software
(IPS)

e Rogue
software

e  Guard against spams

e Use websites that are

security

trusted

e Popupsalert

e Spam filters and
Firewall

e Bot unfriendly

questions and use of
CAPTCHA

e Unwanted
block

e Avoid auto-follow

e Profile privacy and
Disable geo tagging

e Avoid strangers and
report stalkers

contacts

e  Social account
auditing

e Analyse red flag
words

e Ensure social media
understanding and
evaluation of what’s
happening in the
world awareness
constantly
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(Kirichenko,
Radivilova, &

Anders, 2017)

(Trivedi, Dave,
& Sridaran,
2016)

(Nalinipriya &
Asswini, 2016)

Facebook,

Twitter,

Vine

YouTube,

Camera,

Ask.fm, Pinterest, Tumblr,

Flickr, Google+, Linkedin,

VK, ClassMate and Meetup

Facebook,

Google+,

LinkedIn, Twitter, Tumblr

and VKontakte

Facebook,
Twitter,
Watsapp,
Dodge ball

MySpace,
LinkedIn,

socialight,

Social engineering

Possibility of substitution of
person or masquerade

Stealing passwords and phishing
URL shortening service usage
Using the same usernames and
credentials on the external social
resources and company network
Internet attack

Leakage of data

Induction of minors for sexual
purposes (grooming)

Content with signs of incitement
to racial, ethnic or religious
hatred, propaganda of
totalitarian sects

Public justification of terrorism
and propaganda

Cyber humiliation and cyber
bullying

Promotions and distribution of
drugs

Phishing attack

Spammers

Stalking

Attacks on fake profile

Attack on Location Leakage
Compromise Attack account

Internet abuse, spammers, SQL
injection, malware, Cross-site
scripting, phishing attacks

De-anonymization attacks, Fake
Apps, Socialbots, Doxing,
Spoofing, Baiting, Plug-in Scams,

Special software to
monitor and analyse
the social networks

Social authentication
based trustee
Adversarial Model

Change privacy &
security setting
Installation of
Internet security
software

Disable installed

third-party tools etc.
Authentication,
security and privacy
mechanism

Internal  protection
mechanism

Report users
Education building
Cyber defence access
control and
authentication
systems

Appropriate settings
of defaults

Watch dog and social
enabler
User-control
Structural
detection

anomaly
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(Wang, 2015)

(Fire et al,

2014)

(Sadeghian,
Zamani,
Shanmugam,

2013)

&

Facebook, Flickr, Twitter

Facebook,
Linkedln, Sina
Twitter,

Vkontakte, MySpace

Facebook

Google+,
Weibo,

Tumblr and

Click-jacking, Elicitation, Like-
Jacking, Pharming, Identity-
clone, Phreaking, Identity Theft,
Spoofing
Cyber-bullying/stalking,  cyber
harassment and digital predators
Malware exposure

Data loss

Attacks on Phishing

Attacks on social engineering
Attacks on Inference

Attacks de-anonymization
attacks

Spam

Attacks on Sybil

Privacy risks

Identity theft

Malware

Attacks on Phishing

Spammer

Cross-Site Scripting (XSS)

Web fraud

Clickjacking

De-Anonymization

False profiles/ Socialbots
password Clone Attacks
Inference Attacks

Information Leakage

Location Leakage

Socware

Sexual harassment

Phishing

Short URLs

Identity Theft

Malicious Third application
Spam

False Users

Redirects Legitimate look

Virtual individual
servers

Reputation
mechanisms
Proxy-based
protection

Social spam detector
SybilGuard
SybilLimit
Naive
algorithm

Bayes

Solutions on Internet
Security

AVG privacyFix

FB phishing defender
Norton secure web
McAfee Social
security
MyPermissions
NoScript safety Suite
Facebook Privacy
scanner
Defensio
ZoneAlarms
scanner

Net Nanny
MinorMonitor
Enhanced privacy
interfaces settings
Phishing Detection

privacy

Clone profile
detection

Fake profile
detection

Socware Detection
Preventing
Information and

Location leakage
URL security tools
Privacy adjustment
Application  access
level adjustment
Limited sharing
Thinking twice
before  performing
any action in social
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(Ghari, 2012)

(Nuha, Molok,
Chang, &
Ahmad, 2010)

(Hasib, 2009)

(Luo, Liu, Liu,

& Fan, 2009)

Friendster, MySpace,
Facebook, Twitter, Hi5,
Youtube, Flicker, Netlog,
Orkut, Xianonei, Xing,
Mixi, Badoo, Bedo,
Skyrock, Ployaheod,
Odnoklassniki.ru. Vv

Kontakte, Digg

Facebook, Twitter

MySpace, Facebook and

others

Myspace, Facebook, Bebo,

Orkut and Friendster

Social engineering

Spammers, phishing and
malicious attacks

Theft of identities

Defamation

Stalking

Personal dignity injuries and
cyber harassment
Impersonation

Risk of malware

Net Reconnaissance
Spear-phishing

Aurora attacks

Advanced persistent threat or
cyber industrial espionage

Digital information
dossier
Face Recognition

Content-based Image Retrieval

personal

Image Tagging and  cross-
profiling
Complete  Account Deletion
difficulty
Spamming

Cross-Site Scripting, Viruses and
worms

SNS Aggregators

Phishing

Information Leakage

Identity theft profile squatting
Stalking

Corporate Espionage

Spam attack

Worm attack

XSS attack

Plug-in attack

Phishing

networking
environment

Encouraging
awareness
Modifying
legislation
Enable
authentication
Using the  most
powerful  antivirus
tools

Providing
appropriate security
tool

existing

Information Security
Policy

Safety Education,
Training and
knowledge
Preventive Security
Systems

Encourage
awareness-raising
and education
programs

Reviewing and
reinterpreting  the
regulatory
framework
Promoting better
encryption and

access-control where
appropriate

Setting  acceptable
defaults

Providing
appropriate security
tools

Personal information
protection

Install patches
Classify users

Spam block

Filter suspicious links
Notify security alerts
Detection of
vulnerability
Anti-virus detections
Transmission
encrypted
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In particular, from the analysis we found that most of the common threats on social networking sites are
phishing, social engineering, spamming, cyberbullying/cyberstalking, data leakage and malware attacks.
Phishing is a major Internet problem and social networking challenge (and malware) and distributed
phishing links are becoming increasingly common (Watters, 2011). Sadeghian, Zamani, and Shanmugam
(2013) outline that, a phishing attack can happen when a user clicks on a URL that forwards the user to a
phishing webpage which could be a fake Facebook account. So the user assumes that his/her session has
ended and he/she may try to log in to see what they have been watching, but then signs into the false
page, and his/her username and password will be sent to the hacker (Sadeghian, Zamani, & Shanmugam,
2013). Increasingly, social network websites are also being used for phishing attacks that are designed to
obtain bank or credit card details (Hunter, 2008). Because the number of social networking sites is
increasing, spammers use different techniques of spamming to gain benefits. Spam on social networking
is more effective than spams that are distributed over the email due to social connections in social
networking sites that generate trust (Soumya & Revathy, 2018). Malware developers use many common
social networking sites to infect worms with huge user data networks (Nakerekanti & Narasimha, 2019).
Apart from all the short comes that social networking sites may have, there are few advantages it may
have, organizations may engage in social media intelligence to control the spread of false news, identify
the sources that spread the information and, if appropriate fight back with legal action (Bizzi & Labban,
2019). Schools are a promising place for the use of social networking sites, and some learners at school
have used social networking sites to target specific pupils or to spread gossip and speculations against
these pupils (Weir, Toolan, & Smeed, 2011). The existing solutions from literature can mitigate the threats

of phishing, spamming, cyberbullying and malware in social networking platforms. .
Table 2.4 presents the solution against common threats in social networking sites based on literature.

Table 2.4: Common social networking threats and solutions

Common Social Solutions on Social Networking Threat Source/s
Networking
threats
Phishing Firewall and spam filters, Using trusted websites, URL safety Soumya & Revathy (2018);
tools, Limited sharing, Building self-awareness about social Trivedi et al. (2016);

networking threats, Profile privacy settings, Facebook Sadeghian et al. (2013);

phishing protector, phishing detection
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Spamming

Cyberbullying/

cyberstalking

Malware

Firewall and spam filters, Prevent unwanted contacts, Stop
auto-follow, Privacy settings on profiles, Spams protection,
Use of trusted websites, Attention to pop ups, URL safety
tools, Limit sharing, Building self-awareness on social

networking threats, social spam detector, block spam

Geo tagging disable, Limited sharing, Privacy settings on
profiles, Avoid strangers, Report stalkers, Social account
audit, Red flag words analysis, Block unwanted contacts,
Proxy-based protection, Watch dog and social enabler,
about information disclosure,

Building self-awareness

protect personal information

URL safety tools, Firewall and spam filters, Awareness,

Mechanisms on cyber defence, anti-virus detection,

vulnerability detection, notify security alerts

Trivedi et al. (2016);
Sadeghian et al. (2013);
Wang (2015); Fire et al.
(2014); Ghari (2012); Al
Hasib (2009); Luo et al
(2009)

Nalinipriya and  Asswini

(2016); Al Hasib (2009)

Wang (2015); Fire et al.
(2014); Sadeghian et al.
(2013)

More particularly, Internet exposure to children contributes to Internet addiction, which in turn can

change the development of the adolescents’ brain structure, leading to low academic results,

participation in unsafe activities, harmful nutritional habits, low personal interactions and self-injurious

activities (Al-Badi et al., 2016; Ramos-Soler, Lopez-Sanchez, & Torrecillas-Lacave, 2018) The key features

of a cautious person on the Internet is characterised by a good awareness of online risks such as not

spending too much time on the Internet, avoiding dangerous conduct, talking to parents about Internet

problems, getting advice and having specific rules on Internet use. Table 2.5 presents online activities for

Internet safety that can be integrated into the designed algorithm as a behaviour influencing content

(Juhari & Mat Zin, 2013).

Table 2.5: Internt activities categorised by the guidelines for Internet

Activities

Playing online games

Guidelines

e Be wary of stranger

e  Get parents’ permission to meet online friends

e Ignore insulting messages and report to parents
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Watching videos, movies or TV online e  Children to confirm parental regulations and rules
e Report inappropriate web content upon finding out
e Ignore popups
Internet surfing e  Children to confirm parental regulations and rules
e Reportinappropriate web content upon finding out
e Ignore popups
Social networking e Do not add strangers
e Safely guard personal information
e  Picture sharing to close friends should be limited
e Once you have written something you cannot delete it.
Chatting e Be wary of stranger
e Parents’ permission is required to meet online friends
e Ignore and report insulting messages to parents
e Once you have written something you cannot delete it.
Online Purchasing e No purchasing without parents’ consent
Email e Do not open emails from strangers

e Scan emails that contain file

Section 2.5 outlines the extent of Internet behaviour and activities by children. Children’s online activities
and their online behaviour unknowingly expose them to cyber threats. This shows that most children have
less knowledge on how to behave securely online. Therefore, it is important to influence children’s online
behaviour and raise their cyber security awareness as soon as they start using the Internet. There are
many existing tools online that can be used to analyse and influence children’s behaviour online. Section
2.6 outlines the different existing tools that can be used to influence behaviour online, which may help to

formulate the design of the algorithm.

2.6.  Online behaviour analysing tools

The best approach to influence and analyse behaviour online would be through tools, and below is a table
presenting online behaviour analysis tools in general, their strengths and weakness and if the tool is
applicable to influence the behaviour of children online. Table 2.6 presents the online behaviour analysing

tools.
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Table 2.6: Online behaviour analysing tools

Tool

Webminersystem

E-Web Miner

SysProf

Strengths

It is a tool that is used to
mine information on the
browsing and access
patterns of users.

It uses server access logs
to automatically discover
association rules and
sequential patterns

Uses an algorithm to find
maximal forward
reference sequences

It uses cookies, cache
busting, and explicit user
registration to record all
important access

Web content analysis
Web structure analysis

Web usage analysis

Web log analysis

It uses an AprioriAll
Algorithm

Offers a flexible
framework for
monitoring individual

activities at granularity

Dynamically configurable
runtime capture of data
monitored in order to
enable tradeoffs between
the granularity,
overheads, and delays of

runtime diagnoses

Weakness

All log entries with
filename can be
removed

May not record all
the important
access data

Users may delete
sookies

The Cache busting
can be disabled
User registration
is voluntary which
can provide false
information

It only mines for

web content,
structure, logs
and usage.

Could be costly

Applicability
of tools

to influence
children’s
behaviour
online

Yes

Yes

No

Source

Cooley,
Mobasher, and
Srivastava

(1997)

Yadav (2012)

Agarwala and

Schwan (2006)
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Monitoring and
Analysis Tool for e-
Learning  Platforms
(MATEP)

Visualizing Video
Clickstream Data

from Massive Open
Online Course
(VisM0OOC)

Generate dynamic code,
binary encodings for
monitoring data, low
overhead kernel-level
public- subscribed
messaging and efficient
event hashing

Low perturbation and
high performance for low
granularity

Diagnoses and Improves
runtime client requests
scheduling

Bottlenecks in proxies are

dynamically detected

Used to monitor and
analysis e-learning

Tool is very convenient
works at any-time and

anywhere
It uses a collaborative
tools that support

different styles of
learning

To help analysis learning
behaviours of users, a
Video clickstream data
from MOOC platform is
used (visual analytic
system)

Analyses student access
and their activity patterns
Analysis  of  student
interaction in forums
Analysis  of  student
performance in their
assignment and exams
Simple visual design
Video embedded design
Multi-level scale
exploration
Multi-perspective
exploration

No direct
interaction
between teachers
and students

No direct
interaction
between teachers
and students
Content of videos
may be big

The length of
videos may be too
long

The release time
of videos

The number of
videos released in
one week may be
many

No

Yes

Zorrilla and
Alvarez (2008)

Shi, Fu, Chen
and Qu (2015)
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Pin

SecureString 3.0

Secure

Webalizer

Whitelisting
of Instant Messages

The design of Pin
emphasises ease of use,
portability, transparency,
efficiency and
robustness.

Uses a Just-In-Time (JIT)
compiler to insert and
optimise the code.
Pintools include profiles,
cache simulators, trace
analysers and memory
bug checkers.

It writes portable
instrumentation tools by
abstracting away the
underlying instruction set
features

Emphasises on
authenticity, integrity,
privacy, resilience and
blacklisting of harmful
words

A abolishment of
ciphertext repetitions
Facilities blind computing
on encrypted character
string through an
untrusted host.

Is a technique developed
to scans instant messages
and only forwards those
with  solely harmless
words to their destination
Emphasises on
authenticity, integrity,
privacy, resilience and
payload confirmation
(whitelisting)

It is known for web
analytics activity

Its current version 2.13. 1
It is very easy to install
Supports 30 languages
Runs on cross-platform
operating system

The log files it analysis are
CLF, XLF, ELF and FTP

Its capable to handle
regular schedule
activities because of its
in-built features

Its open source
Only runs in Linux

Produce statistics
that do not
discriminate the
number of visits
between human
and robots

Yes

Yes

Yes

Yes

Luk Robert
Cohn  Robert
Muth  Harish
Patil Artur
Klauser Geoff
Lowney Steven

Wallace Vijay

Janapa Reddi

and Hazelwood

(2005)

Fahrnberger
and Heneis

(2015)

Fahrnberger
and Heneis

(2015)

Kundu and

Garg (2017)
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Piwik

Open Web Analytics

Fire Stats

Reports are created
automatically on a daily
basis.

Automatically create
respective reports

It's a web analytic tool
Used for log files that
contain massive amount
of data

Current version is 2.13.1
It’s not difficult to install
Its own interfaces are
built in wusing python
language

Works on cross-platform
operating system

It supports plug-in
explore reporting format
of log files like Apache
and IS

It a weblog analyser tool
Available in PHP language
Works on cross-platform
operating system

Current Version is 1.5.7
Easy to install

Provide click stream
information

The site visited , the path
followed in the web
pages and the time spend
on each page is
determined by analysing
of click stream

It's a web statistic system
Used to interpret the
cookies in the log files
such as CLF, XLF and ELF
Its current version is 1.6.7
Trouble free to install

Its available in PHP,
MySQL 4.0.17 languages
Works in Window/ Unix
operating system

It separates the
instructions for each
content based system by
extracting the
information of source file
retrieved by the end
users

e Usersaretheonly Yes Kundu and
people who see Garg (2017)
their own data

e Provide limited
details only

e It's a server Yes Kundu and
software anyone Garg (2017)

can run and
install on their

own host
e Only basic details = No Kundu and
are provided Garg (2017)
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Google Analytics

SafeChat 2.0

Butterfly software

It's a web analytics
provided by Google as a
free utility tool

Supports CLF, XLF, ELF
with unlimited size

It is used to trace log files
A report of detailed
information is provided
which helps in examining
the guests traffic
Designed to work with
AIM Instant Messaging
that uses a protocol
called Open System for
Communication in Real-
time (OSCAR).

A detection algorithm is
used to classify chat
participant as potential
predators.

It’s a third party plugin
for the Pidgin (most
popular open source
instant messaging)

It works on any Windows
or Unix-based
environment

Supports multiple
protocols including AlM,
MSN, ICQ IRC and Yahoo
Unsupported protocols
e.g. Facebook Chat, can
be used in Pidgin with
the use of third party
plugins

it uses XML file system to
keep track of all of the
users’ interactions

Uses a rule-based
approach to detect
predators

Uses WinpCap library
have control over the
transmission and
retrieval of packets in
windows environment
Chat room monitoring
and analysing software

It identifies a suitable
chat group based on
user-defined parameters

Does not work on
Raw logs.
Importing Raw
logs is missing

The age function
may misidentify
the age of a
potential
predators

Does not contain
filters that blocks
or filter
prohibited terms
in messages
before it reaches
the receiver

Multiple
conversations
occur
simultaneously in
chat rooms that
makes it hard to

Yes

Yes

Yes

Kundu and

Garg (2017)

Thom, (2011)
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NetNanny

Qustodia

The main focus is on
Internet Relay Chat (IRC)
Uses ChatTrack tool to
detect and prevent
potential threats in the
chat room.

Uses a keywords based
approach to input types
of interested channels by
users of the agent

Builds term vectors of
occurrence counts of
keywords from
conversations then uses
these term vectors to
recommend a chat room
based on the users’
requirements

Uses a cognitive
modelling approach for
the language interaction
detection which is similar
to signature based
intrusion detection
methods

It’s an Internet filtering

tool

Each time you browse the
Internet and in real time
the netnanny will review
the content of any
website visited

Uses an Internet filter
that can  distinguish
between the use of the
terms

Detects the contextual
usage of words and will
either allow or block a
website based on the
preferences customized
for each individual user

Extensive reporting,
pornography block,
screen time balance,
games & app access,

determine
member of each
conversation

One needs to first
have knowledge
of who is
communicating in
the chat room

Hasn't been Yes
patched for many
years now and it
hasn't taken care
of any bugs and
improvements it
needs to make.
No tracking
features

The specialized
screen time
control settings
are also missing.
It does have
minimal features
for the iOS phone.
No text tracking
feature or call
tracking.

lacks control of
the social media
site.

Costly. Yes
In desktop

browsers, VPN

breaks web filter.

Penna, Clark,
and Mohay
(2005)

Dawson,
Burnett, and
McArdle
(2005); Nanny
(2002); (Walsh,
2020b)

(Rubenking &
Moore, 2020b)
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Kaspersky Safe Kids

Norton Family

Mobicip

McAfee

KidsGuard Pro

YouTube tracking, social
network activity view,
Android track calls & SMS,
family locator and
Android panic button
Affordable

No restriction on
equipment or child
profiles

Flexible computer- and
app-use power

Durable web filtering
Geofensing

Wide alerting system
Share expert device and
tips from child
psychologists on online
topics

Affordable

Good dashboard on the
web

No limit for number of
devices being monitored
Fast installations and

setups
Protect your family on the
Internet, limit screen

time, manage apps &
track location with the
best parental control
software

See what you kids are up
Set rules and time limits
for apps and websites
Very quick to install
Operates in stealth mode
Installation does not
require rooting or
jailbreaking of the apps.

Tracking social
media limited to
Facebook.

Several
drawbacks to iOS
Filtering of the
web restricted to
different
browsers

Online tracking
deals only with
Facebook and VK
Low Web
interface

Does not run on
Macs

No geofensing
Time limits apply
per machine
Tracking of social
media lackeys
Compared with
Web edition, the
Mobile Interface
is limited.

Some contact
issues and delays
between the
online console
and the local
device occurred
during testing.
Requires two
downloads to the
app.

No monitoring,
blocking your call,
or blocking your
email.

Slows down the
system

Costly

There is no free
trial

Only one device
can be monitored
atatime

Yes

Yes

Yes

Yes

Yes

(Rubenking &
Moore, 2020a)

(Rubenking &
Moore, 2019)

(Rubenking &
Minor, 2016)

(Whiting,
2020)

(Walsh, 2020a)
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multilingual assistance
Packed with over 30
exciting apps

It can monitor the
WhatsApp, Facebook,
Screenshots and so on
activities.

Tracking position in real
time functionality.

This operates on all
versions of Android and
iOS (including the most

The functionality
of i0S devices is
very minimal (no
remote  control
features

recent ones).

From the analysis presented in Table 2.6, there are many existing behaviour analysis tools in general that

could be applicable to children, however, there are four tools that interested me more, which are (i)

VisMOOC because it analyses the behaviour of users, analyses what they access and their activity patterns

(ii) Web miner that mines for browsing information and access patterns of users (iii) Webalizer that is also

used to analyse online activities, and (iv) E-web miner, which uses an algorithm that mines for web

content, web structure, web logs and web usage. In addition, there are many online behaviour analysis

tools that focus on influencing online behaviour. Figure 2.4 presents the online behaviour analysis that

can be integrated into the designed algorithm as a behaviour influencing content.
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From the summary in Figure 2.4, the existing online behaviour analysis tool analyses online behaviour by
analysing clickstream, interactions in forums, user patterns, activity patterns, and limiting screen time by
providing tips on online topics and mine browsing information. However, tools such as SysProf, MATEP,
Piwik, Open Web Analytics, Free Stats, Google Analytics, SafeChat 2.0, Net Nanny, Qustodia, Norton
Family, McAfree and Kids Guad Pro emphasise more on managing apps, tracking, filtering content,
detecting predators, etc. Such emphasis however has nothing to do with influencing online behaviour but
has to do with the prevention of online threats. Some of the metrics like time spent online were measured
in this study to gauge its impact on cybersecurity threat exposures for children. Providing tips was used
as an empowerment tool to raise cybersecurity awareness on the gadget, platform, activity or
environment specific threats. This study sough to raise cyber security awareness among children and as

such, section 2.7 presents suitable strategies for cyber security awareness in children.

2.7. Cyber security awareness strategies

Cyber security is the protection of inter-connected devices namely hardware, software, and data from
cyber threats and this can be achieved through methods that are technology, procedure or human
focused (Sundaresan, 2018). Security, which is intended to protect data confidentiality, integrity and
availability, is a sub-set of cybersecurity (Sundaresan, 2018). Human measures include cyber security
education, cyber security training and cyber security awareness (Wilson, Hash, & Division, 2003).
Cybersecurity awareness is intended to allow people to identify and respond accordingly to IT security
concerns (Wilson et al., 2003). It can be achieved by developing the awareness and training material and

implementing the programme. The methods and strategies in raising cyber security awareness are:

e Applying game dynamics to non-gaming situations in order to induce interest and raise motivation
levels, and elements of this can be extended to keep a user interested in learning (Scholefield &
Shepherd, 2019).

e A wide variety of public options (i.e. websites, booklets, information graphics, blogs, posters,
video clips) are useful resources for raising security awareness levels (Kovacevic” & Radenkovic,
2020).

e Applying serious games, that is games with an intent other than pure entertainment (Hendrix, Al-
Sherbaz, & Bloom, 2016). In areas such as healthcare, advertisement, and behavioural change,
serious games have gained growing interest (Hendrix et al., 2016). Studies have shown that not
only can games be efficient teaching tools, but they can also be efficient tools to encourage

behavioural change (Hendrix et al., 2016).
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Measures that generate the greatest possibility of success in cybersecurity awareness include the use of
creativity in content distribution and participatory experiences (Peker, Ray, Silva, & Gibson, 2016). The
cybersecurity methods, strategies, framework, and models that can be applied to children are presented

in Table 2.7.

Table 2.7: Cybersecurity methods, strategies, frameworks, and models for children
Cybersecurity exiting | Framework/model/ strategies focus area

Source

frameworks/models/strategies
that can be applied to children

NIST Cybersecurity Framework
(CSF)

Identify; protect; detect; respond; and recover

Calder (2019)

Cybersecurity Strategy Risk identification; vulnerability reduction; threat | U.S Department of
reduction; consequence mitigation; and enable | Homeland Security
cybersecurity outcomes (2018)

Guidelines for Industry on Child | Integrating aspects of children's rights into all relevant | The International

Online Protection

organisational policies and management processes;
The establishment of standardised guidelines for the
handling of materials for child sexual exploitation;
establishing an online community that is more secure
and age-appropriate;

Educating children, parents, and educators about
children's protection and responsible use of ICTs; and
digital technology promotion as a way to promote civic
engagement

Telecommunication
Union (ITU) (2015)

Guidelines for Children on Child | Digital etiquette; digital access; digital law; digital | ITU (2014)
Online Protection security (self-protection); digital communication; digital
rights and responsibilities; and digital literacy, digital
commerce
Guidelines for Parents, | Personal device safety and security; Law, education of | The International

Guardians and Educators on
Child Online Protection

parents guardians and teachers; education for children;
and communication

Telecommunication
Union (ITU) (2009)

Standards for measuring child | Risk-prone conduct of children (activities and time | ITU (2010)
online protection spent online); cyber threats and incidents; reaction of

children to such incidents; and preventive measures
Child Protection in  the | Understand the social and cultural context; online / | United Nations
Online/Offline environment | offline sexual harassment and abuse; actions of children | Children’s Fund
Strategies using information and communication technology; | (2012)

vulnerability and harm to risks; and sources of help and
assistance

Table 2.7 presents the methods focusing on cybersecurity awareness and training of children. The
methods mostly highlight awareness and training on risk identification, establishing a more secure and
age appropriate online environment and children’s risk-prone behaviour, online threats and incidents and
how children respond to those incidents and preventive measures. Section 2.8 presents literature on the

different approaches that are used to constitute the online behaviour influencing algorithms.
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2.8.  Approaches used to constitute online behaviour influencing algorithms

The behaviour of children online could be influenced through interactive modules. There are several
complementary levels that can be operated to increase the safety of children online which are namely,
service provider level, web browser level, application level and the network equipment level (Magkos et
al., 2014). The different levels can be used to implement the designed algorithm to influence the
behaviour of children online. Table 2.8 outlines the approaches that are used to design online behaviour

influencing algorithms.

Table 2.8: Approaches used to design online behaviour influencing algorithm

Online  behaviour Description Source
algorithm

K-Nearest The KNN instant-based learning algorithm that is an automated Gunawan,
Neighbours (KNN) program built to analyse the text of a conversation and to identify the = Ashianti and

Semantic-Enhanced

Marginalized
Denoising Auto-
Encoder (SEMdae)
Deep Belief
Networks and
Stacked Denoising

Auto-Encoders

Rule-based

Approach

Limited-Recursive

Algorithm (LRA),

probability of online child grooming. It uses a pattern detection
scheme.

The SEMdae prevents the occurrence of cyber bullying messages on
online social networking sites. It uses expert knowledge for feature
learning and uses the Machine learning approach to classify the
posted semantic context.

Is a software that uses deep learning algorithms to predict user
intentionality against a specific product, or category, based on their
interaction on a website. Through keeping track of users' search
habits to get a clearer understanding of their preferences and
intentions.

The objective is to discover patterns of user interaction in learning
processes and to react by making decisions based on adaptive rules
on User Profiles collected. The method applies semantic recording of
activity logs throughout the learning cycle so as to automatically
discover patterns by semantic reasoning.

Is based on the common PageRank algorithm that served as the basis

for the Social Influence Algorithm 1.0. The algorithm takes Facebook

Sekishita (2018)

Leela Prasad et

al. (2019)

Vieira (2015)

Okoye, Tawil,
Naeem,
Bashroush, &

Lamine (2014)

Smailovic &

Podobnik (2016)
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data for each user as input and outputs the Score for Social Impact.

Using Facebook data is: i) number of a user's friends; ii) number of

posts shared by the user on his / her Wall; and iii) number of Likes /

Comments posted on those links.
SmartSocial Platform =SSP is based on the concept of heavy-backend thin clients. User first = (Smailovic &
(SSP) installs the Android app for providing users with personal data. Teleco = Podobnik, 2016)

data had been collected from the Android smartphone itself. Once the

Android app acknowledges the terms of use, social data is collected

from Facebook server. Component which enables users to check their

SmartSocial Influence scores. The Android app is available to those

who wish to become involved in the SmartSocial project. Android app

includes several steps that allow: i) input the user's smartphone

number; ii) providing Facebook data by logging in; iii) accepting usage

terms of user data; iv) uploading Telco and social data; v) receiving

notification of successful completion and the ability to view the

created profile and SmartSocial influence score.

This analysis of the selected online behaviour influencing algorithms highlights the approaches used to
constitute algorithms. The algorithms use approaches such as machine learning and deep learning to
analyse and predict online behaviour. According to Hangtwenty (2018), machine learning is the science of
getting computers to learn and act as humans do, and improving their learning in an autonomous fashion
over time by feeding them with data and information in the form of observations and interactions in the
real world. Deep learning enables computational models that are composed of multiple layers of
processing to learn data representations with different abstraction levels (Lecun, Bengio, & Hinton, 2015).
These approaches are used in speech recognition, visual object recognition, object detection and many
other domains such as drug discovery and genomics and these have significantly enhanced the state of
the art (Lecun et al., 2015). The suitable approach that relates more to this study from the solutions is the
Deep Belief Networks that uses deep learning algorithms to predict the intentionality of users based on

their website interactions. In this study, this is applied in the demonstration stage in section 5.2.5.

2.9. Chapter summary

This chapter presented a review of relevant literature to this study. The area of Human Computer

Interaction was adopted in this research since the study focuses on influencing children’s behaviour online
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and raising their cybersecurity awareness, which has the human as the focal point as they interact with
devices. An analysis of children’s online risk was done and the identified types of children online risk are
cyberbullying/cyberstalking, sexting, digital identity theft, exposure to hate speech images and gory
images, brain hijacking, online predator grooming, sexual exploitation and malware attacks. From the
children’s online behaviour analysis, it emerged that children accept friendly requests from strangers,
they share personal information online, share pictures, videos and status updates, spend too much time
on the Internet, download movies or music, and meet strangers offline, and this is attributed to the lack
of cyber security awareness and the development stage of the child. Ojose (2008) outlined that Piaget
believed that a child's development occurs through a continuous transformation of processes of thought
depending on their maturity, experience, culture, and their ability. The reason why children post, trust
and share online, according to Piaget’s theory is because children in that age group’s (12-18 years)
behaviours are affected by the behaviour of their close friends and their puberty milestones. The common
online activities by children were visiting social networking sites, playing online games, Internet surfing,
chatting, online purchasing, emailing and watching online videos, movies or TV. This chapter also outlined
that children’s behaviour online can be influenced through awareness and training by applying game
dynamics to non-gaming situations in order to induce interest and raise motivation levels and elements
of this can be extended to keep a user interested in learning. The next chapter discusses the methodology

used to answer the study's research questions.
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3.1. Introduction

This chapter presents the research design as well as the methodology used in the study. The chapter also
explains the research process, participants and sampling, techniques and the analysis of data collection,
research limitations, ethical considerations and the conclusions of the study. The layout of this chapter is

outlined in the chapter map.

Chapter 1
Introduction
8
Chapter 2

Literature Review

¥

Chapter 3 31.1. Introduction

3.2. Human-Computer Interaction Research

Research Methodology Paradigm
Motivation for Design Science

3.3. Research Philosophy

Chapter 4 3.3.1. Research Paradizm

3.3.2. Research Process

3.4. Participants and S5ampling

Research Findings

3.5, Data Collection
+ 3.6. Data Analysis
Chapter 5 2.7, Evzluation of the finished behaviour
Influencing algorithm

Algorithm Design Process
e en 3.7.1. Informed argument of using

l relevant literature
3.7.2. Persuasion Theory
Chapter & 3.7.3. Expert Reviews

3.8. Research Ethical consideration

Recommendation and Conclusion 3.9, Chapter summary

3.2.  Human-Computer Interaction research paradigms

The area of Human Computer Interaction (HCI) is a research that contributes to the user’s understanding
(Rozanski & Haake, 2003). Like any educational qualification, HCI is based on three wide foundations

namely theoretical principles, professional practice and community of individuals. HCI’s theoretical origins
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as an interdisciplinary field includes psychology, computing, ergonomics, and social science (Dix, 2017).

Furthermore, Rozanski and Haake (2003) outline that Human-Computer Interaction is a collaborative field

that incorporates behavioural psychology and cognitive, ergonomics, anthropology, sociology, computer

science, engineering, and graphic design concepts and methods, among others.

This section presents HCI’s research paradigms namely Design Science, Traditional Scientific Approach and

Engineering Approach. The foundation of selecting the appropriate research design and methodology is

from an analysis of the theoretical backgrounds of each of the research paradigms as shown in Table 3.1.

Table 3.1: Research paradigms

Research
design
Design
Science

Approach

Traditional
Science

Approach

Engineering

Approach

Explanation

Design science research (DSR) is a research paradigm with great
potential to address the relevance of information systems (IS) research
as opposed to the rigorous gap.

DSR brings both practical relevance to IS research (through its emphasis
on useful artefacts) and scientific rigor (through the formulation of
design theories).

IS prides itself as a discipline within the field of IT-related technological
science.

The artifacts developed in the research phase of design science include,
but are not restricted to, algorithms, interfaces between humans and
computers, and methodologies or languages of system design.

The traditional approach to science makes use of a positivist
interpretation of research. This focuses on quantitative data collection
based on empirical measurements using analytical methods to build and
test simulation models.

Traditional research in science is meant to investigate how things are
based on observable facts that can be seen, heard and touched.

The researcher collected knowledge through questionnaires and tests,
and developed and tested hypotheses prior to empirical analysis. Within
HCI, this approach creates awareness that helps researchers to derive
deductive and inductive theories from empirical experimental findings.
The conventional approach to science enables researchers to grasp the
relation between variables and prediction of results.

The Engineering approach borrows its features predominantly from
both design science and traditional approaches to research.

Source

(Baskerville,
Baiyere, Gregor,
Hevner, & Rossi,

2018)

(Kuechler &
Petter, 2012)

(Pather &
Remenyi, 2005)
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e The researcher examines exiting solutions with the aim of creating
better solutions propositions.

e Aselection of appropriate alternatives will be measured, analysed, and
evaluated on the basis of the proposal.

e The process is repeated until the product is really for use and no further

improvements are needed for further changes.

Motivation for design science
Vaishnavi and Kuechler (2013) define design as to invent and build. In this study, a definition of design

science is adapted from Peffers, Tuunanen, Rothenberger, and Chatterjee (2007) and it is defined as:

The purpose of this study is to design a solution for an existing problem. Therefore, this study takes on a

research paradigm of design science towards the designing of an algorithm that will influence children’s
behaviour online and raise their cyber security awareness. Vaishnavi and Kuechler (2013) further define
design science as something that involves the creation of data through design of novel or innovative
artefacts and the analysis of the use and performance of such artefacts together with reflection and
abstraction to improve and perceive the behaviour aspects of Information systems. Such artefacts include
but actually don’t seem to be restricted to algorithms (e.g. for information recovery), human/computer

interfaces, and system design methodologies or languages. Section 3.3 outlines the research philosophy.

3.3. The research philosophy

Heyvaert, Maes and Onghena (2013) describe research as a scientific or academic examination into a
phenomenon intended to identify, report and create new artifacts and contribute new knowledge. The
study takes on a design science research paradigm towards the designing of an algorithm that will
influence children’s behaviour online and raise their cyber security awareness. According to Vaishnavi and
Kuechler (2013), Design science research involves the creation of data through design of novel or
innovative artifacts and analysis of the use and performance of such artifacts together with reflection and
abstraction to improve and perceive the behaviour aspects of Information systems. It can also position it
in light of establishing information systems and computer science methods. The design of this research is

based on the concept of the research onion proposed by Saunders, Lewis, and Thornhill (2019).
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Figure 3.1: Research onion (Source: Saunders et al., 2019)

This study adopted a mixed method, involving both qualitative and quantitative methods. According to
Plano Clark (2017), mixed methods research involves assembling, studying and interpreting quantitative
and qualitative data in a series of studies that investigate the same underlying phenomenon. This study
aims to understandthe behaviour of youngstersin-depth for this reason qualitative methods are
suitable, however to be aware of the magnitude of the phenomena, a quantitative study suffices as a
complement to the qualitative method (Creswell, 2007). According to Muskat, Blackman, and Muskat

(2012), there are five foundations for conducting the mixed method research;

> Triangulation: seeking for validation and convergence of outcomes from diverse methods and

design reviewing the same phenomenon

> Complementarity: seeking for elaboration, improvement, illustration, and interpretation of the

outcomes from one method with outcomes from the other methods

> Initiation: discovering inconsistencies and paradoxes that lead to a re-framing of the research

question
Development: using the judgement from one method to help enlighten the other method
Expansion: seeking to enlarge the breadth and the range of research by using diverse methods

for diverse inquiry components
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For a broader understanding of the study, the suitable approach to use for this study was a mixed method
approach. Quantitative analysis techniques such as graphs, charts and records allowed the researcher to
explore, present, describe and examine relationships and tendencies inside the data (Saunders et al.,
2019). The qualitative approach offers an in-depth understanding of the social, political and cultural
context. This allows the researcher to consider the background in the preparation of an effective response
using an evolving qualitative approach to investigation and data collection in a natural setting that is
responsive to people and places under study. An inductive data analysis that identifies trends or themes
(Creswell, 2007) and the contextualisation of the solutions which are informed by responses from the
patterns and themes are then used to inform the design of the algorithm. Section 3.3.1 outlines the

different research paradigms and a motivation for the selected paradigm was outlined.

3.3.1. Research paradigm

According to Saunders (2009), Walliman (2010) and Melnikovas (2018), to enhance the
researcher’s understanding of the way in which to approach the study of a specific area, one of the four

paradigms can be applied to the studies;

> Positivism — the approach to scientific research is based on accepting that the world around us is
genuine and that we are able to find out about these realities. It mainly represents a natural
scientist’s philosophical approach. Ontology is based on the objectivist assumptions of the
observation of entities, atomic events that are currently external to social actors, and as such,
only observation and empirical information can be called “credible”. Knowledge is achieved
through the observation and discovering of regularities of events based on causal, policy-like and

functional relationships.

> Critical realism - is based on two ontological assumptions: (1) the world is made up of actual
entities; (2) the sensation and pictures of actual entities is perceived, not the actual entities

themselves. Knowledge is gained by finding generative accesses.

> Interpretivism - Is a method based on subjectivist ontological assumptions that entities are made
up of discourse and therefore exiting or socially constructed truth can only be investigated
through social constructions such as awareness or language. Reality is built socially and develops

constantly, therefore, information and facts are relative and subjective.

> Pragmatism - Is based on the premise that both positivist and interpretative positions can be

adapted in the course of studies, whatever, operates best for specific study questions.
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Motivation for pragmatism paradigm

The study followed a philosophy of pragmatism research, which is guided primarily by an inductive
qualitative approach. Pragmatism supports the utilisation of both qualitative and quantitative in the same
study and rejects inconsistency approaches. However, pragmatism also considers the research questions
to be more necessary than either the method or paradigm that underlies the method (Plano Clark, 2017).

Section 3.3.2 presents the research process.

3.3.2. Research process

Vaishnavi and Kuechler (2013) define research as an activity which helps to understand a phenomenon.
In the case of research into design science, all or part of the phenomenon can be produced as opposed to
occurring naturally. The phenomenon is typically a set of behaviours of some entity(ies), which the
researcher or a group finds interesting. Table 3.2 presents the application of design science research

methodology in this study.

Table 3.2: Application of design science research methodology (Kuechler & Petter, 2012)

DSRM activities Activity description Knowledge method
Problem identification @ What is the problem? Literature review on children’s online
and motivation activities and behaviour that expose

Out of innocence, the behaviour of
them to cybercrimes. Current solutions

children potentially exposes them to cyber
on how children’s online behaviour are

criminals as they innocently share ) ) )
being influenced and the solutions

information and befriend strangers.

weaknesses
Define the objectives @ What are the goals of the solution? Knowledge of what is possible and what
of a solution is feasible. Knowledge of methods,

Influence children’s behaviour online ) )
technologies and theories that can help

e Promote secure online behaviour . . o
with defining the objectives
through reward and penalties
e Raise Internet security awareness
e Educate children on secure online
behaviour

L4 Increase awareness
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Design and develop

Demonstration

Evaluation

Communication

e Ensure secure online experience
e Reward secure behaviour
child

e Gauge the security on

behaviour online

Create an artefact that solves the problem

Designing an algorithm that will influence
children’s behaviour online and raise their

cyber security awareness

Demonstrate the use of the artifact

An algorithm was designed to influence
the behaviour of children online. A
flowchart was designed to demonstrate
the implementation of the algorithm. A
further

game  was developed to

implement the flowchart of the algorithm.

How well does the artifact work?

The algorithm, its components and their
relationship were evaluated by experts
with specialized knowledge in Information

security and children digital rights.

This study
raising awareness at schools in Namibia

is communicated through

through game play (by giving access to the
game platform to learners), thesis and
scholarly publications.

Application of methods, technologies,
and theories to create an algorithm that
will influence the behaviour of children
online and raise their cyber security

awareness

Knowledge of how the algorithm will be
used to influence the behaviour of

children online

Knowledge on the relevant behaviour

influencing models and evaluation

techniques

Knowledge of the disciplinary Thesis
documentation, presentation process,

publication and contribution.
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3.4. Participants and sampling

Sampling can be defined as the method by which individuals or sampling units from the sample frame are
selected (Martinez-mesa & Gonzalez-chica, 2016). According to Gray (2014), there are two ways to choose
a research sample; (i) probability sampling is one of the defining features of quantitative research which
involves selecting random samples, and (ii) non-probability sampling’s defining features depend on the
purpose of the study. Saunders, Lewis and Thornhill (2008) further explain that having decided the likely
appropriate sample size, you need to select the most suitable sampling technique to enable you to answer
your research questions from the range of non-probability sampling techniques available. Martinez-mesa
and Gonzélez-chica (2016) allude that purposeful sampling is used where a diverse sample is required or
experts’ opinions in a specific filed is the topic of interest. The purposeful sampling technique, also called
judgmental sampling, is a participant's intentional choice due to the attributes that the participant
possesses (Etikan, 2017). This includes the identification and selection of people or groups of people who
are knowledgeable and well-informed about a phenomenon of interest (Etikan, 2017). Therefore, a
purposeful sampling technique was used in this study because purposive sampling it is known to the agent

of the whole population, or it is known that creates well-coordinated bunches (Clark, 2017).

According to Anderson (2016), parents of 13-17 year olds teenagers now live in a world that is heavily
influenced by digital devices and online platforms. In another report by OECD (2012), 12-17 year olds
mostly access the Internet through mobile devices instead of using fixed computers. Thus, the target
population for this research was purposefully selected after investigating the literature as well as
identifying the resources that would afford the value of the concepts of this research. Children between
the age of 13 and 17 years in primary and high schools were considered to answer the survey

guestionnaires and be part of the algorithm evaluation.

A predictive evaluation was used to evaluate the COSBIA, as Sharpe et al. (2019) outline that it foresees
usability problems, and experts apply their experience of typical users that involve heuristics and users do

not have to be present.

3.5. Data collection

Questionnaires were used to collect data on children's behaviour and the different activities that expose

them to cybercrimes through surveys. This allowed the researcher to gather data which cannot be
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obtained from resources like books, reports and records. Additionally, for the evaluation of COSBIA, an

online questionnaire was used to evaluate the COSBIA’s components and relationship relevance.

3.6. Data analysis

The collected data was analysed using qualitative analysis methods, Microsoft Excel and SPSS. Below is a
Table 3.3 that illustrates the research objectives, questions and the tools that were used to carry out the

study.

Table 3.3: Research objectives, related research questions and tools that were used
Research objectives Research questions Data collecting technique (s)

Analyse how children | How do children behave online? Literature review, questionnaires

behave online

Evaluate online = Which activities specifically expose @ Questionnaires and literature review for data
activities that expose  children to security risks when they = collection and mixed data analysis approaches
children’s interaction | interact with strangers? was used (coding for qualitative data and
with strangers statistical for quantitative data)

Evaluate  behaviour What are the existing behaviour ' Literature review

analysing tools = analysing tools suitable for child

suitable  for  child = online activities

online activities

Design a behaviour | How can a suitable behaviour Results from objectives (i) and (ii), as well as
influencing algorithm | influencing algorithm be constituted | literature review will serve as inputs on
suitable  for  the to influence children’s online @ designing an algorithm using the Design
security of children @ activities? Science Research Method.

online activities
3.7. Evaluation of the finished behaviour influencing algorithm

To ensure that the proposed algorithm is useful to influencing children’s behaviour and contributes to the
body of knowledge, the algorithm evaluation process aimed at validating the relevance and rigor of the
identified algorithm constructs and content in order to determine how well the algorithm targets
influencing children’s behaviour online and thereby solve the identified problem. An expert review and a
descriptive methods were chosen as suitable for the evaluation of the proposed algorithm (Gardikiotis &

Crano, 2015). The following descriptive methods were used to evaluate the algorithm:
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e Informed argument of using relevant literature
e Persuasion Theory

o Expert reviews

3.7.1. Informed argument of using relevant literature

The aim of using argumentation is to reach a mutually accepted conclusion about the importance,
relevance and usefulness of the proposed algorithm. A detailed review of children’s online activities and
behaviour that expose them to cybercrimes literature in section 2.5 helped to build a convincing problem
definition and argument that there is a need for a behaviour influencing algorithm for children. The
literature review helped to identify the presence of the gap in children’s online activities in section 2.4
and online behaviour in section 2.3 that expose them to cybercrimes, hence a need for an algorithm that

influence children’s behaviour and raise their cyber security awareness was designed in section 5.2.

3.7.2. Persuasion theory

According to Gardikiotis and Crano (2015), persuasion is a basic human process which affects almost every
aspect of social interaction. Individuals seek to manipulate the perceptions and attitudes of others in
interpersonal relationships, mass communication, politics, economics and even international relations.
Persuasion is generally concerned with shifting behaviours and thus (under specific conditions) people's
actions in a sense of relative freedom. To evaluate the Child Online Secure Behaviour Influencing
Algorithm, the study used the following two persuasion theory approaches which were applied in the

design and demonstration stage of the COSBIA:

i.  The Learning Approach - The learning approach promoted the idea that the persuasion target
first had to understand and learn the ideas communicated by the message, in order to be
influenced. In this context, the effect was mainly concerned with the way attitudes were shaped
and formed (Gardikiotis & Crano, 2015). In this study the algorithm was gamified to evaluate and
promote awareness.

ii. Operant conditioning - In this context, a behaviour is influenced because it is reinforced, that is,
it is accompanied by a positive outcome, or it is prevented because it is punished (Gardikiotis &
Crano, 2015). Operant conditioning is a learning method that comes from rewards and
behavioural penalties. A person makes a connection between a particular action and a

consequence through operant conditioning (McLeod Saul, 2018). According to McLeod Saul
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(2018), Skinner defined three types of responses or operators that are capable of following
actions.
1. Neutral operators: contextual responses which do not increase or decrease the
probability of repeating a behaviour.
2. Reinforcer: Contextual responses which increase the likelihood of repeating a
behaviour. The straighteners may either be positive or negative.

3. Punishers: Contextual reactions that lower the risk of repeating a behaviour.

Figure 3.2 illustrates that the positive and negative reinforcement and positive and negative punishment

increase and decrease the frequency of the individual's desired behaviour.

Positive Negative
Applies Stimulus Removes Stimulus

| |

Reinforcement
Increases the Positive Negative
frequency of T P = - P TR Fes e - P
desirable A2 Fre gl g3 2RIl r el s
behavior
Punishment
Decreases the Positive iegative
frequency of =
undesiiaie Punishment Punishment
behavior

Figure 3.2: Reinforcement Theory (Source: Amutan, 2014)

A token reinforcement was used with children that behave more securely on the Internet. For example, a
security token may be granted to a child who has behaved securely online and has the highest point. This
act helped to encourage children that are exposed to the behaviour influencing the algorithm to be more
positive and stay more secure on the Internet. This was achieved through different levels in a game

implementing COSBIA.

Application of reinforcement - an appropriate technique can be implemented for positive reinforcement

based on guidelines below (Amutan, 2014):
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e The enhancement needs to be implemented regularly, based on a scheduled reinforcement
system

e The reinforcement should be delivered to the child quickly to keep them from losing their
influence. If there is a need, a verbal reinforcement to the child can be proposed if they need to
get another reinforcement

e Whenever the child’s behaviour is secure online, COSBIA should promote the secure online
behaviour by giving the child a reward

e There should be no uncertainty about the child’s social reinforcement, it should be transparent

and comprehensible.

3.7.3. Expert reviews
Various Human Computer Interaction (HCI) evaluation techniques, namely focus groups, field
experiments, and expert reviews, have been used extensively in research studies. These approaches aim
to produce qualitative results and require fewer participants than experiments that are controlled (Tory
& Moller, 2016). We focused on domain expert reviews in this study to evaluate the algorithm using design
science research process. According to Beaudouin-Lafon (2006), to predict missing requirements, experts
apply the experiences of typical users. This can involve heuristic and theoretically based phenomenon and
users do not need to be present (Beaudouin-Lafon, 2006). The expert review is under the predictive
evaluation paradigm in Human Computer Interaction (Beaudouin-Lafon, 2006). In this study, domain
experts evaluated the relationship of components and its relevancy aspects using an online questionnaire.
The questionnaire was structured to gather expert biography, algorithm components, and the algorithm
itself as presented in Appendix G: Expert Review Evaluation Form. Section Chapter 1690710027: outlines

the research’s ethical consideration.

3.8. Research ethical considerations

Research participants should have confidence that the materials will be handled and used sensitively and
responsibly (Toader, Damir, & Toader, 2010). The researcher first sought authorisation through the use
and presentation of the research proposal from the relevant authorities before starting with this research
study. The application for ethical clearance Appendix A: Faculty Postgraduate Committee Ethical Approval
Letter was submitted to the Higher Degrees Committee (HDC) through the Faculty Post Graduate

Committee (FPGC) and this was approved. Permission to conduct the study in schools was sought from
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the Ministry of Education as presented in Appendix B: Ministry of Education Permission Letter.
Subsequent to this, permission was sought from the principals of each participating school and the
permission letters are in Appendix C: Ministry of Education Approval Letterand Appendix D: Schools
Permission Letter. Parental consent was sought as minors were involved in the study using the informed
consent form in Appendix E: Parental Consent Letters. In addition, research participants were provided
with full information on what the research is about, its purpose, how long the study would take, research
procedures and the expected benefits of the research study. In order for research participants to make a
free and informed consent, they were provided with full details of the research study to ensure their right

of self-determination and autonomy.

3.9. Chapter summary

This chapter presented the research design as well as the methodology used in the study. This research
falls under the Human-Computer Interaction (HCl) domain, and the objectives were achieved using the
design science research model. The research paradigm that was used is pragmatism following the Design
Science Research Methodology (DSRM) to design the algorithm. This study followed a mixed method
approach where questionnaires were used as a data collection tool and they were analysed using
Microsoft excel and SPSS. The participant populations were purposefully sampled as this allowed for
knowledgeable participants to participate. The participants were conveniently selected from the target
population using a self-selecting strategy. For qualitative data, the target sample size was 40 participants
as they allowed for data saturation. An expert review was used to review the designed algorithm. The
participants were selected from predefined strata based on their active involvement in COP. Gamification
of the algorithm was used to demonstrate functionality by embodying persuasion theory in

implementation. The next chapter discusses the research findings of this study.
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This chapter presents the research findings of this study. The chapter also shows the data analysis of
platforms visited by children, Internet activities usage, devices used to access the sites and more as

outlined in the chapter map below.

Chapter 1

Intresduction

+

Chapter 2

Literature Review

!

Chapter 3

Research Methodology

[}

[y el 4.1 Introdwction
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4.3, Extent of Internet activities usage by
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4.3.1. Sociasl networking sites actively used

Abgorithem Design Process 4.4, Things children know how to do on the
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Chapter & 4.4.1. How true is this of you?

4.5, Device used to access the Intermet
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Recommendation and Conclusion

strangers
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wihile cnline
4.7.2, Do you feel compelled to the
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4.8, Megative online experience
4.8.1. Oher Internet use related risk
4.8.2 Gender

4.9, Chapter smmary

4.1. Introduction

This chapter focuses on the research findings from the questionnaires. The instrument for data collection
was an open-ended questionnaire and close-ended questions which were designed to collect basic
information to address Objective 1 and Objective 2 of this study, which are (i) to evaluate online activities
that expose children’s interaction with strangers, and (ii) to analyse how children behave online. They

were then distributed to 40 learners in four different schools in Windhoek. The schools are namely, Dobra
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High School, Eldorado Secondary School, Highline Secondary School and Windhoek Technical High school.
The 40 learners between the ages of 13 and 17 years were granted permission by their parents to
complete the questionnaires. The questionnaires included a total number of 16 questions. Question 1-5
focused on analysing the online behaviour of children, Internet knowledge and the frequency of Internet
access. Question 6-15 assessed how the behaviour of children is influenced by their online activities,
online risk and exposures. This chapter is divided into two parts, the first part reports on the types of
online platforms mostly visited by children and online activities that expose children’s interactions with
strangers. The second part reports on the things children know how to do on the Internet, the devices
children used to access the Internet, the time spent on these devices, types of information shared on the
Internet and the types of online risks. Section 4.2 reports on the types of online platforms mostly visited
by children and children’s Internet activities, their Internet activities and things they know how to do on

the Internet.

4.2. Platforms mostly visited by children on the Internet

Respondents were asked to identify the types of online platforms they mostly visited on a scale of 1-5.
The majority of respondents highlighted that they access social networking sites (50%) almost all the time
(scale 5) or Internet (37%), communication platforms like Skype or YouTube (26%), and gaming platforms
(26%), with the email (3%) being the least visited. Most respondents stated that they never access
emailing platforms (40%), however, access the Internet at least daily (20%) and access gaming platforms

(20%) at least weekly. The summary of the responses is presented in Figure 4.1.

Page 57 of 231



Online platforms mostly visited by children
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Figure 4.1: Types of online platforms visited

The results highlight that children mostly spend their time on the Internet on social networking platforms,
followed by searching on the Internet in general and visiting video and voice communication platforms
and gaming platforms when they are online. These results are consistent with the findings of Ghari (2012),
Hamat et al. (2012), Mascheroni and Olafsson (2013), Eke, Omekwu, and Odoh (2014), Braimllari (2017),
Kirichenko, Radivilova, and Anders (2017), and Livingstone, Haddon, Gérzig, and Olafsson (2010), who
confirmed that social networking takes the top spot of daily activities by children. Listening to music,
watching video clips and using Instant Messaging like Skype or WhatsApp follow afterwards in this report.
These results also match with those by Kirichenko, Radivilova, and Anders (2017) who found out that the

World Wide Web’s love child is social media that comes in many ways like blogs, forums, business
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networks, photo sharing sites, social gaming, microblogs, chat apps, and other social networks. Eke,
Omekwu, and Odoh (2014) also affirm that the more the person depends on the Internet to communicate

his or her thoughts and share his or her ideas, the more the Internet affects the individual.

From the analysis, 50 percent of children spend almost all their time on social networking platforms, 36
percent of children spend almost all their time on the Internet, followed by 26 percent of children who
spend their time on games and videos on the Internet almost all their time. Hence, they may be at risk as
they visit social networking sites because they might not always completely understand the potential

impact of the use of the Internet and mostly social networking sites.

This means that the more children rely on social networking sites to network and mingle with their peers,
the more it will change their behaviours, awareness and emotional states. Ofcom (2017) outlines that

social media can be difficult for children and parents to manage.

4.3. Extent of Internet activities usage by children

In order to understand what children use the Internet for, respondents were asked the extent they use
the Internet for the listed activities on a scale of 1-5. Figure 4.2 illustrates the extent of Internet usage by

children.
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Internet usage by children
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Figure 4.2: Internet usage by children

These results highlight the Internet usage by children and it shows that children access almost all the time
or at least daily on social networking sites, download music and post photos, videos and music, watch
video clips and search for school work information on the Internet. Children reported to have never used
the Internet to write blogs, spent time in a virtual world, use files sharing sites, visit chat rooms, post
messages on websites, play games with people online, read/watch news online, send/receive emails and
use instant messages. At least monthly they search for school work related information, play Internet
games, send or receive emails, watch video clips online, download music, post pictures, video and music,
and visit chat rooms. What children mostly do daily is to watch video clips, visit social media, download
music, use instant messages and search for school work. On a weekly basis, children search for school
work related information, watch video clips, visit social media, read/ watch news online, download music,
post photos, videos, and music and play Internet games. From the analysis, most popular activities on the

Internet by children are downloading music, watching videos, searching for school work related
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information, visiting social networks, posting pictures and playing Internet games. The report shows that
when children download music and watch videos on the Internet, they reported to have experienced
online risk such as pornography, unwanted content and commercial content. This means that when
children download music or watch videos on the Internet they become more vulnerable to unwanted

content, inappropriate contact and unwelcome conduct on the Internet.

4.3.1. Social networking sites actively used
The results in Figure 4.2 demonstrate that one of the most popular online activities as reported by the

respondents is social networking. Additionally, Figure 4.3 illustrates the types of social networking sites

children actively use.
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Figure 4.3: Social networking sites visited

These results highlight the different social networking sites children visit on the Internet and it is shown
that the visited social sites “Almost all the time” and “At least monthly” are Facebook, WhatsApp,
Snapchat and Games/gaming. For at least weekly, children reported to have visited Snapchat and

Facebook messenger. At least daily children report to have visited Facebook, Games/gaming, Snapchat,
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WhatsApp and Facebook messenger. Overall from this analysis, it is shown that all the other platforms
have a higher rate of “Never” being accessed except the following platform that were less presented,
Facebook (3%), Snapchat (10%) and Games/Gaming (9%). Since Facebook was presented less, this means
that Facebook is the most frequently accessed platform amongst children aged 13 to 17 years. These
results are consistent with the findings of Braimllari (2017) and Ofcom (2017), who confirmed that

Facebook is the most popular social networking site used by children.

From this analysis, most children that spend most of their time on social networking sites reported to be
experiencing the risk of spending too much time online where they would miss their homework or even
miss their sleep. Additionally, they also reported to have experienced health related risks such as muscular
conditions and eye-sight problems. This means that spending too much time on the Internet does not only
pose Internet risks but can bring health related problems too. In section 4.4 we report on the things
children know how to do on the Internet, the devices children use to access the Internet, the time spent

on the devices, the type of information shared on the Internet and the types of online risks encountered.

4.4, Things children know how to do on the Internet

In order to measure respondents’ knowledge on the Internet, they were asked whether they knew how
to bookmark a website, block messages, find information on how to use the Internet safely, change
privacy settings, compare different websites to decide if information is true, delete the record of which
site they visited, block unwanted adverts or junk mail/spam and change filter references when using the

Internet. Figure 4.4 shows the things children know how to do on the Internet.
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Things they know how to do on Internet
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Figure 4.4: Security settings knowledge

Overall the respondents demonstrated only a moderate level of knowledge on some of the security
settings that need to be configured on the Internet to improve their safety on the Internet. The results
show that 41% of children had “No idea” on how to bookmark a website, 24% are “Poor” in comparing
different websites to decide if information is true, 39% have “Average” and 44% “Good” knowledge on
blocking messages. And the majority of children of have “Excellent” knowledge on changing privacy
settings, delete the record of which sites they have visited, block unwanted adverts or junk mail/spam
and changing filter preferences. From the analysis, it shows that children spend more of their time on the
Internet, and they have knowledge on most of the security settings that need to be configured on the

Internet.

These results are consistent with the finding of Mascheroni and Olafsson (2013), who confirmed that

online activities are not entirely useful or risky, and that children who take up a broader range of online
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interactions are usually exposed to more risks, and they are also trained to deal with those risks, hence
experiencing less harm. More use of the Internet is likely to promote competencies in computer literacy
and safety skills (Haan & Livingstone, 2009). Montenegro (2016) outlines that children become
considerably more knowledgeable as they grow older, including in terms of skills in managing the harmful

footprints they leave on the Internet.

4.4.1. How true is this of you?
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Figure 4.5: Online behaviour

For the purpose of this study, online behaviour was explored in terms of children's expressions when using
the Internet. Respondents were asked how true this is with regards to their online behaviour. The majority
of respondents reported that it was not true that it is easy to be themselves on the Internet, and they do
not talk about different things and private things on the Internet. However, 32% feel that it’s easier to be
themselves on the Internet and 29% talk about different things and 16% talk about private things on the
Internet. In addition, 21% reported to be “very true” that it is easy to be themselves on the Internet, 13%

do talk about different things and only 3% talk about private things on the Internet.

Based on this analysis, children talking about different things and private things on the Internet isirregular.
However, children feel comfortable to be themselves on the Internet, which means that they can express

themselves freely on the Internet than in person. Children that reported that they can express themselves
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freely on the Internet than in person also reported to have been sharing their personal information on

the Internet which could pose online risks to them.

4.5. Devices used to access the Internet and time spent on the device per day

Respondents were asked which devices they use to access the Internet and how much time in hours they
spend on the device per day. The majority of respondents reported that they use smartphones to access
the Internet, 15 respondents reported spending 6h-10h per day, 9 respondents reported spending 1-
5hours and another 9 respondents stated that they spend 11-15 hours per day using their smartphones,
followed by using a laptop and spending 1h-5h per day and 6-10h per day as shown in Figure 4.6. This is
similar to other findings by Green, Olafsson, & Hartley (2011) that showed that 76 percent of children go
online daily or almost daily, 22% use the Internet once or twice a week, leaving just 2 percent who go

online less often.
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Figure 4.6: Devices used to access the Internet and time spent per day

From the analysis, it shows that children that spend most of their time on the Internet are children who
either own or have access to smartphones, and mostly access the Internet from home. This means that
when children have smartphones and have Internet at home, they tend to spend most of their time on
the Internet. This implies more opportunities for a child to be exposed to inappropriate content or Internet

dangers because of the more time they spend on the Internet with little supervision.
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4.6. Where you access the Internet from

Respondents were asked to indicate where they access the Internet from and the majority of respondents
reported accessing the Internet from home, followed by a public library, at school and at an Internet café.
Two respondents chose the other option to specify where they access the Internet from and they reported
to access it from their aunt’s place and another specified that they access the Internet everywhere using
a pocket Wi-Fi. Furthermore, the findings support other established researches by Haan and Livingstone
(2009), Bhunu Shava, Chitauro, Mikka, Nhamu, and Gamundani (2016), Phyfer, Burton, and Leoschut
(2016), and Livingstone, Davidson, Batool, Haughton, and Anulekha (2017) concerning how children
access the Internet. Internet access has become easily accessible just at the comfort of the home, and as
such the main Internet access point for children is their home. Internet usage is becoming more private,
in children’s own house, or when out and about, as children grow older (Livingstone et al., 2017).
Additionally, Mascheroni & Olafsson (2013) report that home is the most common place to go on the
Internet as many children have private access to the Internet. Hence, it is important to raise awareness
and influence children’s behaviour on how children can behave online to prevent online risks that may be

posed to them. Figure 4.7 illustrates the Internet access locations as indicated by children.

Access the Internet from
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Figure 4.7: Internet access location
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4.7. Types of information shared online with strangers

Respondents were asked to indicate the type of information they had shared online with people they had
never met in real life using the different platforms. The majority of respondents reported to have shared
their gender, their age or birth date, their actual name, and their phone number while on social
networking sites, accessing their emails, gaming and while browsing or searching for information on the
Internet. Most respondents reported to have been mostly using social networking sites when sharing this
information online with people they had never met in real life, followed by while accessing emails and
playing games and browsing the Internet. Figure 4.8 illustrates the type of information shared online with

people that the respondents never met in real life using the different platforms.
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Figure 4.8: Type of information shared online

Respondents were further asked to indicate the type of information they have shared online with
strangers when doing their activities on the Internet and the majority of respondents reported to have

shared their gender while watching video clips, on social networking sites, and while playing Internet
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games. The second most frequent information shared online with strangers was their actual name on
social networking sites, their actual name while sending or receiving emails and while watching video
clips. The third most frequent information shared was their age or date of birth on social networking sites,
while sending and receiving emails (6), and playing Internet games, followed by sharing their phone
numbers on social networking sites, while watching video clips and while sending and receiving emails as

shown in Figure 4.9.
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Figure 4.9: Type of information shared with strangers online
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4.7.1. Would you share the following while online?

Respondents were asked if they would share the information outlined in Figure 4.10 while online. The
results demonstrate that slightly more of the respondents are fully aware of the risks of sending personal
information, adding people to their friends or contact that they never met face to face and sending a
photo or video of themselves to someone they have never met face to face. While the other number of
respondents reported that they occasionally but not always delete the record of which sites they have
visited, look for new friends or contacts on the Internet (19) and pretend to be a different kind of person
online from who they really are (19). Other respondents reported to always block unwanted adverts or
junk mails/spams, always send a photo or video of themselves to someone they have never met face to

face (12) and to always change filter preferences (10).
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Figure 4.10: Would you do or share the following while online

4.7.2. Do you feel compelled to the following?

Respondents were asked if they felt compelled when strangers or friends present the following to them;
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> To read and pay attention to friendly requests of strangers before accepting the request and 13
of the respondents reported to always and 8 to have never read when asked if they paid attention,

> To be polite to strangers online (never 20 respondents, sometimes 14 respondents and always 4
respondents),

> To understand the request presented to them by a stranger online (never 19 respondents,
sometimes 15respondents and always 4 respondents),

> Taking advantage of the weakness of other online friends (never 20 respondents, sometimes 2
respondents and always 7 respondents), and

> To please others on the Internet (never 17 respondents, sometimes 6 respondents and always 4

respondents).

The results demonstrate that the majority of respondents are fully aware of the importance of reading
and paying attention to details presented to them on the Internet before responding to it but only a few
of them don’t really understand the importance of reading and paying attention to requests presented to
them on the Internet before accepting them. A moderate of respondents feel compelled to be polite to
strangers online and to understand the request presented to them by a stranger online as shown in Figure

4.11.

Do you feel compelled to the following

40

a5 _e

30

- RO

20

15

10

5 .
o)

To read and pay To be polite to To understand Take advantage To please others

attention to strangers online the request of the weakness on the Internet
friendly request presented to you of other online
of strangers by a stranger friends
before online

Mrever HEMsSometimes M always

Page 71 of 231



Figure 4.11: Feel pressured towards the following

4.8. Negative online experience

The questionnaires contained questions related to the interaction of respondents to a range of online
negative experiences and how they felt about such experiences. Respondents to the questionnaires were
asked if they had ever encountered a variety of negative online events relating to content, contact and
conduct risk behaviour in their lives. From the respondents, the most prevalent forms of negative online
experience was the content related risk in the form of commercial content, pornography or sexual content
and seeing scary content. For example, 62.5 % of the respondents reported having seen commercial
content (e.g. advertising to make money), another 62.5% of respondents reported having seen
pornographic or sexual content (e.g. see naked people, etc.), while 60% had seen scary content, 55% had
seen gory content (e.g. blood, pain, etc.) and content about drugs, and 52.5% had seen hateful content.
Where 13 respondents felt fear to seeing scary content, 12 respondents had a positive reaction to
commercial content, 11 respondents felt disgusted at seeing pornographic or sexual content and 10

respondents felt fear to seeing violent/aggressive content.
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Content-Related Risk
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Figure 4.12: Content risk

From the analysis, it is reported that children that mostly visit social networking sites, watch videos online
and that reported to be downloading music on the Internet are the ones that reported to have

experienced content risk.

The larger number of respondents found out that they had not encountered most of the online contact-
related risks, while only a few respondents indicated that they had contact risk related experience such

as people pretending to be someone else, the possibility of inappropriate contact from strangers, face
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to face meetings following online contact, actual or attempted inappropriate content in general and
ideological or religious or fundamentalists’ influence and shared how they felt about the encounter as

shown in Figure 4.13.

Contact-Related Risk
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Figure 4.13: Contact risk

From this analysis, it is reported that children that mostly share their phone numbers over the Internet
are the ones that reported to have inappropriate contact and face-to-face meetings after online contact

with strangers.

The results show that 6 respondents had no emotions, 2 respondents felt fear, 5 respondents felt positive
and 3 respondents felt annoyed to have had face-to-face meetings following online contact. Furthermore,

respondents were asked whether one or more of the following conduct related risks had ever been
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encountered. A larger number of respondents found out that they had not encountered most of the online
conduct related risks, while only a few respondents indicated that they had experienced conduct related

risks and shared how they felt about the encounter as shown in Figure 4.14.

Conduct-related risk experience
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Figure 4.14: Conduct related risk experience

From the analysis, children that reported to have experienced online risks are children that reported to
have spent most of their time on the Internet and reported to have shared personal information online.
This means that, the more time children spend and the more information they share online on the

Internet, the higher the likelihood of them being exposed to online risks.
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4.8.1.

Other Internet use related risks

Respondents were asked whether they had ever experienced one or more of the following other Internet

use related risks. Quite a larger number of respondents indicated that they had not encountered most of

the other Internet use related online risks, while only a few of respondents indicated that they had

experienced other Internet use related risks and shared how they felt about the experience. These were

as follows:

>

Give out information to strangers: 6 respondents had no emotions, 1 respondent felt fear, another
1 respondent felt disgusted, while 2 respondents had a positive reaction,

Gambling: 3 respondents had no emotions, 1 respondent felt fear, another 1 respondent felt
annoyance while the other 1 respondent had a positive reaction,

Spam, phishing, scams, fraud (e.g. fraudulent information): 4 respondents had no emotions, 2
respondents felt fear, 3 respondents felt disgust, while another 3 respondents felt annoyance,
Illegal downloading: 7 respondents had no emotions, 1 respondent felt annoyance while 4
respondents had a positive reaction,

Spending too much time online (e.g. missed homework, sleep): 17 respondents had no emotions,
3 respondents felt fear, 2 respondents felt disgust, 4 respondents felt annoyance and 3
respondents had a positive reaction,

Health related risks (muscular, eye-sight, etc.): 7 respondents had no emotions, 9 respondents
felt fear, 1 respondent felt disgust, 3 respondents felt annoyance, while another 3 respondents
had a positive reaction,

Lack of Internet safety in general: 5 respondents had no reactions, 2 respondents felt fear, 1
respondent felt disgust and 2 respondents had a positive reaction,

Related to hardware/software (e.g. breakdown, install, etc.): 6 respondents had no emotions, 2
respondents felt fear, 5 respondents felt annoyance and 1 respondent had a positive reaction,
Related to search (e.g. hard to find information): 3 respondents had no emotions, another 3
respondents felt fear, 1 respondent felt disgust, 10 respondents felt annoyance, while 1
respondent had a positive reaction, and

Virus (e.g. sites that come with virus): 5 respondents had no emotions, 2 respondents felt disgust,

3 respondents felt annoyance, while 1 respondent had a positive reaction.
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Other-related risk experience
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Figure 4.15: Other Internet use related risk

Looking at all the types of experiences together (content, conduct, contact and other Internet use related
risk), our research paints a worrying picture of children spending too much time on the Internet where

they may miss their homework or sleep.

4.8.2. Gender
With regards to gender, Livingstone et al. (2017) found that gender makes less changes in terms of
Internet access and overall use of the Internet. From the participants that took part in the questionnaires,

girls were more represented in the sample than boys as there were 24 girls and 16 boys.
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Gender

16
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Figure 4.16: Total number of respondent based on gender

4.9. Chapter summary

In particular, from the analysis, we found that children mostly visit social networking sites, communication
platforms like Skype or YouTube, and gaming platforms. The study also found out that the activities that
children do on the Internet almost all the time include downloading music and posting photos, videos and
music on social networking sites. Most children use smartphones to access the Internet by spending more
than 6-10 hours per day and most of them access the Internet from home. The social networking sites
that most of the children are frequently accessing are Facebook, WhatsApp, Snapchat and games. In
addition, they share information like gender, age or date of birth, actual name, physical address and their
school name with people they have never met in real life using the different social networking sites,
emails, communication and gaming. A number of children also reported to have shared details about their
parents or family while browsing or searching for information on the Internet. This means that when
children download music or watch videos on the Internet they become more vulnerable to unwanted

content, inappropriate contact and unwelcome conduct on the Internet.

Children that spend most of their time on social networking sites mostly reported to be experiencing the
risk of spending too much time online where they would miss out on their homework or even miss their
sleep. Additionally, they also reported to have experienced health related risks such as muscular
challenges and eye-sight problems. This means that spending too much time on the Internet does not only

pose Internet risk but can bring health related problems too.

From the analysis on the online risk experienced, it was found that some children reported to have

negative experiences online. Although many children are aware of the risks and are taking appropriate
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action in countermeasures response, the most common forms of online related risks ever experienced
among respondents that completed the questionnaires are content-related risks. This report focused on

the findings for the main experienced risks encountered by children and found the following:

> Content-related risk dominates children’s risk experienced

> Conduct-related risk follows along with other related risk

Key findings

Children mostly visit social networking sites more frequently than other online platforms.
Facebook is one of the social networking sites that children are mostly active on, followed by
WhatsApp and Snapchat

> Children that download music or watch videos on the Internet become more vulnerable to unwanted
content, inappropriate contact and unwelcome conduct on the Internet.

> Children that spend most of their time on social networking sites experience the risk of spending too
much time online where they miss out on their homework or even miss their sleep and experience
health related risks such as muscular challenges and eye-sight problems

> Children that spend more of their time on the Internet have more knowledge on most of the security
settings that need to be configured on the Internet.

> Children can express themselves freely on the Internet more than in person and they share personal
information on the Internet which could pose online risks to them.

> Most children have smartphones and have Internet at home, and this implies more opportunities for
a child to obtain inappropriate Internet dangers because of the more time they spend on the Internet
with little supervision.

> Children that mostly visit social networking sites watching videos online and downloading music on
the Internet are the ones that mostly experience content risk.

> Children that mostly share their phone numbers on the Internet are the ones that experience
inappropriate contact and face-to-face meetings after online contact with strangers.

> The more time children spend and the more information they share online on the Internet, the higher

the likelihood of them being exposed to online risks.
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Social media has become extremely popular and it is here to stay. The more children rely on social
networking sites the more this will change their behaviours, awareness and emotional states. Therefore,
it would add great value to influence children’s behaviours on the Internet and raise their cyber security
awareness in order to reduce online risks, although the risk is not on the majority of children as stated in
Figure 4.12, Figure 4.13, Figure 4.14, and Figure 4.15. One type of activity that has been found to be a
contributing factor to online risks, however, is face-to-face meetings after online contact with unknown
people online by the respondents. In addition, children reported that they share personal information
while on social media and through emails with people they do not know and that children pretend to be
a different kind of person online from whom they really are. Amazingly, children reporting negative
experiences have typically shown a higher level of knowledge about Internet activities. The next chapter

discusses the approach that was used to design the algorithm.
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This chapter presents the design of the algorithm as outlined in the chapter map.

Chapter 1

Introduction

!

Chapter 2

Literature Review
'

Chapter 3

Research Methodology

'

Chapter 4

Research Findings

}

Chapter 5

5.1 Introduction
5.2. Algorithm Design
Algorithm Design Process 5.2.1. COSBIA Design Methodology

5.2.2. STAGE 1: ldentify Problem and Maotive

5.2.3. STAGE 2: Define Objective of a Solution
Chapter &
5.2.4. STAGE 3: Design and Development

Recommendation and Conclusion 5,25, STAGE 4: Demon tion of COSBIA

5.2.6. STAGE 5: Algorithm Evaluation
5.2.7. STAGE 6: Communication
5.3.Chapter Summary

5.1. Introduction

The aim of this chapter is designing an algorithm that can influence the behaviour of children and raise

their cyber security awareness as well as to lay a theoretical structure to guide the process of answering

the fourth research question:
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To answer the research question as stated above, the study followed the steps of the Design Science
research process proposed by Peffers, Tuunanen and Rothenberger (2020) as illustrated in the next

section.

5.2.  Algorithm design

An algorithm is a collection of well-defined necessary steps to accomplish a specific purpose. It often
typically involves transforming a system from one state to another, probably through a series of
intermediate states along the way (Harris & Ross, 2006, Erickson, 2019). This section outlines the
algorithm that was designed to influence the behaviour of children and raise their cyber security
awareness. This was achieved by defining the main algorithm components and relationships and applying
existing knowledge on secure online behaviour for children. Figure 5.1 outlines the design of the Child

Online Secure Behaviour Influencing Algorithm (COSBIA).

Beahviour
Influencing
Algorithm

Existing

Knowlodge

Components + Relationship +

Figure 5.1: Algorithm Design

5.2.1. COSBIA design methodology

This research followed the steps of the Design Science research method suggested by Peffers, Tuunanen,
and Rothenberger (2020) as outlined in the next section to address the research question mentioned in
section 5.1. The process of research using design science starts with an understanding of the problem.
This is achieved by analysing the literature and studying the phenomenon. Once the problem is identified
and the researcher is made aware of it, the next step is to identify ideas which could solve the problem.
These ideas are taken from the domains which are considered important to solve the problem. The
artefacts are then generated and tested based on the recommendation, as a solution to overcome the

specified problem. Figure 5.2 illustrates the algorithm design process.
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Figure 5.2: Algorithm design process (Source: Peffers, Tuunanen & Rothenberger, 2020)

5.2.2. STAGE 1: Identify problem and motive
Stage 1 involved identifying the problem, using literature and a survey, and the problem was identified

as:

A child uses the Internet to visit social networking platforms, search for information, play games and to
send or receive emails. Using their past experience and devices, the child shares personal information,
shares emotions and feelings on their status, downloads music, and posts photos and videos on the
Internet. Based on the particular online activities, online behaviours, prior knowledge, online platforms,
online threats and online experience of a unique child, children’s online interactions may lead to a secure
experience or an insecure experience. Figure 5.3 illustrates the inputs (gadget, prior knowledge, online
platforms, online activities, online behaviour, online threats and the online experience) and the output

(experience).
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Figure 5.3: Input and output to the research problem

Children’s behaviour could expose them to cyber criminals through innocently sharing information,
posting photos and messages about themselves and making friendships with strangers. This led to the

identification of COSBIA’s objectives presented in the next section.

5.2.3. STAGE 2: Define the objective of a solution
The research objective was to design an algorithm that can influence children’s behaviour on the
Internet in order to reduce cyber security risk. To achieve this objective, the following objectives were

achieved by COSBIA as outlined in Figure 5.4, which illustrates the functionality of the algorithm.
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Figure 5.4: Algorithm functionality

The designed algorithm focuses on influencing children’s behaviour on social networking sites by
promoting secure online behaviour through rewards and penalties. It focuses on raising Internet security
awareness and educating the child on secure online behaviour to achieve secure online experience. The
algorithm also ensures secure online experiences by rewarding secure behaviour and finally gauges the
security on the child’s behaviour online. The next section outlines the design and the development of the

algorithm.

5.2.4. STAGE 3: Design and development
This section presents the design and development process followed by coming up with the algorithm

informed by literature in Chapter 2: and findings in Chapter 4:. Components of the algorithm, relationships

and the architecture are presented.

5.2.4.1. Algorithm components identification
The study has identified from the literature and research findings a detailed list of components and their

subcomponents that are key to the algorithm for influencing children’s behaviour and raising their

cybersecurity awareness as illustrated in the Table 5.1.
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Table 5.1: Algorithm components

Set | Component Sub- Sub-components Definition
Set
SC secure  children A secure child who behaves securely online
online OB Online Behaviours Positive behaviour (PB), Negative behaviour (NB),
Threatening  behaviour  (TB),  Vulnerable
behaviour (VB), Secure behaviour (SB), Online
Gadget behaviour
OE Online Experiences Positive online experience (POE), Negative online
experience (NOE), Threatening online experience
(TOE), Vulnerable online experience (VOE),
Secure online experience (SOE), Happy online
experience (HOE), Miserable online experience
(MOE), Context of Use (COU)

K Knowledge Good Internet Security knowledge (GISK), Poor
Internet security knowledge (PISK), Online
Platform Knowledge (OPK),Gadget Knowledge
(GK), Online Activities Knowledge (OAK), Prior
knowledge (PK), New knowledge (NK),
Developing Knowledge (DK)

G Gadgets- smart | Smart phone (SP), Ipad/Tablet (IP), Laptop (LP),
gadgets used to | Personal Computer (PC), School computer (SC),
access the Internet Game console (GC), Ipod (l)

opP Online platforms - | Chat (C), Tik Tok (TT), Facebook (FB), WhatsApp
used by children : (WA), Instagram (I), Hangouts (HO), Twitter (T),

Skype (S), MySpace (MS), Snapchat (SC), LinkedIn
(L), Gaming (G)

OA Online activities - | Watching videos (WV), Gaming (G), Information
children love to | search (IS), Studying (S), Social Networks (SN),
perform online Emailing (E)

oT Online  threats - | General Internet threats (GIT), OP specific threats
children are exposed | (OPST), OA specific threats (OAST), G specific
to online: threats (GST), B specific threats (BST)

E Empowerment - is a | Security knowledge (SK), Secure behaviour (SB),
set of interventions | Secure experience (SE), Reduce exposure to
that will foster online threats in the actors over time (RE)

TSO Time spend online At least daily (LD), At least weekly (LW), At least

monthly (LM), Almost all the time (AT)
5.2.4.2. Components relationship

With little knowledge and awareness, children's behaviour online potentially exposes them to cyber
criminals because they innocently share information and interact with strangers. In particular, children
voluntarily share personal and private information about themselves from which cybercrimes may emerge
in their real world or virtual environment, if this shared information ends up in the wrong hands. A set
theory was used in this study. An illustration of the relationship between the sub components from Table

5.1 is presented in the Venn diagrams in Figure 5.5, Figure 5.6 and Figure 5.7.
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Relationship 1: A child (C) interacts with an Online Platform (OP) to perform Online Activities (OA) using
a smart gadget (G). The Time Spent Online (TSO) and the child’s Online Behaviour (OB) while performing
OA on an OP using G results in a child’s online experience (OE) which can either be secure or insecure.
This is due to the fact that G has an influence on OB, which results in gadget specific behaviour (OGB) and
OP has an influence on OB which results in platform specific behaviour (OPB). Figure 5.5 represents

relationship 1. In set notation, OE(C) is a result of time spent online (TSO) over set of G, OA, OP, OB.

Equation 5.1: OE(C) = TSO*(G+OA+OP (OPB) +0OB (OGB))

Child (C)

Figure 5.5: Component relationship 1

Relationship 2: The children’s (C) prior knowledge (PK) and their online behaviour (OB) exposes them to
online threats (OT) inherent in G, OA and OP. This results in a child’s online experience (OE). If
empowerment is added to this interaction, it would result in a secure online behaviour (SOB). We posit
that a secure online experience (SOE) is a result of secure online behaviour and this relationship is shown
in Figure 5.6 . SOE (C) is a result of applying a set of E to enhance PK and OB of/with OA, OP, and G in the

presence of OT.

Equation 5.2: OB = OP+G+0OA+PK+OT+OE
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Equation 5.3: OE= OB*(OP+G+OA+PK+QOT)

Equation 5.4: SOB = OE+E*(G, OA, OP, OB)
SOB = SOE

Child (C)

Figure 5.6: Component relationship 2

Relationship 3: A child (C) interacts with an Online Platform (OP) using a smart gadget (G) to perform
Online Activities (OA). Adding prior knowledge while using the gadget (G) results in the gadget knowledge
(GK). Adding prior knowledge (PK) while interacting on online platforms results in online platforms
knowledge (OPK). When one adds prior knowledge to the gadget and online platform influence, online
behaviour (OB) is the presence of online threats (OT). If empowerment is added then secure online

experience (SOE) is the result.

Equation 5.5: OE= OB *(G+OP+PK)*OT)
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Equation 5.6: SOE= OE + E*(G+OP+PK+QT)

Child (C)

Figure 5.7: Component relationship 3

Algorithm definition

A child (C) interacts with an Online Platform (OP) to perform Online Activities (OA) using a smart gadget
(G). The Time Spent Online (TSO) and the child’s Online Behaviour (OB) while performing OA on an OP
using G results in a child’s online experience (OE) which can either be secure or insecure as depicted in
Equation 5.1. This is due to the fact that G has an influence on OB as shown in Equation 5.2, which results
in gadget specific behaviour (OGB) and OP has an influence on OB which results in platform specific

behaviour (OPB).
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The children’s (C) prior knowledge (PK) and their online behaviour (OB) expose them to online threats
(OT) inherent in G, OA and OP, and this results in a child’s online experience (OE) shown in Equation 5.3

and Equation 5.4.

If empowerment is added to this interaction, it would result in a secure online behaviour shown in
Equation 5.5 and Equation 5.6. We posit that a secure online experience (SOE) is a result of secure online

behaviour.

5.2.4.3. Algorithm architecture
In this section, the architecture shown in table 5.2 and the formulation on what the COSBIA is required to

accomplish is outlined.

Table 5.2: COSBIA Architecture

Set Component

C Secure children online (actor) is a set of (c)

PK Prior knowledge is a set of (i)

G Gadget is a set of (y)

OA Online activities is a set of (n)

TSO Time spend online is a set of (0)

SOE Secure online experience is a set of (s)

GK Gadget prior knowledge is the intersection of PK and G

0GB Online Gadget Behaviour is an intersection of G and OB

oT Online threats is a set of (t)

oP Online platforms is a set of (m)

OB Online behaviour is a set of (x)

OE Online Experience is a set of (a)

E Empowerment is a set of (e)

SOB Secure online behaviour is a set of (b)

OPK Online Platform Prior Knowledge is the intersection of OP and PK

OPB Online Platform Behaviour is an intersection of OP and OB
5.2.4.4. COSBIA formulation

The algorithm is required to influence children’s behaviour online and raise their cyber security
awareness. A structured approach was used to describe the problem and the processing was divided into

individual tasks or functions. Table 5.3 shows what is required to formulate the COSBIA.

Defining diagram of Child Online Secure Behaviour Influencing Algorithm (COSBIA)
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Table 5.3: COSBIA defining table

Input

Processing

Output

unique child online

e Smart Gadgets

e  Prior Knowledge

e Time spend
online

e Online platforms

e Online activities

e  Online behaviour

Read child’s online experience = Time spend online *(Gadget +

Online activities + Online platforms + online behaviour)

Compute Online Behaviour = Online platform + Gadget + Online
activities + Prior knowledge + online threats + online experience
Compute Online experience = Online behaviour *(Online platforms +

Gadget + Online activities+ Prior knowledge + Online threats)

Online
experience,
Online Behaviour
Online security

knowledge

e  Online threats
e Online
experience

Compute secure online behaviour = Online experience +
Empowerment * (Gadget, Online activities, online platforms, Online
behaviour)

Compute secure online behaviour = secure online experience

Print online experience, online behaviour, online secure knowledge

Table 5.3 defines the algorithm, and this programme is required to read from the screen child’s online
experience = Time spent online * (Gadget + Online activities + online platforms + online behaviour) of the
unique child’s visiting the Internet. The algorithm should then compute online behaviour, online
experience and secure online behaviour. In addition, print (display) online experience, online behaviour
and online knowledge required to getting a secure online experience for the unique child. In the algorithm,
Read represents the input; Compute represents the process and Print represents the output (Write or

Display).

e Problem: Children behave insecurely online

e Inputs: A set OA of (n) online activities where n is a finite number of possible activities that can
be performed by the child (C). A set OP of (m) online platforms where m is a finite number of
possible platforms visited by the child. A set G of (y) smart gadgets where y is a finite number of
possible gadgets that can be used to access the Internet by the child. A set OB of (x) online
behaviours where x is a finite number of possible behaviours that can be performed by the child.
A set of PK of (i) prior knowledge where i is a finite number of possible knowledge that a child has
about the Internet, the gadget the child is using, the online platform the child is accessing and the
activity the child is performing. A set of OE of (a) online experience where a is a finite number of

possible experiences that a child has on the Internet. A set of OT of (t) outlines threats where t is
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a finite number of possible threats that a child can be exposed to while on the Internet. A set of
TSO of (o) time spent online where o is the finite number of possible time spent on the Internet
by the child.

e Processes: A series of set E of (e) empowerment which are curried out in order to achieve a set
OB of (x) and a set of OE of (a). A set of OB of (x) online behaviours where x is a finite number of
possible behaviour that can be performed by the child resulting in secure online behaviour which
is a subset of OB. A set of OE of (a) online experiences where a is a finite number of possible
experiences that a child has on the Internet.

e Outputs: A set of OE of (a) online experiences where a is a finite number of possible experiences
that a child has on the Internet, A set OB of (x) online behaviours where x is a finite number of
possible behaviours that can be performed by the child and online secure knowledge which is a

subset of knowledge (K)

5.2.4.5. COSBIA
To design the solution algorithm of COSBIA, this study adopted the set theory. Brown et al. (2011) describe
a set as a collection of objects which are called the set elements that has to be well defined, meaning that

it can describe and list its elements without ambiguity.
Describing the COSBIA set

e OPm = {Chat, Tik Tok, Facebook, WhatsApp, Instagram, Hangouts, Twitter, Skype, MySpace,
Snapchat, LinkedIn, Gaming}

e OAn = {Watching videos, Gaming, Information search, Studying, Social Networks, Emailing}

e Gy = {Smart phone, Ipad/Tablet, Laptop, Personal Computer, School computer, Game console,
Ipod}

e TSOo = {At least daily, At least weekly, At least monthly, AlImost all the time}

e OBx = {positive, negative, threatening, vulnerable, secure}

e OEa= {Positive online experience, Negative online experience, Threatening online experience,
Vulnerable online experience, Secure online experience, Happy online experience, Miserable
online experience, Context of use}

e PKi = {Good Internet Security knowledge, Poor Internet security knowledge, Online Platform
Knowledge, Gadget Knowledge, Online Activities Knowledge, Prior knowledge, New knowledge,

Developing Knowledge}
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e OTt ={General Internet threats, Online Platform specific threats, Online Activities specific threat,
Gadget specific threats, Behaviour specific threats}

e Ee = {Security knowledge, Secure behaviour, Secure experience, Reduce exposure to online
threats in the actors over time}

e SOE = {Internet security, safe behaviour, and safe interaction online to reduce exposure online
threats that result in a secure child online}

e SOB = {Proper Internet etiquette}

A child (C) interacts with an Online Platform (OP) to perform Online Activities (OA) using a smart gadget
(G). The Time Spent Online (TSO) and the child’s Online Behaviour (OB) while performing online activities

(OA) on an online platform (OP) using a gadget (G) results in a child’s online experience (OE).

Equation 5.7
OEa® (C) = TSOo *( Gy + OAn + OPm (OPB) + OBx (OGB))

This is due to the fact that the gadget (G) has an influence on online behaviour (OB), which results in
gadget specific behaviour (OGB) and the online platform (OP) has an influence on online behaviour (OB)
which results in platform specific behaviour such as online platform behaviour (OPB). The children’s (C)
prior knowledge (PK) and their online behaviour (OB) exposes them to online threats (OT) inherent in G,

OA and OP, and this results in a child’s online experience (OE) .

Equation 5.8
OBx® =0OPm + Gy + OAn + PKi + OTt + OEa

Equation 5.9
OEa®= OBx *( OPm + Gy + OAn + PKi + OTt)

If empowerment is added to this interaction, it would result in a secure online behaviour. We posit that a

secure online experience (SOE) is a result of secure online behaviour.

Equation 5.10
SOB= OE + E*( Gy, OAn, OPm, OBx)
SOB = SOE
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COSBIA Gamification

Start

Read Gadget; online platforms; online activities
Compute online behaviour and online experience
Display online experience and online behaviour

IF Online experience = secure online experience, then
Get crown THEN
Move to next level
Else
While online experience = insecure online experience, then
DO
Get empowerment, UNTIL empowerment score = 3, THEN
Move to step 6
DONE

Compute secure online behaviour

If online behaviour = secure online behaviour, THEN
Get a crown THEN
Move to step 11
ENDIF

WHILE online behaviour! = secure online behaviour
DO
Get Empowerment
UNTIL (Empowerment score = 3) THEN
Move to step 9
DONE

Display Online secure knowledge

Return to activity

Pseudo code explanation

Stepl: The child goes on the Internet, COSBIA reads the gadget the child is using, the online platform the

child is visiting and the online activities the child is performing.
Step 2: COSBIA should then analyse the child’s online experience and online behaviour based on step 1.

Step 3: After analysing the child’s online experience and online behaviour, COSBIA should then display the

child’s online experience and behaviour, if the child’s online experience is insecure, the child gets
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empowerment until the score is 3 for them to move to the next level. If the child scores less than 3 the

child has to continue to get empowerment until the score 3 then moves to the next level.

And if the child’s online experience is secure the child gets a crown then moves to the next level which is
analysing online behaviour. If online behaviour is secure, the child gets a crown then returns to the
activity. If the child’s online behaviour is insecure the child gets empowerment until the child gets a score
of 3, then the child gets a crown. COSBIA then displays online secure knowledge, and the child can then

return to the activity.

Score

0-2 correct answers: The child doesn’t know much about the Internet, the child needs to get
empowerment

3 correct answers: The child is at the beginning of the journey to become a safe Internet user and has
started thinking about others online

4-6 correct answers: The child is on the way to becoming a safe Internet user and a good friend to
others.

7-9 correct answers: The child is well on the way to becoming a responsible Internet user and a great
online friend, and making some very sensible choices.

10 correct answers: The child is a friendly and caring Internet user who does brilliantly online.

5.2.4.6. COSBIA flowchart

Flow charts are used to represent an algorithm according to Yasseen (2013). It is a diagram that shows
the data flow through data processing. A flow chart explains the operations that are required to solve a
specific problem, and it can be interpreted as a blueprint of a system designed to address a problem
(Yasseen, 2013). In this study, an algorithm was designed to influence children’s behaviour online and
raise their cyber security awareness. An online game was used to implement and evaluate the algorithm.
Salceanu's (2014) study outlined that computer game content has great potential to improve the lives of
children and adolescents. Children are able to access the game on the Internet at anytime and anywhere.
A flow chart for an algorithm can read the child’s online experience then compute online behaviour
(analyse clickstreams, interaction, activity pattern and mine browsing information), online experience and
secure online behaviour. Then print the online experience and online behaviour, if online experience is
equal to an insecure online experience then Get Empowerment; if the score of empowerment is equal to
three, then move to next level; if empowerment is not equal to three then go back to empowerment. If
online experience is not equal to insecure, then get a crown and move to the next level. Compute secure

online behaviour and if online behaviour is equal to secure online behaviour, then get crown, display
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online secure knowledge and stop. If online behaviour is not equal to secure online behaviour then go
back to get empowerment until the empowerment score is equal to 3 then move to the next level,
compute secure online behaviour. If online behaviour is equal to secure online behaviour, then get a
crown displaying online secure knowledge and stop. The flow of the algorithm is presented in the

flowchart in Figure 5.8.
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Read
Gadget; Cnline actheties; online plationms

Compuie

andine Behaviour {analyses ofidestream, interaction, activity pattenns, mine browsing
imfarmation)

Online Behavioar = Online platfcem = Gadget + Online actiities = priar kncwdedge + online
thirearts + online experience

Onling experience = ondine befaviour * {online pitfonms + Gadget + online actikities = priar
knawledge + anline threats]

Print | Display]
anline experience
anline behavicur

ot Mo
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— Insecure online axpeariance
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platforms &l il it
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Sacwre onling behavioar = onling expenence + Empowsrment *
(Gadget, Ondine activities, online platforms, anline bekadaur)
Sacure onling bahaviour = secwre online experience

Gt 3 crawm
Online behawiour = Seoure

anlire behawiour

Print |Display]
onhine secure knowledas

Redwrn ta actky

Figure 5.8: COSBIA flowchart
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5.2.5. STAGE 4: Demonstration of COSBIA

Inspired by persuasion theory, gamification of COSBIA was used and the concept was fully detailed. The
COSBIA game focuses on influencing children’s behaviour on social networking sites by promoting secure
online behaviour through rewards and penalties. It focuses on raising Internet security awareness and
educating the child on secure online behaviour to achieve secure online experience. The COSBIA game
also ensures secure online experiences by rewarding secure behaviour and finally gauges the security on
the child’s behaviour online. The COSBIA game determines the online threats based on a database of
known threats, and the level of assertiveness is measured through a quiz that covers online threats on
online platform specific threats, online activities specific threats, gadget specific threats and online
behaviour specific threats. The main idea is for the child (player) to come and perform whatever the child
wants to perform on the Internet and be empowered through a game. What the COSBIA does is that it
reads information of the child’s gadget being using, the platforms visited, the activities the child is
performing and the way the child is behaving. When it reads the information there is a database and in
the database there are identified threats for those different platforms, activities, behaviours and the
gadget being used. For example, if you are preparing for an android phone, the app reads the gadget as
Samsung S20, reads that the child is using Facebook (platform), and reads that the child (player) is chatting
(activity). Now that is has this information, the first thing that it should do is to evaluate whether the child
knows the threats inherent is these things, that’s level 1 of the game. Now the child (player)’s knowledge
is determined; the next thing is for the algorithm to check how the child (player) is navigating in the
environment. The algorithm should read how they are clicking etc. and based on that, then it can evaluate

if the child (player) is secure or insecure.

An online hackathon was hosted to demonstrate and implement the COSBIA. The game concept
(Appendix H: COSBIA Game Concept) was shared on social media platforms and inviting software
development students to sign up and implement it. Three teams signed up and the hackathon was open
for 10 days. However, only two teams managed to submit, and one team withdrew from the hackathon.
At the end, the products were evaluated using the criteria in Appendix |I: COSBIA Game Evaluation Criteria
by a panel of experts. The expert evaluation of the game was done manually as the developers failed to
implement it online citing database complexity. Using the evaluation form, the implementations were

deemed to fail, as shown in Error! Reference source not found..
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Table 5.4: Judges’ game evaluation

Team 1 Team 2
Questions Judgel | Judge? | ludge3 | Judgel | Judge? | Judge3
. Isthe game Interactive? Can you make 2 choice? Yes Vs Yes Yes Yes Yes
E. Doesthe alzarithm allow the child to have different options on Gadgets and platforms | Mo Yes Yes Na No No
B. Does the algorithm read the activities that the child is performing can it rezd if the No Na No Na No No
child is watching Videos, playing game, searching for information, studying, social
netwarks, emailing etc.?
B, Does the algorithm evaluate the user experience based on the answers given through | No No Yes Yes No No
the game/quiz by the child?
E. Does the alzorithm have 2 way of outputting the online experiznce of the child? No Na No Yes No No
b. Does the aleorithm have a way of outputting online behaviour of the child? No No No No No No
V. Does the algorithm have & way of outputting secure online behaviour of the child? No No No No No No
B. Doesthe algorithm have 2 way of outputting secure anline experiznce No Na No Na No No
B. Does the algorithm evaluzte how knowledzeabls the child is on the different threats? | Yes Yes Yes Na Yes No
00, Does it give tips on how to improve on being safe online? Yes Na No Yes No No
N1 Are there multiple exit points while playing the game? Yes No No Yes No No
(2. Are there any empowerment messages displayed when the child decides to exit? No No No No Yes No
3. Are there any empowerment messages displayed after ever score? Yes No No Yes No No
4. s the game daoing what it is expected to? No Na No Na No Yes
5. Is the game uzable? Yes Yes Yes Yes Yes Yes
6. Is the game 3ppealing? Yes Yes No Yes Yes Yes
Mark Obtained 23/100 | 15/100 | 15/100 | 26/100 | 23/100 | 12100
Tatal score 57 bl
General Comment The web | The team | The The game
app barely applicatio kaarks
provides | solved the | o deasnat appealing
nformati | algorithm, | really bt daes
anal CBT | They did | evaluste et cower
like the bare [ what & most  of
interface. | minimum | needid ta what &
It requires | and tooka | security. aypactesd
mire diffarant afit.
interactivi | diraction.
by icons to
he appedl.

The judges concluded that the systems could not be availed to children due to Covid 19 restrictions and
for ensuring the safety of the children hence the end user evaluation was not executed. The functional
implementation was supposed to be played by the children to measure its efficacy. The children needed
to experience the environment and to evaluate the user experience using the tool in Appendix K:

Children’s COSBIA Evaluation. Ten children were purposefully recruited, however due to the limited
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capacity of the implementations, it was deferred to the future to allow for the system to be fully
developed and tested. In its form, the demonstration proved that the concept can be coded and

integrated on different gadgets used by children. Figure 5.9 presents the welcome screen of COSBIA.

|COSB|A| HOME  ABOUT  STEP 1:GADGET THREATS  STEP 2: PLATFORM THREATS  MORE~ 7 & .

Welcome to COSBIA

How much do you know about Cyber Security

LEARN MORE

Figure 5.9: COSBIA welcome screen

The COSBIA implementation should have a database of all the identified threats for the different gadgets,
online activities, online platforms, online behaviour and the general threats online. Immediately when the
child gets online, COSBIA should read the information of the child, the type of gadget they are using, the
platform they are visiting, the online activities they are performing, and the way they are behaving. For
example, if you are preparing for an android phone, the app reads the gadget as Samsung S20, reads that
the child is using Facebook (platform), and reads that the child (player) is chatting (activity). From there,
COSBIA evaluates whether the child knows the threats inherent in the gadget they are using, that’s level

1 of the game. Figure 5.10 presents level 1 that is on gadget threats.
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|COSB|A| Howe Aoyt EEEBESVAIRETIINCE STEP 2: PLATFORM THREATS  MORE+ ¢ ® &

Home | Step 1:Gadget Threats

STEP 1:GADGET THREATS

' Smart phone @ IPad/Tablet a Laptop

A smart phone is the device ialways useto  An IPad/Tabletis the devicefalwaysuseto  Alaptopis the device i always use to go
go online go online online

@ Personal/ School Computer ) Game console ) Pod
ﬁ]’

A computeristhe device ialwaysusetogo A game console is the device | always use An |Pod is the device | always use to go
online to go online online

Figure 5.10: Gadget threats

For the next level, the child (player) will be evaluated on the threats inherent in the platforms they are
visiting.
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| COSBIA | HOME  ABOUT  STEP L:GADGET THREATS MORE~ 71 m

STEP 2: PLATFORM THREATS

TikTok .

Chatting TikTok Facebook WhatsApp
| love spending most of my time love spending most of my time love spending most of my time | love spending most of my time
on chatting online. on TikTok. on Facebook. on WhatsApp

LEARN MORE LEARN MORE LEARN MORE LEARN MORE

©

Instagram Hangouts Twitter Skype

<«

I love spending most of mytime  |love spending most of my time | love spending most of my time [ love spending most of my time
on Instagram on Hangouts on Twitter, on Skype.

LEARN MORE LEARN MORE LEARN MORE LEARN MORE

OD O

MySpace LinkedIn Gaming

I love spending most of my time  Ilove spending most of my time | love spending most of my time
on MySpace. on Linkedin. on Gaming.

LEARN MORE LEARN MORE LEARN MORE

Figure 5.11: Platform Threats

The algorithm should have a way of reading the activities that the child (player) is doing, for example if
the algorithm sees the child (player) selecting the Facebook logo, it should scan and see that it is a

Facebook platform.

Page 102 of 231



So that already using the combination that it is having, it can pull out the questions that are meant
for the child (player) on that specific platform.

It asks the child (player) at level 2 generic questions about the obvious things that the child
(player) is supposed to know about that platform (Facebook).

Then if the child passes, depending on the score that is calculated, the child move to the next
level.

For example, if the score is a minimum of 1-3, then they are supposed to go through
empowerment.

When they are done with that, they are re-evaluated which is level 2 and then they get their
upgrade to the next stage of the game/activity.

However, on the other end, they could score all the questions correctly which is number 10.

So if they score 10 they don’t need empowerment, so they can just get a message that they have
succeeded, they are cyber smart and that they can proceed with their activity and stay safe (so
they continue to do whatever they wanted to do on Facebook, twitter, WhatsApp, Instagram,

etc.).

Now that the child (player) has this knowledge determined, the next thing is for the app to check how the

child (player) is navigating in the environment so that the system should read how they are clicking, etc.,

and based on that then it can evaluate if the child (player) is secure or insecure. The algorithm should

evaluate the user experience based on their answers. There should be a way of calculating the score, for

example:

3 equals to empowerment at first level
4-6 equals to empowerment at second level
7-9 equals to empowerment at third level

10 continue with your activities that means you are safe.

This should be incorporated in the entire algorithm. The scores are only enabling to give them

empowerment, so if the child (player) is very unsecure you give them tips on how to improve on being

safe online, then they can move to the next level of empowerment but at the same time also don’t

frustrate them so that they stop playing the game. There should be multiple exit points.

For example, if the child (player) scores 7-9, this means that this is a knowledgeable person but

not at the right level so they go to level 3 of the game, they earn points or lives.
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e At level 3 they are given some tips and then they take another quiz and when they complete that
quiz then they play their game.

o If they feel like they don’t want to go on, there should be an exit point. Then a message can be
displayed like “Ok you don’t want to play the game however you are vulnerable to, 1, 2,3,4,5 etc.
risk/ threats (so still either way they still go through empowerment). And then they can continue

with their activity (whatever they wanted to do).

The evaluation of the algorithm will be on the score of the child (player) how knowledgeable are they
about general Internet threats, online platform specific threats, online activity specific threats, gadget
specific threats and online behaviour specific threats. If they are knowledgeable on all the threats then
they are good to go but if they are not knowledgeable on a specific threat, then they need to be
empowered. For example, if they don’t know gadget threats, they can get a pop-up message that their
gadget is vulnerable to this threats and that they need to improve by 1,2,3..If it's a combination of all
threats, then you can talk about all threats. The child (player) doesn’t need to be bored about things that
they know, they are kids and their concentration level spin are very low. Whatever is missing, the
application should be responsive enough to say this is what is missing as the child needs empowerment

on the identified limitation.

COSBIA

The COSBIA is an algorithm that is designed to influence the behaviour of children between the ages of
13-17 years and raise their cyber security awareness. This section outlines the COSBIA concept that
includes the story, player and player characteristics, the challenges for the player, game environment,

target player, progression and principle gameplay mode.

Story

A child interacts with an online Platform to perform Online Activities using a smart gadget. The Time Spent
Online and the child’s Online Behaviour while performing online activities on an online platform using a

gadget results in a child’s online experience, which can be either secure or insecure. This is due to the fact
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that gadgets have an influence on online behaviour, which results in gadget specific behaviour and the

online platform has an influence on online behaviour which results in platform specific behaviour.

The child’s prior knowledge and their online behaviour exposes them to online threats that are inherent

in gadgets, online activities and online platforms, and this results in a child’s online experience. If

empowerment is added to this interaction, it would result in a secure online behaviour. We posit that a

secure online experience is a result of secure online behaviour.

Player characteristics

A child is the main actor in the COSBIA, and the child:

YV V V V V

Interacts with an online platform to perform online activities using a gadget,
Spends time online and needs to be tracked,

Has an online behaviour while on the different environment,

Has an online experience (secure or insecure), and

Should be empowered while on the different environment.

Challenges for the player

>

>

Score

Applying prior knowledge (for initial evaluation, a quiz on their prior knowledge of risks and
security around their gadgets, platforms and activities)

Exposed to online threats based on the gadget or platform used or activity being performed
Gets empowerment if their security levels are lower than a score of three.

Online behaviour should be secure to move to the next level (for level 1 to level 2, a score of 3 out
of should be obtained, and for level 2 to level 3, a score of 3 should be obtained, whereas for level
3 to exit back to the activity, a score of 3 should be obtained).

Secure online experiences are attained through performing several empowerment activities.

3 correct answers: You are at the beginning of your journey to become a safe Internet user and you start

thinking about others online. However, you can do more! Always remember to ask an adult for support

as soon as you need it, instead of trying to do it all by yourself or just go along with what others do. In

addition, you should have a much better time on the Internet.
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4-6 correct answers: You are on the way to becoming a safe Internet user and a good friend to others.
However, you can do more! Remember always to ask an adult for help as soon as you need it, instead of
trying to do some things by yourself or being caught up in what others might do. That means you and your

friends can enjoy the Internet together safely.

7-9 correct answers: You are well on the way to becoming a responsible Internet user and a great online
friend, and you are making some very sensible choices. It is always a good idea to ask for help from an
adult if there is anything you are uncertain about, or if anything makes you feel worried or upset. In

addition, you will get the most out of the Internet and all the amazing stuff that it has to offer.

10 correct answers: You are a friendly and caring Internet user who does brilliantly online. You know how
important it is to ask for support when you need it, to be healthy and to look after the feelings of your
friends. Share your knowledge with as many friends as possible to help everyone around you stay safe

and enjoy fantastic online time.

Game environment

> Online platforms: Chat, Tik Tok, Facebook, WhatsApp, Instagram, Hangouts, Twitter, Skype,
Myspace, Snapchat, LinkedIn, gaming

» Gadget: smart phone, IPad/Tablet, Laptop, Personal computer, school computer, game console,
IPod

» Online activities: Watching Videos, Gaming, information search, studying, social networks,

emailing

Table 5.5: Quiz question on the different online threats
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Online Threats

Chuiz

Answers

General
Internet

Threats

One of your classmate has sent arcund an
embarrassing photo of another classmate.
What should yvou do with it

A Show your teacher, and tell them what
happened

E. Forward the photo to others

C. Save it on your phone, so that you can
embarrass them later

0. Laugh at the photo with your friends

One of your friends posted a video about you
on the Internet and you do not like it You
asked them to take it off but they said no,
because it is funny. What is it that you should
do?

A Keep asking your friend wuntil they take it
diowwn

B. Speak to an adult and say why you don’t like
it

C. Leawve it — you can’t do anything else about
it

. Post a wideo of them to get back at them

Az You should show the photo to your teacher
and tell them what has happened. Think of
howw wou would feel i the picture have been of

WO

B: You should talk to an adult about what
happened and tell them you do not like It
Then, they can try to take down the video.

wour friend oells youw she is talking 1o a oy, zirl
online and on the weekend, sheshe will mast
him/her. what should you do?

& wWwoluntesr to go with her/him

B. Let her/him go on her/him own

C. Tell an adult straight away
D

Tl your other friends

& classmate tells you someone on an online
game was calling himy/her masam names. What
shouwuld you dao?

& Tell your teacher or amother adult

B. Tell himy/her to call the person mean names
back

. Tell him/her to just ignore it and let it go

awasy
. T=ll him/her to stop playing gamss for =
wehile
wwhom arse wouwu =sllowed o share your

passwords with?

A Vour friends

B. Mobody — you shouwld kesp them to yoursalf
S Wour Family

. Your teacher

cz If someone i= going to mest a person they
met online, yow must t=ll an adult right away.
wou showuld never meet sorangers, unless yow

knowr for sure whao they ars.

& Calling anyone online mesns names is =
cyberbullying act. vYou should inform an adult

about this and yow should not neglect it.

B: vou should also keep your passwords to
yourselF. If yvour password falls in the wrong

hands, it couwld be risky.
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You need to create 3 Website password. What
should you use?

& vour full name (e.z. Annamarie]

B. Part of your name and a numbsr [e.g5
annala3)

C. a4 random word, number and punctuation
combination {e.g. 1wiraEpm!)

O. & nickname that your friends call you

[e.g.annagirl}

The Internet gives ws 3ccess b mMaEny
rescurces we would otherwiss not b= able to
et in contact with.

& TRUE

E. FALSE

Information on the Internet can always be
trusted to ba truthful. i wowuld not be online if
it werse not trues_

£ TRUE

E. FALSE

C: The strongest passwords should includs

letters, numbears, and pumCtuation

combinations. Wou should Newer uss
something that is comnnected to yowr nams

becausze it is very 2asy 1o SUess.

&: That is probakly the best thing about the
INternet. It is giving us instant access to distant
things, things locked away, that do=ss not 2ven
=xist y=t. It iz 3 travel agent, a guide to ths
mus=um and a play with friends from all over

the world!

B: The Intermet is an open forum for anyons
and everyone. Bias is the rule rather than the
exception. Evaluate carefully ALl information

on websites, personal or public

O

]
Platfarm
Ep==cific
Thiresats

What is the best way to wuse Faceboak, Chat,
Tik Tk, Whabs pg, Instagram, HMHangowes,
Twritter amnd other social netwarking sites?
Lirmmit the amount of imformation | share about
oy e

& Only talk ma peaple | knoaw.

B Make my page private, esxcept to the people
O 1 Fiasee s rmvy Friend s

DO. A0 of the sbaes

What do you do when a stranger asks you Ea
give them a picture aof yowrsslf an social
nebwarking sites?

B Semped o pictwre=s, and el oam adwle
immediatehy:

BE. If wou think you kmooaw ERerm, sand the
R

L. Send the picture, @ven if they're & strampger

O_lgmore them

From online, who should you sccapt Friend
recquest?

A Ammyons

B & friemd of & friend

. Someons you think yow've met b=fore

DO, Only peeople sou definmely koowse

Dz Drevn Your Snlfine Presence. When available,
st EFie privacy and sscority settings an
svebsites to yowr coamfort lewss] for infarmation
sharing. It = ok to limit haw and with whoom

s share i Foor mation.

&: You should never give pictures of yourseIf
oA stranpger because you do nat knaw who
they are ar what they may be daing. When a
stranger is a=xking for & picture, immediately
demy and tell an adult.

You =hould mewsr gee anyone a photo that
wou would not want someDnes eloe T s
Even if you are camfortable with that person,
it ooauld =till end wup onfins or be shoeen o

athers

D: Snly friend regoeests from people yau
definitely know, you =houlkd neser soospt
friend request from strangers or anyvone else

WU Ere uncertain.
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Cthears canmot see anything | send in oy
primate @amail, Instant messenger or Chat {Tik
Tk, Facebook, WhatsApn, In=staes rasm,
Hangowuts, Twitter, Sy pes, Myspace, Snapchat,
Linkedin, and gaming}.

& TRLIE

BE. FALSL

Jeugica’™s  friemd Sophie= asks for Jessica’™s
passward o her Facebhook scoount. What
should bes<ica da?

& Give Saphie her password. Sophie is her
friend and Jessica can trust her.

B. Tell Sophia har password and change it ax
zoon as she pets hame.

O Dam'e give her pascward o Sophie.

IF | weant to know something abowt & stranger
that sends me an Instant Message, lcan check
their profile and trust that information.

&, TRLUE

B. FALSE

B: There are peaple and programs that cam
Fuee"  inbto yowr  private  correspondence
anlim=. HEWVER =send personal infarmation

urileEss o are positiee it is & secure site

[ =] Protecs Freur peer=onal information.
Passwords are never to be shared with anyone
ather tham a parent or guardian_ It is a good
sea For parents and guardians @ kesp
passwands 5o make sure you remain safe and
secure. Just bEcause yau spend Bime with
friends, doszn’t mean ypou haee bo follkiea
everything they do. If they are doing
zamething that dassn’t seem right, you shauld
feel completely comfortable standing up For
what yaou think i= right.

B: Part af the Internet's woander = ies
Ancnyrmity and sometimes the worst thing,
taa. Unlike the physical world, you cannot
warihy a parson”s age, location, =te. onlime =0 it

= easier to lie amnd get avway with it

Oinlfine
Activities
Speacific

Threats

You have besn to a gaming/video website and
it isx asking you to downboad a link before
playing the gamefwatching the wideo. What
shouwld you da?

&, Show the link to anm adult and ask them i it's
Hafe

B. Dovwmbzad it anyeay

L. Dan't downlaad it, it must be illegal

0. Sk powr Friends what tooda

| can alhwirys brust emails and attachments | get
fram Friends.

o] TRUE

B FALEE

Prisate browsing” B a feature in many
Internet browsers that kets users aoosss webh
pages withouwt any information (ke browsing
history)] being stored by the browser. Can
Internet sardics praviders see the onfins
activities af their subscribers when those
subscribers are using private browsing?

£, e

B. Mo

A: IF a website asks you to downboad
something, vou should always speak ta an

adult. You newver know what that could be

B: Hew programs and viruses send out emails
without their knowledge or consent o
ayeryone in your inbox. Yerify it is in fact from

wour friend First.

B: IF wouw want to hide yaur activity fram your

HErvice prosider, cansider a WPH.
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When it came:s to information searching
anline, you can safely search for informatian
frarm amy Site.

&, True

B Fake

Youand a friend are an the computer, looking
o dawnksad music and movies. You shouwld:
&, Gao ko oa site that your Friend wses and
dawnlaad a few files anta the camputer.

B Omly with your parent’s permission, go o
trusted websites or app stores to download

rmusic and mowies,

It = okay to daownlaad FREE music/videos from
miusic/videa sharing sites, as long as mo ons
finds ook

A Trae

B. False

B: When searching information anlime, youw
showld always search Froom trusted amd well-
Enawn websites, Check to be sure the sites is
security enablad. Look Far web addracoss with
“Fegps 0T which means the ifs takes axira
measures ta help secure pour information.

THttps YT = not ssEcure

B: Only with your parent’s permission, go to
trusted websites or app stares Ba dowmbzad
miusic and meowies. Youwr Friends may not knaow
wehial websifes are safe or unsafe far yoo o
dawnlaad. It i= dllegal to download muosic or
micvies from certain websites, Only porchase
music and movies from established services

far media dstribation.

B: This is ehe sarme s stealing Froom a stare and
wou are stealing fraom your Favorite artises as

O Only  purchase miusiefwic e Froam

ertablished S IS Foor rmusicfeiden

distributian. Some file sharing sites are also
weell knaown sowrces of malware distribution.
Remember, wafer far mea moare secure for all
What you do anline has the potemtial vo affect
EyErgome — &t home, ar woork and arowund the

world, Practicing good online habits benefins

the glabal digital community.

Gadget Specific

Threats

Turming off the GPS function of your gadgets

pravents any tracking of yowr phone's
lcastion.
. Trwe

B Falke

Installimg a wirus checker an my gadget weill
keep my gadget safe.

& TRUEL

B_FALSE

Tiipena unloock= his smartphone and notice he
has 12 apps that need o be opdated. What
shouwld he do?

& lgnore the prompt to update

B Update the apps.

Wow receiee a chain email that bell< pou ta pass
it on o 10 of your closexe friemd=_ Da you:

&, Send the email wa your Friends — it s socooal
Aand you want them o See it tool

B. Delere the amail. ¥You arse never sure what

wiruses these pypes of chain emails can hawve.

B 0F it were anly that easy. & 2018 Primcstan

s=tudy Faound that devices time rone and

infarmationm  fram its  sensors oowld b

combined with public information like maps to

witimates pouar lacakian, ewssen ssithoot GFS

E =

B Just installing the program will help for a

fittle wvhile, but mew virusss are spasming all
the time. Update and run the software ae least

ance e month

B i i= important o kesp oa clean mackine.

KEeeping machine means hawing the latest

aperating systerm, saoftware, web browvwsern,

Anti-virus  profection @and apps  an (=Tl g

covmputer and mobile devices, Yoo shauld also

anlby hawse apps aom your phone thak youw

Actuwalby use

IE: When in daubt, thrass it out! Links i email
rweets, posts, and online advertising are oftemn

the way cybercriminals compromise  your

wormputer. IF it looks suspicious, ewen @ pow

Erces the soeroes, tTs best to deless or F

Aappropriate, mark & junk email.
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Snline
B hawiour
Specifie

Thireats

Wou posted = picture anline, But soon decided
to mamke it dawn. Yau are warried yoor friend
Ay see it but then soon remembearc that
person DODES NOT have a compuotsr. Yawr
friend will newer see the ghoto.

. Truwe

B Falc

Wou danm't hawe bo worry when pow WSk your
fonrmrite sites, liks Facebaok and garming sites,
hecause they are safe From spywweare, malwars
and ather anline threats (Troe or False)

A Tros=

E. Fale

B: vou never know who iz going to cee things
rthat are posted anlime. Cven if pour friend does
nat have a compuoter, there are mamy ather
weays he could see the photos after they hawve
been shared wwith friends. Copiées oowld e
passed araund and sameons may hawe sawed
am image hefore gou deleted it. Ge a pood
anline citisen. Think abaut mages yow gast
Al whether your Friesmnds wonkd ke akay with
rtham. Post anly abawt others as you wouald
hanee rhem poast

about Yoo, W FiE e

passible, get permission befors posting
pictures or wideos of athers Likewise, et
athers knaw they need yaur  permissian

before pasting pictures or wideos af yow.

B Trusted sites can be safer. Mowever, what
wou do an those sites — swch as clicking an
pasts waith links or using apps — can Pul pou at
risk. The be=st security step you can takes is to
Keep & Clean Plachine. Kesping a Clean
PAachine means having the latest operating
=ysteam, software, webh brow=sers, anti-wirus
pratection amd apps on your cormaguater amd
m bile devices. Remember, when in dowubt,
throwes it owt! Links in email, bewests, pasts, amnd
anline o] e rEIS I are aften Ehues Wy
eybererirminals compromise yaur samputer. IF

it looks swuspicious, even iF o yow kmows the

=owrce, s best to delete or if appropriatce,

When online, you should be careful whenewer
approached by & new person or asked to
provide information abaout yourself.

& Troe

B Fale

You recsive an email from & person that
iantifies themselsss as wpowur Friend Jlabn
They want o mest you in the park afeer
el D pous

&, Tall yaur parents about the amail and ignare
the request.

B Ack the parson a guestion anly John wauld
Enaw b0 make sure it iz kahn

CoGa ta the park amd mest yaur friend bahn.

You should aberays know whom you are easlking
ta anline.

A True

B Fale

A: You always need to be on the kakowut For
anline imtruoders! Be careful because they may
be trying to get infarmation from or abowt
wou. Remeamber to Be %Web Wise and think
before you act. Be wary of communications
that implore you ta act immedately, offer
zomething that sounds baa paad to be brue, or

Ak for personal information.

A: Some peaple will pretend to be ather
people and may be impersonating someons
wou knaosw It is better ta be safe tham sanry!
Unfamiliar email addresses and posts on social
nebwark cites should raise a red Flag Let youor
parents know and let them help you maks the

right decizion abowt contacting John.

A The Imternat can be a place ta mest peaples
and jain new commuonities. Howeser, just
bBecauss you mest somenns online, it dass not
miean yoau really know his or her dentity, Use
caution when interacting with new people.
There iz nothing wrang with being suspicious
and extremaely guarded about sharing amy

percensl infarmatian.
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Target player

The COSBIA was initially created in the interest of influencing children’s behaviour aged 13-17 on the

Internet and to raise their cyber security awareness.
Progression

The game starts with a short intro scene where the children behave insecurely online. Then they get
exposed to cyber criminals through innocently sharing information, posting photos and messages about
themselves and befriending strangers. Secure online experience is attained through performing several
empowerment activities. Empowerment is achieved through security knowledge, secure behaviour,
secure experience and reducing exposure to online threats in the player over time. The player also obtains
rewards through the completion of security knowledge, secure behaviour, secure experience and
reducing exposure to online threats. The game should have three (3) levels; level 1 is on security
knowledge, level 2 is on secure behaviour and secure experience, and level 3 is on reducing exposure to

online threats.

The first level is on cyber security knowledge; users are introduced to mechanics of information security
and how to measure the security of players on information security while performing their online activities

(playing games or social networking sites);

» When adding strangers

» When sharing personal information such as an address, phone number, or school name or
location with strangers online

» When sharing pictures to close friends is limited

» When posting everything online such as feelings and emotions
Empowerment

» Do not add strangers
Do not share personal information such as an address, phone number, or school name or location
with strangers online
Picture sharing to close friends should be limited

Once you have written something you cannot delete it online
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Once the player beats the first level, they get a crown and can advance to the second level. Users are
introduced to secure online behaviours which result into secure online experience. How to measure the

security of players on secure online behaviours;

Not wary of stranger

Meeting online friends without permission

Pay attention to insulting messages and do not report to parents
Do not pay attention to parental regulations and rules

Do not report inappropriate web content upon finding out

YV V. V ¥V V V

Pay attention to popups

Empowerment

Be wary of strangers

Get parents’ permission to meet online friends
Ignore insulting messages and report to parents
Confirm parental regulations and rules

Report inappropriate web content upon finding out

YV V V V V V

Ignore popups

Once the player beats the second level, they get a crown and can advance to the third level. Users are
introduced to mechanics that reduce exposure to online threats. How to measure the security of players

on reducing exposure to online threats while on Internet;

Security software outdated
Using the same passwords for every online account
Geolocation software is always on

Suspicious downloads

V V V V V

Clicking on clicks in emails and providing personal information

Empowerment

> Protect your computer by updating security software regularly

> Install anti-virus software
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>

Create unique passwords by using different passwords for every online account as this helps to
prevent others from accessing your personal information

Control privacy and security settings to control or limit access to information such as which apps
have the permission to access contacts, locations and calendar

Switch off geolocation software for sharing locations on smart devices, it can let unfriendly people
know where you are

Be careful of suspicious downloads as they could expose you to potential viruses and hacks
Never click on links in emails asking for information of any kind as this could expose you to a
phishing scam

Once the player beats the third level, they get crowns and should return back to the activity

Principle Gameplay mode

Goals

>
>

Overall (long term): Influence children’s behaviour online and raise their cyber security awareness

Gameplay (short term): Get empowerment, advance to the next level.

User skills

VvV V VYV V VY

Screen tap

Drag and drop
Solving a puzzle
Rearranging pieces

Strategize

Challenge

Difficulties will advance by making the player score more than 3 points for secure online behaviour to

move to the next level. To mitigate difficulty, the user will have to play better, and level up their online

behaviour.

Losing
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Losing conditions are by running out of time and a score of less than three. When the player loses, there
must be an image showing vulnerable online experience, negative online experience or threatening online

experience depending on the player’s online behaviour.
Art style

Everything should be very colourful and feel alive, with highly animated scenarios and a layered

background.
Music and sounds

The music should have a Retro style, appealing to 8-bit nostalgia but with high quality. It is important that
a lot of sound effects praise the user when they do something good. There should be immediate and
positive feedback. When time is running low, add a sound that makes the users to be nervous. The sad
scenes should be accompanied by Accordion/ Violin music and sound like a sorrowful tango. For in-game

music, use a more relaxed approach with happy tunes and going up on tempo as the level progresses.

5.2.6. STAGE 5: Algorithm evaluation

Information systems design science research (DSR) consists of two main activities: building and evaluating
(Herselman & Botha, 2015). Evaluation is an important prerequisite in research into design sciences
(Gacenga, Cater-Steel, Toleman, & Tan, 2012). Even though the evaluation of DSR artefacts and design
processes is considered "important,” much of the contemporary DSR information system work focuses on
the building processes (Herselman & Botha, 2015). The COSBIA was designed, as illustrated in Section
5.2.4. However, Herselman and Botha (2015) outline that to ensure rigor and improve the knowledge base
and scientific relevance of artefacts, it is important to evaluate it. The artefact is evaluated against set
objectives to demonstrate utility, its organisation and the environment of application. The COSBIA was
evaluated using expert reviews. The expert review tool covered utility questions in line with the objectives
in section 5.2.3; the environment of application in insecure online activities on online platforms using
smart gadgets by children and the components were evaluated on relevancy and validity in addressing
security challenges. To ensure reliability, the tool was tested for convergence against the research and

artefact objectives.

5.2.6.1. Expert review
Research studies have extensively used various human-computer interaction (HCI) evaluation techniques,

namely focus groups, field experiments, and expert reviews. These approaches aim to yield qualitative

Page 115 of 231



results and require fewer participants than controlled experiments (Tory & Moller, 2016). In this research,
we focused on expert reviews to evaluate the algorithm using a design science research process. A
detailed description of how the participants in this study were selected is presented in section Chapter
1690710027: with section 5.2.6.2 presenting how the tool was designed and tested. All of the experts
were neutral because they had not previously participated in this study. The criteria for the selection of

expert reviewers was based on the;

e Education background in Information Security, Human Computer Interaction and Software
Development (Master student, PHD students, Professors and Lecturer).

e Job position of people working in information communication and technology, Internet safety and
children’s digital rights (COP, MGECW, Office of the First Lady, UNICEF, MICT, ISOC, NamPol,
CRAN, Lifeline/ChildLine, Telecommunication, and the Prosecutor General).

e People with a specialised knowledge in information security and children’s digital rights.

5.2.6.2. Algorithm expert review tool

The experts review evaluation form was developed and then reviewed before carrying out the expert
evaluations by the research supervisor and two other colleagues. The expert review evaluation form was
piloted to make sure that all questions were answered and to correct any mistakes or design flaws. The
expert review evaluation form comprised of four sections. The first section introduced the main objective
of the tool and the demographic information of the experts. The second section evaluated the first
relationship of the algorithm which is on child online experience. The third section evaluated the second
relationship of the algorithm that is on children’s secure online behaviour. The last section evaluated the
third relationship of the algorithm that is on children’s secure online experience and the overall flow of
the algorithm. The study’s components were measured against a 5-point scale from strongly agree, agree,
neutral, disagree to strongly disagree and from not at all true, slightly true, somewhat true, moderately

true to extremely true.

5.2.6.3. Data analysis
The data analysis was classified using the COSBIA components and relationship relevance. The analysed
data was used as guidelines to improve the COSBIA and refine it. A total number of 29 experts were

emailed the evaluation tool, and only 17 experts participated.
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5.2.6.4. Evaluation of findings

Demographic information

A collection of demographic information details on the background of the experts is presented in Table

5.6.

Table 5.6: Expert reviewer demographic information

P P2 P3 P4 P5 P6 P7 P8 P9 P10 P11 P12 P13 P14 P15 P16 P17
Internet Prosectur  Lifeline/Childl
Organization CRAN Society Academia Academia Academia Academi:Academia Academia MICT WGECW Farmer Unic Unicef WGECW  Academia Unicef General ine
ICT Palicy Research Child Coordinating
and erd Communic Online the
Role in Regulation, Master/Phd Senior Deputy Social  afions Social Protectio Counselling
Organzation  Law student [TLecturer Lecturer Lecturer IT SpecialistLecturer Director  Worker  Officer Warker DIRECTOR Lecturer n Officer Lecturer  Centre
Years of
Experience 3 1 4 10 3 3 10 3 16 3 9 10 4 3 25
Understanding
and
experience on
child online

protection Intermediate Intermediate Intermediate Intermediate Advanced AdvancecBeginner  Advanced Intermediate Beginner Advanced Advanced  Intermediate Intermediate Advancec Advanced  Advanced

Level of cyber
security
knowledge  Intermediate Advanced Advanced Advanced Advanced AdvancecIntermediate Advanced Intermediate Beginner Advanced Intermediate Intermediate Intermediate Advancec Intermediate Intermediate

5.2.6.5. Algorithm evaluation

This section evaluates the proposed aspects for COSBIA. It presents both quantitative and qualitative
results. The quantitative part are the assessment results and the qualitative results from the experts’
comments and suggestions. From the analysis, most reviewers agreed on the proposed component
relationships on child online experience, children’s secure online behaviour, children’s secure online
experience and the overall assessment of the children’s online secure behaviour influencing algorithm.
The children’s online experience evaluation and score per relationship by the experts are presented in

Figure 5.12.
Child online experience evaluation

In order to evaluate the child online experience components relationship, the experts were asked to
assess the relationship on child online experience on a scale of 1-5. Figure 5.12 illustrates the experts’

assessments on the components relationship between relationship one that is on child online experience.
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Child online experience

T6%
T0%
60% 539 53%
05 ATE % 414?%’
40% 3%
9% 29
30%% A%
205 2% 2% 2%
10% 6% 6%
0% L
Smart gadget Online activities Online platform Online Time spend Children's
behaviour online online
experience
W Stronghy Agree W Agree Meutral Disagree M Strongly Disagree

Figure 5.12: Child online experience assessment

The results highlight that the majority of the experts highlighted that they agreed with the child online
experience components relationship. The component on online activities and online platform had the

highest amongst all the other child online experience components relationship.

Out of the 17 experts’ responses to the child online experience components relationship, most of the
experts strongly agreed and agreed that the components are relevant. As shown in Error! Reference
source not found., all components have a direct influence on children’s online experience in the order

shown:

o Type of smart gadget, with 94% agreeing or strongly agreeing, and this confirms similar findings
by Mascheroni and Olafsson (2013) who outlined that the circumstances under which the children
access and use the Internet could expose them to online risk which leads to their online
experience

o Type of online activities, with 100% agreeing or strongly agreeing, and this confirms similar
findings by Kardefelt-Winther (2017) who alludes that the children’s online activities influence the
child online experience by affecting their mental well-being, social relationships and physical

activities which results into a child’s online experience.
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o Type of online platforms, with 100% agreeing or strongly agreeing, which is consistent with the
findings of Atkinson, Algahtani, Stengel, and Furnell (2017) who state that the higher the use of
online platforms, the higher the exposure to risk which may result in a child’s online experience.

e Type of online behaviour, with 88% agreeing or strongly agreeing, and this confirms similar
findings by Livingstone et al. (2017) who outline that children’s online experience differs
depending on the child’s online behaviour. The impact of this online exposure on children’s
behaviour are personal information harvests (Fire et al., 2014), that result into the child online
experience.

e Time spent online, with an assessment of 88% agreeing or strongly agreeing, and this confirms
similar findings as in section 4.5, which presents findings that most children spend most of their
time on social networking sites, making them more likely to be exposed to cybercriminals and
they are left with less time to do other potentially more rewarding activities.

o 82% of the experts agreed or strongly agreed that children’s online experience is a proportion of
the time spent online using a gadget, the online activities they are performing, the specific online
behaviour on the online platform and their online behaviour using that specific gadget. One
expert strongly disagreed however, the expert did not state the reason for disagreeing on the

children’s online experience components relationship.

The results are consistent with the research findings from literature and interviews as presented in
Chapter 2: and Chapter 4: . It could be concluded that the type of smart gadget, online activities, online
platform, online behaviour, and time spent online have a direct influence on children’s online experience.
Experts were then asked if they would recommend any changes to the child’s online experience
components relationship. Table 5.7 presents the experts’ comments on the child’s online experience

components relationship.

Table 5.7: Experts’ feedback on the child’s online experience component relationship

Experts | Experts feedback and suggestions on | How the comments were addressed
component relationship 1
P1 No
P2 | would add the context of use (COU) of | What makes up the Context of Use (COU) in COSBIA are the
G to be part of the set gadgets used (G), online platforms (OP) visited and online
activities (OA) performed that can trigger online behaviour
habits of a child and affects the child’s online experience. It
is a component of OE as presented in Equation 5.1. COU=
G+OP+0A.
P3 No. It is well represented
P4 None
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P5 I would rather have a separation of the | The COSBIA reads information of the child’s gadget they are
enablers of child behaviours and | using, empowerment is then presented via a quiz to
experiences as catalyst such as the | evaluate them of that gadget specific threats and a score
Gadgets & the Online Platform, Gadgets | will determine their vulnerability and enable tips and
becomes the superset, and everything | further empowerment to be availed if necessary. The next
happens within the superset, hence | stepisto read the platforms the child is visiting as platforms
subsets. | would also rethink the | can be gadget specific, a quiz is then provided on the online
representation of OE and OB, which | platform specific threats. Based on the score, feedback is
influences the other? That is also going | provided and where necessary further empowerment is
to entail some modification on their | provided. The algorithm then reads the activities the child is
representation in Figure 1. performing and the way they are behaving (analyse the

clicks etc.), from all that they are presented with a quiz on
online activities specific threats and online behaviour
specific threats. The children will get the empowerment
through the score they get in the quiz. The way the child
behaves online will influence their online experience. The
gadget cannot be a superset as it may not support all OP and
OB may be a result of aesthetics of the gadget hence they
will vary from gadget to gadget.

P6 No changes required

P7 None

P8 | would not use equal but to say | Corrected: Equation 5.1, outlines that Children’s online
children’s  online  experience is | experience OE(C) is proportional to the time spend online
proportional | to the time spend online | (TSO) multiple by the gadget they are using, the online
using a gadget, the online activities they | activities they are performing, the specific online behaviour
are performing, the specific online | on the online platform and the way they are behaving using
behaviour on the online platform and | that specific gadget.
their online behaviour using that
specific gadget

P9 Parental guidance is required

P10 Yes, decrease the time spend online.

P11 Of course - more parental/security
monitoring due to paedophile and
online sexual abuse

P12 No

P13 Children to be taught earlier in school | The COSBIA focus is to influence children’s behaviour online
the dangers of online chatting, and | and raise their cyber security awareness as early as they can
search of information. be online.

P14 no

P15 No

P16 Yes. maybe parental guidance could
also play a role

P17 None

From the feedback and suggestions, most of the experts had nothing to change, however, only a few had

suggestions and those comments were addressed as presented in Table 5.7.

Children’s secure online behaviour assessment
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In order to evaluate the children’s secure online behaviour components relationship, the experts were
asked to assess the relationship on children’s secure online behaviour on a scale of 1-5. Error! Reference
source not found. illustrates the experts’ assessment on the components relationship between

relationships two that is on the children’s secure online behaviour.

Children's secure online behaviour

B0% 71% 71%
70% B5%
60%
S0%
a0% 3%
0% 245 24%
20%
10% B% B%
0% [ | [ |
Children's online behaviour Children's online experience | Children's secure onling
(Equation it OB = Equation iii: CE= behaviour (Equation iv: 30B=
OP+G+0A+PK+0T+0OE) OB*[OP+G+0A+PE+OT)) OE+E*({G, OA, OP, OB). S0B =
S0E)

B 5trongly Agree W Agree W Neutral Disagree M Strongly Disagree

Figure 5.13: Children’s secure online behaviour components relationship

Most of the experts agreed with the children’s secure online behaviour components relationships, with
only one expert having a neutral feeling about the relationship. However, one expert had a neutral feeling
on the children’s online experience components relationship and another expert also felt neutral on the
components relationship on children’s secure online behaviour and no feedback or suggestions were
made in this regard. Hence, it could be concluded that the equation on children’s online behaviour,
children’s online experience and children’s secure online behaviour are the summation or product of the
listed components. Table 5.8 presents the experts’ comments on the children’s secure online behaviour

components relationship.
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Table 5.8: Experts feedback on children’s secure online behaviour components relationship

Experts | Experts Feedback and suggestions on | How the comments were addressed
component relationship 2
P1 No
P2 None
P3 no
P4 None
P5 How can you capture other attributes such as peer | The other attributes such as peer pressure and
pressure and external factors such as offline | external factors are captured under prior
behaviours that cripple into online behaviours, | knowledge which is a subset of the Knowledge
which may not necessarily be represented by the | component in COSBIA as presented in Table 5.1.
current variables under consideration?
P6 No changes required
P7 None
P8 no
P9 True, the COSBIA focus is to influence
children’s behaviour online and raise their cyber
security awareness as early as they can be online.
Parents will be encourage to adopt safe practices
Children should not allowed to visit site for adults | and guidelines as shared in Table 2.7.
P10 No
P11 No
P12 No
P13 No
P14 no
P15 no
P16 As above
P17 None

From the expert comments on relationship 2 most of the experts’ feedback there was no changes required
to the children’s secure online behaviour components relationship. However, two suggested changes on
how to capture other attributes such as peer pressure and external factors, and that children should not
be allowed to visit site for adults as shown in Table 5.8. Other attributes could be captured through prior

knowledge.
Children’s secure online experience assessment

In order to evaluate the children’s secure online experience components relevance, the experts were
asked to assess the relationships of components constituting children’s secure online experience on a
scale of 1-5.Error! Reference source not found. illustrates the expert’s assessment on the components

relationships on children’s secure online experience.
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Children's secure online experience

70%
59% 50%

60%
50%
40%
30% 24%
0% 12% 12% 12%
o [ L] -

0%

Children's online experience (Equation v Children's secure online experience
OE=0B *(G+OP+PK)*OT)) (Equation vi: SOE= OF + E*(G+0P+PK+OT))

mStrongly Agree M Agree W Neutral Disagree M Strongly Disagree

Figure 5.14: Children’s secure online experience components relationship

Most of the experts agreed on the components relationship on children’s online experience and the
children’s secure online experience. Out of 17 experts, 2 experts felt neutral and disagreed on the
components relationship on children’s online experience, they did not have any suggestions or feedback
to the relationship. Additionally, on the children’s secure online experience components relationship 1
expert disagreed with the children’s secure online experience component relationship while 4 experts felt
neutral, however no reasons were provided except for one suggestion to create awareness. Table 5.9

presents the comments from the experts on relationship 3.
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Table 5.9: Expert feedback on children’s secure online experience

Expert Expert Feedback and Suggestions on | How the comments were addressed
component relationship 3
P1 No
P2 Empowerment has a 50/50 chance to | True
result in either SOE or otherwise.
P3 No. it is well presented
P4 SOE= OE +PK+ E*(G+OP)*OT)
Children’s secure online experience (SOE) is the
summation of their online experience, prior knowledge
SOE= OE + E*(G+OP+PK+OT) was not | and empowerment over the gadget they are using,
supposed to be: SOE= OE + | online platform visited and inherent online threats in
E*(G+OP+PK) * OT) gadgets and online platforms.
P5 E (Empowerment) - is a set of interventions that will
foster. Such as Security knowledge (SK), Secure
| am still battling to figure out the | behaviour (SB), Secure experience (SE), Reduce
rationale behind the E and OE, there | exposure to online threats in the actors over time (RE).
may be need for some explanation | OE (Online Experiences) — Positive online experience
notes to accompany for a better | (POE), Negative online experience (NOE), Threatening
understanding, otherwise | would rather | online experience (TOE), Vulnerable online experience
have OE alone since the E is part and | (VOE), Secure online experience (SOE), Happy online
parcel of the OE. experience (HOE), Miserable online experience (MOE)
P6 No changes required
P7 None
P8 No
P9 True, the COSBIA focus is to influence children’s
behaviour online and raise their cyber security
To create awareness awareness as early as they can be online.
P10 No
P11 No
P12 No
P13 No
P14 no
P15 No
P16 no
P17 No

The experts’ comments on children’s secure online experience, mostly highlighted that they had no
improvements on this component relationships but a suggestion was made to change the children’s
secure online experience. Additionally, three other suggestions were made on secure online experience,
a request to differentiate between empowerment and online experiences and a suggestion was given to
create awareness of which all comments were addressed in Table 5.9. Therefore, it is concluded that the

equation on children’s online experience components are relevant.

Child online secure behaviour influencing algorithm assessment
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The experts were asked to assess the relationship on children’s secure online experience on a scale of 1-
5 in order to evaluate the composition of COSBIA. Figure 5.15 illustrates the experts’ assessment on the

overall COSBIA’s components relationships.
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Child Online Secure Behawviour Influencing Algorithm
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Figure 5.15: Child online secure behaviour influencing algorithm components relationship
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The review on the overall components of the children’s online experience were positive for most of the

experts. This is in alighment with the findings in Figure 5.12 that show that the majority of experts agreed

that smart gadgets, online activities, online platforms, online behaviour and time spent online have a

direct influence on children’s online experience. The results from Error! Reference source not found.,

Error! Reference source not found. and Figure 5.15 reveal that most of the reviewers agreed on the

relationship between the components of COSBIA. This means that the COSBIA components are valid and

relevant in achieving secure online experiences among children. Table 5.10 presents the comments from

experts on the composition of child secure behaviour influencing algorithm.

Table 5.10: Experts feedback on the overall components relationship of COSBIA

Experts Experts feedback and suggestions on | How the comments were addressed
component relationship on child online
secure behaviour influencing algorithm

P1 no

P2 True: The Context of Use (COU) comes in

place here. The gadgets used, online
platforms visited and online activities

Context of use. If in the presence of | performed can trigger online behaviour
"friends" the Prior Knowledge of online | habits of a child and thus affects the child’s
threats or secure online behaviour may be | online experience. It is therefore important
useless if factors like peer-pressure are | to include the empowerment aspect, in
introduced. This may be an extension of | order to get empowered if their security
the algorithm. The case of the Momo game | levels are lower in prior knowledge (e.g.
and child online platform use may be an | peer-pressure, etc.), their online activities,
angle of category to investigate as well. online platforms and online behaviour.

P3 No. Most imminent areas are covered

P4 None

P5 It's unfortunate that | couldn't locate the | Proper alignments were made
Table 5 that was being referenced here, so
there might be not fruitful inputs to that
effect.

P6 No changes required

P7 None

P8 not sure

P9 Nothing to recommend is complete

P10 No

P11 No

P12 No

P13 No

P14 no

P15 no

P16 No

P17 No

The overall experts’ comments on the algorithm flowchart are presented in Table 5.11.
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Table 5.11: Experts’ comments on the algorithms flowchart
Experts Experts feedback and suggestions | How the comments were addressed
on the algorithm flowchart
P1 No comment
P2 The score =3 is an example of the level of score required to
move to the next level. Get empowerment if their security
levels are lower than a score of three.
Online behaviour should be secure to move to the next level
(Level 1 to level 2 a score of 3 out of should be obtained,
Level 2 to level 3 score of 3 should be obtained, Level 3 to
The score is not clear as to why it exit back to activity a score of 3 should be obtained). The
needs to be exactly equal to 3 | scoring sheet is provided in Appendix H: COSBIA Game
empowerment(s). Concept or section 5.2.5 in full.
P3 The process "move to another level" | It highlights the progression of the child through the levels of
might not be necessary empowerment.
P4 "Online Behaviour = Online True: Flowchart corrected
platform = Gadget + Online Online Behaviour = Online Platform + Gadget + Online
activities..."etc. Activities + Prior Knowledge + Online Threats + Online
Or you mean/I think it is "Online Experience
Behaviour = Online platform +
Gadget...”
Based on the previous algorithm
variables, the two are not the same
thing... True: Flowchart corrected
Read
Gadget; Online activities; online platforms
The second stage of the flowchart is
read, | think it should be read
Gadget; Online activities; Online
platform not plus. Because you not
yet computing
P5 Time spent is to analyse how much time the child spend online
(at least daily (LD), At least weekly (LW), At least monthly (LM),
Almost all the time (AT)). The Time Spent Online (TSO) and the
child’s Online Behaviour (OB) while performing OA on an OP
Why s the time spent not part oft.he using G results in a child’s online experience (OE) which can
parameters as was being
represented in the previous | either be secure or insecure. In set notation OE(C) is a result
equat!ons? Recheck . the f|'rst of time spent online (TSO) over set of G, OA, OP, OB.
equation on computing online
behaviour. One main question | Equation 5.1: OE(C) = TSO*(G+OA+OP (OPB) +OB (OGB))
though is, who determines the
online threats? The algorithm or the | The COSBIA determines the online threats based on a
child? If it's the algorithm, how do | database of known threats, and the level of assertiveness is
you measure the level of | measured through a quiz that covers on online threats on
assertiveness of the child to the | online platform specific threats, online activities specific
identified threats? If it's the child, | threats, gadget specific threats and online behaviour specific
how is the scoring determined if the | threats.
threats vary in the degree of | The mainidea is for the child (player) to come and perform
complexity? whatever they want to perform not play a game. What the
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algorithm does is that it reads information of the child’s
gadget they are using, the platforms they are visiting, the
activities they are performing and the way they are behaving.
When it reads the information there is a database and in the
database there are identified threats for those different
platforms, activities, behaviour and the gadget being used.

P6 | would recommend you to provide | Pseudocode provided on the flowchart in the final algorithm

a pseudocode of the above | section5.2.6.6.
flowchart as well

P7 Based on the assumption that when parents/guardians/
caregivers allow the child access to online platforms they also
provide basic etiquette to the child (based on parental
guidelines in table 2.7). Studies have however highlighted the
challenges of these custodians mainly having less knowledge
and involvement in this regard. In future we intend to educate

The element of online supervision | the caregivers to empower them to take responsibility to
and guidance effect on children’s | supervise online activities. This can be through tools such as
online behaviour and activities Net nanny.

P8 The score =3 is an example the level of score required to
move to the next level. Get empowerment if their security
levels are lower than a score of three.

Online behaviour should be secure to move to the next level
(Level 1 to level 2 a score of 3 out of should be obtained, Level
2 to level 3 score of 3 should be obtained, Level 3 to exit back
What is score 3? to activity a score of 3 should be obtained).
P9 The social influence is captured under prior knowledge which
The element of social influence is | is a subset of the Knowledge component in COSBIA as
missing presented in Table 5.1
P10 It is well outline in terms of flow of | Noted, however it is meant for developers to implement,
information, however it appears too | being technical, it | assumed they can handle the details.
busy and complicated for the
untrained eye. Too complicated.
P11 None
P12 | see relationship with each variable
P13 I really did not grasp the questions
well

P14 Workflow may have an error in the | Get Empowerment is a process that the child needs to go
Get Empowerment step, is it a | through before moving to the next stage.
decision or how?

P15 Looks okay

P16 The flowchart has all the correct | Addressed in the presentation as shown in Figure 5.19.
information, but doesn't flow well,
i.e. not easy to read

P17 Very well displayed and put

together

Concluding insights
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The aim of this section was to evaluate the proposed child online secure behaviour influencing algorithm.
The algorithm was evaluated by experts and their demographic information is presented in Table 5.6. The
algorithm evaluation tool was formulated according to the objectives of the study and to determine if the
designed algorithm is necessary, whether it will influence children’s behaviour online and raise their
cybersecurity awareness. The COSBIA evaluation tool was created using Google forms (Appendix G: Expert

Review Evaluation Form

From the results on the overall child online secure behaviour influencing algorithm (COSBIA) components
relationship, it showed that most reviewers agree with the relationships between most of the components
except for one expert who disagreed, however, the expert did not provide feedback on the disagreement.
Yet still, it could be concluded that the type of smart gadget, online activities, online platform, online

behaviour and time spent online have a direct influence on the children’s online experience.

5.2.6.6. Final algorithm

The analysis of the expert assessment of the components and relationships on child online secure
behaviour algorithm has not suggested many changes.

Relationship 1: A child (C) interacts with an Online Platform (OP) to perform Online Activities (OA) using
a smart gadget (G). The Time Spent Online (TSO) and the child’s Online Behaviour (OB) while performing
OA on an OP using G results in a child’s online experience (OE) which can either be secure or insecure.
This is due to the fact that G has an influence on OB, which results in gadget specific behaviour (OGB) and
OP has an influence on OB which results in platform specific behaviour (OPB). Figure 5.5 represents

relationship 1. In set notation OE(C) is a result of time spent online (TSO) over set of G, OA, OP, OB.

Equation 5.11: OE(C) = TSO*(G+OA+OP (OPB) +OB (OGB))
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Child (C)

Figure 5.16: Component relationship 1
Relationship 2: The child’s (C) prior knowledge (PK) and their online behaviour (OB) exposes them to

online threats (OT) inherent in G, OA and OP, and this results in a child’s online experience (OE). If
empowerment is added to this interaction, it would result in a secure online behaviour (SOB). We posit
that a secure online experience (SOE) is a result of secure online behaviour and this relationship is shown
in Figure 5.6 . SOE (C) is a result of applying a set of E to enhance PK and OB of/with OA, OP, and G in the

presence of OT.

Children’s online behaviour is a summation of the type of online platform they are visiting, the type of
gadget they are using, the types of online activities they are performing, their prior knowledge, the online

threats posed to them and their online experience

Equation 5.12: OB = OP+G+OA+PK+OT+OE

Children’s online experience is a product of their online behaviour and the combination of the online

platforms they are visiting, the gadget they are using, the online activities they are performing, their prior

knowledge and the online threats posed to them.

Equation 5.13: OE= OB*(OP+G+OA+PK+OT)
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Children’s secure online behaviour is the summation of their online experience and empowerment on the
gadget, online activities, online platform and online behaviour, where secure online behaviour is
proportional to secure online experience.

Equation 5.14: SOB= OE+E*(G, OA, OP, OB)
SOB = SOE

Child (C)

Figure 5.17: Component relationship 2

Relationship 3: A child (C) interacts with an Online Platform (OP) using a smart gadget (G) to perform
Online Activities (OA). Adding prior knowledge while using the gadget (G) results in the gadget knowledge
(GK). Adding prior knowledge (PK) while interacting on online platforms results in online platforms
knowledge (OPK). When one adds prior knowledge while using a gadget and visiting online platform, this
influences online behaviour (OB) in the presents of online threats (OT). If empowerment is added then

secure online experience (SOE), is the result.
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Children’s online experience is a product of their online behaviour and a summation by the posed online

threats on the gadgets used, the online platform visited and their prior knowledge.
Equation 5.15: OE= OB *(G+OP+PK)*QOT)

Children’s secure online experience (SOE) is the summation of their online experience, prior knowledge
and empowerment over the gadget they are using, the online platform visited and inherent online threats

in the gadgets and online platforms.

Equation 5.16: SOE= OE + PK + E*(G+OP) *OT)

Child (C)

Figure 5.18: Component relationship 3

COSBIA flowchart and Pseudo code

Page 133 of 231



Rax
Gacget, Ordng )bl crire plattermy

Compute
Orine Deonr + Orflag patforr + Gacgat « Orling kil

* e owiecr + orilne Braats 1 o gerence
Ordine axperience = othire bedastour * (onfing plasiorm +
Gadgrt » ol ctivites « prior irowdedje + oslee threat

Prit (Display)
Ol (W9

Ovire behaviour

(it
Empowemueet

Oehne exparienca +
Insecars cel e xgerieecy

el okl

¢ oy oy

¢ banm tum panieed

(L5

Y

¢ Do o patiurie
(acyst, Orng X, orie
shatfarme

g mv o

o b

Computs

Securs onling debaviour + elne ciperierce + [ rpowermnt *
Fiadpet, Ording activties, coiine platfarmy, celre behavio)
Socure Onfie bebavioer = cecurs onoe eperiency

(et a crown
Orlitw behuviour « Scure

Oring detiniou

Print (Display)

Qeline tacure rowladie

Renm 12 X Iy

Pseudo code
PRAGRAM COSBIA

Read Gadget; online platforms; anline activities
Compute onling behaviour and online experience
Display online experience and online behaviour

IF Online experience = secure anling experience,
then

Gt crown THEN

Move to next level

[lse
While online exparience = insecure online
experience, then

0o

Get empawerment,

UNTIL empowerment score = 3, THEN

Move to step 6

DONE

Compute secure online behaviour
If online behaviour = secure anline behaviour
THEN
Get acrown THEN
Move to step 11
ENDIF
WHILE online behaviour! = secure anline
behaviour
Do
Get Impowerment
UNTIL {Empawerment scare = 3} THEN
Move to step 9
DONE

Display Online secure knowledge

Return to actwvity

Figure 5.19: COSBIA flowchart and Pseudo code
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5.2.7. STAGE 6: Communication

This thesis will be communicated through the following:

e Raising awareness at schools in Namibia;

e Introducing the algorithm to children and raising cyber security awareness at schools in Namibia
through game play;

e Providing guidelines on how to influence children’s online behaviour to parents and teachers;

e Through the behaviour influencing algorithm game, which will assist children on how to securely
behave online; and

e Findings will be published in scholarly publications.

5.3. Chapter summary

This chapter presented the process that was used to design a behaviour influencing algorithm that is
suitable for the security of children engaged in online activities. The algorithm was designed following the
steps of the design science research method. In the first stage of the design science research method the
research problem was identified and motivated. In the second stage the objective of a solution was
defined. The third stage outlined the design and development of the algorithm by identifying the
components of the algorithm, the relationship between the components, the definition of the algorithm,
architecture and the formulation of the COSBIA integrating persuasion theories. COSBIA was presented in
six equations and in a flowchart. A demonstration of how the COSBIA will work was presented in stage
four. In stage five, the COSBIA was evaluated by experts that are specialists in the field of information

security, cybersecurity, HCl and children’s digital rights.

The results from the experts’ reviews showed that most reviewers agreed with the relationship between
most of the components, and generally all were positive and suggestions were made to improve. Based
on the recommendations, the final equations were presented in section 5.2.6.6 and the revised flowchart

was presented in Figure 5.19.

The last stage on the way the algorithm will be communicated was outlined. The next chapter (Chapter 6)

presents the recommendation and conclusion of this study.
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Chapter 1

Introduction

Chapter 2

Literature Review
4

Chapter 3

Research Methodology

'

Chapter 4

Research Findings

|

Chapter 5

Algorithm Design Process

Chapter & 6.1 Introduction
6.2.Research contributions

Recommendation and Conclusion

6.3.Lessons learnt
6.4.Research limitations
6.5. Future considerations

6.5.1. Study summary

6.1. Introduction

This chapter concludes the study by presenting various recommendations with respect to the objectives
and aims highlighted during this study, based on the findings of the analysis outlined in Chapter 4.
Additionally, the research contribution, reflection, lessons learnt, research limitations and future
considerations are provided as well. The previous chapters presented the research problem, literature,
methodologies, the findings and the design of the algorithm. The research problem was based on the fact
that out of innocence, the behaviour of children potentially exposes them to cyber criminals as the

children innocently share information and befriend strangers.
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The key to influence children’s behaviour online is through empowering them on the online threats that
may be posed to them, namely, general Internet threats, online platform specific threats, online activities

specific threats, gadget specific threats, and online behaviour specific threats.
Revisiting the objectives of this study

The main objective of this study was to design an algorithm that will influence children’s behaviour online
in order to reduce cyber security risks. In order to achieve the main objective, this research established

the following sub-objectives:

1. Analyse how children behave online;
2. Evaluate online activities that expose children’s interactions with strangers; and

3. Evaluate behaviour analysing tools that are suitable for child online activities.

All three sub-objectives were accomplished by detailed analysis of the related literature that was later
evaluated in the analytical part of this study. In addressing the first sub-objective, it was found that the
children’s behaviour online involves risky activities such as befriending strangers, sharing of
personal/private information, sending pictures or videos of themselves with strangers, meeting strangers
in person, and sharing emotions and feelings online. This analysis of how children behave online is

presented in Table 2.2.

The second sub-objective was addressed and the findings of the evaluation are presented in Table 2.1 and
Table 2.2. It was found that the online activities that expose children’s interactions with strangers were
playing online games, watching/uploading videos, visiting social networking sites and searching for
information. Cyberbullying, sexual exploitation, impersonation, online sexual harassment and access to
inappropriate content are some of the risks associated with the various children’s online activities.
Children mostly perform particular risky activities on the Internet because they believe that it is easier to

be themselves online and they believe that it promotes respect and kindness.

In achieving/addressing the third sub-objective, it was found that the behaviour analysing tools that are
suitable for child online activities are VisMOOC, Web miner, Webalizer and E-web miner. VisMOOC is
appropriate because it analyses user behaviour, what they have access to and their patterns of activity,
and with this the right empowerment strategy can be designed to secure their online experiences. The
Web miner searches users’ information and the user’s access patterns. This is important in understanding

what the children access online. The Webalizer analyses online behaviour and it is better than VisMOOC
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because it supports 30 languages, and it runs on THE cross-platforms operating system. Lastly the E-web
miner uses an algorithm that mines web content, web layout, web logs and web content as presented in

Section 2.6. Additionally, these tools analysed children’s behaviour through:

e Clickstream analysis

e Interaction analysis

e Application should be easy to use, portability, transparency, efficiency and robustness
e Screen time analysis

e User patterns analysis

e Providing tips of empowerment on online topics

e Activity patterns analysis

e Mining browsing information

By analysing the different tools used online to analyse children’s behaviour, this has helped to shape the
design of the behaviour influencing algorithm that will be suitable for the security of children’s online
activities. Most of the capabilities were used in designing COSBIA such as analysing clickstream,
interactions, screen time, user patterns, activity patterns, mining browsing information and providing tips
of empowerment on online topics. And on the features of the application, we only adopted the ease of

use and effectiveness, then we added enjoyable.

The outcome of objective 1: Analyse how children behave online, objective 2: Evaluate online activities
that expose children’s interaction with strangers, and objective 3: Evaluate behaviour influencing tools
suitable for chid online activities, helped to identify what makes up the children’s online behaviour, online
experience, secure online behaviour and secure online experience that were used to achieve the main
objective, that is to design a behaviour influencing algorithm that is suitable for the security of children’s

online activities.

6.2. Research contributions

The study contributes significantly to the Namibian children’s online safety, the Ministry of Education and

the research community at large in the following ways:

e This study contributes to the empirical gaps that are in the literature on child online protection
specifically in developing countries through COSBIA, an algorithm that influence the security of

children’s behaviour online.
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6.3.

COSBIA helps to raise awareness on the possible online threats that children may encounter while
online, in so doing the children will be safe online.
This study has made available activities that specifically expose children who interact with
strangers to the research community through a publication (Appendix J: Publications and this
thesis document.
Guidelines (Table 2.5) are provided on how to influence children’s behaviour online, which can be
used elsewhere.
COSBIA can also support the Ministry of Education and other organisations involved in childcare
by:

e Providing Cyber Security Awareness material and a platform that can be

included in the school curriculum to avert online abuses.
e Empowering children on secure online behaviour especially now that education

has moved to e-learning due to the Covid-19 outbreak.

Lessons learnt

Through this study, a lot of insights were gained in the field of HCI, specifically user behaviour as an in-

depth understanding of factors influencing children’s online behaviours and cyber security was pursued.

These insights are important because they provide the basis for supporting the value of this study. The

lessons learnt are:

Set clear research focus and limited goals: At the start of the research, | lacked a clear purpose
and the importance of the study, however as | progressed, | could set SMART goals.

Criticism helps you to improve and helps your research to get better: Throughout the years of
research, I've learnt a lot of things about myself based on my research criticism from my
supervisor. It helped me to learn things I've never known about research and myself, and that was
instrumental to my growth. Second, our response to that criticism is important. | have learnt a lot
about myself based on the emotions that surfaced when | received criticisms from my supervisor
and how | responded. I've learnt that my reactions usually reflect unprocessed inner problems.
Working through these reactions has helped me to become a calmer and self-aware person.

Use cloud tools always to back up your work

There is no short cut in research
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v.  Time s of essential importance

6.4. Research limitations

This study was limited in several ways noted here. This study only covered four schools in Windhoek, and
as such, the basis might not be reflective of the different children we have in the nation. An effort was
made to include children from all socio-economic backgrounds prevalent in the nation with the exception
of the actual context which can be rural, urban or peri-urban. For the algorithm evaluation, a live
hackathon was scheduled so as to implement and evaluate the algorithm. However, due to the Covid-19
pandemic an online one was scheduled. A limited number of teams then signed up, and those who came
on board had challenges with data and coordination. The developers found the implementation to be
complex and the end product had limitations as shared in section 5.2.5. The children could not test the

efficacy, utility and experience of the implementation for refinement.

6.5. Future considerations

In future, the researcher will complete the demonstration of COSBIA through gamification and have it
evaluated by children in all regions and typical setups in Namibia. Feedback will be used to further refine
the algorithm and implementation. Partnerships with technology influencers and children trustees will be
sought to fund a full development of and facilitate the final deployment of the awareness tool on devices.
Key stakeholders in child welfare will be engaged as a way to raise cyber security awareness in children in

and out of schools around Namibia.

6.5.1. Study summary

This study aimed to design an algorithm for influencing online actions of children. The study was inspired
by understanding the lack of guidelines to influence online behaviour in children. This has contributed to
the COSBIA concept as a solution to the defined gap. Researching the nature of the problem, formulating

research questions and aiming for results was carried out in Chapter 1.

Chapter 2 was used to classify literature that was important to this study. This looked at the online dangers
of children, online behaviour, online behaviours that expose them to communicating with strangers and

their level of activity and actions on the Internet. Then a general analysis was done on the various online
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tools for analysing behaviour. Ultimately, a review of the approaches used to design a behaviour

influencing algorithm was done and deep learning algorithms approaches were chosen as appropriate.

The research followed a paradigm of design science while observing a pragmatism philosophical posture.
A mixed method approach was used in the study, employing an inductive mode of reasoning. The data
collection strategies in the research included a literature study, expert reviews consisting of academic
reviews of publications submitted to international conferences, as well as questionnaires with children.

The research methodology section of the study was presented in Chapter 3.

Chapter 4 presented an analysis on the research findings on the platform mostly visited by children, their
online activities, the devices they use to access the Internet, where they access the Internet from, the

types of information shared online and their online experience.

Chapter 5 served to design the COSBIA, and five phrases were followed to design COSBIA. The five stages
used to design COSBIA are namely: Identify the problem and motivate, define the objective to the

solution, design and development, demonstration, evaluation and communication of COSBIA.

The proposed conceptual COSBIA was then evaluated for its validity through game and expert reviews.
This was done in the form of a survey using experts as well as through children playing the COSBIA game.
The results of the evaluation were used to refine the conceptual algorithm to the COSBIA that was

presented in Chapter 6.

It can be concluded that the purpose of the research was satisfied through the identification of the

components of the algorithm for influencing children online behaviours and through the design of COSBIA.
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Appendix A: Faculty Postgraduate Committee Ethical Approval Letter

FACULTY RESEARCH ETHICS COMMITTEE (1-Ec)

IAMIBIR UNIVERSITY
¥ IHNCE ANO TECHNELCGT DECISION/FEEDSACK ON RESEARCH PROPOSAL

Dear Ms: Jenayphar Kahimise
Research Topic: Designing an algorithm that will Influence ¢hildren's behaviowr onfine and ralse

thelr cyber security awareness

Supervisor (i applicable): Dr Fungai Bhuny Shava

Qualification registersd for (if applicable): MASTER OF COMPUTER SCIENCE

(Reference number of application: FACULTY RESEARCH ETHICS COMMITTEE REGISTRATION
NUMBER: 02/2019)

Re: Ethical screening application No: F-REC-02/2019

The Facwlty of Computing and informatics Ethics Screening Committee of the Namibia University of
Sclence and Technology reviewed your spplication for the above-mentioned research. The ressarch

a5 set out in the application has been:

[Approved [X |
(indicate with an X, and N/A if not applicable and proceed)
We would like to point out that you, as researcher, are obliged to maintain the ethical integrity of your
research, adbere to the ethical guidelines of NUST, and remain within the scope of your research
proposal and supporting evidence as submitted to the FREC. Should any aspect of your research
change from the information as presented 1o the F-REC, which could have an effect on the possibility
e obligation to report it immediately to your

of harm to any research subject, you are under th
supervisor or F-REC as applicable in writing. Should there be any uncertainty in this regard, you have

to consult with the F-REC,
We wish you sisccess with your research, and trust that it will make a pesitive contribution to the quest
for knowledge at NUST.
[Awmwumnmﬂo Why are these issues important? | What must/could be done to
be highiighted? minimise the ethical risk?
No N/A N/A

Recommendation: The application is approved: Recommendations of FCI/F-REC, communicated 1o
youon the 2019, were addressed to the satisfaction of the Chairperson,

Sincerely, A
Dr Fungai BHUNU SHAVA a% s et
& SCIENCE A
Chair: Faculty Ethics Screening Commiittee b e oo
y - |
Tel: +264-61-207-2510 a8 Q- 15
CC:Nm' o’* 'fﬁuﬁf;-.s
FACRL Ay B i EARNCS
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Appendix B: Ministry of Education Permission Letter

OF SCIENCE AND TECHNOLOGY E deagErnt e

TLUET AR L T

’ NMARMIBIA UNIVERSITY arknge Kaujeua Sineet T 3 09T A

Faculty of Computing and Informatics

Iegartment ol Lomputer Sclences

MAr. Germnd Vnes

The Direchor of Education for Ehomas Resion
Miristry of Educstion, Arts and Cutbure
F'I'I'l'ﬂ'ttE-m 13186 Winchoek

Govemiment Office Park [Luther Strest],
Windhoek

25 hune 2019
Ciewr S,

FE- SEEKING FERMISSION TO COLLECT JHILD ONLUNE PROTECTION |COF] INFORMATION DATA FROM
LEARMERS THROLMSH CQUETIOMMAIRES AS WELL A5 THROUGH A GAME TO EVALUATE THE RESULTING
INTEEVENTION [N PRIMARY AND SECONDARY SCHOOL WITHIN THE KHOMAS REGION

Mty nisme is Jennypher Kehimise snd | &m 8 Master of Compuber Soance student [shsdent rumbar: 213064033)
ot the Karitia University of Soence and Technolagy | MUST] under the supenision of Dr Fungai Ehunu Shevs.
This course is resesndh based and the resssnch | wish to condwct fior my basters thesis iz entitied, “Designing
an slgorithm that will influsnce children's bebeviowr online and raise their oyber security sareness”. |
waeouid like o Bk you fior permission b0 irraohes the hamibisn lesrmers in this resesrch. The resesrch will imoe
the l=arnars cum:HeI:h;a.n.nlElruml I'.hi.':sl.r.mlll'l.':d-_u'ﬁned to collect basic information on children's online
nckiities and behmiour that expose them to cpberoimes. The resufts will be used as the basis to desizn &n
alzoeithm that will infiuence children's behavicwr online and raiss their cjber ssourity awarenass throush
EamE play. W will target learners age 13 — 17 year okds. The numi-sr of lesmesrs targ et is at lzast 50 and this
will irvodee Fi'fc[ﬂn:ﬂ'th:fuﬂ:m’irﬁs:hmt:

8| Windhosk Technical High Schoal

b Orosn Primary Schood

|::| H'E;Hinc Secandery School

I:|:| St Josenis HI:I-EE'h School

£| Eldorado High School
Information sbowt the Res=arch
The misin oibjactive iz bo desizn an algorithim that will infuence childrens bahaviour ondine in ander to reduos
cyber seounty risk.
The prososed sub ubje:l:im mra:
Evmlunte online sctivities that axpozse children's ir.tﬂ'u:ﬁmwi'm:u::.rﬁer:.
Apabyse hovw children oehisee online.
I:l-u'é;nu SalrEiour fnﬂJEndnEaJEuﬁ‘ﬂ'm surEnnle for tha :-:mri't'lu:rru'i'ldrzn online actvities.
Evmluste behaviour influzndng tools suitable for child online actiities.
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Data collection Process

Diata collection procedure will carefully follow to authorization given in the research consent form.
Participation and Confidentiality

For the research participants to make a free and informed consent they will be provided with a full detailed
of the research study to ensure their right of self-determination and autonomy. Parental consent will be
sought as minors will be invoheed in the study. In addition, research participants will be provided with full
information on what the research is about, its purpose, how long the study will take, research procedures and
the expected benefits of the research study.

Participants hawve the right to refuse or withdraw any time from taking the survey or partzking in the
experimental study. You do not have to take part in this study if you do not wish to do so. Your school
performance will mot be evaluated or affected in any way. All data collected from this study will be kept
confidential. Mo personal information will be collected and the data will be recorded generically, where need
be a pseudo identifier will be used. Please note that any information gathered up to the point of withdrawal
might be utilized inside the study. The research will be administered consistently by the researcher.

The findings from this study will be shared more broadly through thesis publications and conferences. The

resulting game which will be designed to test the algorithm will be brought to the learners to play and evaluate.

Further Questions and Contact Details
For more information or for any questions about the research, please do not hesitate to contact me or my

supervisor. Details are as follows:

a) DrFungai Bhunu Shava =
Senior Lecturer: Namibia University of Science and Technology
Faculty of Computing and Informatics
Department of Computer Science
Email: fbshava@nust.na

b] Jenmyphar Kahimise
Student: Mamibia University of Science and Technology
Department of Computer Science
Windhoek; Mamibia
Cell number: +264 81 2347785

Email: kjennyphar@yahoo.com
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Appendix C: Ministry of Education Approval Letter

REPUBLIC OF NAMIBIA

MINISTRY OF EDUCATION, ARTS AND CULTURE
e « 280 8) - 2923002 Lashor Swoet, Govr OfSee Park
i 283 80 2002 Provaw Sag 1210¢
fguinis &G Mwwwy Vivahwed
Bt GAoax ssevenlece pov o Nowaig
File noc 107110
M Jenmyphar Kahimise
Private Bag 13188
Windhoek

Email:kjeneyphanmgmall com
Cell: 081 234 7785

Dear Ms Kahimise,
SUBJECT: PERMISSION TO CONDUCT RESEARCH IN KHOMAS REGION

Kindly be informed that pemsission 1o conduct an academic resesec for yosr Master's Dhegree in
Edocational Foendations and Manapemest in “Dvrigwing aw Algovithw thar will Matluenoe
Children'y Belaviowr Online and Raise their Cyber Security Awareness In the Kiomas Region in
Namibia, © is here with graated, You are requested to preseat this letter of approval to the Regional
Director 8o ensure that research ethics are adhered to and dssruplion of curricolum delivery &
moided

Furthermoee, we hambly roquest you to share your resesech findings with the Ministry. You may
contact Mr G. Munene at the Dwectorate: Programmes and Quality Asssrance (PQA) for
submission of 2 sumenary of your resesech findings,

| wish you the best in conducting your reseaech and | look forwaed 10 hearing from you wpoo
completion of youer study

Sincerely yours

SANET L. STEENK

EXECUTIVE DI
— } 1.}.‘

Al nfficial correxpondences must be addressed to the Executive Director,
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Appendix D: Schools Permission Letter
’ MAMIEIA UNIVERSITY

Faculty of Computing and Informatics

s Mahua-Masule

Thez Primcipal

&t Joseph's A.C School Dobra
20 3o 2115

Wind ek,

12 July 2005

Dazar Sir,

RE: SEEXING PERMESSION TO COLLECT CHILD OMUME PROTECTION (COF) INFORMSATION DATSA FROM
LEARNERS THROUGH OUETIONMAIRES AS WELL AS THROUGH A GAME TO EWALUATE THE RESULTIMNG
ENTERVENTION BN FRIFARY AND SECONDARY SCHOOL WITHIN THE KHOMAS REGIOM

Sy name 15 Jennygphar Kaimmise and |ama r.-hsttrufc-umthnr&u:mt student |student nuniser 213064053
at thi Mamibia University of Scienoe and Technology (NUSTunder the supendsion of Dr Fungal Bhunu Shasva
This course s research based and the reseanch § wish to conduct for my Master's thesis & entitled, *Designing
an algorithen that will inflsence children’s behadowr online and radse thelr oyber security Twarnemess®.

would like to sk o for perrmisson to imesdue the Namibiam leamaers incthds reseanch. The research will imeohee
thi leamaers completing a survey and this survey i designed to coliect basic infarmation on children’s anline
activities and behaiour that expose them to opberoimes. We have applisd and received permission from the
inistry of Education which i also attached here. The results will be used as the bask to design an algorithim
that wall influerice dhilcren’s bebasiour online and mise ther oyber seounity awareness through game play. We
ftarget to invohe 12 lkearners aged 13 - 17 drom your school Ablached also is a letter of consent to the
parentsguard lanfcanegiver of the child as well as the permission letter from the Ministry of Education and

Culiure.

Irrfoemation aboist the Research

Thez main ohjective is bo design a bebavowr influendng algonithm suitable for the seourity of drildren’s anline
acihiEles.

The praposed sub ohjecthes ane:

#  Evaluste online activities that exposs childres’s interaction with simngers.

# Amalyse hioww children bebave online.

»  Design a behaviour influencing algorithin suitable for the securnity of children online activitkes.
»  Evaluate behaviour influsncing tools suitable for child online achvities.

Data collection Process

Data collection procedure will carefully follow to author zation given in the research oorsent fiomm.
Participation and Confidentiafity
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*or the research particpants to make a free and indformed consent they will be provided with a full detaikes
of the reseandh study to ensure thaeir right of self-determination and autanomy. Parental consent will be
sought as minors will be invoked in the sbudy. In addition, reseanch partidpants will be provided with full
infarmation an what the reseandh is about, its punpose, bow long the study will take, research procedures and
the espected benefits of the ressarch sbudy.

Sarticiants have the right to refuse or withdrow any time from taking the survey or partaking in the
axperimental study. You do not have to take part in this sbudy if you do not wish to do 20 Your schaool
perfonmance will not be evaluated or affected in any way. &l data collected from this study will be kept
conficential. Mo persanal information will be collected and the data will ke recorded generically, whene meed
b 2 pseudo |dentifier will be used. Please note that any infomration gathered up to the paint of withd awal
might be utilined inside the sbudy. The research will bz administered consistenty by the researdher.

Thez findings from this shudy will be shared more broadly thrcugh thaesis publications and conferences. The
resulting game which will be designed to test the algorithm will be brought to the learmers ta play and evaluatbe.

Further Questions and Contact Detalls
sor mare informatian oF far any questions absut the reseanch, please do not hesitate to contact e ar my
superisar. Detalls are 2 fallows:
al  Dr Fungal Bhura Shava
Serior Lectuner: Mamibia Unisersity of Sdenoe and Tedhnalagy
Faculty of Computing and Informatics
Department of Computer Science

email: fhshavagbnust na

ki lenrvyphar Kahimise
Student: Mamibia University af Scence and Technology
Department Compuber SCience
Windhoek; Mamibia
Cell nasmiber: +264 81 1347785

Email: kpennyphar@yahoo.com

Page 164 of 231



Appendix E: Parental Consent Letters

# NEMIBIA UNIVERSITY

Fatulty of Computing asd Informatics

Farental Consent Form
15 by 2009

Dear Panent) Guardiany Carngiver

RE: SEEKING CONSENT FOR YOUR CHELD TO FILL IN A OQUESTIONNARRE A5 WELL AS PLAY & GAME TOD
EVALUATE THE RESULTIMG INTERVENTION AT SCHO0L.

Namiz: lerwiyphar Kahimise
Brestifurthom: Mamihia Unkerdty of Sckence and Technology
Contact details: +154 B1 7347785 emall address: kjermiyphar iy oom

BRIEF CESCRIPTION OF THE PROIECT
This & a hasters nesearch in information Seournity researndh within the Computer Scenoe Departmend inthe Faculty

af Computing and Informatics.

This infoemsed Consend has bwo parts:
1. Information Sheet (information abowt the study]
2. Certificate of Consent (for signatures If you choose to participate|

Partt 1: Isdormation Sheet

Irrbroauction:

ki rame & Jemryphar Kahimise and | am a Master of Computer Science student [student number: 2120630532) at
tha Mamibi Unlversity of Sdence and Tedhnalogy (MUST) under the supenssion of Or Fungal Shonu Shawva. This
course is research based and the reseandh | wish o conduct for nry Baster's thasis is entitked, “Designing an
algorithen that will influence children's behaviour online and raise their oyber security awaneness”. The Inbemaet
provaicies amazing appartunites for chilidren by enhandng ther communication, sodal connection and technical
shilke. Mewertheless, it cannot sclely guarantes a secure erwdronment for them. =avng no esperenos and
inowilerge, the behavowr of dhildren potensially exposes them to cpber crimirals as they innooently share
indormation and befnend strangers.

W herebvy ke your permiksion for wour dhild to complete a survey being administered 1o leamaers in schadl. The
survey adll ask questions about chilidren's online actiities and behasiours that espose them to cgbenoriminals. it is
our hope that data fror this survey will congnbute bo a better understancding of how children behave online in
arder 1o design an algorithm that will influence ther behaviour online and raise their ovber seourity Fsareness.

Yoo rray Fave time to think about partaking, talk to anyone you feel comfortable with about the research befiore
making your decision. This consent form may contain waords that wow might not understand, please feel free to
Contact researcher a6 wou are gaing thmugh the questians.

Purpose of the research
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gathered up 1o the poink of withcrawal might be utileed inside the stugy. The researdh will be administered
consistenthy by the researcher.

Sharing the Resuls
Tine findings from this studhywill be shared more broadly through thesis publications and conferences. Tha resulting
game which il be designed to-test the algorithen wil be brought to the leamaers 1o ply and esakabe.

Rigt to Refuse or Withdras

Participants have the right to refuse or withdraes any time from taking the survey or partaking in the msperiment.
Your child does not Fawe to take part in this study if you or they do not wish to do so. Four child's school
performance will not be mvaluated or affected in any way.

Pezicd Duration: 25 June 2019 75 October 2009

My contact detals are indicated abowe for any information regarding this study.

Pairt 2: Certiflcate of Consent

COMEENT FORM

Title of Project: Designing an algorhm that will inflsenoe children’s behawiowr online and rakse their oyber
STUY AW ananass.
Pl iniial all bz

L | confirm trak | hawe read and understoog the information sheet prossded for the aboe study. |

hawe had the opporturity to consider the information, ask guestons and have had these
answered atkfactorily.

. | understand that my chile’s particpation is wolungary and that | am fres to withdaw them or
trezy cain cveocene not to partidpates ot anmy tire s ot gvirg any reasan.

3. | agree b have my child take part in the abioee study.

Sxatement by the person taking consant

| canfirm that | have accurakely read out the information sheet ko the petential particigant, ancd ta the best of me
ability rrade sure that the partidpant understands that the following will be done:

1. Aucko Recordings 2. Pufibcation off porfinipant’s responses (i coded farm).

| confirm that the participant guardian was given an oppofunity bo 2k guestions about the sbudy, and all
thaz questions asked by the participanty’ guardan have been answered cormectly and to the best of rmy ability. |

confirm that the indikidual Fas nat been foroed info giving consent, and the mnsent ha been given fredy and
wolunkarly.

A copy of this Infommed Comsent Foam has been suplained and provided to the participant.

samae of Partidpant Data Signature

same of Parent/Guandan taking cansen Dlake Slgnature
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Appendix F: Questionnaires

’ MAMIEIA UNIVERSITY

F SCIENCE ANDTECHM

Faculty of Computing and informatics

02 October 2119 auest ire

Dear Participant

Rl Research Questiannalne

My nam islennyphar Kahimise and | ama Master of Computer Scierce student | student nurnben 212064053}
at thiz Mariba University of Science and Technology [MUST] under the superdsian of Dr Fungal Bhunu Shava
Thez research | wish to conduct far ry Master's thesis k& entitied, "Designing an algorithm that will influence
children's behaviowr online and raise their cyber seourity awareness™. This sunvey s designed to collect basic
indarmation of children's online actiities and behasicur that espose them to cybserorimes in Hamibi. The
resulbs will be used as the basis to design an algorithm that will influence children’s behasiour online and rake
thazir cyber seourity awareness.

am inwiting you o participate in this research study by completing the attached questionnaines. 1twill requine
approsimately 20-30 minubes completing. There is no compensation for responding nor bs thens any knoen
risk. Farticipation in this study is completehy woluntang and the respondents have the night to withdrae at any
time vathout any negative CoMequeEnces. Identites o persanal detalls will not be disclased to others and as
such do not include your rame. Ay data wsed in the report will not be linked to any respondents. Pleass do

reat incluce your name,

Should you requine any further infarmation, please do not hestabe to confack me. My contact dietadls are 2.
Tolhoes:

Emall kjermyphar fhgmail. com

Celiphane number: =354 B1 2347785
Thank you for tking your time to assist me in my educational endeasor

Fears Srcenely.

lennyphar KEahimise
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Chilldrerr's onling activitkes and behawiowr that expose them to cybarormes [m Mamibia Survey

o o Fill i thie surdey
a. Plexse resd each guestion carefully ang take your Brme to ancwer.

b Arcwer srmply by putbng a tck im o the Doees nedt Eo e anssser woil want b give
. Fel free o ask feou Fase any questions as vou Bl in the suriey

Onling behavior

1. ‘wrat type of anline plabiorm da yow mostly vieit ana scale ol 1-5, using thie Tolkawing schamme
L=, 3201 leash dadly, 3=AT beaet weeokhy, £k loast orthdy andl 5= Almost all e b

1 z k] 4 =

Mowar | ag A A kast | Blmost
kast | kast manthly | all the
daily | waakly Hima

el s reating, acoessingg, attach Hike ete)

Sodal retvsarking g Faccohook, Whatshpp,
Twaither, Inskagram)

riternet |browsing and searching for information|
(S0 L S RS- WhCheD ANy oF wolos e g, SRy,
FoaTukss)

Earres Gaming

Cihers [specaly )

1. Towhateibent doyou vse the internet for the lisbed activities ona scabe of 105, using the following
scherne: 1=Meser, 2201 keast daily, 3=A1 least weekly, 2=t least monthly ang 5= Almicst all the time?

1 z k] 4 =

Mewar | A b A1 kast | Almeost
kast | kast manthly | all the
daly | weakly Hims

Search sChool work

Ay AT meeT gams=s o gOur O oF agarst a BT
‘watch voecs clips

Wisit socal reetwaarking

Uk Inskamit

Sond/receive emal

S rwaich rews anling

Aay games wibth peopks on Bhe Inbermet
Dovamilaad s

Aot phodos, wWidens or musk o share with othars
Uz wieboam

Aost messages: on wehsie

Wisit a chat roam

Uk fil e sharing sies

Spent ime in 3 wrbual world

wiribe blogs

Db (specifyl
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3 Wihich of the fellowing things do wou know bose ba do an the Internet on a scale of 15, wsing the
tallcwing schome: 1= No ldea, J=Poor, J=fverape, 42Good and 5= Very Goad

Thésnigs you know how to do an Drbemes

1xs |32
wea

Poar

E] 4 5
Byprage

Excallent

3oakmark 3 wetsite

Fezar fram

dhock messges inom Someone you oom T want bo

Find inlormaticn on b 1o wse e |ntemet salely

Charge privacy settings an a sccial network sites

5 b

Campare different weksites to decide d irdarmation

Delete the record of which sibes ywou kase visited

Bkack urvaanted adverts or [unk mail fspam

Chainge filber preference

4. ‘ihich of these device do vou wse ko access the Inbemet?

Davilia

Select device by a tick in the
corresponding bow

On AVERAGE, how much
timee In hicisrs dio yous spemd
on the davlie par day.

smart phore

Sersonal Camputer

Scheodl Compuber

~inop

Tablet

Orthers [speciyl

oo niot use the internet (O

5. How true i ehis of you!

Mot true | Somehow true

Vary frue

kniow rrane abaut the Internet than ry parenits

fired it casier b be royself om the irizmet then | am with

penpke Face-to-face

talk absoat different things an the Inbermat than when | am

with pecple face-to-face?

ain the Intemaet | talk abcaut prsate things which | do not
shiare ‘with people face-to-fape?

Onling Activitses

=

Wihare do you access the Intemiet from? Tick all the applicable

Place Soloct place
biehow

&t achaoel

Kb Feoimi

rian inbernet cafd

ria public Library

Orthers [speciyl

O which of these sodal netwarks ane you active on a scabe of 1.5, wsing the foliowing scheme: 1=Never,
2=t least daily, oAt |eaet weckly, 220k least manthly and 5= Almest all the time.

Page 169 of 231



Sociad netweorks 1 z 3 4 5
BMewer | A% kast A% kast | A% kast Alpast all
dailly waekly | monthly | the time

acehack

LD DOOK FTHESSEnme
Wi Es DD
Twailtier

hkypea

Wiber

Myspaon
Znapchat
drikedin
Earrasf Gaming
Ot [specifyl

B What type of indormation hawve you share anline with, people youw have never met in real Ide wsing e
ditferent platforme?

Online Plaiforms Physical | Agef | Gender | Phone | Wour Dadalls about | Your
address | Birth mumb | achsal | your Schoal
daia o FiEmiE parenisfamil
¥
srail jcreating,
accessing, attach file
P ]

Sodal netwarking] £g.
Facebook, WratsADD,
Twatter, |nskagram]
ritemmet |[Browsing ano
szarching for
imdarrmation)

Lo 1)y [y I g T 1o BT a o]
Ao WakoE [eg. Shvipe,
FioaTs)

Sares Gaming

9. What type of indormation hawe ywou share with strargers when doing the following actrities an the
InkErreety

Physical | Agei/birth | Gemder | Phone Your Dafalls albout Your
aiddress | date mumbe | actud | your schood

name | parentsMamily

ZeEanch school work
Aay Iniemet ganmes o
WOL O oF against a
e

Wakch videos clips

Wisit social metwsarking
U Instainit

Send/recehve emal
S waich resws
il
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Hay games wibh
ek o Ehe inEEnmeet

Dovwniaad rsic

~ost photos, widens ol
s ho share with

othiars

Uz seebicaim

Aost missa g on
wihsibe

Wisit a chat roam

Uk flle shanng sies

Spent time im avrbual
worid

Write blogs

Oifiers (specifyl

10 Wicila you do o share the follosing while online:! On ascale ol 14, using the following schame

l=MEver, 2esamebmes, 3= Often and 4= Always.

3
Alveys

Laok far naw frienck or contacts on the Internet

Send my personal indormation leg., my full name, acdness or
phane rrumber] bo someone | hawe never met face-to-faoe

Add people to my frends or contacts | have never met face 1o faos

sretend to be a cifferent bne of persom onling from shea | really
ami

Send o photo or wideo of reysel o scrmeone | havwe niever met face
io=1aci.

Delete the record of which sibes wou Fase visied.

Sbock unvwmnbes adwverts oF [unk miadlfspam.

Charge filber preference

A=Sometires, and 3= Alesvs

11 Do o el oompelec bo the following Y On a scale of 143, using the folkoedng schema: 1=Mewer,

3
Blveays

T read and pay abienbicn to friendly reguest of strangers bedane
accepiing*

To b polite to stramgers anlmey

To underskbared the reouesst presemied 10 gou by a siranger online?

Take advaniage of the weakness of other anline friends?

To please others an tha inkernek?

13 Hawe ywou ever experienced one ar more of the lollosing conbent-relabsd risks Fyes, how dd you feel
about this experience on a scale of 1-5, using the folkosing scheme: 1=Mo emations, 2= Fear, 2=Disguet

(e g mroes,. nasty, and affensive], £=innoyance (2.5 annoyng irrtating] amd 5= Posibue reaction (&5

exciting, curics, oool, and funryg?
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Content-refated risk axpenenoe Ohiolia | 1 z E 3 5
Yesor | Mo Fiar | Disgust | Annoyance | Pos e
o ematians reactlon

Jrrwanbed cantent in general
Vialentfaggressive content (e g.
wiabemce, torbune, killing)

Gy conbent |e.g. blood, pain, et
Scary conitent

Pomaographic or sewual ondent e g.
ol naked people, #1C)

Viakent pomography {28 viakatian,
rape)

Commarcial content {25 advertiing to
makie maney)

RaCkT condent

=ateful conteni

Content about Crugs

Cantent about self-ham or sulcide ar
anoresia)’ bulirmia

Cantent hamdul 1o selfestoem |e.g.
feel badly about our body)

Oifiers (speclfy coetent k)

12 Hawe vou ever experienced one ar more of the Tollosing contact-relabed risk (usually from strangers)? i
yes, oo did you feel about this expenenos on a scale of 1-5, wsing the following scheme: 1Mo
emotions, 2= Fear, 3=Disgust |- gross, nasty, offensive), $=A&nnovanoe (e g. annoying, imitating) and 5=
Poskrne reaction |e.g. exciting, curics, coal, funny)

Contact-reated risk experencs Staie | 1 z 3 3 5
Yes Mo Foar | Disgust | Anmoyed | Posiiee
ar amathans
Mo

aagskbility of inappropriate contact in
general from strangers

sagskbiliby of inappropriate sexual
cantact in genaral

Actual or Mtempted inappropriate
cantent in general

Face-to-face mestings following online
cantact

decdogical or religious or
fundamentalist influcrce

Cthaer people acoessing, your cata/
bzing tracked) cooldes

Aeple pretending o be somecne else
Difirs (speclfy contact risk)

14 How you sver sapenienced one of more of the falliowing conduct-related nisk jusually from other young
pecple ar strangers)? I yes, how did you fecl about this experience on a scale af 1-5, using the follmsing
schemie: 1sNo emotians, 2= Fear, 3=Disgust |o.g- gross, nasty, offenshse), 4=&nnoyance (&g, annoying,
irritating] and 5= Posithe reaction e,z exciting, cunces, ooal, funny)
Conduct-refated risk oxperience Saabe | 1 I 3 4 5
Fear | Disgust | Ansoyed
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Yaz
ar Mo

aFnatkans

Pos e
reaction

Usrraralcormes oomduct in gencmal {25 bad
esiraviour, swsearing|

gulling |usually repeated aggression)

Oithar mean o aEgressie concuct [g.
reCadidng nashy text)

Zmaal harassmentd aor unsweloomae s eeking

Zhanrg images or phabos

“acking or misuse af personal infamatian
o data

Poaopde saying bad things about
youfca mage to your reputation

Dithigrs (specify comduct risk)

15 What other risk-redabed caperienos hawe you Faeds B amg, hoss did gou teel aboat bhis esgperionoe ana
scale ol 1-5, using the folkowing schame: 1=Moemotons, 3= Foar, 3=Disgust (= g. gross, nasky, nfferiskm),
dadnnoyancs = g. annaying, irriabngs and 5= Posiiee reachion |e.g. escibing, curias, cool, funny|

Ot redaned sk oKDE e State
¥ o
Mo

1

Mo
aFnatkans

F3
Faar

3
Disgust

3 5
Anmoyed | Pos e
mzaction

aue ot iInlormabion to strangors

Garmbding

Pop-ups unspecified ar
cammerclalimarketing'advertising

spam, phishing, scare, fraud (=X
fravclent rdormaticn]|

Hegal downkoacing

Zpending too ruch time anline e g.
rrikssed hormework, sleep)

=aalth rebted risks ymusoular, eye-sight,
[ Tl ]

Lack of inbermet safoty in general

felaked 1o hardwarefsoftaare (eg.
breakdosn, install, 1)

Aelabed o search de g hard io fing
informaticn)

N e SIBeS Ehiat Coimes With Wrusy

Dithiers (specify risk]

1. ‘What gender are you'

Gonder Sgloon gpemder

‘dale

FEmalke

Do o haree anyy obresr cormimienis,. please note theenm baad o

Thamlk you for taking the fimse to answer the questionnaire.
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Appendix G: Expert Review Evaluation Form

Child Online Secure Behaviour
Influencing Algorithm (COSBIA)
Evaluation

My name is Jennyphar Kahimise and | am a Master of Computer Science student (student
number: 212064053) at the Namibia University of Science and Technology (NUST) under the
supervision of Prof Fungai Bhunu Shava. The research | conducted for my Master's thesis is
entitled, “Designing an algorithm that will influsnce children's behaviour online and raise
their cybersecurity awarensss’.

| am inviting you to participate in this research study by completing the attached
questionnaires. This questionnaire aims to evaluate the COSBIA, COSEIA is an algorithm
designed to influence the behaviour of children between the ages of 13-17 years and raise
their cybersecurity awareness. [t will require approximately 20-30 minutes to complete.
There is no compensation for responding nor is there any known risk. Participation in this
study is completely voluntary and the respondents have the right to withdraw at any time
without any negative consequences. ldentities or personal details will not be dizclozed to
athers and as such do not include your name. Any data used in the report will not be linked
to any respondents. Please do not include your name

The collected information will be used to improve the design of the algoerthms. The
resulting algorithm will contribute to the body of knowledge and guidelines on influencing
children’s online behaviour and raising their cybersecurity awareness in Mamibia. Your
responses are crucial in inferming the design of the algorithm.

&ll of your responses will be handled in a confidential manner; hence you are encouraged to
give truthful answers. All the information gathered will only be used for the purposes of this
thesis.

Should vou require any further information, please do naot hesitate 1o comtact me. My
contact details are as follows:

Email: kisnnyphar@gmail.com

Cellphone number: +264 &1 2347785

Thank you for taking the time to assist me in my educational endeavaor
¥ours Sincerely,

Jennyphar Kahimise
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Demegraphic information.

This section &ims to gather biographical information about wou as the subject expert.

Please indicate the organisation you work for (Choose one) ™

O

CNONCHONONONONONONONONONS

Academia

CRAN

Children's Digital Rights
150C

MamPol

Child Online Protection Officer
LUMICEF

Office of the First Lady
MICT

Lifeline/Childline
Telecommunications
Prosecutor General
MGECW

Other:
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Please indicate your rele in your organization (Choose one} *

Information Security Specialist
Lecturer

hMaster/PHD student

Childrern's Digital Rights Specialist
Social Worker

Cyber Security specialist

Child Online Protection Officer

IT Specialist

Other:

ONONONONONONONONG

Please specify your working experience in this field (the one you chose abowve) in
years ™ "

Your answer

Plzaze indicate your level of Cyber security knowledge (choose one) **

D EBeginner
D Imtermediate

() Advanced

FPlease indicate your level of understanding and experience on Child Online
Protection (Choose one) ™

l::} Beginner
D Imtermediate

':::' Advanced

Back Mext
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Evaluation Questionnaire of the Proposed Algorithm COSBIA

Section A: COSBIA Overview

A detailed list of components and their subcomponents that are key to the algorithm design are presentad

in Table 1.

COSBIA Compeonents. Please refer to Table 1 to respond to the question in Table

2, Table 3, and Table 4.

Tablel: COSBIA Components

s

Component

1ecure chidren
oniine

Sub-
Set

<ub-

Omidna 8ahaviours

Omiine Dpenences

GRAEE- SMaT Fasgets
wsad O ICCRSS THE
nternat

Omiing platforms - usad
Dy cheidren -

Onfine sctrrties -
chidren lowve 1o
parform online

Ondine thrsats <<hidren
are @xposed to onking

LMPOWSIMEnt - 5 3 5ot
of imtervecsions that
wil fogzer

Time spand onine

A wwowre ChiE wWAO Behaves incursly oning

Fositive Dehaviour (P8, Negative belaviour (N8,
Threatenang Dahaviour (T8) VUINEradie DaNIvicwr
(vE), Secure behavicur (58], Online Gadpet behawviour
Positive onling expenence |POE), Negative onbne
experience (NOE), Threstening onkine experence
(TOE), Vulnerable orline espenence (VOE), Secure
onhine experience (SOE|, Mappy onlme expenence
(HOT), Minersble onliine sxperience (MOC|

Good Internet Security kncwledge (G15K), Poor
INEENSL Securty knowiedge (M) Oaline Platform
CRowisage (OFK | GAdgst xnowledgs (K, Onine
ACUMiSE KNOWISCES (OAK), Prior knowiedgs [Fx),
New knowisdgs (NK], Developing Knowiedgs (o)
SMAT phang (SP), Al /Taliet (), Laptop (LP),
Parsonal Computer (PC), School computer (SC), Game
comsola {GC), wpod §i)

Chat (C), T Tok [TT), Facabook (FE], Whatsud (WA),
matagram (), Mangouts (HO|, Twitter (T], Skype (5),
MySgace {MS), Snapchat (SC), Unkedin (U], Saming
sl

Watchng wideos (WV), Geming (G), information
search (13}, Studying (3), social nenwerks (SN,
emailing ()

Genecal ntemet threats (GIT], OF specific asars
(OPLY), QA spacific threats [OAST), © Specific threats
(G4, 8 specific thraats (85T)

Securty knowisage (3] Secure Dafaviour (58|
Secure expenence (S} Reduce expoture to oniing
threats in the SCTors over bme (RE)

At loast dally (LD}, At feast weekly [LW), At least
monthly (LM). Almost all the time (AT)
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& child uses the Internet to visit social networking platforms, search for information, plays games and to
send or receive emails. Using their past expernence and devices the child shares personal information,
share emotions and feeling on their status, download music and post photos and videos on the |ntermet.
Based on the particular enline activities, online behaviowrs, prior knowledge, online platforms, online
threats and online experience of a unigue child, children’s online interaction may lead to a secure
experience of an insecwure experience. Section B represents the first relationship which is the Child online
EEpEMEnCE.

Section B: Child online experience

This section evaluates the first relationship degicted in Figure 1. This relationship of the algaorithm
demonstrates that a child (C) interacts with an Online Platform (OP) to perform Online Activities (0A)
using a smart gadget (G). The Time Spent Online (TS0) and the child’s Online Behaviour (3B} while
performing 0A on an OP using G results in a child’s online experience (OE) which can either be secure ar
insecure. This is due to the fact that G has an influence aon OB, which results in gadget specific behaviour
{(OGE) and OP has an influence an OB which results in platform specific behaviour (OPB). In set notation,
QE(C) is a result of time spent online (TS0) over & set of G, 0A, OF OB.

Eguation i, outlines that Children’s online experience JE(C) is equal to the time spend enline {T50)
multiple by the gadget they are using. the anline activities they are performing, the specific online
behaviour on the online platform and the way they are behaving using that specific gadget.

Egquation i- OE(C) = TSO*G+0A+0F (OPE) =0B (OGB))

Figure 1: Component Relationship 1

Child (C)
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Please refer to Figure 1to respond to the guestion in Table 2 by selecting the
following scheme: 1=5trongly Agree, 2=Agree, 3= Meutral, 4=Disagree, and b=
Strongly Disagree. ™

Strongly Agres Meutral Disagree S_tr-::-n aly
Agree Dizagree

The type of
smart gadget
used by

children online
have direct D D O D D
influence on

their online
experience

The type of

online

activities

performed by

children enline O O ':::' ':::' ':::'
hawve direct

influence on

their online

experience

The type of

online

platform

visited by

children have {::I {:} {:} l{:} {:}
direct

influence to

their anline

eXpErience.

The type of
anline
behiaviour by
children when
using a

specific {::I {:} {:} l{:} {:}

gadget have
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The time
spend online
by children
LUsing a
gadget,
performing
online
activities,
visiting online
platform and
their online
behaviour hawve
direct
influence to
their online
experience.

Children's
online
experience is
equal to the
time spend
online using a
gadget, the
online
activities they
are
performing,
the specific
online
behaviour on
the online
platform and
their online
behaviour
using that
specific
gadget.

Would you recommend any change to the child’s online experience relationship
in Figure 1? Please specify. *

Your answer

Back Mext
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Section C: Children's Secure Online Behawviour

This section evaluates the second relationship depicted in Figure 2. The child (C})s prier knowladge (PE)
and their anline behaviour (OB) exposes them to online threats (OT) inherent in G, 04 and 0P this results
in & child's online experience (OE). If empowerment is added to this interaction, it would result in a secure
online behaviocur {S08). We posit that a secure online experience {S0E) is a result of secure online
behaviour this relationship. S0E (C) is a result of applying & set of E to enhance PK and OB of/with OA, OF
and G in the presence of OT.

Equatian ii represents that Children’s online behaviour OB is a summation of the type of anline platform
they are visiting, the type of gadget they are using, the types of online activities they are performing, their
prior knowledge, the online threats posed to them and their anline experience.

Equation ii: OB = OP+G+0A+PE+0T+0E

Equation iii represents that Children’s online experience is a preduct of their anline behaviour and the
combination of the online platforms they are visiting, the gadget they are using, the online activities they
are performing, their prior knowledge and the online threats posed to them.

Equation iii: OE= OB*(0P+G+0A+PK+0T)
Equation iv represents that Children's secure online behaviour is a summation of their online experience
and Empowerment an the gadget, online activities, online platform and online behaviowr. Where secure

online behaviour eguates to secure anline experience.

Equation iv: S0B= OE+E*(G. 04, OF. OB)
SOB = S0E

Figure 2: Component Relationship 2

Child (C)
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Flease refer to Figure 2 to respornd to the guestion in Takble 2 by selecting the

followring scherme: 1=Strongly Agreese, 2=Agres. 3= MNMeutral. 2=Disagree and 5=

-

Strongly Disagree

Children's anline
behaviour (OB showm
im eguation ii) is a
summation of The
Ttype of cnline
platfocrm they are
wisitimg, the twpe of
gadget they are using,
the types of online
activities thhey are
performing, their pricr
knowledgs, the online
threats posaed to therm
and their onldime
experience. Eguation
i OB =

DO+ G+ 0a+-PK+0OT+0E

Childrem's online
experience {({OFE showwn
in eguation iii) is a
product of their online
behawviour and the
combinaticn of the
online platforms they
are visitimg, the
gadget they are using,
the cnline activities
they are performing.,
their priocr knowledge
and the online threats
posaed to therm.
Eguation ili: OE= OBE*
{OP+G+0a+PK+0OT)

Children's secure
online behaviour (SOB
shown in eqguation iv)
is the summation of
their online
experience and
Empowenment on the
gadget, onlime
activities, online
platforrm and online
behaviour. Where
secure onlime
behaviour equates to
secure onlime
experience. Eguation
iv: SO0B= OE=E*~(G, 0.,
OF OB). SOB = S0OE

Strongly _ sStrongly
A FMeut 1 C
o = gree = ra Isagrese D-isagr-EE-

Would you recormmmend any change to the child’s secure online behawviour

relaticnship in Figure 27 Please specify the required changes if army. ™

Your answer

Back Mext
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Section D: Children's Secure Online Experience

This section evaluates the third relationship depicted in Figure 3. A child (C) interacts with an Online
Platform (3P} using & smart gadget (5) to perform Online Activities (0A). Adding prior knowledge while
using the gadget {G) results in the gadget knowladge (GK). Adding prior knowledge (PEK) while imteracting
on online platforms results in online platforms knowledge {OPK). When one adds pricr knowledge to the
gadget and online platform influence. online behaviour (JB) in the presents of online threats (OT). If
empowerment is added then secure online experience (S0E). is the result.

Eguation w: OE= OB *{G+0P+PK}*0T)

Egquation vi: S0E= OF + E*{G+0P+PE+0T)

Figure 3: Component Relaticnship 3

Child (C)
SOE
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Please refer to Figure 3 to respond to the questions in Table 4 by selecting the

following scheme: 1=strongly Agree, 2=Agree. 3= Neutral. 4=Disagree, and 5=

Strongly Disagree. *

Strongly Agree Meutral Dizagree

Strongly

Agree Disagree

Children's online
experience (OE
showm in
equation v) is a
product of their
online behaviour
and a
surnmation by

the posed online D D D D D

threats on
gadgets used,
online platform
visited and their
prior knowledge.
Equaticn v: OE=
OB *
(G+0OP+PK)*0T)

Children's secure
online
experience {S0E
shown in
equation iv) is
the summation
of their online
experience and
Smpowermment

by the gadget l::::l '::::' '::::' D D

they are using,
online platform
visited, heir prior
knowledge and
the online
threats posed to
thenn. Eguation
vi: 30E= 0OE + E*

vi: SOE=0E + E*
{G+OP+PK+0T)

Would you recommend any change to the child’s secure online experience
relaticnship in Figure 37 Please specify. ©

Your answer
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In your opinion, select the extent to which you agres/disagres with the

staterments in Tabkle & by selecting the following scheme: 1= Not at all true,

2=S5lightly trus. 3= Somewhat true, 4= Moderately true and 5=Extremely trus. ™

Smart gadget
type hawve direct
influence on the
child’s online
behiaviour.

Time spend
online by
children reveal
the extent of
SNposUre 1o
online threats.

Online
behaviour
change with
different online
platforms.

Different online
platforms
influence the
level of
children’'s online
experience.

Online activities
change with
different online
platforms.

Online threats
can influence
child’s online

behaviour.

Mot at all
true

@

Slightly true

O

Somewhat
true

@

Maoderately
true

O

Extremely

true

O
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Online threats
can influence a
child’s online
experience.

Time spend
online can
influence child’s
online
behaviour.

online
behaviour
influences
child's online
experience.

Prior knowladge
on online
threats can
influence child’s
online
behaviour.

Secure online
experience
leads to secure
online
beehaviour.

Secure online
behaviour
results in
secure online
experience.

online
experience plus
empowernment
leads to secure
online
sxperience.

Would you recommend any change (to add or remowe) to the proposed

algorithm? *

Your answer
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Figure 4: COSBIA Flowchart

Heod
Gadciget + Dndirneg actiwies « onding platfnrms

Compute

Online Behaviour = Online platfor « Gadges + Onfine activities
= pricr L:na..h::!g: + online thyeats - onling axpanancs

Online expariance = orline babawiour * (online platfarms +
Gadget + online actiwities + prior knowledge + caline threats)

Print {Disgdley)
Online sxpeniarcs
Online bebavims

Murve &5 reaed el

Gat 3 oown

Computs

Secure online Debawiour « anling experenca +
Empowermant * (Gadget Online acthvities, anline
plarforms, orllne bebowour)

Sacure onlime behaviour = sacura online experiance

Ombee babhswaur = Secure

rdina St ous

Pt (Dmgday

COwiline welire AnOwiedge

Sat & crown

The averall algorithm flow is depicted in the flowchart in Figure 4. Please
comment cn the flowchart.

Your answer

Thank you for taking the time to answer the questionnaire.

Back

ko
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Appendix H: COSBIA Game Concept

COBSIA Game Concept

The COSBIA is an algorithm, designed to influence the behaviour of children between the ages of 13-17
years and raise their cyber security awareness. This section outline, the COSBIA concept that includes the
story, player and player characteristic, challenges for the player, game environment, target player,

progression and Principle gameplay mode.

Story
A child interacts with an online Platform to perform Online Activities using a smart gadget. The Time Spent

Online and the child’s Online Behaviour while performing online activities on an online platform using
gadget results in a child’s online experience, which can be either secure or insecure. This is due to the fact
that gadgets has an influence on online behaviour, which results in gadget specific behaviour and online

platforms has an influence on online behaviour which results in platform specific behaviour.

The child prior knowledge and their online behaviour exposes them to online threats inherent in gadgets,
online activities and online platforms, this results in a child’s online experience. If empowerment is added
to this interaction, it would result in a secure online behaviour. We posit that a secure online experience

is a result of secure online behaviour. The flowchart is presented in Figure 1.
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Eelow are the six eguation for computing the different cutputs in the algorithm:
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Equation i Cnking En:uin'nm:n |'E|'i-.'.h:'j = Time Spand Oniing 'rﬁndgﬂ + Ordire Actvitias + Oniine

Pigtfarm |'-EI|'.-J|'ni' Platfom Bm'i-ﬂl.'.iﬂur} + Oniine BeRcwour |'|:I'|1-.'.i.':ln Gocgat E-nnm'ﬁ-u"”

Equation ii: Onding Batravicur = Onling Piatform + Godget + Oniing Actiitios + Prior Knowisdos +
aOniime Thraats + Onling Erpenience

Equation i Orline Exgeriance = Dnling Bakawour "|'-::Il1|'|'ni Platform + Godget + Onkre Actrities
+ Prigr Emowledge + Gning Thrm.-.l:ll

Equation iv: Secura Cniing Befaviour = Onling Exgarience + Empowarment * [Gadget, Onling
Activitias, Onling Fiotforms, Ordine .El-nmm'n-u.r]

Sacura Onlme Bahowowr = Facure Onding Ergenianta
Equation v: Orine Exgaernance = Onding Bafawiour *|'Ean‘5'nr + Dniing Fictforms + Frigr
knowhedge] “Oniine Thraats]

Equation wi: Secure Oniing Experiance = Onling Evperianca + Empowermant *(Socget + Oniine
Pigtfiorm + Price Knowiedige + Oriine Threats)

Player charmchenstics
& child is the main actor inthe COHBIA, they

= Imteract with an enline platform to perform ondine sctivities using = gadeet.

=  Spend time online and needs to be tracksd

= Hmyean grline Bahaviowr whils on the different ersironment

*  Hawean onfine ecperience [secure of inszoure

= Should be empowered whils on the different environment.

Challenges for the player

*  Apply |:ri|:r knowiedge |1'nrir'|'1iul El.ruluul:inn,.a.qui: on thair |:|ri|:vr knowledgs of risks and sul:urit'r'
around th:ir;udE:ta olstforms ard Hl:ti'ul'i'tl-ﬁl

*  Exposed to ondine threats bassd on Sedget or péstform used ar sctivity being performed

*  GEt EMpOwWermEnt if their security levels are lower than & soore of three.

*  Oniine behaviour should be secure to move to the next level |Level 1 to bevel 2 8 score of 3 out of
should be cotamed, Level 2 o level 3 scors of 3 should b= obtmined, Level 3 to =0t bsck to ul:h'l.rit'r'
& scone of 3 should be abtained].

= SeEgune online EIIFltl'I-i:I'II:t piimired threugh |:-=r1'|:|r'|1inE several empowerment mckivities.
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Scor=
*  1-3 COPTECT BnswWErs: Yiou are stihe JEEinI‘I-HE ur'ln'-:-urjnunr:.'t-:! SECOmE & safe intamet uer

Bred you start thinking anout others online. HOWEVET, yoU CBN G0 MOre! Alsays ramembar to
Bsk an acult for ;uppart as soon as you reedit, inrt-eud-:ftrg.-h;ta do it all :':."Ir-:-urselr-:lrju:t
o along with whet others do. In addition, you should heve 8 much better time on the imternet.

* 4-6 COFTECt BNSWEFS: YOu Bre on the way to beooming & safe internat user snd & socd friend
to others. However, you can do more! Remembar shsays to 85k an adult for kelp as soon s
you need it, instead of trying to do some things by poursel or being cxught up in whet others
miight do. That means you and your friends can enjoy the internet together safely.

*  7-O correct BRSWErS: You sre well on the way to DECOMIng & responsiole intermet usar and &
great online frierd, and you are muh'n; mme'ﬂfunﬁ:l: chioices. It is abwmys B good idem
ko ask fior he2lp froem &n sdul if there iz anything you are uncertain about, or if anything makes
you feel warfied or wpsat. In sdoition, you will get the most out of the intemet and =il the
BmiZing sTufY thist it has to offer.

= 10 correct answers: ¥ou are & friendly and caring internat uzer who does brillintly cnline.
fou knovw hiva important it is to ask for support when you need it to be heslthy and to look
aftar the fealings of your friends. Share your nowlegse with as many frisnds s possibee to

hezlp everyone around you sty safe and enjn'r'runtustil: oaline time

Game environment
= Online platforms: Chat, Tik Tok, Facebook, WhatsApp, instagram, Hanzouts, Twitter, Skype,

Myspace, Snapchat, Linkedin, gaming
= Gadget smisrt |:|hune_. IPmc Tabl=t, La.|:|t|:||:-, Perzanal cumputu, schoal computer, pame con=ole,
IPod

= Online sctivities: Watching vigeos, Gaming, information search, studying, soc@l networks,

emailing
Cuiz question
Onlire Theeats Dtz Arrwen
Germralistermet 1. O of your daossmate hao serd sround an | & You should show tie pholn b your isscher and
Threas grbarising prole o ansther dasmadte. | bl them shat has Rappered. Think of ko yeu
‘what should you do with &7 wodld feel B the pcture have been of Fou.
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Show your teacher, and Bl therm what
hapze-rs

Forward the chets 1o others

Sarvn B on opour phose, o thet you En
embama them e

Laugh &t e photo with your friemds

B onE p

L of your Hends posled o videc about youon

the Interret and you do not lke B You ashed

tham to bake it off bt they saied ne, beceoas Bl

Fumrry. What b i thl pous sbould d=7

A Eesp askig pour frierd untl they take B
drwr

B GSomak boan sdult and say wiy pou don
licm i

L Lesve B = pou can’ do erytideg sha about
It

0. Pt avides of them b get bach ot them

Yo frimned el pou she b talking 8 boyfgid
i and on the wemiend, shele will meet
hirm et ‘#hat ahould pou do

A Wolintesr to go with herfhim

E  LetherBim go on berfhim oen

L Tell an sdul shraight awey

. Tell gmer other hiendh

& chnamate bela you someons on an cnline
wma weas caling himSser mess names. What
whoeakd you do

A Toll your teacher or another adalt

E  Tol himfher o cll Bee perscn msan
marmnes back

L Toll hirher 1o uok greoe it and et an
wway

0. Tell hirrher o sop plardng garrss Tora
whike

Whem areyou aleaed 1o share your

s orth wih ™

A, Your friench

B.  Hobody = you should kbeep HBwem o
Fesurae

L Wour family

[ Your beacher

You reed b create a 'debile pooveond. What

ekl Fou ume T

A o full neree fe g annamaria|

E  Pard of pour name and & rrambber (..
annallE)

L & rendom word, remBer and
punrustion mmbinetion (e g

0. A nkchname el your Ferda call you
(g arwayut]

B: You should Balk bz an sdull about what
happened and Eell them you de not Hke £ Then,
thiry can by b Lk deram the viden.

C= If smecre b going 1o mee? a person By et
seline, pou st el en adolt FgaE ey Yoo
wrnuld never mest strangen, onbea you o for
warm who they ans.

&: Calling ampore onliee mesans names b
cyerbuoliying act. You should infom an sdut
abowt this end you should not negdect 1

B: You should ahe: beep poor pasmsweseth In

poarsell, N pzur pnseeord falb in e wreng hands,
it coald b riiky.

& Tha atronpmt poasonds should inchade etten,
number, ard pucbsstion combinaticn. You

shoukd rereer e something Bt b connected in
pour name becawss [ bvery savy b gues.
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The Irfeme? e b acoes Lo marry ressurces
wa wiszld otherwhis not be able o get in
contact with,

A TRLE

B. TALSE

Ifurmalion =n B mbemet @n & war b
trasted 8o be ruthidul. it would not Be online F
E wern ol bun

A TRUE

B FalSE

&: That ls probably the best thing about the
Imterrent. I b giving v mban? scoms o distast
ahimgs, thing lcked awary. thal does no? eeen
wxht vyl Lk & Favel sment, a guids to the
mumem and @ play with fiesds From all over the
wearid]

H: The Imiemet i am cpen fomwm e arpene ard
menrpzre. Bias s the rule rether Bsan the
exoepEon. Evaluate carefully 8LL information on
wnbsibey, personal or pohiic

Online Matform
tomcific Thimats

What b the bmt way b= e Faosbeok, Chat,

TikToh, Whetsps, instagram Hargoots, Twitier

ard o sockl eteockine wltes?

A Lt the amount of isformatien | dhare
about mpeel

E  Onby talb %o peogds | krew.

L Make my pam prieals. sscept B the
pecpin | hove o my Frienda,

0. &l of the sbow

‘What do you do when @ abranger mbs you In

e Bem a piture of younslf on aoclal

mertwersing allem T

A tend mo pitues, esd el an adul
Immedately
Il wou Haink you kroe them, send the
pictum

i Send the picher. reen i the'm a
et

0 ignome them

From orline, who shoold you srept fesd
request

AT
A dterd of o friend

tomresne Fou think you ve met before
Only propie pou definitely o=

B R

Lefrers canrest wew amything | wered In mp srheats
prrail, xtal mesenger o Chat [T Tok,
Facebock, Whetvsps, Imlagram, Hangoob,
Twitter, Soype, Myspaos, Snapchal, Unhedis,
ared gaminal.
A THLE
B FALSE

Jnmica's frimnd Sophle sl For lexiloa’s
v to her eetook sxounl. dhaet
sheuld beica do¥
A dive Yophie her proword Sochie s
b lend aned Jessdcn can Bt bar,
H. el qophie ber caaveesrd and
harae B as wmon & she gt bome.,
E D't ghes Ber password Bo Sophie.

L Own Youwr Online Presenee. When avallalble, et
B prfeacy and securiy seHings on weebnibe b
your comfort level For information shading. B b ob
bz limE horw ared with whem soushare informatss,

A Yeu should never ghve plctures of younsll o a
abrarger Becwsss you do net know whe they are o
what Bey may be doing. When a atranger b aldng
er a pcture. immedately demry and el an sdut.
You ihoukd rever ghve anyone a photo Hhat pou
wodd mol want semecne eha b= e, Even Foyou
wrw comforteble with et pereon, B oould atill sed
up online zr be sheram 1o othern

b Oinly friend reguests frem peosle you definitely
krew, pou should never sozept friend reguet Fom
srangers or arpone she pou ere uncerdain

B: There are peocle end progrees thel can “aee®
inte ypour privele cormmposdencs onlise,. REVER
send peronal ifformation unles you ere posite B
b w0 wemare alle

£: Protec youw personal isfomation. Pacssonds
wrr rever b ke shared with aryuree st than a
parent or guardian. it b o geod Hea o parenta
and guardiam 1o keep pasvennds bo mals surs
you remain sefe end secure. Jual becauss you
spered time with friendi, doewn™ mean you heve o
folow sveryihing tsey de. IF they are doing
somrtiing that domn™ asem rght, you should Teel
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I | wranl B0 bnovw semathiog abow? a stranger
thart? sendh me e Instanl M eaage, | can ched
thwir profie and lrest thal infermatizn

A THLE

B FALSE

completely comicrtable stasding op for shat pou
Eaink h.right

B: Part of the Inbermet’ s wonder b s anompmity and
st the sorl Brima, oo, Unlike the phpical
world, you canmol werify a pron’s epe, kecaBon,
etz online s it b sander 1o lie and get sy with i

Urline Actheitims
Somcific Thrmals

‘foon harew been bz @ gamingfvides welnfe and
A by asking pou 1o dewnload o link Sefore playing
the pame/wabching the video. What should Fou
dai

& Show the ink %o an adult and ok them if
]

Lorsnioad B aryaay

Con't deswmibad it it reust b dlegal

Ak your Hends what In do

Pne

I can ahwarym trest smalls and sttachment | ast
Lom e,

A THLE

B FALSE

Frieats Browiing” b o festure in masy intermest
reween that lets ey scomis web paam
withot arry information [like browning histongd
[owirg stomed by the browser. Can Intemet
servion providens see B online actiettim of
their sulbtscribery when Beoos subsecribens oe

ading srivate bowula T
A& Tam
| -]

‘iflen It oo o information searching
enllne, yoo oan selefy sanch o information

om any albs.
& Trm
B Fale

‘fooa red @ Friend are on e compuiter, kookine:

o downloed mueak and movies. You should:

& Goto asibe hel your Hend mes and
desmibad a few Al oo the computer.

& Only with your parent’s permission, go o
mied webuitm or sop slomm o

dewniad munk: and revie.

It b ooyt dewmioed FREE musicekdeos from
ke vides sharing stes, i keng as ne one

By ol
A& Tam
2 Fals

Az H a webnile mbs you b= downlosd somethiog,
you sheuld abways speak b= an adull. ¥ou newer
knorw whadl that could be

B: Hew programa and vircem sered ou?! smadla
withou! thel ncwiledge or consent o e in

wour inbox Vertfy it B in fect Fom oo Friend ot

B: I youwant 1o hids you sctie ity from your servios
proekder, conakder & VM.

B: When ssarching informtion onlise, you sheukl
awwyn amarch Fom tnaded and  sel-knoenm
wkabmy. Check o Be wure the e B security
maised Lock for web addrenes with “httme /-
which means the site talces extra meavores b= help
serure pour information, HHE T b ot s,

B: Onfy w=ith your perest’s permbslon, @o b=
brunted sebitm or app doms 1o downlosd munic
and meviea. Your friends may ot knew what
welbsibny are wide or umafe for jouin downlcsd it
i llegal 2o desnioed munikc or movie: from certain
welbsitey, Dby purchane rmassic and maorsies frem
mitablhhed servicm for media dhirbution

B This k= B sarrss i stealing from e store and you
amm simaling from youwr fevorfie artists mosell Onky
murchasve munigviders frem mtablbhed seedices
e makssEes delrburion Yome e sharing
altem e also well kncwn soarom of malwirs
dhirizution. Rememier, sefer for me more wous
e all What you do onlies b the potential i
affect peenyone < at home, at work and armound the
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‘ooz are glardng or walching videcs, aming
mdzrmation warching, Wulying, social
metwerking, emalling on e pefae? ared the acp
msn for yeur oarerd looation, Iy ohay In
snatle bration servions becess all of your
Eends do the sarme Buing, and B Baey de i, B

munk b chary.
& Tam
2. fawm

wearkel Practizgng good online habits beoefis the
ghobal digital comemunity.

&= Think Exfere you ssp. Mary s de ol need
gro-kmbon wrvices eisled in order 1o proside
the service. Make sure oo decliee o cpl cul of
the lecation service Fealure onyour prom. 1wy
do not knorw hew 1o do the, mk your parest.
PFroted yeur perenal Informaton by reading the
priemy pelicy of an app before you downlead B 1o
urderstand shal inforration B app scoeoses ard
o L s your information

Gudgrt tperfc

Twning off the U5 fndicn of your padgets
prweenbi @y tradcinl of your phore’s boabion,
A Tam
[

Installing & wirun chedoer ooy gedart will
lomep mry gadget sele

A THLE

B FalsE

Thpena unlodis his smartphone and notios ke
s 1) app that need b be usdatesd & bt
shzuld be de b

A liners the prompl o updats

B Updale e app

Foux receive @ chain ermall Bat bells you b e

A on o 10 of your closest Flerds. Do you:

A& Send the email o your friends = B b
roel and you wanl therr 1o see il o

B,  Dwiete the emall You ere newer surs what
virusms these bypes of chain emalbcan
hiren

B I B were onby Bt sayy. & 2OLE Princeion study
fcursd that device's e sone and isformation from
s sermsers coud be combised  with public
inforration ke mam to eftimabe your lecation,
ween withoot G daka.

B: bt irmtalling the program will belp for a et
while, but nes virusss are spasning all the time.
Updats and run the sftware ol leist cnos eech

menth

B: It b important b hees @ dean mechine. Essping
rmachirse mews having tee lalmt operating
e, woftware, seb brosser, anb-sius
proledion and apm on your armerter e mebie
devioes. ¥ou should sbe omly hree s on yur
phone that you sctually use

B: '‘@%en in doubl, Baow B o] Links in emaill,
Ewerts, pmba, ard online sferling are 0¥ e the
woiry cybercriminab comprembie your com puber, i
It loohs aussiciows, eeen I you beow Bae wouree,
1t's st #o delete o if sppropriats, meack o junk

email

dnline

Somcific Thimats

¥ou pmded @ pidture online, Bt szon decided
1o taon B deosan. Yoo irw werried your friend miry
e i1, b Bren soon remember Bal persen

DOES WOT hawe & compuber. You' friend wil

& True
B Faba

‘Fous dion’t hires 1o wormy when youwhilt your
freorfipaitm, lorf eelock ard gaming altm,

B: ¥ou never knew whe b poing 1o see things that
wrw posted oaline. Even I your friend does not v
a computer, there ae masy other wayi be could
wem the photo afier they hiee been shared with
fiendy. Cogees mulkd be passed around and
someore may haee deved an image before pou
deleted B Be & good onlise ciiten. Think abort
|rraigg s you peat and whether youw friends would be
ohay with them Posdt oelp abeoaot others o yeu
would hien them post about you. Wheneve
prmible, prt permbsion before posving plolum o
videm of o%eri Libewhe, et cthen mow they
need Four perrhalon before pmbing gl o
wideo of you,

+ Trusted sfes can be safer. Howeser, what you do
thome sto = such m cicking oo posts = linka
g apg = can gl you al dek. The Bk secur ity
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B they are safe from spywans, malwars
ard cther online threats. [Trus or Fabes|
& Trm

B Falua

e i ‘Ldon s b Emep @ Oean Machine.
resing @ Uean Mechre means Raving the lies
ayatem, sofware, wes brewser, anb-sirnn
and apm =n your coreuter and mebie
rs. Hememier, when in doulst, theow B o]
inks in emall tweeh, posts, and seline sdveribing
oen e way cyberncriminab comprombe your
r- 14 B kocks sunesdciess, wven B you know
wource, Es Bmit o defete or ifappropeate, mark
Jarie mmail

- Pou ey reed 1o be on the lockowt for online
‘hen online, you should Be careful whenewer ntruderil Be caneful becauss they miry be trying o
approached by @ new perion or ashed o st information from or aboul pow. Remember to Ba

mevide Information sboul pursell. fmh Wlse ard Buink Before you sl Be wary of
A& Trus kommunkcaticm  that  implers pou B ot
[ mmediately, ofer something ! wwunds 1o good

o be rus, o sl For perosal nfermefon

- Lome peope will melend b be cther pecple ard
fou recsive an emall from @ peren Bad ey b iroeronating someome peu o I B
dertfm themue bes m o Hend lobn. They beifer In be safe Ban somyl Usfemidiar emal
wark &5 mesl you in the park sfter schenl. Do pddrmsem and povts oo soclal nebwork site should

[==TH rabe @ redd Sagg. Lot pour parents brew and et them
& Tel your parernt aboot e mrall and help 7ou maks e dght dechuion abodd onledting
e e regumt pzhn.

B Ask B perion i question only loha sould
know to maks sure it b John
L G to the pack and mest pour friend Joka

Bc Tha lnbemet cam be @ plaos to meeet peopls amd
g srould alweys kreew shom you are taldng | jols new common B, Howessn, ok becane you

1o online. mewl somenm oeline, B dom no? mean o ey
A Trus mow ha or her idenBly. U caution when
[ Irferacling =i mew secple There b eothing wieng

with being anpldoes and evtreme by guarded abou?
sharing ey persomal mweme®on

B S iaterrants Fou make online about prople can be
The gread Eing alsoest the cyber sodd s that jus? o hortful @ sryging Bsem feeedodace. Baing
WU can aary Bainge vou might et ey sy nier in the ofter world b sgually & Imeortast as

directly 1o someone’s feon. whan pou talk fece bo face. i you de not want it

A& Trm domne 1o you, do ot do it o someone she | B good

B Fabe enlire clites. Pesl onlp about ctfers ol you R
tham post about you

Az Tha phobos ypou pot online many never o sy |
The picburems you decikde 1o poat online Iodey In the daital agr, you need 1o pay aBendien b

car affect your Srbore repetation. your repotation Fom the momenl poo atart going
A Trus priize. Your online repulstion can Be both pmitlen
[ ard negartive; depending on s chelon, you malos

ard can affect the hture wien you apply for
roleges o jobs. You cen manags yowr cnline
repstatizn by rememterim o Oen Yowr Onliee

Presence and wting efescy and weourdy seitings
bz poear comfort kel for ifformation sharing
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E Dipaling other peopke’s work onliee = frem &: Shpalimm other pecpie’s work b comddersd thefy

sl ke Wikipsda and Google = b crime Hyou ot and paste content ks pour lomework
& Tnm withet citing the sourcs, it ks cheating and
[ clamiarsm.

B, fouwars deckding oo =hat peraonal iBformation B Owe pour online presence. When svallabls, ake
to poul abeud youniel inan enllre profle. Yoo e time b enderitand and set privecy and secarity

dacide b en weksbe bo poar comifort kevel for

&  Review the infzrmaSon carsfully Befoms nicrmation saring. You should mos who wood
you pest it becauss you do not mant o e content befors you post L
pout tos much isformaticn about
yoursl.

B inorder o preesrd mbues of your
Information, don't gt bea much
Information about yourell cn Facsbeok,
prronal welnlts, your Bleg, o In chat

oo,

L Gz absad and poil Isformatien abouwt
youral online, Becasse you can awan
cheoes o sdi it later F you den™ want
procle viewing certain information

. BOTHALE

0. Pt only abowt othen i you weuld Bave Bem | A: Poushookd alesrp praectice digial repect. Treat
pexil it yowL cthers i nicely as you would ke b2 be treated,
& Tnm Rprmember, safer for me memn soue for el '@ hat
[ you do online b the potential 1o affect pesrpene =

it hema, ot woch and around the world, Fracticing
gozd cnliee habls berefits the gobal duital

czmmunity.

1. ABer a dhaggresment a? wchosl, a proup of kids | 13: I somecrs B bulling or Bacassling you osline,
sendh  Jayden  threatening memaiesm  on | pou should 16l your parent o 8 trusted adull

Facebooh. What should he doi lgnom asd bloch the pemecn and seve all mesage.

&  Blech them from his page Mary welnits, iclwling Fesbock, have =em o

B EKeeg the smabh asd commensts e | report e abuse andfor Belip you regond 1o
receter. memsages thel make pou urnecmicriabls.

L Telbb parents
0 allof the abowe

Target player

The COSBIA was iniI:iuII'r' created in the imb=rest of innu:nl:ir'E children Dehasicur aged 13-17 on the
Intarnet and raiss their cyber mcu'ﬂ:lll N ETEREDS,

Progression

The game starts with & short intro sceEns where the children Dehage inszl:ur:r!,' onlir= Ther they gat

axpased to cyber |:r|'rninu|:1:l1r|:||.|E;l1 inn-m:enl:r!,' sr'ﬂ"l'nE; nfarmation, uurl:ir-.E; photas and meassasss about

themzalkes and h-l:'l'ri:n-:l'mE sirangers. Secure online axoerience attainmiznt through p-l:rfurrn'mﬁ sa ara]
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BT PO Er T sctivites. Empowesrment is schieved through FbCLl'I-tlll lnowledge, secure ey,
serune eNpErience and reduce exposurs to online threets in the player ower time. The player also ooteins
rewards through completion of security knowiedge, secure Dehawiour, secure siperisnce and reduoce
exposure to ondine threats. The game should hawe thres [3] levels, level 4 is on seomity knowiledge, level

2 iz on ssoene Sehaviowur and secune ﬂp-ariem:e mnd lavel 3 iz on rEI:Il.II:ir'E ExNpensune b on i thirests.

= TheE first level is on cybar .'nen.rl"l:lll krowiedge; unars are irireduced to mechsnics of informistion
EI!D.II'i't'r'. How o messsure the 5|:i:|.ri'|:l|| of players on infarmatian .'a=|:|.r|'tl|l ik |:||:r1'|:|rminE 4551

onlire activities | pleying games or socdal retworking sives];

= When sdding strangers

When share personal informstion such as acddress, ghone mumbar, or schocl
name or location with strangers online.

B When shﬂrl'n_; oicthurs to close friemds is miibed

B W |:||:hst'l1_5 En.'zr:,'thinE ordine suzhufuir'ﬁs snd =motions

EmiporsErmient

Do not sdd strangers

* Do not share personal imformation such 25 sddress, phone noember, or school
name or location with sirangers andime=,

= Pichans .':hurinE; to clos= friends should be limited

*  One you have witien something you @nnot delete it online.

=  DOmoe the |:|Ir.|l|||:r oeats the first lewel, 1:I1|:',' E;ct o crown and can sdvance ko the second leeel

Users are infroduced to secure onling baheaaows which resubts imbo secure onling =ooerisrce.

How to messurs the security of piayers on ssoure online Dehaviours;

#  NWotwary of stranger
#  Meeting online frisnds without parmizssion
®  Peyattention to insulting meszages and do not report to parents
Do ot pey attention to parentsl resulstions and s
* Do not report inappropriste wed content uson finding owt
#  Pey atiemtion to popups
Emposerment
#  Bewaryof stranger
#  Get parents” permission to mest online friends
= lIgnore insuking messaEes snd report o parents
®  Confirm parentsl reguistions and rules
* Reportinappropriate web cont=nt upon fincing out
®  Ignore popups
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=  JOmoe the :Iu','er beeais the second lewved, I:her;et a crosa and an advance into the third lewel,
usErs mne introg@ucsd (o MEcharics that Raguce =xposure to anlire threaks. How to measure tha

=|:|:|.|ri't'r' of players on r:d.u:ir'E; eaposure to ondirs thrests while on Intameet;

" E-EICLI'I-‘IJll softwane out dated

B Use smme passwords for ewery onlirs scoount

P Gecleoation softasrs s Bhays on

= Suspl':inl.u dioramiloacs

= Cil:tir'E; on ohicks in emsils and :Irl:l'-lil:lir'ﬁ sersonal information.

Empowerment

F  Protect your computer by up-d:rtinE szi:uﬁl','snl'l:'ﬂre regulariy

#  Inskall anki-anes softwers

B Cremtz |.l1i|:||.r= :umrdsb‘,'usir'ﬁ gifferent passwornds f-:lre'-'e'r'l:-nlin: BCCount
this helas to prewent others from a-:l:esn'n_; your persanal information

B Coerbral pri'-'unll sna :n-:mn'tlll 5|:|.1:inE= to contred or limit sco=ss to informetian
such as which Bp@s b DEFMISSIon T &C0sss contacts, location, calendsr

*  Switch off E:l:-l-:u:u.til:ﬂ sufl'n-uref:rmurinﬁ locations on smart devices, it oan ket
unl"ril:ndl'r' kRO wiliare you ane.

#  Be caredil of 5.|5|:-|'i:i|:-l.|s download, they could expose you o |:-:l|::nti||| WITLGES
and hacks

B Meyverclict on licks in emsils ul:'m_; for informigtian of ary king this coulkd Eupse
youton Fhishl'nE SCAm.

= Once the plager bests the third lewel, they pet crowns and sheould return back ta a.l:ti'-'it'r'.

Principle Gameplay mode

L aoalks
Ell.l:rull[lur'E;t:rm]: Influsrce children’s oehaviour online snd raiss their Oybe=r szi:uril',- EWErEREST
Eume:hr,'n:shnrt ter"n:|: Gt empoasrment, advance to the et level.

User SKillks

Tap on the sonesn
Drag and orop
Puzzie sobing
Rearranging pieces

Etrul:EE'izz

Chaliznge
[i'l'l"i-:url:lll will achaEroe by malan the player score more then 3 Fn-l'nf_':fnrmcwe online b=haviowr,
to move o the next level. To mi'tl'E;ul:E -:|'rr|'i|:l.|r|:'r'. the wser will hirve to Diey better, kewvelup thair

onlirs sekawiour.
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Losing

Ll:ﬁinE-:nndiI:iuns are hlllrunr'l'n5 ot of temie, mnid @ soare of less than thres When the player loses,
thisre must be a=n |"11=EE 5I1|:|wir'5 wunersblie online E:1|:-tr|'en|:e. nLEuth.'E orlris ENDsriEnce or
threstening online experience depending on the players ondine behmdour.

Art style

E'n:rrtr'i'n5 should be very colourful and feel alive, with r'l.Ehl'lr snimiaked scEnarios and lyered
backpround.

Busic ard soumnds

Thie miusic showld have a Retro style, up:u:ulinE to 2-oit nnsl.'-u.rliu bt hiEh quulil.','. IEis impl:f'tun‘t
et & lot of sound effeds |:|rui5|: the user when they do 5|:|rn|:|:hir'E; good. There should be
rnmiediate and oostive feedosck. When tmie is runn'n_; I, mdid & sound that makes the wsers
mErvows. The snd soznes should b ul:l:nmpuru'&:l by Apcordion Violn music ard seund ke 2
sorrovwiul tango. For in-game music, use & more rekaed approsch with happy tures and going up

an tzmpnuthl: lEwel Drogressen
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Appendix I: COSBIA Game Evaluation Criteria

COSBIA MARKSHEET
COSBIA
ludge name:
DATE:
Please indicate with an X if Yes or No JUDGE COMMENTS
FULL
Questions Yes (Mo [MARK [MARKS
1.1 the game Interactive? Can you make a choice? 5
2. Does the game allow the child to have different aptions on Gadgets and platfoms 5
watching Videos, playing game, searching for infarmation, studying, social networks,
emailing etc.? 10
£, Does the game evaluate the user experience based on the answers given through the
wame/quiz by the child? 10
5. Does the same have 2 way of outputting the onling experience of the child? 5
6. Does the game have a way of outputting anline behaviour of the child? 10
7. Does the game have 3 way of outputting szcure onling behaviour of the child? 10
8. Does the same have 2 way of autputting secure onling 2xperiznce 5
9. Does the game evaluate how knowledgeable the child is on the different threats? 5
10, Does it give tips on how to improve on being safe onling? ;
11. Are there multiple exit paints while playing the game? 5
12. Arethere any empowerment messages dizplayed when the child decides toexit? 5
13. Are there any empowerment messaggs displayed after ever score? ;
\14. I5 the game doing what it is expected to? 5
15 I5the game usable? 5
16,15 the £2me appealing? ;
| MARK OBTAINED 01 100

General Comm ﬂ{
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Appendix J: Publications

T Tl evomsrmmsicatione Eorum TELFOR 119

Sesiban, Belprnde, Movember 26-I7, 20149,

An analysis of children’s online activities and
behaviours that expose them to cybercrimes

*Tennyphar Kahimise. “Dr. Funzai Bhuma Shava
\Fai: +264 812347785, Emaii- ki iemai
Rl +2dd af 207 2510, Fae +204 &1 207 9510, Emai” fhobave Gt ne
" Nemibia Univerzity of Science and Technology, 13 Jackzon Emuyjeua Street Privase Bag
13355, Windhoek, 9000, Namibia

Absirzed — In thin paper an snsbpis of childrm's salng
scirviths snd brhavieur that coposs them i cyberormes wa
dare. Childron nowsdayy arv comtanily snbne and s ssch
they are sapesd B cybererimee This rescarch used &
rrukmats bieruurs revies b anslvse Bleremere on onlne
sctrvitis ard e bohavisur of children thed capeses them ds
svbererimmin. The rowlts mdicais thet childron mesthy visi
sacial nebearking oo and the presies] saline mk b them o
srrmal £x Hawrer, caline threais such as
Cemee Ry e a2
b Enced The findimgs af fhe reviews provide far
Interncl child prowcren palicy muakers as well a0 foed imde
furthscr mecarch en bew de divclep chid ealine proisciien
N0 selutions which cducwic childron on s aed soaro
anlng kBausvisur.

Erpword:s — Child solne sctiviss: ohild snline brhavisur;

snling cagesurs; oy borermes
L IeTROERacTes

'HE [nermet provides smarsg opporunties by
IOV oMo, Al coEnsciies and
mechmeeal shilines for children Mevertheles, i canmot
walely guarenise 4 secure emvinsimest for them. Accosding
e | 1)), mumy children and young penple are wniwane of the
mary sadery hareeds e mna (mener placiems pose
Hewing mo experience and Inowledge, the Bebamiouwr of
childres poiesnally exposes e o cyber cnmmal 58 the
childres can imocendly share informetion and befriomd
sremgers. Childres in particuler willingly sxpose personsl
md prrvaes detubi aboal themseives  from whick
' arthe Sithesr o their resl world oF vietoal
world if dais shered inftemanon ends up in e wenng
hands [ 1]
Ag moet dhings in ki Beve dusl sepecis, there Gt CORCERS
of potsmally insppropnae mesny = the dgnal word A
mamber of ressapehes have shown tal mosl yousg |siemer
waers e gl af a low level of osdeswisndirg and
pwareness on Intermer safery [1)-[12] Some  young
childres wre iavolved in s Insmet operahons sk
e provedsmg privele dets end pactess o Sresgers
wrfng insppopruals webaies Heference [2] shows
children and young people s e of e |aEene 1 chingng
fict, where sociersl, market and the iecheologael
meveldulicen phiva & beg eole liemet wsage by childes
vanes  weonding 0 the chlds  gender, ape mmd

UTE-1-T28 -4 700 11w iS00 Cn e [EEE

Socsfsponoaie s and o differs Besed on the |neamon,
devanes il rate B Wil ey Bocess i [2). In addemeos the
bener thie Inkeemst soocss for children, the sore thes
Imisrmest aolivitiss berome desper and divermfied [Z).
Children end voung people mee e lstemet for diffessm
reaeins ldoe aneind perworiong, oplading penmes asd
bomework, wheh 5 bosdly dssd by oolder claldesn
cofipered 10 pomger chiden who e e Inoemes B
reruler purpoees mach b6 goeung ind waicheg onliee
vadens [ 2], According & & stady conducted by 9] in South
Afiricn, BA 3% of most children had & socsl nerworinsg
webmile  aeooinl, whese WhasApp had the kighes
ercennigs, fodlowed by Facebook and then lremaproms

Flartees @ate chat froms the imesrisus, te linsme Wi
ey med by the obder children ths by the voungss
children Heferenee %] shows that, ovend], mors than o
hall of the porbespuncs wsesd the bmemnet for educionl
md social ectiviies, soncthles busines, ovee  esd

commurny invelvemsent wis much ks froquent.

The impaet of this expose on children's Bebrvoor esd
livelibood are persomal infomsaton harvesis awch 85
collecting  peraonal  informenon W CuSomize  onling
mivertsmg e o wer's profile or even shanmg personal
idemanon cadee by online socisl setworks oF ooMpaness
[ 1] eenage bulling and bansgment in the Linnsd Siaes of
Arrerecs [ 13), mmd online luneg mnd groomesg of yomg
ietaigees fof the prostmsnon business | 14]. Moreover, [13]
further outlines the online hrkeg dengers sech o chuld
maline explonanon and wicnmissnon.  Heference  [16]
ountlimess that the use of digital eehmology affecs children's
mencal  well-beang, socenl relaboichips esd | plasacal
sctrvibes. These factors dhem et us o funther mvesngare on
e Imieevesl Bomyvitess aned dee Bedtaveours of cleldren dhal
Sxpas Hsem Ly CyETcnimes
. OBIECTIVE
This audv's pnmary goal wis w enabvie chldren's
Imereet wctivities mnd behaviours that expose them o
evbercnimes. To achesve dis objectve, te following sub-
oljeiives weet e o Beang achicved
Wi,
L. T enalyze b childnes behavs onles
2. To evalmte onlme sctvilies that exposs
childres oy ol iBlrnetons willy SINAREess
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All sources inficate that chideen we the lntemet for socal
networks, teee of the reviewsd aticles sdicage that

children wse cthe [atamet foo achoolwork and four of the
revewsd aticke indocate thar childres use the lntemet to

play caline games.

I parmcular, from the snalyses we foand e most childees
spead most of thes ume on social seoworking e

makeg Sem more likely to be exposed w0 eybercnmings
ol they e left with less timse 1o do other possetially more
rewadag wovos. We alwo found srong evidence that
children tend 10 share persomal mformation and accept
contacts ey don't know without having 10 know that this
could expoce them 10 cvber dheeans just by a ook i ther
peofile by a total seenger. The nsks associated with the
dfferest activities are cybarbullving, sexusl exploitance,
mperamivn, online sexuad harasment and acess o
inappropaiste coment Children repomad that they can be
caline hemselves and we e lntemet 0 encouripe and
peomote respect and kasdness (2] However, reference (12)
ates e e mugnsude of the problem is that chdden
with bad self-esteess and bad mteractoas wieh faosuly
menbers may pose a particudyr danger of forgag such
relationsdups  through lmtermet comvenience  Sometimes
childen place offersne puctires of Wideos of themselves
o frends (ot 0 gt the feeling of accepeance o
appeeciation ou the lntemes [12] Reference (17, furthes
outlings that children post abowt Bew achievements and
their daoag e and personal issoss of religious o polineal
beliefs oo social medie Hence, we found that the typecal
exposure oo the lnisrnet by chaldesn 15 sexual exploitanoe,
cyberbullyng and expoaure 1 viclent coment. 1o a report
by reference [14] it & staned thae cybercnnumls 20 Seough
socl networkesg snes aad lure and groom children stn
thelr prosesuton orgamisances s pabty, cyberpom is
now sccessible in a vanety of forns such 2 pop-ups ads,
webaites, lntemet searches snd emals [22)

More importantly, Sus lntemet exposues 10 children may
lead o lermer addction, which in um will aher O
developing bran soructure of adolescents, leading 10 pooe
scademe  performance,  mwolvement B dasgerous
scovities, unhealthy sutrtcesl hais, poor  persomal
relationships aad self-ugerious actvines |23 Raference
[24] chamsctenses the suun peofile of a castious individoal
caline by & strong pesepton of dasger auch as oot
speading 100 much time o Be lntemes, avouding unsafe
behaviowr, wlking 10 paenss sboue  (steenet  (ssues,
obtmnag sdvice and haveg clear ruies oa latermet usage.

V. Comcrusions

Most children spend moa of ter tme on socal
retworking sies, making tham more bkely o be exposed
10 cybererimmals accordag 10 ths sudy We also fousd
mong evidence that childes pesfer o shae persomal
udoemation and accepe contacts they don't know without
kaowing that tus could expose them 10 cyber Besaes This
calls for an incresse o educating and sharing awmesnsss
with children oo different uisrnet naks and ways ©© Sy
safe oo the lmemet moxly on socal setworking sies
Thers 15 theveftee a need 10 ae parents and teachers cn
how 1o edecate childres oo staying safe ooline and the
different nshs asocated with their coline activities. To

baald on to these future work can be on bow to
nusimize Ghe e that childrens spend oo socid networkag
anes and how 1 build o safer Intemmes eavironmess foe
children
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Appendix K: Children’s COSBIA Evaluation

NAMIBIA UNIVERSITY
QF SCIENCE AND TECHADLOGY

CO5BIA GAME EVALUATION BY CHILD

Child name
Age range
13 [ ]
1314 [ ]
s [ ]
1516 ]
w17 [ ]
v [
Gender
Male [ ]
Female [ |
Questions

Please place an X in you preferred selection of answer [yes or no) for each question in the table.

Question

L

N

Camments

1. The game is interacte?

2.The game allows me to
miake & choios to axit at
any time and perfarm
oy inEended activity?

3. The game is easy ta
use?

4, | like the game
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5. The gitrme it appealing

6. The games is interasting

7. The garme doss niot

delay my intendaed
actidity

H.The game is challenging

9. The gams is educating

10 The garme i aasy ta
undarstand

11 The garme i easy ta
plisy

1201 Falt wacura while
perfarming my activity

L. Why did wou find the game being easy/hard to play? Please give your reasons

1. What platform wena you sccessang?

a. Facebook
b. Whats&pp
t. Instagram
d.  Twitter
& Snapchat
f. Browser

1. What activity are you perfarming?
i Wabtching videos

b. Gaming

c. Information search
d. Studying

3

Sacial Metworking sites

f.  Emailing

4. Which device are gou using?
i Samuung tablet

Personal camputer

b. Samuaung phane
c. IPhone

d.  IPad Taklet

e Laptop

f.

B

Others [pleass specify):
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5. What percentage did you get ta?

a. 025
b. 2550
c. 50-75
d. 75100

B Whak have yau lesrnt from the game? Explain your anseer
.

b.

Thank you for taking the time to play the COSBLA game and for answering this questionnaire.
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Appendix L: Editor’s Report

ACET Consultancy

Anrenyasha Communication, Editing and Trafning

Box 50433 Bachbrecht, Windhoek, Mamibia

Cell +2648 142186713

Email: mlambonsi@yahoo.co.uk [/ nelsonmlambod@icloud.com

20 October 2020
To whom it may concern

LANGUAGE EDITING = JEANYPFHAR KAVIKAIRIUA

This letter serves to confirm that 2 Master of Computer Science thesis entitled
DESIGNING AN ALGORITHM THAT CAN INFLUENCE CHILDREN'S BEHAVIOUR
ONLINE AND RAISE THEIR CYBER SECURITY AWARENMESS h].' Itnn],-phur

Kavikairiua was submitted to me for linguage editing,

The thesis was professionally edited and track changes and suggestions were made in
the document. The research content or the authors intentions were not altened during

the editing process and the author has the aothonty o accept or reject my
SLIEEs NS,

Yours faithfully

WJ Lyt })‘E‘

DR NELSON MILAMEQD

Phi} in English

MA in Intercultural Communication

MA. in English

B. A. Special Honours in Engilish = First class
B. A. English & Lingrufstics
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