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ABSTRACT	
The	Smart	Home	environment	is	made	up	of	different	objects	that	have	sensing	capabilities	

and	 have	 the	 potential	 to	 interact	 with	 each	 other	 seamlessly.	 This	 brings	 a	 lot	 of	

convenience	 to	 the	 control	 and	 monitoring	 of	 the	 surroundings	 around	 the	 home	

environment.	 This	 reality	 is	 brought	 about	 as	 a	 result	 of	 the	 Internet	 of	 Things	 (IoT)	

phenomenon.	The	potential	benefits	presented	by	IoT	technologies	around	the	Smart	Home	

environment	can	and	are	hampered	by	security	 issues	that	are	yet	 to	be	resolved	both	at	

the	perception	layer	and	the	transmission	layer.			

The	need	to	secure	data	collected	around	the	home	environment	and	the	exchange	of	such	

data	 among	 the	 smart	 objects	 is	 of	 paramount	 importance.	 The	 general	 limitation	 that	

things	 in	 the	 Internet	 of	 Things	 suffer	 from	 is	 that	 of	 computational	 power	 and	 storage	

space.	Resource	constrained	devices	hinder	the	application	of	robust	security	solutions	that	

conventional	networking	environment	devices	enjoy	hence	the	need	to	look	at	the	suitable	

solutions	that	meet	the	resource	basis	of	things	in	an	optimal	way.		To	realise	this	objective,	

this	 research	 employed	 a	 constructivist	 paradigm,	which	 guided	 the	design	of	 an	 artefact	

that	was	tested	under	the	guided	framework	of	the	design	science	research	approach.			

The	focus	on	authentication	as	a	security	dimension	has	been	motivated	by	its	interweaved	

nature	 into	 other	 security	 pillars.	 Authentication	 proves	 to	 be	 a	 primary	 security	 key	

window	 in	 that	 if	 it	 fails	 to	 detect	 unauthorised	 access,	 all	 other	 security	 loopholes	 are	

opened	in	the	entire	networked	environment.		

A	 simulated	Smart	Home	environment	 that	modelled	 critical	 application	 requirements	 for	

Assisted	Ambient	Living	(AAL)	spaces	and	Energy	Saving	Solutions	(ESS)	was	used	to	evaluate	

the	proposed	lightweight	authentication	architecture’s	efficiency,	which	was	tested	against	

existing	 similar	 solutions	 around	 the	 same	 functionality.	 The	 lightweight	 authentication	

architecture	presented	in	this	submission	was	tested	using	the	SCYTHER	tool,	which	allowed	

verification,	 falsification	and	security	 testing	by	checking	on	various	classes	of	attacks	and	

possible	 architecture	 behaviour.	 The	 architecture	 turned	 out	 secure	 for	 tested	 insider,	

impersonation,	replay	and	man-in-middle	attacks,	which	were	considered	ideal	as	guided	by	

the	Dolev-Yao	model.	
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The	 contribution	 of	 this	 research	 is	 its	 pragmatic	 approach	 to	 the	 security	 design	 for	

constrained	 things	 in	 IoT	 that	 can	 operate	 with	 little	 to	 no	 human	 intervention	 –	 hence	

unsupervised.	 Key	 findings	 from	 this	 work	 highlight	 two	 important	 aspects	 for	 proper	

security	advancement,	which	are	 identity	management	of	 things	 in	 the	 IoT	 space	and	 the	

scalability	of	using	agent	based	models	to	reduce	resource	demands	at	the	device	level.		

As	an	envisaged	current	and	future	relevance	of	this	work,	it	may	inform	the	security	design	

of	authentication	solutions	in	IoT	application	environments	in	ad	hoc	personal	area	network	

setups	and	feed	into	the	bigger	vision	of	smart	cities.	

Keywords:	 Authentication;	 Architecture;	 Lightweight;	 Smart	 Home;	 Internet	 of	 Things;	

Unsupervised.	
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WORKING	DEFINITIONS	
	

The	following	are	the	simplified	and	contextualised	definitions	that	apply	to	the	key	terms	

used	in	this	research:	-	

• Lightweight	 –	 a	 solution	 that	 computationally	 has	 limited	 processing	 and	 storage	

capabilities	requirements	

• Authentication	 –	 the	 process	 of	 identity	 verification	 to	 grant	 access	 to	 a	 set	 of	

resources	

• Architecture	 -	 a	 set	 of	 rules	 and	 methods	 that	 describe	 the	 functionality,	

organisation,	and	implementation	of	authentication	in	a	Smart	Home	

• Unsupervised	-	operating	with	little	to	no	human	intervention/interaction	

• Smart	Home	-	a	typical	environment	made	up	of	different	devices	that	have	sensing	

capabilities	and	which	can	interact	with	each	other	seamlessly	

• Internet	of	Things	–	a	network	of	interconnected	devices	that	enable	the	building	of	

a	Smart	Home	
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1.1 Chapter	Overview	

This	chapter	gives	a	background	to	the	research	by	highlighting	the	main	driver	for	the	research	focus	

through	spelling	out	the	problem	statement.	Presented	in	this	chapter	is	an	outline	of	the	conceptual	

framework	 for	 this	 work.	 In	 addition	 to	 outlining	 the	 key	 research	 objectives	 guiding	 the	 work,	 an	

articulation	of	the	rationale	for	conducting	the	research	is	presented.		

Chapter	Organisation:		Section	1.2	provides	an	overview	of	the	phenomenon	of	IoT	as	the	main	pillar	

and	broad	 research	 area.	 Building	on	 that,	 Section	 1.3	 zooms	 into	 the	potential	 research	 gaps	 from	

which	 the	 main	 focus	 of	 the	 research	 was	 derived.	 Section	 1.4	 outlines	 the	 research	 problem	

formulated.	The	research	questions	and	objectives	are	summarised	in	sections	1.5	and	1.6	respectively.	

The	last	sections	of	the	chapter	are	dedicated	to	details	about	the	conceptual	framework,	the	rationale	

for	the	study,	delimitations,	and	scope	of	the	study,	research	contributions	and	finally	an	outline	of	the	

thesis	chapters.	

1.2 Background	

Internet	 of	 Things	 (IoT)	 is	 an	 evolving	 networking	 phenomena	 (Rizzardi,	 Sicari,	 Miorandi,	 &	 Coen-

Porisini,	 2016;	 Weber,	 2010;	 Yao,	 Chen,	 &	 Tian,	 2014).	 Moreover,	 “Despite	 the	 various	 definitions	

available,	the	common	understanding	on	IoT	revolves	around	the	interconnection	capabilities	among	

things”	 (Gamundani,	2015,	p.	114).	The	 interconnection	extends	to	objects	and	people.	According	to	

Mahalle	(2013),	in	such	a	case,	transformation	takes	place	from	an	Internet	of	computers	to	IoT	with	

device	 to	 device	 communication,	 which	 brings	 in	 the	 aspect	 of	 unsupervised	 interactions.	 Such	

heterogeneous	 network	 environments	 have	 come	 to	 being	 due	 to	 the	 diverse	 communication	

platforms,	 protocols	 and	 services	 which	 are	 now	 flooding	 the	 market	 (Rizzardi	 et	 al.,	 2016;	 Sicari,	

Rizzardi,	Grieco,	&	Coen-Porisini,	2015).	Some	of	the	communication	technologies	are	Radio	Frequency	

Identification	(RFID),	Wireless	Fidelity	(Wi-Fi)	and	Wireless	Sensor	Networks	(WSN)	(Yang,	Sun,	&	Guo,	

2016).		

To	bring	out	 a	 clear	 definition	of	 IoT,	 the	 clarity	 offered	by	Haller	 (2010)	 as	 illustrated	 in	 Figure	1.1	

paints	a	picture	of	 the	key	players	 in	 IoT	 functionality	as	well	as	 their	 relationships	 such	as	 ‘services	
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accesses	resources’	that	contain	a	device,	device	to	device	communication,	and	or	the	device	sensing	

entity	of	interest.	

A	major	discovery	 from	 this	attempt	 to	define	 things	 in	 IoT	by	Haller	 (2010)	 is	 that	an	absolute	and	

clear-cut	categorisation	 is	not	always	possible,	but	rather	 it	 is	subject	to	the	perspective	from	where	

one	is	looking	at	a	particular	thing	from.	A	more	positioned	definition	is	presented	by	Kang,	Pang	and	

Wang	(2013),	where	IoT	is	presented	as:	

a	 complex	 cyber-physical	 system	 that	 integrates	 all	 kinds	 of	 sensing,	 identification,	

communication,	networking,	and	 informatics	devices	and	systems,	and	seamlessly	connect	all	

the	people	and	things	upon	interests,	so	that	anybody	at	any	time	and	any	place,	through	any	

device	and	media,	 can	more	efficiently	access	 the	 information	of	any	object	and	any	 service.	

(Kang	et	al.,	2013,	p.	64)		

	
		

Figure	1.1:	Relationship	between	things,	devices,	resources	and	services	
	(Haller,	2013)	
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This	view	therefore	concurs	with	the	illustration	in	Figure	1.1.	This	corroborates	the	fact	that	defining	a	

thing	in	the	IoT	has	to	be	contextualised	in	order	to	allow	for	a	precise	understanding	of	the	things	in	

IoT.		

Zooming	into	the	IoT	domain	reveals	the	envisaged	benefits	and	the	mushrooming	challenges	that	are	

being	discovered	for	such	an	agile	technology.	To	reach	their	maximum	potential,	IoT	security	threats	

need	 to	 be	 handled	 at	 every	 level	 of	 their	 lifecycle	 so	 that	 the	 technology	 reaches	 its	 maximum	

potential	 (Gusmeroli,	 Sundmaeker,	 &	 Bassi,	 n.d.;	 Weber,	 2010).	 This	 will	 entail	 that	 the	 possible	

application	domains	for	 IoT	will	be	minimised.	Moreover,	the	pervasive,	complex	and	heterogeneous	

nature	of	IoT	on	its	own	present	a	complicated	security	fibre	(Yao	et	al.,	2014).	

The	projected	figures	on	digital	gadgets	possession	per	every	user	by	2024	are	an	average	of	six	and	

even	more,	which	indeed	points	to	a	complex	network	being	created	across	the	user	horizon	(	Mahalle,	

&	 Anggorojati,	 2013).	 Fifty	 billion	 devices	 are	 projected	 to	 be	 connected	 to	 the	 Internet	 by	 2020	

(Brandt,	 2015).	 This	 signals	 the	 position	 this	 research	 is	 built	 upon,	 that	 individuals	 will	 likely	 lose	

control	 of	 their	 various	 interactions	with	 the	devices	 around	 them	which	 can	extend	 in	 connectivity	

with	or	without	their	physical	involvement,	hence	resulting	in	unsupervised	broadcasting	of	data.	

The	 growth	 and	 continual	 use	 of	 enabling	 technologies	 such	 as	 Cloud	 computing	 platforms	 is	

facilitating	 the	 increase	 in	 the	 use	 of	 IoT	 as	 supported	 by	massive	 storage,	 inelastic	 communication	

possibilities	 which	 are	 backed	 by	 sensors,	 wireless	 mobile	 communication	 and	 embedded	 systems	

acting	 as	 key	 enablers	 (Zhu,	 Uddin,	 Qin,	 &	 Venkatasubramanian,	 2017).	 However,	 the	 scepticism	

around	 the	 growth	 and	usage	of	 IoT	 enabled	 technologies	mainly	 points	 towards	 security	 loopholes	

(Gubbi,	Buyya,	Marusic,	&	Palaniswami,	2013).	

IoT	is	playing	an	important	role	in	many	different	scenarios	in	our	daily	lives,	from	smart	cities	to	Smart	

Homes	(Zhao	&	Ge,	2013).	The	Smart	Home	application	environment	therefore,	may	not	be	prepared	

to	 fully	 harness	 the	 capabilities	 and	 functionalities	 of	 IoT	 in	 a	 secure	 manner	 as	 supported	 by	 the	

device-level	 IoT	 security	vulnerabilities	 summarised	 in	Chapter	2,	Figure	3.3.	 Therefore	 this	 research	

intended	 to	 explore	 the	 best	 secure	 authentication	 mechanism	 to	 solve	 some	 of	 the	 identified	

challenges	in	Chapter	2.	
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The	 seamless	 nature	 of	 connectivity	 between	 objects	 and	 humans	 or	 objects	 and	 objects	 has	

necessitated	 authentication	 as	 a	 critical	 aspect	 to	 consider.	 The	 need	 to	 address	 the	 validation	 of	

sources	of	communication	among	the	participating	entities	in	the	web	of	objects	and	people	in	the	IoT	

environment	 is	 of	 paramount	 importance.	 There	 are	 three	 security	 layers	 for	 IoT,	 which	 can	 be	

summarised	 by	 the	mapping	 in	 Figure	 1.2.	 	 From	 this	mapping,	 it	 can	 be	 noted	 that	 at	 every	 layer,	

authentication	has	a	role	to	play.	

	

Figure	1.2:	The	mapping	of	security	layers	to	security	dimensions	
(Zhao	&	Ge,	2013)	

Authentication	should	be	the	initial	handshake	security	level	that	has	to	grant	access	rights	to	pieces	of	

data	 around	 the	 Smart	Home	environment.	 This	 is	 corroborated	by	 Zhao	and	Ge	 (2013),	who	argue	

that	 “IoT	 should	 have	 these	 characteristics:	 comprehensive	 perception,	 reliable	 transmission,	 and	

intelligent	processing”	(p.	664).	
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1.3 Research	Gap	

The	 main	 security	 challenges	 attributable	 to	 IoT	 design,	 functionality	 and	 growth	 as	 presented	 by	

Mahalle	 (2013)	 are	 mainly	 evident	 in	 the	 application’s	 weak	 security	 considerations.	 The	 weak	

application	security	challenges	point	towards	authentication	as	the	main	loophole	as	it	opens	doors	to	

other	 security	 threats.	 Addressing	 the	 authentication	 security	 challenge	 implies	 a	 well-formulated	

strategy	for	addressing	major	security	weaknesses.	Thus	authentication	in	a	Smart	Home	application	is	

key	 as	 it	 addresses	 the	 data	 confidentiality	 level	 of	 the	 security	 triad,	which	mainly	 focuses	 on	 the	

privacy	of	user	information	(Sharma,	Khanna,	&	Bhatnagar,	2017).	

A	security	solution	design	by	Wu	and	Li	(2013)	which	focused	on	Trusted	Cryptography	Modules	(TCM),	

proposes	 solutions	 that	 are	 cryptographic	 by	 nature.	 Therefore,	 in	 the	 context	 of	 objects	 that	 are	

applicable	 to	 a	 Smart	 Home	 environment,	 these	 solutions	 may	 turn	 out	 to	 be	 heavy	 in	 terms	 of	

computational	requirements,	given	the	limited	storage	space	and	processing	capacity.	This	solution	by	

Wu	 and	 Li	 (2013)	 mainly	 focused	 on	 the	 trustworthiness	 of	 IoT	 design	 and	 implementation,	 which	

renders	 the	 approach	 limited	 in	 scope.	 Given	 the	 diverse	 areas	 of	 IoT	 applications,	 a	 more	 broad	

approach	to	security	 is	needed	as	supported	by	Saied,	Olivereau,	Zeghlache	and	Laurent	 (2014).	The	

need	 to	 evaluate	 the	 efficiency	 of	 available	 security	 protocols	 as	 a	measure	 of	 security	 for	 security	

needs	 assessment	 for	 the	 heterogeneous	 IoT	 application	 domains	 can	 be	 adopted	 as	 espoused	 by	

Saied	et	al.	(2014),	as	that	is	a	critical	phenomenon	which	still	needs	attention.	Chapter	2	details	such	

typical	solutions	in	an	in-depth	approach.	

Authentication	 is	 among	 the	 top	 vital	 aspects	 for	 consideration	 towards	 the	 design	 of	 secure	 IoT	

communication.	 However,	 the	 provision	 of	 a	 distributed,	 lightweight	 and	 bulletproof	 solution	 for	 a	

total	security	solution	towards	IoT	applications	remains	one	of	the	biggest	challenges	(Mahalle,	2013).	

Researchers	 therefore,	 still	 need	 to	 find	 suitable	 authentication	 scheme	 improvements	 towards	 the	

design	of	secure	and	viable	solutions	at	an	application	layer.	

The	work	done	by	Mahalle	(2013)	under	the	identity	management	solution	left	some	of	the	following	

issues	open	for	future	research	as	summarised	in	Figure	1.3:	-	
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Figure	1.3:	Open	issues	for	further	research	

1.4 Problem	Statement	

Authentication	as	a	key	primary	security	window	in	IoT	application	design	and	implementation	is	still	

an	open	issue	as	existing	solutions	are	constrained	to	meet	the	trade-offs	of	computational	efficiency	

and	 lightweight	 solutions	 (Mahalle,	 2013;	 Sicari	 et	 al.,	 2015;	 Yao	et	 al.,	 2014).	 The	 lack	 thereof	 of	 a	

universal	solution	for	the	heterogeneous	forms	of	IoT	communication	networks	is	a	concern.	

As	 supported	 by	 Yao	 et	 al.	 (2015),	 the	majority	 of	 resource-constrained	 nodes	motivate	 for	 a	 rigid	

lightweight	 IoT	 security	 as	 a	 key	 consideration.	 Thus,	 the	 main	 challenge	 being	 addressed	 by	 this	

research	is	explictly	stated	as:	-	

The	design	of	secure	authentication	architecture,	 incorporating	 lightweight	properties	of	 IoT	 is	still	

an	open	issue.			

Thus,	the	goal	of	this	research	is	presented	as:	-	

To	 design	 secure	 lightweight	 authentication	 architecture	 for	 unsupervised	 IoT	 in	 a	 Smart	 Home	

application	environment.	

The	computational	limitations	of	efficiency	
and	scalability	as	the	number	of	

interconnected	devices	increase	in	count	
remains	work	in	progress.		

A	proposal	to	look	at	the	formal	specifications	
and	semantics	for	coming	up	with	a	complete	
solution	in	view	of	security	protocols	is	key.	
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The	work	done	by	Mahalle	(2013)	only	
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1.5 Research	Objectives		

To	realise	the	above-stated	goal,	the	following	objectives	had	to	be	met,	namely	to:	-	

1. Identify	the	potential	authentication	threats	to	IoT	Smart	Home	applications;	

2. Analyse	current	IoT	authentication	architectures	that	suit	Smart	Home	applications;	

3. Design	a	lightweight	IoT	secure	authentication	architecture	for	Smart	Home	applications;	and	

4. Evaluate	the	proposed	secure	solution	for	correctness	and	computation	efficiency.	

1.6 Research	Questions	

To	realise	the	main	goal	of	this	research,	key	questions	needed	to	be	formulated	and	answered	which	

guided	the	set	objectives	that	speak	to	the	overall	 research	focus.	The	main	question	that	this	study	

sought	to	answer	is:	-	

How	 can	 IoT	 devices	 that	 have	 limited	 computational	 power,	 storage	 space,	 and	 operate	with	 little	

human	intervention	be	able	to	authenticate	when	their	stored	data	are	accessed	securely,	and	by	whom	

and	when	in	a	Smart	Home	application	domain?	

The	 sub	 questions	 below	 try	 and	 simplify	 the	 task	 of	 answering	 this	 broad	 question	 and	 they	 are	

namely:	

1. What	are	the	potential	authentication	threats	to	IoT	in	Smart	Home	applications?	

2. What	are	the	available	authentication	mechanisms	for	IoT	and	their	relative	performance?	

3. How	can	Smart	Home	 IoT	objects	be	authenticated	 in	a	computationally	efficient,	 secure	and	

correct	manner?	

4. What	performance	evaluation	approach	and	strategy	can	best	validate	the	architecture?	

1.7 Conceptual	Framework		

IoT	 is	a	 concept	 to	get	 things	connected	 to	 the	 Internet,	and	Thing-to-Thing	or	Machine	 to	Machine	

(M2M)	interaction	is	the	core	IoT	technology	(Hui,	Sherratt,	&	Sánchez,	2017).	The	term	M2M	implies	
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that	 the	 communication	 between	 two	 electronic	 systems	 occur	 autonomously	 without	 any	 human	

interventions	(Morsalin	et	al.,	2017).		

Various	low-cost	embedded	devices	are	considered,	that	sense,	process,	store	and	communicate	data	

autonomously	 (Ahmed	&	Kim,	2016).	 IP	based	communication	forces	data	to	be	tightly	coupled	with	

communication	channel	and	device-to	device	addresses,	and	named	data	networking	(NDN)	has	been	

proposed	as	an	extension	 to	 context-centric	networks	 (CCNs)	as	a	 future	 Internet	architecture.	NDN	

gives	identity	to	content	as	a	“first-class	citizen”	within	the	network	in	contrast	to	the	naïve	Internet,	

where	some	numeric	IP	addresses	of	the	source/destination	modes	and	channel	security	are	the	focal	

points	during	communication	(Ahmed	&	Kim,	2016)	

NDN	secures	each	packet	at	the	time	of	its	production,	enabling	data	caching	(replication)	at	each	node	

while	preserving	the	security	aspects	of	data	throughout	the	packet’s	 lifetime	(Ahmed	&	Kim,	2016).	

Given	this	scenario,	an	end-to-end	security	is	emphasised	by	this	setup.	It	is	crucial	to	ensure	that	data	

is	securely	transmitted,	hence	enabling	the	realisation	of	the	Confidentiality,	Integrity	and	Availability	

(CIA)	components	to	a	reasonable	state.	

Heterogeneous	IoT	communication	technologies	such	as	Zigbee,	Bluetooth,	Wi-Fi,	Wi-Fi	Direct	and	LAN	

can	 exist	 in	 a	 given	 Smart	 Home	 (Ahmed	&	 Kim,	 2016).	 This	 heterogeneity	 is	 one	 that	 adds	 to	 the	

complexity	of	IoT	applications.	Different	technologies	imply	sometimes-different	manufacturers.		There	

is	 often	 the	 challenge	 of	 handling	 the	 different	 heterogeneous	 features	 to	 avail	 a	 holistic	 security	

setup.		

The	main	security	issues	in	IoT	as	highlighted	by	Sicari	et	al.	(2015)	are	summarised	in	Figure	1.4	below.	

Each	of	the	identified	challenges	is	interdependent	on	authentication	in	one-way	or	the	other.	Access	

control	requires	authentication	to	grant	permission	to	the	required	resources	or	services.	To	ensure	a	

secure	middleware,	 we	 need	 to	 authenticate	 how	 access	 to	 the	middleware	 is	 rendered	 and	 what	

rights	 can	 be	 granted,	 as	 part	 of	 middleware	 security.	 Before	 trust	 can	 be	 extended	 between	

communicating	parties,	 these	parties	need	 to	be	authenticated	against	 the	 set	privileges	and	access	

rights.	Access	policy	enforcement	can	be	assured	if	we	authenticate	the	source	of	the	instructions	for	
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the	 given	policy.	 To	 ensure	privacy,	 access	 to	 personal	 information	has	 to	 be	 granted	 to	 authorised	

users	through	authentication,	which	equally	speaks	to	confidentiality	on	the	other	hand.		

Mobile	 security	 can	 thus	 be	 realised	 if	 the	 access	 control	 layer	 is	 properly	 secured	 through	

authentication.	 Also	 highlighted	 by	 Yao	 et	 al.	 (2014),	 is	 the	 fact	 that	 the	 increase	 in	 the	 number	 of	

sensors	available	and	their	ability	to	interconnect	and	be	linked	to	user	personal	information,	and	the	

need	to	control	personal	data	calls	 for	 the	prioritisation	of	data	security.	This	 then	 justifies	why	 in	a	

Smart	Home	environment	such	IoT	sensors	need	to	authenticate	themselves	in	their	interaction	within	

their	locally	created	ad	hoc	networks.	This	has	to	be	ensured	before	allowing	outsiders	to	have	access	

to	the	collected	and	stored	inside	information,	which	may	be	sensitive	to	the	Smart	Home	inhabitants.	

This	therefore,	points	to	the	reason	why	the	focus	of	this	study	was	on	authentication.	

	

Figure	1.4:	Main	security	issues	in	IoT	
(Sicari	et	al.,	2015)	

	The	overarching	conceptual	framework	guiding	this	work	on	the	security	domain	is	the	security	triad	

as	displayed	in	Figure	1.5	below.		The	lightweight	authentication	solution	proposed	for	this	work	was	

evaluated	based	on	the	security	triad	for	its	effectiveness	and	functionality.		

Authentication	 Access	control	 Confidentiality	

Secure	middleware	 IOT	Security	
Challenges	 Mobile	security	

Trust	 Policy	enforcement	 Privacy	
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Figure	1.5:The	security	triad	
(Henderson,	2015)	

1.8 Rationale	

Following	the	Challenge	Driven	Model	(CDM)	(which	is	further	explained	in	Chapter	3),	part	of	the	17	

United	Nations	(UN)	Sustainable	Development	Goals	(SDGs)(SDGs,	2017)	for	practical	relevance	guided	

this	research,	and	we	position	it	in	light	of	addressing	and	contributing	partially	or	in	full	to	some	of	the	

highlighted	 goals.	 The	 five	 SDGs	 (3,	 7,	 9,	 11	&	 12)	 that	 our	work	 speaks	 to	 and	 how	 it	 does	 so	 are	

summarised	in	Figure	1.6	below.	

Among	 other	 envisaged	 benefits	 of	 this	 research,	 accountability	 and	 transparency	 in	 the	

interconnection	 of	 IoT	 objects	 can	 be	 realised.	 Cyber	 perpetrated	 crimes	 may	 be	 addressed	 to	 a	

relative	level.	Moreover,	the	deployment	of	future	technologies	around	IoT	may	receive	a	boost	based	

on	the	findings	that	were	tabled	after	the	completion	of	this	research.	

The	 focus	 on	 a	 solution	 that	 can	 be	 applied	 to	 constrained	 resources	 that	 have	 the	 capabilities	 to	

interconnect	among	 themselves,	with	 little	 to	no	human	 intervention,	gave	a	 solid	 starting	point	 for	

building	a	comprehensive	security	architecture	for	the	ever	growing	IoT	solutions	that	can	be	advanced	

at	an	individual	level	all	the	way	through	to	industrial	and	nationwide	solutions.	

	

Integrity	

Availability	Confidentiality	
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Figure	1.6:	How	our	research	speaks	to	5	of	the	SDGs	
(SDGs,	2017)	

Much	 work	 has	 been	 advanced	 towards	 security	 of	 IoT	 from	 different	 perspectives,	 yet	 there	 still	

remains	a	challenge	to	handle	the	inbuilt	security	solutions	for	IoT,	as	well	as	the	perspective	of	looking	

at	the	whole	security	solution	from	the	autonomous	nature	of	IoT	devices	–	which	is	the	unsupervised	

context	to	be	adopted	in	this	research.	

As	IoT	is	one	of	the	evolving	technologies,	it	presents	a	strong	learning	ground,	thus	embarking	on	this	

research	 may	 help	 the	 researchers	 to	 realise	 the	 current	 security	 concerns	 in	 the	 cyber	 space.		

Therefore	there	was	real	value	in	 investing	time	and	resources	on	this	research	as	 it	promises	future	

professional	growth	for	the	researchers.		

1.9 Delimitation	and	Scope	

The	scope	of	this	research	is	limited	to	IoT	Personal	Area	Networks	(PAN)	created	and	simulated	in	a	

Smart	 Home	 domain.	 The	 security	 dimensions	 were	 limited	 to	 authentication.	 Moreover,	 the	

application	focus	in	the	Smart	Home	was	limited	to	Energy	Saving	Solutions	(ESS)	and	Ambient	Assisted	

(focusing	on	assisted	
ambient	living	spaces	

for	elderly	and	
disabled	people	
through	secure	

solutions	for	proper	
functioning	of	smart	

homes).	

	(Focusing	of	smart	
energy	in	the	smart	
home,	securing	the	

data	from	
manipulation,	we	are	
ensuring	realisation	
of	that	goal	in	a	
holistic	manner).	

	(IoT	as	one	of	the	
innovative	
technologies	

currently	driving	
connectivity	and	
ensuring	a	wider	
reachability	and	

access	to	information,	
we	strongly	feel	our	
research	is	rightly	
positioned	to	speak	

to	this	goal).	

(The	smart	home	
domain	is	the	main	
building	block	for	

sustainable	cities	and	
communities,	our	

focus	being	on	smart	
home	security,	is	

surely	addressing	the	
core	of	this	goal).	

(One	of	the	major	
ingredients	towards	
any	consumption	in	
the	information	age/	

knowledge	
economies	is	data,	

our	focus	on	
protecting	that	data,	
will	ensure	that,	there	
is	responsible	use,	

with	this	research,we	
are	partially	

contributing	towards	
goal	12).	
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Living	(AAL)	applications	(highlighted	in	Chapter	2,	Section	2.5),	so	as	to	streamline	our	research	focus	

towards	contribution	to	the	highlighted	SDGs	in	Figure	1.6.	

1.10 Research	Contributions	

§ The	 major	 outcome	 of	 this	 work	 is	 secure	 authentication	 architecture	 for	 unsupervised	 IoT	

networks,	which	can	be	applied	in	the	domain	of	Smart	Home	designs	and	has	the	potential	to	

be	escalated	to	other	domains.	

§ The	 major	 contribution	 is	 to	 the	 general	 body	 of	 knowledge	 of	 Information	 Assurance	 and	

Security,	 and	 particularly	 advancement	 in	 the	 security	 protocol	 architecture	 and	

implementation	in	the	Internet	and	Interconnected	network	technology.	

§ In	considering	security	of	typical	unsupervised	objects,	their	interaction	should	not	be	limited	to	

homogeneous	ones,	but	to	explore	the	other	various	possible	horizontal	or	vertical	connections	

in	 a	 broad	 sense.	 It	 is	 envisaged	 that	 a	 more	 detailed	 approach	 to	 network	 challenges	 and	

threats	can	be	extended	from	the	findings	of	the	implementation	of	the	proposed	solution.		

§ As	part	of	the	deliverables,	at	least	four	scientific	publications	were	reviewed	in	peer-reviewed	

conferences	and	one	of	the	publications	was	adopted	as	a	book	chapter	in	the	Springer	Journal,	

all	these	marked	completed	progress	contribution	indicators	of	the	findings	and	novelty	of	this	

research.		

1.11 Thesis	Chapter	Overview	

Chapter	1:	Introduction	

Covers	 the	 background	 to	 the	 research,	 gives	 an	 outline	 of	 key	 terms	 and	 provides	 a	 conceptual	

framework	for	this	research.	

Chapter	2:	Literature	Search	&	Theoretical	Framework	

This	 chapter	offers	 the	decisive	 focus	of	 the	 research	by	 tiding	all	 the	 literature	 review	 findings	and	

spelling	the	focus	of	this	particular	research.	It	helps	in	defining	the	scope	of	the	research.	Positioned	

to	 populate	 the	 relevant	 literature	 in	 a	 bid	 to	 paint	 a	 picture	 of	 the	 Smart	 Home	 domain,	 and	 this	
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chapter	defines	 the	basis	of	 the	 research	platform	to	be	adopted	 for	 the	entire	 research.	 	The	main	

deliverable	is	a	detailed	Smart	Home	environment	walkthrough	in	the	first	section.		

The	 chapter	 further	 explores	 the	envisaged	 security	 threats	 specifically	 for	 the	defined	 Smart	Home	

domain.	 This	 section	 helps	 the	 reader	 to	 understand	 why	 focus	 was	 given	 to	 the	 chosen	 security	

threats	compared	to	others,	hence	slowly	shaping	the	main	direction	of	this	research.	

In	an	attempt	to	give	a	detailed	review	of	existing	solutions	and	their	respective	application	features	

and	 their	 performance	 gauge,	 this	 chapter	 is	 strategically	 positioned	 to	 set	 the	 tone	 for	 the	 main	

research	 focus	 towards	 the	 design	 of	 secure	 authentication	 architecture.	 A	 performance	 analysis	 of	

existing	solutions	was	done	on	a	costing	basis.	

The	chapter	finally	gives	the	context	of	the	Smart	Home	adopted,	the	threats	to	be	addressed	and	the	

authentication	techniques	and	features	to	be	adopted.	

Chapter	3:	Research	approach	and	strategies	

This	 chapter	 details	 the	 literature	 on	 the	 research	methodology	 and	 the	 chosen	 research	paradigm.	

This	 chapter	 also	 details	 and	 unpacks	 the	 methodology	 to	 the	 full	 in	 the	 context	 of	 the	 approach	

proposed	for	this	work.	It	also	explains	how	data	was	collected,	which	variables	were	considered	and	

how	the	data	was	analysed	to	draw	the	necessary	conclusions.	

Chapter	4:	Artefact	design	and	simulation	

This	section	populates	the	design	of	the	proposed	architecture,	how	it	was	simulated	and	the	scenarios	

that	were	created	to	simulate	the	Smart	Home	application	environment	as	well	as	the	security	design	

implemented.	

Chapter	5:	Simulation	results	and	findings	

This	chapter	details	an	account	of	the	simulation	results	and	the	analysis	of	the	results	presented	for	

evaluation	purposes.		
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Chapter	6:	Conclusions	

This	chapter	summarises	the	findings	from	the	simulated	implementation	and	draws	final	conclusions	

of	 this	 work.	 As	 a	 pointer	 and	 a	 reflection	 slot,	 this	 chapter	 also	 guides	 towards	 future	 research	

directions	in	light	of	the	field	of	focus	enshrined	in	this	work.	

1.12 	Chapter	Summary	

The	following	key	aspects	have	been	discussed	in	this	chapter:	-	an	overview	of	the	phenomenon	of	IoT	

as	the	main	pillar	and	broad	research	area	for	this	research,	potential	research	gaps	where	the	main	

focus	 of	 this	 research	 was	 derived	 from,	 an	 outline	 of	 the	 research	 problem	 formulated	 for	 this	

research	work,	research	questions	and	objectives,	the	conceptual	framework	of	the	research,	defining	

the	 rationale	 of	 the	 research,	 marking	 the	 delimitation	 of	 the	 research	 as	 well	 as	 the	 scope,	 and	

spelling	out	the	contributions	of	the	research	to	the	existing	body	of	knowledge.	
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CHAPTER	2:	LITERATURE	SEARCH	&	THEORETICAL	FRAMEWORK	
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2.1 Chapter	Overview		

This	chapter	gives	a	summary	based	on	widely	consulted	scientific	literature	reviews	of	the	main	focus	

of	this	research	work	in	particular	as	summarised	in	Figure	2.1.	Having	gone	through	various	literature	

sources	 and	 gaining	 several	 perspectives	 on	 similar	 subjects,	 it	 was	 important	 to	 streamline	 the	

content	 and	 focus	 our	 direction	 towards	 our	 main	 objective	 and	 overall	 goal	 of	 the	 research	 as	

enshrined	in	Chapter	1.		

Chapter	Organisation:		Section	2.2	looks	at	the	brief	history	of	the	Smart	Home	concept	in	preparation	

for	defining	what	a	Smart	Home	is	in	section	2.3.	As	a	way	of	defining	Smart	Homes,	section	2.3	gives	

two	different	approaches;	2.3.1	 looks	 into	Smart	Home	theories,	and	 then	2.3.2	covers	Smart	Home	

models.	 Requirements	 for	 setting	 up	 or	 running	 a	 Smart	 Home	 are	 detailed	 in	 section	 2.4,	 where	

networking	requirements	are	highlighted	in	2.4.1.	The	various	things	that	make	up	a	Smart	Home	are	

expanded	 in	 2.4.2.	 Section	 2.5	 builds	 on	 top	 of	 previous	 sections	 to	 give	 a	 summary	 of	 the	 various	

applications	common	to	Smart	Homes.	 	 In	 the	quest	 to	give	a	holistic	picture,	section	2.6	covers	 the	

Smart	Home	challenges,	which	are	relooked	at	in	section	2.7	with	a	different	angle,	where	the	future	of	

Smart	Homes	is	highlighted.		

Section	2.8	covers	security	threats	towards	authentication	in	general,	in	an	attempt	to	give	an	overall	

outlook	on	security	threats	irrespective	of	the	domain	of	focus.	In	Section	2.9,	specific	threats	peculiar	

to	IoT	are	then	looked	into	in	a	broader	approach.	As	a	way	of	focusing	the	chapter’s	attention,	section	

2.10	 brings	 in	 the	 threat	 landscape	 for	 Smart	 Home	 applications,	 which	 is	 mainly	 informed	 by	 the	

Dolev-Yao	attack	model.	 	 It	 is	 in	Section	2.11	 that	security	 threats	 towards	Smart	Home	applications	

are	outlined	and	further	broken	down	into	classifications	in	2.11.1.	A	layer-by-layer	assessment	of	the	

threats	is	done	in	2.11.2,	2.11.3	and	2.11.4,	with	a	focus	on	device	level,	network	level	and	application	

level	respectively.		

Section	 2.12	 takes	 a	 detailed	 look	 at	 IoT	 authentication	 by	 first	 highlighting	 some	 of	 the	 existing	

lightweight	 IoT	 authentication	 schemes,	 then	 zooming	 into	 lightweight	 authentication	 schemes	 that	

have	been	applied	to	Smart	Home	applications.	Guided	by	the	observations	from	section	2.12,	section	

2.13	gives	comparisons	of	 lightweight	 solutions	based	on	 the	costing	of	 the	algorithms.	Section	2.16	
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finally	presents	some	recommendations	for	Smart	Home	security	solution	designs.	Section	2.15	covers	

the	focus	area	picked	for	Smart	Homes,	and	then	Section	2.16	looks	at	the	IoT	focus	area.	Section	2.17	

looks	 at	 the	authentication	 focus	 area,	while	 Section	2.18	 gives	 the	overall	 research	 focus	mapping.		

The	overall	conclusion	of	this	chapter	is	presented	in	Section	2.19.	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

Figure	2.1:	Theoretical	Framework	 	
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2.2 Defining	the	Smart	Home	

The	definition	given	by	Alaa,	Zaidan,	Zaidan,	Talal,	and	Kiah	(2017)	on	a	Smart	Home	as	a	domain	of	

IoT,	 a	 network	 of	 physical	 devices	 which	 provides	 electronic,	 sensor,	 software,	 and	 network	

connectivity	inside	a	home	is	quite	comprehensive.	From	this	definition,	the	various	components	that	

make	up	a	Smart	Home	are	highlighted.	We	however,	 recommend	that	connectivity	outside	a	home	

should	be	considered	as	part	of	the	definition,	as	a	Smart	Home	does	not	exist	in	isolation.		

	Smart	Home	 (SH)	or	Home	Agent	 (HA)	 is	defined	as	an	application	of	 IoT	 technologies	 in	 the	home	

environment	and	a	major	building	block	 for	smart	cities	when	privacy	protection	 issues	are	properly	

addressed	(Hui	et	al.,	2017).	Another	variation	of	the	Smart	Home	definition	is	highlighted	by	Seo,	Kim,	

Kim,	and	Lee	(2016),	where	they	define	a	Smart	Home	as	a	new	environment	that	can	apply	the	use	of	

IoT.	For	that	to	happen,	a	seamless	integration	among	humans,	physical	objects,	and	user	interactions	

has	 to	 exist.	 From	 the	definition	 given	by	 Smirek,	 Zimmermann,	 and	Beigl	 (2016),	 Smart	Homes	 are	

presented	 as	 spaces	 meant	 to	 help	 people	 with	 special	 needs	 such	 as	 the	 elderly	 and	 those	 with	

disabilities,	to	stay	with	their	familiar	environments	without	necessarily	having	to	be	moved	to	other	

places	they	might	not	be	comfortable	with	like	hospitals	or	special	care	homes.	

A	crucial	point	of	a	Smart	Home	 is	 to	provide	services	 that	 respond	 to	 the	needs	of	 the	users	 (Fabi,	

Spigliantini,	&	Corgnati,	2017).	The	network	is	the	most	important	feature	that	builds	up	a	Smart	Home	

as	supported	by	Fabi	et	al.	(2017),	that	it	is	the	existence	of	connected	home	devices	that	distinguishes	

the	 Smart	 Home	 system	 from	 a	 home	 merely	 equipped	 with	 standalone	 and	 highly	 advanced	

technological	features.	

As	 outlined	 by	 Mokhtari,	 Zhang,	 Nourbakhsh,	 Ball,	 and	 Karunanithi	 (2017),	 the	 emergency	 of	 new	

technologies	 ranging	 from	mobile	 computing	 to	 smart	 sensors	 and	 Internet	of	 Things,	 Smart	Homes	

have	become	a	hot	 research	 topic.	 	 This	assertion	 is	 further	 supported	by	Chen	et	al.	 (2017),	where	

Smart	Homes	are	presented	as	a	key	to	the	transformation	of	people’s	lifestyles.	Typical	cyber	physical	

systems	 (CPS)	applications	are	SH	and	Ambient	 Intelligence	 (AmI)	where	monitoring,	 controlling	and	

automating	functions	are	accomplished	through	connected	sensors	and	actuators	(Hui	et	al.,	2017).	
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The	depiction	of	a	Smart	Home	provided	by	Zhang,	Xiang,	Huang,	Chen,	and	Alelaiwi	(2018),	gives	an	

overview	of	the	visual	representation	of	the	interconnectedness	of	devices	in	a	Smart	Home	and	how	

they	 interact	 with	 the	 outside	 world.	 	 Our	 depiction	 of	 the	 same	 scenario	 is	 what	 is	 visually	

represented	in	Figure	2.2	below.	

	

Figure	2.2:	Smart	Home	setup	
	

2.2.1 Smart	Home	theories	

The	use	of	sound	to	recognise	user	activity	in	Smart	Homes	is	proposed	by	Lee,	Choi,	and	Kwon	(2017),	

where	the	use	of	acoustic	sensor	data	acquired	 in	an	unobtrusive	manner	 for	maintaining	maximum	

privacy	 possible	 is	 suggested.	 This	 is	 an	 interesting	 dimension	 as	 it	 gives	 a	 broad	 range	 of	 possible	

solutions	to	advance	activity	recognition	beyond	the	visual	effects.	

A	people-centric	design	approach,	which	 is	 informed	by	 collected	and	 learnt	personal	behaviours,	 is	

considered	 central	 in	 building	 smart	 cities.	 In	 order	 to	 share	 resources	 effectively	 and	 intelligently,	

understanding	 such	 behaviours	 from	 a	 Smart	 Home	 context	 enables	 the	 provision	 of	 tailor-made	

services	to	individual	inhabitants	(Hui	et	al.,	2017).	
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Figure	2.3:	Object	reuse	across	Smart	Home	applications	

(Howell,	Rezgui,	&	Beach,	2017)	

A	semantic	knowledge	management	service	and	domain	ontology	which	supports	a	novel	cloud	edge	

solution	is	highlighted	by	Howell	et	al.	(2017).	Through	unifying	domestic	socio-technical	water	systems	

with	clean	and	waste	networks	at	the	urban	scale,	such	a	model	is	able	to	deliver	value-added	services	

for	 consumers	 and	 network	 operators	 (Howell	 et	 al.,	 2017).	 A	 use	 case,	 which	 highlights	 the	

interoperability	benefits	of	the	semantic	alignment	at	the	building	scale,	is	shown	in	Figure	2.3	above,	

which	illustrates	the	hypothetical	case	of	a	consumer	with	both	a	water	feedback	app	and	appliance-

scheduling	 app	 interacting	 with	 their	 devices	 through	 alignment	 with	 Safety	 Research	 Experiment	

Facility	(SAREF)	ontology.	

Social	 connectedness	 is	 an	 interesting	 concept	presented	by	 Lee,	 Kwon,	 Lee,	 and	Kim	 (2017),	which	

gives	 interactions	 between	 users	 and	 the	 Smart	 Home	 devices.	 Lee	 et	 al.	 (2017)	 present	 two	

dimensions	 of	 social	 connectedness,	 which	 are	 Inner	 Social	 Connectedness	 (ISC)	 and	 Outer	 Social	

Connectedness	 (OSC).	 	 ISC	 relates	 to	 the	 connections	 between	 the	 devices	 and	 the	 user	 in	 a	 Smart	

Home,	whereas	OSC	speaks	to	connections	made	from	smart	devices	in	other	people’s	houses	and	the	

users	in	a	Smart	Home	on	focus.		Over	and	above	the	connectedness,	Lee	et	al.	(2017)	introduced	two	

types	 of	 interactions,	 the	 unmediated	 and	 the	 mediated.	 With	 the	 unmediated	 interaction,	 the	

individual	device	reveals	itself	to	the	user	hence	it	is	easy	to	interact	with,	whereas	with	the	mediated	

interaction,	users	interact	with	a	single	agent,	which	will	be	representing	various	Smart	Home	devices.		
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As	 summarised	 in	 their	 research,	 Lee	 et	 al.	 (2017)	 highlight	 that	 ISC	 was	 more	 effective	 with	

unmediated	interaction	while	OSC	thrived	under	mediated	interaction.		

	

Figure	2.4:	Spatiotemporal	heating	control	variables	
(Kruusimagi,	Sharples,	&	Robinson,	2017)	

As	 demonstrated	by	 Kruusimagi	 et	 al.	 (2017),	 the	 ability	 to	 achieve	 a	 fine	 degree	of	 spatiotemporal	

heating	 control	 in	 the	 domestic	 setting	 and	 the	 socio-themo-technical	 complexity	 of	 the	 setting	 by	

deploying	a	quasi-autonomous	heating	system	are	summarised	in	Figure	2.4	above.	The	notion	of	user	

experience	(UX)	is	summed	up	in	Figure	2.4	as	the	“Conceptual	contributions	and	implications	of	UX	in	

energy	preservation	behaviours	by	users	in	Smart	Homes”	(Kruusimagi	et	al.,	2017).	

2.2.2 Smart	Home	models	

The	 centralised	 Smart	 Home	 architecture	 presented	 by	 Zhang	 et	 al.	 (2018)	 depicts	 an	 entity	 that	

constitutes	a	gateway	and	a	heterogeneous	set	of	products	from	different	manufactures.		The	gateway	

becomes	the	central	control	and	link	between	the	various	appliances	and	the	inhabitants	of	the	Smart	

Home.	A	role	played	by	the	gateway	is	also	to	facilitate	interoperability	and	control	of	home	appliances	

Zhang	et	al.	(2018).		
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Among	 the	 key	 models	 and	 paradigms	 for	 Smart	 Home	 designs,	 Ambient	 Assisted	 Living	 (AAL)	 is	

common	 as	 postulated	 by	 Rawashdeh,	 Al	 Zamil,	 Samarah,	 Hossain,	 and	 Muhammad	 (2017),	 which	

enables	 activity	 monitoring	 for	 the	 elderly,	 children,	 disabled	 and	 people	 with	 special	 needs	 (Kara,	

Lamouchi,	&	Ramdane-Cherif,	 2017).	 The	AAL	paradigm	 is	 one	 that	 promotes	 the	 seamless	merging	

among	between,	 Smart	Homes,	 smart	 health	 and	 smart	 cities.	 The	 effective	 implementation	 of	 AAL	

thrives	 on	 activity	 recognition	 (Rawashdeh	 et	 al.,	 2017),	 which	 is	 possible	 through	 profiling	 the	

activities	of	the	inhabitants	of	a	Smart	Home.	The	framework	depicted	in	Figure	2.5	below	shows	how	

AAL	is	applied	to	render	quality	life	services	to	homebound	patients	and	any	category	of	those	in	need	

of	special	attention	and	care.		

	

Figure	2.5:	The	framework	of	activity	recognition	in	Smart	Homes	
(Rawashdeh	et	al.,	2017)	

The	Eclipse	Smart	Home	(ESH)	project	and	the	Universal	Remote	Console	(URC)	were	designed	with	the	

sole	purpose	of	addressing	the	integration	and	customisation	of	user	 interfaces	(Smirek	et	al.,	2016).	

ESH	focuses	on	the	 integration	of	different	devices	and	backend	technologies,	whilst	URC	provides	a	

personalised	and	pluggable	user	interface	(Smirek	et	al.,	2016).	Another	similar	model	is	presented	for	

a	 novel	 non-wearable	 identification	 system	 to	 recognise	multiple	 residents	 in	 a	 home	 environment	
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through	ambient	non-intrusive	ultra-wide	band	(UWB)	sensors	(Mokhtari,	Zhang,	Hargrave,	&	Ralston,	

2017).	

Home	Energy	Management	System	(HEMS)	is	becoming	important	for	users	to	regularly	monitor	their	

energy	consumption,	at	the	same	time	maintaining	the	efficiency	of	their	home	appliances	(Joo	&	Choi,	

2017).	 	Given	the	need	to	always	be	 functional	 for	devices	 in	smart	 living	spaces,	 loss	of	power	may	

disrupt	normal	operations	hence	the	essence	of	monitoring	becomes	key.	

The	Bi-level	market	model	analyses	the	impact	of	Smart	Home	scheduling	to	the	electricity	market	(Liu	

et	 al.,	 2017).	 The	 customers	 schedule	 home	 appliances	 for	 bill	 reduction	 at	 the	 community	 level,	

whereas	aggregators	minimise	the	energy	purchasing	expense	from	utilities	at	the	market	level,	both	

of	which	consider	the	Smart	Home	scheduling	impacts	(Liu	et	al.,	2017).	

A	six	layer	Smart	Home	security	system	(HSS)	is	presented	by	Morsalin	et	al.	(2017)	whose	layers	are	

implemented	by	near	field	communication	(NFC)	tag,	secured	password	protection,	fingerprint,	M2M	

system,	an	android	application	and	a	passive	 infrared	 (PIR)	 sensor	 (i.e.	motion	sensor,	 this	has	been	

proposed	 as	 a	 reaction	 to	 the	 growth	 of	 burglary	 and	 theft	 which	 was	 threating	 traditional	 home	

security	systems).	

A	hybrid-reality	based	user	experience	and	evaluation	of	a	context-aware	Smart	Home	is	advanced	by	

Seo	 et	 al.	 (2016)	 using	 virtual	 reality.	 Integrating	 egocentric	 and	 exocentric	 virtual	 reality,	 user	

experience	 is	 modelled.	 A	 world-in-miniature	 (WIM)	 was	 constructed	 to	 make	 a	 Smart	 Home	

environment	more	realistic	and	natural	by	making	use	of	various	kinds	of	tangible	and	physical	Smart	

Home	 activities,	 which	 were	 allowed	 for	 prototyping	 a	 number	 of	 appliances,	 sensors,	 and	 human	

physical	object	interactions	(Seo	et	al.,	2016).	

Through	 the	proposed	Region	of	 Internet	 (ROI)	 extraction	 approach,	 the	 system	generates	 a	unique	

UWB	signature	 for	each	 individual	which	will	be	used	 for	 their	 identification	 (Mokhtari	et	al.,	 2017).	

This	approach	highly	favours	an	AAL	setup	and	energy	saving	models.	

A	novel	multi-layer,	cloud	architectural	model	is	presented	by	(Tao,	Zuo,	Liu,	Castiglione,	and	Palmieri	(	

2018),	 which	 was	 developed	 to	 enable	 effective	 and	 seamless	 interactions/interoperations	 on	

heterogeneous	devices/services	provided	by	different	vendors	in	the	IoT	based	Smart	Home.	With	the	
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focus	on	 solving	 the	heterogeneity	 issues	 in	 the	presented	 layered	 cloud	platform,	 the	model	 could	

address	 data	 representation,	 knowledge,	 and	 application	 heterogeneity.	 An	 ontology-based	 security	

service	framework	was	designed	as	part	of	the	model	for	supporting	security	and	privacy	preservation	

in	the	process	of	interactions/	interpretations.	

2.3 Requirements	for	Smart	Home	Setup	

A	more	detailed	requirement	analysis	and	presentation	for	Smart	Home	setups	was	done	by	Hui	et	al.	(	

2017),	who	recommended	that	 IoT	should	provide	holistic	security	 for	 it	 to	become	an	alternative	 in	

the	context	of	critical	equipment	management	inside	a	home	environment.	Hui	et	al.	(2017),	pointed	

to	 the	 need	 for	 high	 degree	 of	 heterogeneity,	 how	 repetitiveness,	 polarisation	 of	 user	 experience,	

demands	of	security	and	privacy	protection,	as	typical	and	critical	characteristics	of	Smart	Homes.	As	

summed	up	in	Figure	2.6	below,	the	requirements	pointed	out	by	Hui	et	al.	(2017)	are	quite	central	for	

consideration	as	 they	point	 towards	 some	of	 the	 key	attributes	 that	need	attention	when	designing	

security	solutions.	

The	need	to	understand	what	features	make	up	a	Smart	Home	go	a	 long	way	in	facilitating	a	holistic	

approach	towards	advancing	solutions	that	can	practically	be	applied	at	specific	 layers.	 It	 is	easier	to	

address	specific	challenges	and	placing	them	in	the	context	outlined	in	Figure	2.6	below.	

	
Figure	2.6:	Major	requirements	for	Smart	Homes	

(Hui	et	al.,	2017)	
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The	 role	 of	 cloud	 computing	 in	 the	 overall	 build	 and	 functionality	 of	 the	 Smart	 Home	 is	 highly	

appreciated	by	Hui	et	al.	(2017),	as	confirmed	by	the	assertion	that	the	offloading	of	the	home	server	is	

happening	with	the	proliferation	of	cloud	computing	services	and	the	popularity	of	high	speed	home	

broadband.	 Services	 from	many	 cloud	 computing	 supplies	 provide	 connection	 with	 Everything	 as	 a	

Service	(XaaS)	for	remote	monitoring,	controlling	and	automating	things	in	the	Smart	Home	sector	(Hui	

et	al.,	2017).		

Smart	 Homes	 ultimately	 have	 these	 key	 requirements	 once	 established:	 mobility	 management,	

channel	 security,	 consistent	 data	 rates	 and	 handover	 support,	 as	 presented	 by	 Shin,	 Sharma,	 Kim,	

Kwon,	and	You	(2017),	which	hint	towards	the	need	to	look	at	security	designs	and	requirements	for	

Smart	Home	domains	with	more	rigor.	

2.3.1 Networking	

The	 proliferation	 of	 ubiquitous	 wireless	 sensor	 networks	 (WSN)	 protocols	 has	 enabled	 WSNs	 to	

dominate	the	M2M	connectivity	technology	 in	SH	(Hui	et	al.,	2017).	Zigbee	and	Z-wave	are	the	most	

common	 home	 control	 WSN	 protocols	 that	 provide	 low	 cost	 and	 low	 power	 mesh	 network	

connectivity,	and	also	recently	added	to	the	list	is	the	newly	introduced	Bluetooth	low	Energy	(BLE	4.1)	

(Hui	et	al.,	2017).	

Cellular	 networks,	 for	 example	 Enhanced	Data	 for	GSM	Evolution	 (EDGE),	 3rd	Generation	 (3G),	 Long	

Term	Evolution	(LTE),	and	many	others,	provide	Internet	connectivity	for	Internet	Protocol	(IP)-enabled	

devices,	 but	 the	 connection	 cost	 is	 relatively	 high	 (Hui	 et	 al.,	 2017).	 6LowPAN	 also	 based	 on	 IEEE	

802.15.4	like	Zigbee	and	wireless	Hart,	enables	direct	IPv6	connectivity.	

2.3.2 The	Things	in	the	Smart	Home	Environment		

There	are	different	appliances	that	have	varying	capabilities	 from	computational	capacity,	storage	to	

networking,	that	are	found	in	Smart	Home	setups.	As	outlined	by	Zhang	et	al.	(2018),	a	variety	of	use	

cases	 are	 possible	 in	 a	 Smart	 Home	 from	 light	 control,	 	 appliance	 control	 to	 security	 and	 safety	

systems.	The	home	appliance	can	 include	but	 is	not	 limited	to	“low	cost	sensors,	smart	 lights,	 smart	

thermostats	and	cameras	and	other	appliances	integrated	with	intelligence”	(Zhang	et	al.,	2018).	
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The	top-level	structure	of	the	Smart	Home	domain	ontology	as	presented	by	Tao	et	al.,	2018),	herewith	

depicted	 in	 Figure	 2.7	 below,	 gives	 an	 overview	 of	 some	 of	 the	 key	 applications	 and	 setup	 of	 IoT	

devices	in	a	Smart	Home	setup.	

	

Figure	2.7:Top-level	structure	of	Smart	Home	domain	ontology	
(Tao	et	al.,	2018)	

The	home	services	corresponding	to	home-device	include	automatic	cooking	and	cleaning,	household	

environment	monitoring,	surveillance,	etc.,	 to	make	daily	home	 life	convenient,	as	well	as	 improving	

efficiency	and	implementing	energy	saving	policies	(Tao	et	al.,	2018).	

Environment	services	are	mainly	related	to	managing	temperature,	humidity	and	lighting	by	providing	

automatic	 adjustment	 and	 adoption	 or	 remote	 control	 of	 air	 conditioning,	 lights,	 gas,	 and	 other	

unnecessary	appliances	running	in	standby	mode	or	being	turned	off	in	the	case	of	leaving	the	house.		

The	 entertainment	 services	 include	 providing	 various	 audio-visual	 feasts	 for	 the	 householder	 at	 any	

time,	 automatically	 recording	 family	 television	 (TV)	 programmer	 preferences,	 and	 quickly	 accessing	

into	the	network	for	interactive	services	etc.	(Tao	et	al.,	2018).	

Security	 services	are	mainly	 related	 to	 raising	alerts	 and	delivering	 them	 to	 the	householder	 via	 the	

phone	or	Internet	and	triggering	relevant	solutions	to	protect	home	safety	when	there	are	abnormal	
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home	situations	besides	supporting	a	high	abstraction	level	for	dealing	with	security	objectives	in	the	

process	of	interactions/	interoperations	(Tao	et	al.,	2018).	

The	 data-communication	 services	 mainly	 encompass	 data	 sharing	 between	 the	 home	 and	 external	

services	 via	 Internet,	 and	data	 exchanging	between	 the	home	devices	 via	 short-distance	exchanging	

between	the	home	devices	via	short-distance	wireless	communications	technology	etc.	

2.4 Applications	Common	to	Smart	Homes	

A	comprehensive	 literature	 review	on	 IoT	applications	 in	Smart	Homes	was	conducted	by	Alaa	et	al.	

(2017),	 and	 the	 taxonomy	 adopted	 is	 presented	 in	 Figure	 	 2.7	 below	 on	 IoT-based	 Smart	 Home	

applications.		Based	on	the	review	done	by	Alaa	et	al.	(2017)	from	229	articles	published	between	2010	

and	 2016	 from	 three	 databases	 namely,	 Web	 of	 science,	 Science	 direct	 and	 IEEE	 explore,	 the		

taxonomy	of	 literature	presented	Figure	2.7	below	gives	a	diverse	focus	 in	terms	of	what	constitutes	

Smart	Home	applications.		

The	main	services	provided	by	Smart	Homes	are	listed	by	Fabi	et	al.	(2017)	as	:-	

• Detect	health	conditions	–	eldercare,	healthcare	and	childcare	

• Store	and	retrieve	multimedia	from	Smart	Home	-	entertainment	

• Surveillance	–	security.	

• Devices	monitor	and	control	–	energy	efficiency	

2.4.1 Home	automation	

A	key	application	area	for	Smart	Home	solutions	is	home	automation,	and	that	ranges	from	different	

aspects	 in	 the	 Smart	 Home	 environment.	 As	 highlighted	 by	 Pienaar,	 Fisher,	 and	 Hancke	 (2015)	 and	

(Ashibani,	Kauling,	and	Mahmoud	 (2017),	home	based	automation	powered	by	 smart	phones	allows	

control	over	home	electrical	devices	(e.g.	Geysers,	TV,	Radio,	Lights,	etc.)	in	an	embedded	environment	

portrayal.	As	summed	up	by	Ashibani	et	al.	(2017),	IoT	devices	are	providing	a	wide	range	of	services	

for	Smart	Homes	such	as	surveillance	cameras,	smart	lighting,	and	door	locks.		
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Figure	2.8:	Taxonomy	of	literature	on	IoT-based	Smart	Home	applications	
(Alaa	et	al.,	2017)	
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A	more	precise	application	is	highlighted	by	Brenkus,	Stopjakova,	Zalusky,	Mihalov,	and	Majer	(2015)	

through	the	smart	wall	power	outlet	which	enables	intelligent	home	power	metering	system	capable	

of	 measuring	 power	 consumption	 and	 transferring	 the	 data	 wirelessly	 through	 the	 low	 energy	

integrated	Bluetooth	transmission.	Smart	plugs	are	one	of	the	fast	emerging	IoT	devices	finding	their	

way	 in	home	automation	and	making	remote	monitoring	and	control	of	Smart	Homes	easier	(Ling	et	

al.,	 2017).	As	an	example	demonstrated	by	 Ling	et	al.	 (2017),	one	can	 turn	on	 the	heater	with	 their	

smart	phone	even	before	getting	home,	because	of	 the	 smart	plug	capability;	however,	 this	doesn’t	

come	cheap	as	there	are	security	challenges	to	some	of	the	available	brands	on	the	market,	which	was	

the	main	focus	of	Ling	et	al.	(2017).	

2.4.2 Energy	management	applications	

The	 advent	 of	 IoT	 technology	 gave	 birth	 to	more	 Smart	 Home	 appliances	 such	 as	 air	 conditioners,	

washers,	and	refrigerators,	which	are	being	deployed	to	provide	more	advanced	services	to	residential	

consumers,	which	is	expected	to	result	in	significant	increases	in	residential	energy	consumption	(Joo	

&	Choi,	2017).	

Energy	management	systems	are	also	prevalent	among	applications	in	Smart	Homes	as	supported	by	

Al-Ali,	 Zualkernan,	 Rashid,	 Gupta,	 and	 Alikarar	 (2017).	 By	 monitoring	 and	 controlling	 energy	

consumption,	IoT	is	enabling	ubiquitous	capabilities	for	appliances.	This	gives	inhabitants	of	the	Smart	

Home	the	cost	saving	edge.	Combining	activity	detection	mechanisms	gives	birth	to	applications	that	

can	control	Heating,	Ventilation	and	Air	Conditioning	(HVAC),	lightning	systems	and	AAL	(Skocir,	Krivic,	

Tomeljak,	Kusek,	&	Jezic,	2016),	which	is	one	of	the	possible	applications	that	a	smart	living	space	will	

need	to	be	equipped	with.		

Many	approaches	on	temperature	control	have	been	advanced	as	outlined	in	scenarios	where	the	use	

of	 IoT	and	 fuzzy	 logic	 for	 indoor	and	outdoor	 temperature	and	humidity	 towards	energy	 saving	and	

setting	 a	 more	 comfortable	 environment	 for	 users	 is	 displayed	 (Meana-Llorián,	 García,	 G-Bustelo,	

Lovelle,	&	Garcia-Fernandez,	2017).	

Monitoring	services,	where	user	behaviours	are	profiled	and	relevant	actions	are	advanced	in	light	of	

activity	 detection	 are	 further	 explained	 by	 Park,	 Hwang,	 Won,	 and	 Park	 (2016).	 Some	 practical	
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examples	of	activities	for	monitoring	and	control	as	given	by	Park	et	al.	(2016)	are	sleeping	conditions	

and	preparing	a	meal;	these	will	be	monitored	and	based	on	previous	learnt	patterns	and	appropriate	

support	actions	will	be	executed.		

Helping	 users	 to	 visualise	 household	 electricity	 consumption	 in	 real	 time	 has	 an	 important	 role	 on	

improving	the	household	electricity	efficiency	and	changing	users’	habits	of	using	electricity	(Fan,	Qiu,	

Liu,	Zhu,	&	Han,	2017).	As	further	supported	by	Fabi	et	al.	(2017),	besides	informing	users	about	their	

environment,	Smart	Home	Systems	 (SHS)	should	also	provide	some	control	where	applicable.	 	As	an	

example,	Fabi	et	al,	(2017)	postulate	that	energy	either	cooling,	heating,	conditioned	air	and	lighting,	

should	be	available	when	only	needed	by	the	users,	otherwise	they	should	be	off	to	cut	costs.		

2.4.3 Health	care	based	applications	

As	postulated	by	Fanti,	Faraut,	Lesage,	and	Roccotelli	(2016),	home	health	care	through	AAL	solutions	

can	be	considered	as	core.	The	need	to	have	accurate	sensor	data	for	the	purposes	of	establishing	AAL	

solutions	 is	 therefore	 mandatory.	 Mano	 et	 al.	 (2016)	 proposed	 the	 use	 of	 patient	 images	 and	

emotional	detection	to	assist	patients	and	elderly	people	within	an	in-home	health-care	context.	

Telemedicine	 is	 another	 key	 application	 attributable	 to	 Smart	 Homes	 (Roy	 et	 al.,	 2017),	 where	

monitoring	of	chronic	illnesses	for	homebound	patients	can	be	advanced.	This	offers	in-home	patients	

monitoring	 and	 ubiquitous	monitoring	 as	 demonstrated	 by	 Hofer,	 Schumacher,	 and	 Bromuri	 (2015)	

through	 their	 personal	 health	 system	 dubbed	 Computerised	 Model	 for	 Predicting	 and	 Analysing	

Support	Structures	(COMPASS),	which,	empowered	by	interoperability	protocols,	make	use	of	mobile	

devices	 for	 the	 collection,	 analysis	 and	 subsequent	 transfer	 of	 sensed	 data	 to	 the	 set	 observation	

repository.	The	architecture	of	COMPASS	is	a	client-server	setting	with	a	publish/subscribe	mechanism,	

dynamic	updates	of	machine	learning	models	and	Representational	State	Transfer	(RESTful)	services	to	

perform	the	create,	read,	update	and	delete	operations	(Hofer	et	al.,	2015).	

2.4.4 Home	safety	and	security	applications	

Smart	Home	environments	as	defined	by	Iinatti,	Member,	and	Ha	(2017)	can	visually	be	portrayed	as	

an	 organized	 and	 networked	 collection	 of	 heterogeneous	 components	 (i.e.	 be	 it	 electronics	 or	
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appliances)	whose	defined	purpose	is	to	provide	smart	services	seamlessly	to	the	Smart	Home	owners.		

The	essence	of	availing	convenience	is	being	underscored,	yet	attached	to	that	functional	specification	

of	 Smart	Home	 setups	 is	 an	 array	of	 security	 loopholes	 that	 render	 them	a	 ripe	haven	 for	 different	

possible	attacks	of	varying	magnitudes	as	they	interface	directly	with	personal	and	sensitive	data	(Shin	

et	al.,	2017;	Batool,	Saqib,	&	Khan,	2017;	Hossain,	Noor,	&	Hasan,	2017).		

Some	of	the	key	applications	highlighted	from	literature	for	Smart	Homes	are	intrusion	and	detection	

systems	as	presented	in	Daramas,	Pattarakitsophon,	Eiumtrakul,	Tantidham,	and	Tamkittikhun	(2016),	

where	an	Android	application	 for	monitoring,	configuring	and	notification	remotely	 is	demonstrated.	

Home	owners	 are	promptly	notified	of	 any	unusual	 events	on	 their	mobile	devices,	 equipping	 them	

with	 the	 ability	 to	 advance	 instant	 action	 despite	 being	 physically	 absent	 from	 their	 own	 premises,	

thereby	increasing	the	security	of	their	homes	by	the	click	of	a	button	(Daramas	et	al.,	2016).		

To	improve	security	and	safety	for	home	assets,	the	Home	Automation	system	for	Intrusion	Detection	

(HIVE)	has	been	developed	by	integrating	a	set	of	intrusion	sensors	and	actuators	and	IoT	technology	

(Daramas	et	al.,	2016).	

2.5 Smart	Home	Challenges	

The	 enabling	 environment	 for	 a	 Smart	 Home	 as	 a	 key	 towards	 the	 fundamental	 industrial	 and	

commercial	 envisaged	 test	 bed	 for	 IoT,	 Smart	 Grids	 as	 well	 as	 5G	 connectivity	 (Silverajan,	 Luoma,	

Vajaranta,	&	Itapuro,	2015)	is	being	fuelled	by	IoT	(Ren,	Song,	Yang,	&	Situ,	2016).	Commercial	vendors	

are	introducing	health	care,	home	automation	and	remote	monitoring	(Silverajan	et	al.,	2015).	These	

key	facts	about	a	Smart	Home	point	to	the	fact	of	a	delicate	and	an	underdeveloped	domain.	Due	to	

the	 infancy	 nature	 of	 the	 Smart	Home	domain,	many	 of	 the	 solutions	 are	 on	 trial	 and	 not	 yet	 fully	

developed.	On	the	other	hand,	the	future	projections	into	the	growth	of	Smart	cities	(Saxena,	Choi,	&	

Lu,	 2016;	 Paek,	 2015)	 can	be	honoured	 if	 the	 critical	 arms	 to	 the	 Smart	 cities	 hub	are	 given	proper	

attention;	hence	Smart	Homes	are	a	critical	component	towards	the	wider	Smart	cities	project.	

The	slow	adoption	of	Smart	Home	solutions	as	supported	by	Hui	et	al.	(2017)		can	be	attributed	to	the	

high	cost,	difficult	installation	and	unfriendly	operations.	The	study	done	by	Ford,	Pritoni,	Sanguinetti,	
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and	 Karlin	 (2017)	 analysed	 308	 Home	 Energy	 Management	 (HEM)	 products	 and	 identified	

opportunities	 for	 energy	 savings;	 however,	 such	 potential	 benefits	 that	 are	 related	 to	 convenience,	

comfort	or	security	may	limit	the	realisation	of	savings.		A	balance	between	energy	efficiency	and	the	

occupant’s	 needs	 is	 required	 (Fabi	 et	 al.,	 2017).	 As	 also	 highlighted	 by	 Fabi	 et	 al.	 (2017),	 the	 Smart	

Home	drivers	and	social	barriers	for	the	establishment	of	Smart	Homes	can	be	the	willingness	to	pay,	

which	is	affected	by:-	

• Expected	savings	

• Perceived	usefulness	of	consumption	feedbacks	

• Environmental	awareness	

• Intention	to	change	user	behaviour	

• Trusting	data	protection	–	privacy	issues	

The	gap	 in	 today’s	 technology	design	 in	Smart	Homes	 is	 the	understanding	of	consumers’	behaviour	

and	the	integration	of	this	understanding	into	smart	technology	(Bhati,	Hansen,	&	Chan,	2017).	Worth	

noting	are	the	highlighted	major	barriers	to	home	automation	by	Fabi	et	al.	(2017),	which	are	listed	as:-	

• Losing	control	

• Reliability	

• Viewing	Smart	Home	technology	as	exclusive	or	irrelevant	

• High	installation	costs	

The	 Smart	 Home	 usually	 requires	 the	 integrations	 of	 many	 heterogeneous	 sensors	 and	 service	

applications	in	deployment	and	realisation	(Seo	et	al.,	2016).		As	further	supported	by	Hui	et	al.	(2017),	

device	interworking	is	still	one	of	the	major	challenges	in	IoT	due	to	lack	of	standards.	IoT	is	paving	the	

way	to	many	possibilities	for	the	connected	world,	but	there	is	a	great	challenge	of	vulnerabilities	that	

already	 exists	 in	 the	 digital	 space	 and	 constant	 cyber-attack	 threats	 (Moskvitch,	 2017).	 As	 outlined	

earlier,	 traditional	 usage	 and	 connectivity	 of	 Internet	 setups	 continue	 to	 play	 a	 significant	 role	

(Silverajan	 et	 al.,	 2015),	 thus	 the	 continual	 security	 challenge	 for	 Smart	 Home	 environments	 will	

prevail.	
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Different	proprietary	standards	for	WSNs	are	being	proposed	at	the	same	time	from	the	industry,	such	

as	WEAVE	protocol	from	Google	and	Home	Kit	from	Apple,	but	this	may	take	a	long	time	to	converge	

to	a	globally	acceptable	protocol	for	SH	and	IoT	(Hui	et	al.,	2017).	

The	main	concern	on	Smart	Homes	by	users	is	related	to	the	invasion	of	the	domestic	privacy,	and	too	

intrusive	technologies	(Fabi	et	al.,	2017).	One	of	the	challenges	noted	by	Smirek	et	al.	(2016)	is	the	lack	

of	appropriate	user	 interfaces	to	cater	for	heterogeneous	user	groups,	which	might	also	explain	why	

privacy	 issues	continue	to	be	a	hot	button,	hence	the	widespread	adoption	of	Smart	Home	solutions	

has	 not	 taken	 place.	 Moreover,	 there	 is	 always	 a	 conflict	 between	 privacy	 awareness	 and	 context	

awareness.	 User	 intervention	 to	 balance	 the	 two	 could	 be	 the	 way	 out	 but	 the	 result	 will	 be	 a	

downgrade	of	autonomy	(Hui	et	al.,	2017).	The	other	challenge	also	highlighted	by	Smirek	et	al.	(2016)	

is	the	 low	interoperability	between	different	Smart	Home	systems,	which	creates	a	disjoint	setup	for	

properly	addressing	security	issues.	

A	 major	 problem	 with	 some	 implemented	 Smart	 Home	 solutions	 is	 that	 they	 cannot	 flexibly	

accommodate	the	existing	remotely	controlled	aftermarket	appliances	(Lin,	Lin,	Hsiao,	&	Wang,	2017).	

IoTtalk	remote	control	(IoTtalk-RC)	is	a	mechanism	advanced	by	Lin	et	al.	(2017)	that	utilises	sensors	as	

universal	software-defined	remote	control	for	aftermarket	home	appliances.		The	complexity	escalates	

when	 there	 are	multiple	owners	 in	 a	 single	home	 space	where	multiple	but	different	 rules	must	be	

applied	at	the	same	time,	in	the	same	place,	for	the	same	things	(Hui	et	al.,	2017).			

The	 Smart	 Home	 concept	 associated	 with	 the	 pervasiveness	 of	 network	 coverage	 and	 embedded	

computing	 technologies	 is	 assuming	 an	 ever-growing	 significance	 for	 people	 living	 in	 the	 highly	

developed	 areas.	 However,	 the	 heterogeneity	 of	 devices,	 services,	 communication	 protocols,	

standards	and	data	formats	involved	in	most	of	the	available	solutions	developed	by	different	vendors	

is	adversely	affecting	its	widespread	applications	(Tao	et	al.,	2018).	

2.6 The	Future	of	Smart	Homes	

Artificial	Intelligence	(AI)	gaining	momentum	and	one	of	the	key	requirements	for	future	Smart	Home	

designs	 is	 outlined	 in	 the	work	of	 Chiang,	 Lu,	 and	Hsu	 (2017).	 	 The	possibility	 of	 sharing	 knowledge	
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created	from	one	Smart	Home	environment	to	the	other	is	therefore	a	feature	to	consider.	This	is	why	

any	Smart	Home	solution	should	take	 into	account	how	to	effectively	 incorporate	AI	as	proposed	by	

Hui	 et	 al.	 (2017),	 that	 Human-to	 machine	 (H2M)	 interaction	 has	 become	 another	 part	 of	 Internet	

communication	where	machines	 get	 smarter	with	AI	 as	 things	 are	 becoming	 smarter,	 computerised	

and	connected	to	the	Internet.	Therefore,	easy	setup	process	or	auto-setup	will	be	the	ultimate	goal	

for	 non-technical	 users	 when	 SH	 technology	 becomes	 more	 mature	 (Hui	 et	 al.,	 2017).	 Other	 than	

location	 recognition,	 emotion	 recognition	 based	 on	 effective	 computing	 is	 also	 an	 interesting	 field	

catching	researchers’	attention	under	the	umbrella	of	Activity	recognition	(Hui	et	al.,	2017).	

Future	Smart	Home	services	with	IoT	technologies	can	have	economic	advantages	and	expandability	by	

presenting	 easy	 accessibility	 to	 wireless	 networks,	 as	 well	 as	 the	 compatibility	 of	 various	 operating	

systems,	 languages	 and	 frameworks	 (Joo	 &	 Choi,	 2017).	 This	 will	 positively	 contribute	 to	 the	 new	

phenomenon	of	Industry	4.0	(Hui	et	al.,	2017)	which	is	now	a	popular	term	in	Germany	as	“Industri	4.0	

”,	 already	 being	 advanced	 in	 smart	 grids	 for	 energy	 saving	 for	 homes	 and	 businesses	 based	 on	 the	

power	grid	to	collect	usage	data	from	appliances.	

Consumer-centric	applications	 suggest	 the	need	 for	 smart	grid	 technologies	 to	 implement	 intelligent	

systems	 such	 as	 HEMS	 to	 offer	 efficiency	 and	 economic	 control	 of	 home	 applications	 (Joo	 &	 Choi,	

2017).	The	Internet	will	disappear	since	nobody	will	notice	the	existence	of	the	connection	in	the	IoT	

world	(Hui	et	al.,	2017).	

Cherry,	 Hopfe,	 MacGillivray,	 and	 Pidgeon	 (2017)	 explored	 the	 socio-technical	 imaginaries	 of	 a	 low	

carbon	 housing	 future,	 which	 is	 meant	 to	 reduce	 carbon	 emissions	 to	 zero.	 They	 paid	 particular	

attention	 to	 the	 links	 between	 the	 visions	 of	 the	 future	 and	 the	 publics	 that	 inhabit	 them.	 In	 their	

paper	 Cherry	 et	 al.	 (2017)	 explored	 expert	 derived	 visions	 of	 a	 low	 carbon	 housing	 future	 with	

members	of	the	public	themselves,	investigating	their	acceptability	alongside	the	values	and	concerns	

which	shape	their	perceptions	of	these	possible	futures.		

IoT	frameworks	for	SH	should	support	alternatives	to	current	closed	manufacturers’	cloud	like	actor	or	

data	 flow	models	 in	which	applications	 can	be	distributed	 to	and	 instantiated	 in	a	 simple	way	using	

asynchronous	messaging	(Hui	et	al.,	2017).	
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Future	Smart	Homes	will	 reflect	the	full	range	of	a	new	group	of	users	who	would	precisely	demand	

personalised	user	 interfaces	that	take	the	 individual	user	requirements	and	preferences	 into	account	

(Smirek	et	al.,	2016).	

2.7 Taxonomy	of	IoT	Security	

The	taxonomy	of	 IoT	security	as	presented	by	Yaqoob	et	al.	 (2017)	gives	a	clear	cut	overview	of	 the	

entire	 landscape	 from	 threats,	 to	 key	 security	 requirements	 and	 some	 important	 standards	 to	 be	

considered.	 This	 gives	 a	 starting	 point	 for	 looking	 at	 the	 security	 solution	 requirements	 for	 IoT	 as	

presented	in	Figure	2.9.	

	
Figure	2.9:	Taxonomy	of	IoT	Security	

(Yaqoob	et	al.,	2017)	
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IoT	 security	 has	 become	 a	 cause	 for	 concern	 as	 a	 result	 of	 the	 increased	 number	 of	 resource	

constrained	smart	devices	which	are	not	architecturally	designed	to	employ	robust	security	techniques	

on	 them	 (Majeed,	 2017).	 As	 further	 expressed	 by	 Gu	 and	 Liu	 (2017),	 the	 challenges	 emanate	 from	

Threats	

Improper	
or	Unsafe	
Operation	

Information	
Exposure	or	

Loss	

Intellectual	
Property	
Theft	

Reverse	
Engineering	

Requirements	

Integrity	

Information	
Protection	

Anonymity	

Non-
Repudiation	

IEEE	Standards	

P1363	

P1619	

P2600	

802.1AE	

Deployment	
Levels	

Device	or	
Equipment	

Gateway	
&	

Network	

Utilities	

Application	

Technologies	

Virtual	
Private	

Networks	

DNS	
Security	

Extensions	

Onion	
Routing	

Private	
Information	



Namibia	University	of	Science	and	Technology	(NUST)	[2016	-	2018]	
Page	37	

	

existing	 authentication	 schemes	 for	 IoT	 devices	 which	 include:	 pre-distributed	 authentication	 keys	

which	are	not	 feasible,	and	manual	pairing,	which	 requires	more	user	effort	especially	when	dealing	

with	many	 IoT	 devices	 and	 context-based	 solutions,	which	 are	mostly	 peer-to-peer	 instead	of	 being	

scalable.	As	summarized	by	Khemissa	and	Tandjaoui	(2016a),	IoT’s	obstacle	towards	their	deployment	

rests	on	the	authentication	of	different	interconnected	entities,	and	exchanged	data	confidentiality	are	

the	top	concerns	that	need	to	be	addressed.	

Authentication	 can	 be	 viewed	 as	 the	 first	 line	 of	 security	 by	 ensuring	 the	 enforcement	 of	 security	

measures	 at	 level	 0	 (Crossman	 &	 Liu,	 2016).	 The	 process	 of	 authenticating	 the	 various	 processes,	

applications	and	objects	 require	a	handshake	 that	 can	be	done	before	authorization	 is	 granted.	 The	

computational	 limitation	 and	 overall	 capacity	 nature	 of	 IoT	 devices	 makes	 it	 a	 challenge	 to	 apply	

conventional	security	techniques	(Sharaf-Dabbagh	&	Saad,	2016).	Another	key	challenge	as	highlighted	

by	Shen,	Li,	Sahin,	and	Choi	(2016)	is	that	authentication	that	makes	use	of	the	public	key	system	is	not	

pliable	under	 IoT	application	environments	due	to	some	of	the	reasons	cited	by	Sharaf-Dabbagh	and	

Saad	(2016),	which	are	computational	limitations	and	the	portable	nature	of	IoT	devices.	

2.9 Security	Threats	Peculiar	to	IoT	

The	 main	 security	 issues	 in	 IoT	 as	 highlighted	 by	 Sicari	 et	 al.	 (2015a)	 are	 interdependent	 on	

authentication	in	one	way	or	the	other.	Access	control	requires	authentication	to	grant	permission	to	

the	required	resources	or	services.	Before	trust	can	be	extended	among	communicating	parties,	these	

parties	need	to	be	authenticated	against	the	set	privileges	and	access	rights.		As	supported	by	Li,	Yan,	

and	Chang	(2018),	the	IoT	paradigm	has	many	security	and	privacy	challenges	involving	authentication	

and	 authorisation,	 data	 and	 personal	 information	 confidentiality,	 and	 secure	 communication	 and	

computation.	

2.9.1 Authentication	specific	related	threats	

As	 highlighted	 by	 Cheng,	 Shenwen,	 Yingbo,	 Na,	 and	 Xuren	 (2015),	 loss	 of	 basic	 privacy,	 tracking,	

cloning,	eavesdropping,	physical	attacks	and	denial	of	service	attacks,	are	some	of	the	surfacing	threats		

for	IoT	authentication.	
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The	work	of	Arafin,	Gao,	and	Qu	(2017)	proves	that	some	of	the	authentication	schemes	can	be	their	

own	 threats	 in	 their	 bid	 to	 provide	 authentication	 solutions.	 We	 witness	 a	 demonstration	 of	 the	

Voltage	 Over	 Scaling	 (VOS),	 a	 technique	 that	 operates	 on	 the	 basis	 of	 a	 computation	 process	 to	

produce	a	two-factor	authentication	scheme	after	profiling	the	error	signature	and	gaining	information	

of	 the	 underlying	 procedures	 whose	 variation	 was	 then	 combined	 with	 security	 key	 based	

authentication	protocols.	This	approach	effectively	capitalized	on	the	error	by	methodically	profiling	it	

to	 gain	 knowledge	of	 the	underlying	process	 variation	 for	 computation	purposes,	 hence	providing	 a	

unique	key	authentication	approach	that	employs	hardware	process	variations.	

A	cloud	based	RFID	authentication	scheme	presented	by	Karthi	and	Harris	(2016)	was	targeting	reader	

impersonation	attacks	and	tag	 location	tracking	attacks	hence	 it	was	aimed	at	providing	tag	 location	

privacy.	 In	a	similar	research	done	by	Kaur,	Kumar,	Singh,	and	Obaidat	 (2016),	 it	was	concluded	that	

identity	 revelation,	 information	 leakage,	 tracking	and	spoofing	are	 typical	 to	RFID	systems	which	are	

defenceless	against	any	varied	nature	of	attacks,	either	active	or	passive.	They	suggest	 that	Elliptical	

Curve	 Cryptography	 (ECC)	 has	 the	 ability	 to	 establish	 mutual	 authentication	 among	 the	 tags	 and	

servers,	 at	 the	 same	 time	 protecting	 them	 against	 eavesdropping,	 cloning	 risks	 and	 replay	 tracking	

attacks	(Kaur	et	al.,	2016).	

Since	most	IoT	devices	are	likely	to	be	directly	connected	to	the	Internet	while	being	battery	powered	

for	some,	they	are	particularly	vulnerable	to	DoS	attacks	specifically	aimed	at	quickly	draining	battery	

and	 severely	 reducing	 device	 lifetime	 (Gehrmann,	 Tiloca,	 &	 Hoglund,	 2015).	 The	 proposed	 Short	

Message	 Authentication	 Check	 (SMACK)	 offered	 an	 early	 detection	 mechanism	 by	 swiftly	 picking	

invalid	messages	upon	reception	and	validated	 them	against	 the	 lightweight	message	authentication	

code	(Gehrmann	et	al.,	2015),	which	was	an	initiative	to	address	the	DoS	threats	of	this	nature.	

Some	of	 the	key	highlighted	potential	attacks	on	user	authentication	protocols	as	 tested	against	 the	

RRAM	based	lightweight	user	authentication	work	of	Arafin	and	Qu	(2016)	are	as	summarised	in	Figure	

3.2.	
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Figure	2.10:	Potential	attacks	on	user	authentication	
(Arafin	&	Qu,	2016)	

Light	weight	mutual	authentication	alternatives	which	are	capable	of	providing	data	confidentiality	are	

proposed	by	(Griffin,	2015),	which	make	use	of	authentication	key	exchange	to	defend	against	phishing	

and	 similar	 attacks.	 As	 highlighted	 by	Mbarek,	Meddeb,	 Ben	 Jaballah,	 and	Mosbah	 (2017),	 security	

vulnerabilities	 of	 lightweight	 authentication	 mechanisms	 and	 their	 inability	 to	 tackle	 memory	 DoS	

attacks	 motivated	 the	 work	 on	 an	 improved	 scheme	 derived	 from	 the	 streamlined	 Timed	 Efficient	

Stream	Loss-Tolerant	Authentication	(μTESLA),	referred	to	as	X	–μTESLA.	

2.10 Threat	Landscape	for	Smart	Home	Applications	

In	general,	the	threats	inherent	to	IoT	devices	anywhere	else	are	typically	the	same	threats	one	would	

find	in	a	Smart	Home	setup.	The	Smart	Home	domain	may	have	setbacks	of	not	having	formal	security	

design	 setups	 and	 that	mainly	depends	on	 the	expertise	 level	 of	 the	 inhabitants.	 If	 at	manufacturer	

level	certain	devices	don’t	have	robust	security	solutions	embedded	in	them	that	will	contribute	to	the	

vulnerabilities	that	a	Smart	Home	domain	is	likely	to	suffer.		

Password	Stealing	

Password	guessing	

• When	different	passwords	are	deemed	to	be	
authentic	for	one	user	Password	Collision	(false	negative)	

• a	case	when	an	authentic	password	is	declined	False	positive	alarm	

Denial	of	Service	(DoS)	

• A	group	of	powerful	attacks	that	targets	the	
vulnerabilities	in	hardware	implementation	of	the	
security	primitives	and	protocols	

Side	channel	attack	
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For	 consideration	 of	 a	 threat	 landscape	 for	 the	 purposes	 of	 this	 study,	 the	 Dolev-Yao	 attack	model	

(Dolev	&	Yao,	1983)	is	considered.	The	possible	attacks	such	as	eavesdropping,	message	injects,	replay,	

spoofing,	 insider	 and	outside	 attacks	 are	 all	 deemed	possible	 actions	 by	 the	 attacker.	 These	 attacks	

may	 be	 perpetrated	with	 the	motive	 to	 gain	 access	 to	 sensitive	 data,	 gain	 unauthorised	 control	 of	

Smart	Home	devices	and	propagate	denial	of	service	and	service	degradation.		

The	availability	of	IoT	devices	in	a	Smart	Home	enables	human	identification,	tracking	and	profiling	via	

the	physical	environment	without	their	consent	(Yaqoob	et	al.,	2017,	P.	454).	

2.11 Security	Threats	Towards	Smart	Home	Applications	

The	 reason	 why	 we	 need	 to	 zoom	 further	 into	 authentication	 threats,	 which	 are	 specific	 to	 Smart	

Homes,	 is	 the	unique	nature	of	the	domain	of	application.	Generalizing	authentication	threats	to	 IoT	

will	not	give	a	clear	picture	as	to	which	ones	are	more	prevalent	under	certain	domains	and	not	other	

domains.	 The	 picture	 painted	 in	 Section	 2.2,	 of	 a	 Smart	 Home,	 is	 one	 that	 entails	 the	 need	 to	

contextualize	 the	 threats	 so	 that	 they	 can	 be	 effectively	 handled.	 As	 indicated	 in	 Section	 2.8,	 some	

similarities	are	picked	too	under	this	section,	validating	our	claim	that	security	threats	that	are	peculiar	

to	IoT	in	any	domain	are	still	the	same	threats	to	be	handled	under	a	different	domain	as	long	as	we	

have	IoT	in	use,	but	maybe	at	a	different	level.	

The	 control	 of	 Smart	 Homes	 is	 being	 made	 possible	 through	 mobile	 devices	 which	 can	 access	 the	

Internet	 (Ren	 et	 al.,	 2016),	 but	 they	 can	 easily	 be	 compromised	 if	 the	 very	 devices	 are	 not	 secured	

properly,	causing	an	extension	of	the	attack	vector,	hence	possible	threats		to	authentication	thereof.	

By	 reverse	engineering	a	 smart	plug	and	advancing	a	unique	set	of	attacks	Ling	et	al.	 (2017)	proved	

that	they	can	effectively	and	efficiently	obtain	a	victim’s	authentication	credentials.		By	exploiting	the	

communication	protocols,	device	scan	attacks,	brute	force	attacks,	and	spoofing	attacks,	and	firmware	

attacks	were	performed.		As	presented	by	Ling	et	al.	(2017),	where	they	performed	a	case	study	on	a	

smart	plug	 system	with	a	 typical	 gadget	 in	 a	 Smart	Home	environment,	 the	 following	 vulnerabilities	

were	picked:-	insecure	communication	protocols,	and	lack	of	device	authentication.		
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The	 Smart	 Home	 scenario	 is	 replete	with	 smart	 devices	 that	 have	 the	 capability	 of	 interconnecting	

among	 themselves,	making	 the	whole	 security	 design	 in	 such	 an	 environment	 equally	 a	 challenging	

task.	 General	 security	 solutions	 cannot	 directly	 be	 advanced	 towards	 IoT	 application	 domains	 as	 a	

result	of	the	existing	unique	standards	and	communication	stacks	as	well	as	limited	computing	power	

(Sicari	et	al.,	2015).	A	compromised	sensor	can	push	notification	to	the	users’	phone	or	peers’	sensors	

and	collect	sensitive	data	from	them	(Yaqoob	et	al.,	2017).	

Malware	is	a	typical	threat	that	can	be	directed	towards	personal	data	in	a	Smart	Home	environment	if	

the	sensors	present	a	weak	authentication	structure.	Therefore,	authentication	mechanisms	need	 to	

be	 looked	 at	 in	 order	 to	 address	 unauthorized	 users	 and	 devices	 from	 accessing	 data	 they	 are	 not	

privileged	to	access	(Sicari	et	al.,	2015).	

To	 add	 on	 to	 the	 list	 of	 attacks	 Shen	 2016)	 highlight	 the	 following:-	 insider	 attacks,	 impersonation	

attacks,	 man-in-the-middle	 attacks,	 reply	 attacks	 and	 unknown	 key	 sharing	 attacks	 which	 are	

presented	 as	 some	 of	 the	 prevalent	 authentication	 threats	 	 that	 need	 serious	 considerations	when	

designing	security	solutions.	IoT	devices	are	vulnerable	to	sophisticated	security	attacks	such	as	man-

in-the	middle	attacks,	as	proffered	by	Kim,	Yoo,	and	Yoo	(2015).	

In	a	Smart	Home	setup,	the	user’s	privacy	information	is	at	risk	as	a	result	of	low	security	strength.	The	

magnitude	 of	 the	 risk	 extends	 to	 accessing	 such	 private	 information	 by	 strangers	 as	 well	 as	 other	

malicious	entities,	for	example	eavesdroppers	who	can	gather	and	aggregate	the	traffic	information	to	

profile	a	household	(Song	et	al.,	2017).	

Attacks	for	rolling-code	garage	door	openers	simply	synchronize	the	malicious	remote	with	the	existing	

remote	 control	 signals,	 and	 this	 requires	 only	 a	 few	 minutes	 or	 simply	 brute	 forcing	 the	 code	 or	

physical	 attack	 (Margulies,	 2015).	 The	 approach	 by	 most	 manufacturers	 of	 having	 a	 centralized	

authentication,	 authorization	 and	 commands	 is	 to	 reduce	 the	 demands	 of	 the	 inevitable	 tech	 calls	

(Margulies,	 2015),	which	eventually	becomes	a	 key	 threat	 to	authentication.	 The	main	 reason	being	

that,	the	cloud	platform	opens	new	doors	to	a	range	of	attack	vectors;	instead	of	attackers	having	one	

target,	 they	 end	 up	 having	 mass	 attacks	 of	 the	 same	 model	 and	 brand	 at	 a	 go	 (Margulies,	 2015),	

especially	during	software	updates	where	attackers	can	gain	control	of	the	whole	system.		
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The	 diversity	 of	 the	 Smart	 Home	 devices	 causes	many	 security	 and	 privacy	 challenges	 during	 their	

usage	(Ren	et	al.,	2016).	Authentication	based	on	fingerprint	identification	is	still	dangerous	when	it	is	

defrauded	with	the	fingerprint	film	(Ren	et	al.,	2016).		

	

2.11.1 Classification	of	IoT	Authentication	threats	and	attacks	in	Smart	Homes	

	

Now	that	Section	2.11	has	unveiled	the	threats	that	are	specific	to	IoT	in	Smart	Homes,	it	is	logical	to	

classify	them	accordingly	into	the	following	key	classes:	-	

• Device	layer,		

• Network	layer,	and		

• Application	layer.		

These	classifications	are	based	on	the	key	 features	of	 IoT	devices	as	 they	are	 functionally	positioned	

under	 various	 application	 scenarios	 as	 presented	 in	 Table	 2.1,	 as	 Device	 level;	 Network	 level,	 and	

Application	level.	These	three	classifications	are	based	on	the	3-layer	model	for	IoT	which	correlates	to	

the	 perception,	 network	 and	 application	 layers	 (Ge,	 Hong,	 Yusuf,	 &	 Kim,	 2018).	 The	 threats	 are	

presented	as	sources	of	potential	weakness	areas	that	attackers	can	capitalize	on	to	gain	unauthorized	

access	 to	 data	 or	 information	 that	 is	 key	 to	 the	 overall	 security	 of	 IoT	 devices	 in	 a	 Smart	 Home	

environment.		The	classification	of	attacks	is	done	in	two	parts,	considering	data	in	transit	and	data	at	

rest,	as	there	 is	generally	an	oversight	on	the	different	states	of	data,	which	can	be	compromised	at	

varying	magnitudes.	The	examples	given	 for	each	category	of	attacks	 is	not	an	exhaustive	 list	of	 the	

various	attacks.		
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Table	2.1:	Classification	of	authentication	threats	and	attacks	
	 Threats	 Attacks	

In	transit	

	

At	rest	

Device	Level	 Limited	resources		

Architecture		

Interfaces		

Software	

Firmware		

Brute	force			

Defraud		

DoS	

Firmware	

Physical	

Credentials	

Network	

Level	

Architecture		

Openness	

Protocols	

Eavesdropping		

Device	scan	

Spoofing	

Man-in-the	middle	

Reply	

Unknown	Key	sharing	

Device	Scan	

Brute	force	

Application	

Level	

Interactions	

Constraints	

Environment	

Human	

Impersonation	

Malware	

Insider	

	

	

2.11.2 Device	level	security	threats	

	

The	device-level	IoT	security	vulnerabilities	summarized	in	Figure	2.11,	are	an	indication	of	the	varied	

nature	of	worries	around	IoT	devices,	hence	the	authentication	of	such	devices	is	already	at	risk	from	

various	angles.	There	is	no	doubt	that	IoT	security	incidents	based	on	a	varied	nature	of	configurations	

are	susceptible	to	different	risk	magnitudes	(Mohsin,	Sardar,	Hasan,	&	Anwar,	2017).	Henceforth	the	

risk	 level	 at	 device	 level	 still	 has	 a	 substantial	 stake	 towards	 the	 overall	 security	 worries	 for	 IoT	

applications.	
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Figure	2.11:Device-level	IoT	security	vulnerabilities	adopted	from	
(Tankard,	2015)	

	
In	 addition	 to	what	 is	 presented	 in	 Figure	2.11,	devices	 such	as	 sensors	or	 embedded	RFID	 tags	 are	

prime	targets	for	the	attackers.	Attackers	either	replace	or	modify	the	device	software	to	achieve	their	

own	illegal	purposes	by	exploiting	devices	(Li,	Xu,	&	Zhao,	2015a).	The	main	security	threats	highlighted	

at	data	perception	level	as	highlighted	by	Yaqoob	et	al.	(2017)	are		summarized	in	Figure	2.12.	

	

Figure	2.12:	Security	threats	at	data	perception	level	
	

Device	 Level	 Security	 requirements:	 as	 this	 level	 comprises	 the	 involvement	 of	 people,	 things	 and	

places,	the	process	through	which	devices	perform	their	operations	and	interact	with	people	needs	to	

be	 secured.	 	As	 summarized	 in	Figure	2.13	below,	 some	of	 the	key	 requirements	at	device	 level	are	

highlighted.		

• Considering	wireless	connections	and	internet	connectivity	
leaves	the	devices	vulnerable	to	eavesdropping	attacks.	Eavesdropping	
• Malicious	devices/sensors	are	placed	near	the	targeted	
sensors	of	IoT	devices	to	obtain	desired	information	Sniffing	attack	
• As	communication	is	via	wireless	the	prospects	of	
incomplete	or	false	data	is	immininent	Data	noise	

80% 
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60% 
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Allow the use of weak password 

Raise privacy concerns over the amount of data that they collect 

Do not encrpyt data transmissions 

Cross-site scripting or other flaws in web interfaces 

Do not use encryption when downloading software update 

Device Level IoT Security Vulnerabilities 
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Figure	2.13:	Device	level	security	requirements	
	

2.11.3 Network	level	security	threats	

	

Also	 considered	 at	 the	 data	 transmission	 layer,	 the	 typical	 threats	 highlighted	 by	 Savola,	 Abie,	 and	

Sihvonen	(2012),	Yaqoob	et	al.	 (2017)	and	Kanuparthi,	Karri,	and	Addepalli	 (2013)	are	summarized	in	

Figure	2.14	below.	

	
Figure	2.14:	Device	transmission	security	attacks	

• Authenticating		integrity	of	installed	software	at	powerup	

Secure	booting	

• Authenticating	patches	received	and	installed,	only	signed	patches	allowed	

Secure	code	updates	

• Need	to	authenticate	user	rights	and	priviledges	

Access	control	

• To	avoid	device	spoofing	and	validate	new	devices	joining	the	network	

Device	authentication	

IoT	devices	or	services	
are	the	target.	

Can	appear	in	different	
forms	such	as	machine	
shutdown	or	data	
transfer	interruption	

Denial	of	
Service	

Cutting	off	connection	
between	the	sensing	
devices	and	the	internet	
infrastructure	

Routing	attacks	

Dos	attacks	targeting	
gateway	

Gateway	
Attack	

Attacks	unsecured	
devices/	sensors/
actuators	

With	M2M	mechanism	
for	transfer	and	
receiving	of	data,	
malicious	entities	may	
impersonate	
authenticated	devices	

Unauthorised	
Access	
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	At	 the	 network	 layer,	 the	 interaction	worth	 considering	 is	 between	 the	 devices	 or	 sensors	 and	 the	

Internet.	 There	 is	 physical	 intrusion	 and	 limited	 functional	 redundancy	 (Yaqoob	 et	 al.,	 2017)	 at	 this	

level,	henceforth	the	key	security	concerns	for	focus	are:-	

• Malware	 and	 intrusion	 protection	 -	 the	 need	 to	 apply	 access	 control	 lists	 and	 filtering	 is	

therefore,	needed;	and	

• 	Ensure	message	integrity	through	hash	functions	and	verification	protocols.		

	

2.11.4 Application	level	security	threats	

	

Application	program	attacks	which	can	cause	an	 inability	 to	 receive	security	patches,	malicious	code	

attacks	and	tampering	with	node-based	applications	(Yaqoob	et	al.,	2017)	are	prevalent	at	this	level.	A	

more	 detailed	 review	 of	 security	 threats	 is	 presented	 by	 Li	 et	 al.	 (2015a)	 where	 four	 layers	 are	

presented	 and	 the	 top	 10	 security	 concerns	 are	 highlighted.	 Table	 2.3	 below	 is	 an	 adaption	 of	 the	

representation.	 From	 the	 representation	 in	 Table	 2.3,	 it	 can	 be	 noted	 that	 the	 security	 threats,	

vulnerabilities	 and	 requirements	 for	 IoT	 devices	 have	 varying	 magnitudes	 of	 impact;	 however,	

authentication/authorization	has	a	universal	effect	on	all	the	presented	layers.		

Table	2.2:	Security	concerns	in	IoT	
(Li	et	al.,	2015a)	

Security	Concerns	 Interface	
Layer	

Service	
layer	

Network	
Layer	

Sensing	
layer	

Insecure	web	interface	 ✔	 ✔	 ✔	 	

Insufficient	authentication/	Authorization	 ✔	 ✔	 ✔	 ✔	

Insecure	network	services	 	 ✔	 ✔	 	

Lack	of	transport	encryption	 	 ✔	 ✔	 	

Privacy	concerns	 	 ✔	 ✔	 ✔	

Insecure	cloud	interface	 ✔	 	 	 	

Insecure	mobile	interface	 ✔	 	 ✔	 ✔	

Insecure	security	configuration	 ✔	 ✔	 ✔	 	

Insecure	software/firmware	 ✔	 	 ✔	 	

Poor	physical	security	 	 	 ✔	 ✔	
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Dealing	 with	 device	 interactions	 involved	 in	 acquiring	 data	 from	 IoT	 devices	 and	 sending	 control	

commands	(Yaqoob	et	al.,	2017),	the	security	requirements	to	be	addressed	at	this	level	therefore	are:-	

• Non-	repudiation	–	there	is	need	for	an	audit	trail	of	the	changes	

• Dynamic	auditing	mechanisms	should	be	implemented.		

2.12 IoT	Authentication	Overview	

Authentication	 is	 among	 the	 top	 vital	 aspects	 for	 consideration	 towards	 the	 design	 of	 secure	 IoT	

communication.	Authentication	can	be	rendered	as	the	first	phase	towards	access	control,	and	it	can	

be	device	authentication	or	user	authentication	(Shaju	&	Panchami,	2016),	or	even	more.	However,	the	

provision	 of	 a	 lightweight,	 bulletproof	 and	 distributed	 authentication	 scheme	 for	 total	 security	

solutions	 towards	 IoT	 applications	 remains	 one	 of	 the	 biggest	 challenges	 (Mahalle,	 2013).	 Device	

authentication	is	critical	and	a	very	challenging	task	for	the	emerging	IoT	(Chen	et	al.,	2017).	

There	are	 three	security	 layers	 for	 IoT,	which	can	be	summarized	as	perception	 layer,	network	 layer	

and	application	layer	(Zhao	&	Ge,	2013).	These	security	layers	correspondingly	correlate	with	the	three	

security	dimensions	of	the	IoT	security	architecture,	which	entail	information	security,	physical	security	

and	management	security	(Zhao	&	Ge,	2013).	Authentication	should	be	the	initial	handshake	security	

level	 that	 has	 to	 grant	 access	 rights	 to	 pieces	 of	 data	 around	 the	 Smart	Home	environment.	 This	 is	

corroborated	 by	 Zhao	 and	 Ge	 (2013),	 who	 argue	 that	 “IoT	 should	 have	 these	 characteristics:	

comprehensive	perception,	reliable	transmission,	and	intelligent	processing”	(p.,	664).	

Detailed	review	work	and	the	classification	of	different	authentication	techniques	for	IoT	was	carried	

out	by	Saadeh,	Sleit,	Qatawneh,	and	Almobaideen	(2016);	building	on	that	work,	this	section	highlights	

and	populates	on	 some	of	 them,	highlighting	 some	of	 the	 recent	 schemes	as	well.	 	As	Saadeh	et	al.	

(2016)	quote	Granjal,	Monteiro,	and	Sa	Silva	(2015),	as	well	as	Li,	Xu,	and	Zhao	(2015b),	that	there	is	a	

general	 agreement	 that	 traditional	 TCP/IP	 protocols	 such	 as	 HTTP,	 TCP	 and	 IP	 are	 not	 efficient	 in	

supporting	 	 machine	 to	 machine	 (M2M)	 communication.	 This	 shows	 that	 for	 IoT	 authentication	

solutions	to	work,	there	has	to	be	specific	functional	and	technical	refinement	of	existing	solutions	in	a	

contextual	approach	as	guided	by	their	implementation.	
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The	constrained	nature	of	devices	and	critical	security	concerns	of	IoT	applications,	sensor-based	and	

wireless	 systems	 will	 demand	 novel	 solutions	 towards	 system	 design,	 network	 design	 and	 data	

processing	procedures	 (Lin	&	Wen,	2016).	This	 is	 further	 supported	by	Nguyen	and	 Iacono	 (2016)	 in	

their	 REST-ful	 Constrained	 Application	 Protocol	 (CoAP)	 message	 authentication	 scheme	 whose	

overarching	 goal	 through	 the	 establishment	 of	 a	 message-oriented	 security	 layer	 for	 CoAP	 was	 to	

address	 the	 specific	 challenges	 stemming	 from	 the	 architectural	 style	 of	 REST	 and	 the	 resource	

constrained	nature	of	 IoT	 networks	 and	devices.	 For	 proving	 trustable	 services,	 Lin	 and	Wen	 (2016)	

explored	 the	 possibility	 of	 developing	 a	 node-based	 identification	 protocol	 by	 striking	 a	 balance	

between	energy	consumption	versus	malicious	node	detection	in	a	heterogeneous	IoT	setup.	

As	summarized	by	Kim	et	al.	(2015),	the	key	operations	for	authentication	as	observed	from	Denning,	

Kohno,	and	Levy	(2013),	Kothmayr,	Schmitt,	Hu,	Brünig,	and	Carle	(2013),	and	Saied	et	al.	(2014),	are:-		

• Key	establishment,	

• Message	authentication	code,	and		

• Handshake.		

It	can	therefore	be	highlighted	that	these	are	the	three	vital	ingredients	for	effective	authentication.	

A	 close	 look	 at	 various	 solutions	 presented	 and	 applied	 for	 IoT	 authentication	 platforms	 signals	 the	

varied	 nature	 of	 such	 solutions.	 Common	 among	 the	 various	 solutions	 as	 covered	 in	 this	 section,	

despite	 the	 domain	 of	 application,	 is	 their	 lightweight	 nature,	 which	 of	 course	 has	 varying	 degrees	

depending	on	areas	of	implementation.		

	The	first	selection	on	lightweight	 IoT	authentication	schemes	in	general	has	been	randomly	done	on	

the	following	key	categories:	-		

• Two-factor	authentication	based,		

• Use	of	pseudonyms,		

• Hardware	and	bio	based,		

• Network	based,	

• Physically	Unclonable	Function	(PUF)	based,	
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• Three-factor	authentication	based,	and		

• Cloud	computing	application	focused.		

These	were	 general	 trends	 observed	 from	 recent	 work	 on	 lightweight	 authentication	 schemes.	 The	

second	 selection	 on	 lightweight	 IoT	 authentication	 for	 Smart	 Home	 applications	 were	 mainly	

populated	 based	 on	 a	 random	 selection	 which	 satisfied	 the	 condition,	 A	 =	 {IoT,	 Lightweight,	

Authentication,	Smart	Home}.	

2.13 Comparison	of	IoT	Authentication	Schemes	Based	on	Costing	

In	 this	 section,	 the	 various	 selected	 lightweight	 solutions	 are	 compared	 on	 the	 basic	 architectural	

attributes	of	hash	functions	(x),	XOR	(y)	and	concatenation	(z).	Based	on	the	comparison	given	in	Table	

2.4,	 our	 recommendation	 is	 that	 the	 possible	 authentication	 techniques	 to	 adopt	 for	 Smart	 Home	

applications	 are	 those	 that	 do	 not	 have	 high	 cost	 but	 at	 the	 same	 time,	 they	 need	 to	 satisfy	 the	

fundamental	 security	 solution	 requirements	 as	 depicted	 in	 Section	 2.15.	 The	 basis	 for	 choosing	 a	

typical	scheme	to	apply	in	a	Smart	Home	environment	will	be	the	consideration	of	the	device	features	

and	the	computational	capabilities.	Most	of	 the	 IoT	devices	and	sensors	 finding	themselves	 in	Smart	

Home	environments	are	 typically	 constrained	 in	 terms	of	 storage	space,	 computational	 capacity	and	

memory	size.		

The	costing	comparison	presented	in	Table	2.4	is	a	summary	of	fifteen	(15)	different	protocols	picked	

from	the	analysis,	which	was	covered	as	part	of	the	publication	produced	from	this	work,	presented	in	

Appendix	 3.	 The	 selection	 of	 the	 costing	 values	 was	 based	 on	 the	 device	 level	 authentication.	 The	

reason	for	considering	the	device	level	was	mainly	on	the	basis	that	it	is	the	constrained	element	in	the	

whole	 IoT	 setup	 for	 Smart	Home	 applications.	 Focus	was	 then	 on	 the	 protocols	 offering	 the	 lowest	

value	after	summation	of	the	three	parameters	considered	for	costing.	Further	analysis	of	Table	2.4	is	

extended	 to	 Section	 2.17,	where	 a	 decision	 is	 then	made	based	on	 three	 lowly	 costed	protocols	 by	

Khemissa	et	al.	(2016),	Huang	et	al.	(2016)	and	Shen	et	al.	(2016)’s	protocols.	
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Table	2.3:	Device	level	costing	comparison	of	various	protocols	
Hash	(x)	 3	 2	 4	 2	 3	 12	 7	 5	 5	 5	 8	 9	 2	 1	 4	

XoR(y)	 3	 6	 5	 3	 1	 6	 2	 2	 3	 3	 7	 8	 4	 1	 6	

||(z)	 2	 16	 8	 1	 3	 13	 5	 4	 14	 16	 12	 15	 6	 1	 4	
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2.14 Recommendations	for	Smart	Home	Solutions	

To	guide	the	choice	of	solutions	for	Smart	Homes	from	the	comparisons	done	in	Table	2.4,	it	is	ideal	to	

consider	 all	 the	 dimensions	 of	 the	 authentication	 protocol	 to	 be	 advanced	 from	 functional	

specifications	to	their	resilience	towards	some	known	attacks	as	well	as	their	resource	requirements.		

It	 is	 important	 to	consider	 the	 identity	of	 the	objects	 for	a	holistic	authentication	solution.	Uniquely	

identifying	 the	 objects	 or	 things	 in	 IoT	 will	 help.	We	 strongly	 believe	 digital	 signatures	 will	 play	 an	

important	 role	 in	 this	 regard	 and	 introducing	 agent	 based	 trusted	 solutions	 would	 enhance	 the	

authentication	solutions	to	be	advanced	to	IoT	platforms,	especially	in	Smart	Homes.		

2.15 Synthesis	of	Literature	

As	 clearly	 outlined	 from	 Section	 2.1	 to	 Section	 2.13,	 the	 various	 literature	 reviewed,	 go	 deeper	 in	

confirming	 the	 research	 gap	 presented	 in	 Section	 1.3.	 Of	 note	 is	 the	 existence	 of	 the	 challenge	 to	

design	and	secure	authentication	architectures,	 incorporating	 lightweight	properties	of	 IoT	objects	 in	

various	applications.	As	our	focus	was	on	smart	home	applications	of	IoT,	a	number	of	challenges	have	

been	 highlighted	 and	 key	 to	 such	 challenges	 is	 the	 unsupervised	 nature	 of	 interactions	 among	 IoT	

objects.	
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To	outline	the	focus	of	this	research	and	mapping	the	focus	area,	we	paint	a	picture	of	a	Smart	Home	

that	this	research	worked	upon,	and	then	spell	out	the	model(s)	adopted	for	the	Smart	Home	space	in	

this	research.		

2.15.1 The	Smart	Home	definition	

Our	adopted	definition	of	a	Smart	Home	will	combines	Alaa	et	al.	(2017),	Seo	et	al.	(2016)	and	Smirek	

et	 al.	 (2016)’s	 definitions	 to	 give	 a	 working	 definition	 for	 this	 research	 of	 a	 Smart	 Home	 as:-	 An	

organised	 space	 that	 implements	 IoT	 to	provide	easy	management	of	 the	environment	 to	provide	

services	needed	either	within	or	outside	the	space.		

As	visually	displayed	in	Section	2.2,	Figure	2.2,	the	Smart	Home	space	considered	for	this	research	is	as	

such.	 The	 main	 services	 considered	 are	 Assisted	 Ambient	 Living	 (AAL)	 environments,	 which	 are	

essentially	designed	Smart	Home	applications	for	a	purpose;	motivated	by	the	need	to	avail	the	best	

secure	data	exchange	among	the	various	connected	devices	that	eventually	render	the	services	needed	

in	such	an	environment	critical.		

Closely	 tied	 to	monitoring	 ambient	 living	 spaces	 is	 Energy	 Saving	 Solutions	 (ESS),	 which	 ensure	 the	

sustainability	of	the	smart	spaces.	The	main	concern	therefore	was	on	how	various	interactions	among	

the	things	in	the	Smart	Home	are	protected	such	that	there	is	no	unauthorised	use	of	their	data.	

For	AAL	spaces,	much	of	the	data	is	very	sensitive	to	the	inhabitants	like	medical	and	financial	records	

and	 the	 need	 to	 update	 their	 current	 needs	which	 the	 sensors	 and	 actuators	with	 or	without	 their	

interaction	mainly	administer,	mostly	unsupervised.		

The	rationale	for	choosing	these	focus	areas	for	our	study	was	outlined	in	Chapter	1,	Section	1.8.	

2.15.2 Adopted	model	and	services	

Two	models	were	picked	for	informing	our	Smart	Home	setup,	which	are	the	AAL	model	(Rawashdeh	

et	 al.,	 2017)	 and	 the	Home	Energy	Management	 System	 (HEMS)	 (Joo	&	Choi,	 2017).	 	 These	models	

were	briefly	highlighted	in	Section	2.2.2	and	a	framework	for	AAL	was	displayed	in	Section	2.4.3,	Figure	

2.5.	
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The	reason	for	picking	these	models	was	on	the	basis	that	they	speak	directly	to	our	research	focus	as	

outlined	in	Chapter	1,	Section	1.8,	and	Figure	1.6,	which	is	stated	as	a	focus	on	a	solution	that	can	be	

applied	 to	 constrained	 resources	 that	 have	 the	 capabilities	 to	 interconnect	 among	 themselves,	with	

little	to	no	human	intervention.		

We	highly	acknowledge	the	role	played	by	Cloud	computing	in	the	setup	of	our	Smart	Home	space	for	

this	 research	 as	 poised	 by	 Hui	 et	 al.	 (2017),	 hence	 its	 scalability	 was	 taken	 in	 consideration	 for	

modelling	the	Smart	Home	setup.	

The	key	services	for	consideration	in	describing	our	Smart	Home	setup	are	those	espoused	by	Tao	et	al.	

(2018)	such	as	managing	temperature,	humidity	and	lightning	control,	air	conditioning,	lights	and	gas	

remote	control,	hence	the	ontology	presented	in	Figure	2.7	was	adopted	entirely	for	this	research.	

What	was	out	of	the	scope	of	this	research	was	addressing	the	inherent	challenges	involved	in	setting	

up	and	running	a	Smart	Home	space.	We	therefore	proceeded	on	the	assumption	that	such	challenges	

if	encountered	are	well	taken	care	of	to	a	satisfactory	level,	outside	the	scope	of	our	research	focus.	

The	only	challenges	our	research	focused	on	are	those	related	to	authentication	towards	data	security	

and	privacy	protection.	

2.16 IoT	Focus	Area	

Our	 focus	 in	 this	 research	was	based	on	 IoT	applications	 that	 facilitate	 the	built	up,	 functioning	and	

maintenance	of	AAL	and	ESS	to	give	birth	to	Smart	Home	setups.		

The	main	IoT	devices	of	focus	were	the	low	cost,	low	powered	and	constrained	devices	without	much	

computational	capacity.	The	reason	behind	this	focus	domain	was	to	ensure	that	we	were	focusing	on	

practical	solutions	for	a	wider	populace	of	people	that	can	afford	and	that	can	easily	be	modelled	into	

a	viable	business	model	for	practical	implementation.		

The	main	functionality	of	the	IoT	devices	for	consideration	was	their	ability	to	sense	and	transmit	their	

data	via	the	trusted	home	agent	as	displayed	in	Chapter	4.	
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As	our	main	focus	was	towards	security	of	data	in	transit	and	at	rest,	the	end-to-end	authentication	on	

mechanism	is	advanced	in	Chapter	4,	and	takes	into	consideration	the	lightweight	attributes	outlined	

in	this	chapter,	Section	2.4	and	Section	2.5.	

2.16.1 Protocols	adopted	for	our	Smart	Home	devices	

Given	the	constrained	nature	of	the	devices,	we	were	considering	to	be	powering	up	the	Smart	Home	

spaces	this	research	was	focusing	on,	the	need	to	pick	protocols	that	suit	such	description	was	key	as	

that	 informed	 the	 solution	 for	 consideration	 towards	 authentication.	 The	 comparison	of	 the	 various	

applicable	protocols	was	done	by	Coetzee,	Oosthuizen,	and	Mkhize	(2018)	(summarised	in	Table	2.5)	

and	that	heavily	endorsed	our	choice	of	the	Constrained	Application	Protocol	(CoAP)	protocol	as	it	was	

ratified	 by	 Internet	 Engineering	 TaskForce	 (IETF)	 Internet	 standard	 in	 2014,	 as	 the	 protocol	 for	 the	

information	age.	
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Table	2.4:	Protocol	comparisons	
(Coetzee	et	al.,	2018)	

	 Message	Queuing	

Telemetry	Transport	

(MQTT)	

Message	Queuing	

Telemetry	Transport	

for	Sensor	Networks	

(MQTT-SN)	

Constrained	

Application	Protocol	

(CoAP)	

Architecture	 Publish/Subscribe	via	

broker	(Middleware)	

Publish/	Subscribe	

via	broker	

(middleware)	

Client-server	(URI-

based)	

Quality	of	Service	 QoS	0:	Fire-and-	

Forget;	

QoS	1:	Message	

delivered	at	least	

once;	

QoS	2:	Message	

delivered	exactly	

once	

QoS	1:	Message	

confirmed	by	

receiver	with	“Ack”;	

QoS	2:	Message	

delivered	exactly	

once	

Confirmable	

(message	confirmed	

by	receiver	with	

“Ack”);	

Non-Confirmable	

(fire-and-forget)	

Security	 Transport	Layer	

Security	(TLS)	

Depends	on	network	

technology	

Datagram	Transport	

Layer	Security	(DTLS)	

Transport	 Transport	Control	

Protocol	(TCP)	

User	Datagram	

Protocol	(UDP)	

UDP	

2.16.2 Threats	addressed	

The	threats	addressed	by	this	research	were	those	focused	on	violating	data	security	between	device-

to-device	communications.	Such	threats	related	to	processes,	applications	and	objects	as	proffered	by	

Crossman	and	 Liu	 (2016),	 that	 could	disrupt	 the	delivering	of	 secure	data	 transfers	 for	AAL	 and	ESS	

services	in	a	Smart	Home	space,	were	considered.			We	would	not	claim	that	all	threats	related	to	the	

described	service	provision	were	addressed	 in	 this	 research,	but	 focus	was	made	 towards	 the	major	

threats	for	proof	of	concept	against	the	proposed	authentication	architecture.		
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The	major	threats	addressed	in	the	proposed	architecture	are	summarised	in	Figure	2.15	as	supported	

by	Ghosh,	(2016);	Jacobsson,	Boldt,	and	Carlsson	(2016);	and	Wang	et	al.	(2016).	

	

Figure	2.15:	Threats	addressed	
	

These	threats	were	picked	motivated	by	the	need	to	secure	the	nature	of	personal	and	sensitive	data	

in	the	Smart	Home	environment.	

The	threat	landscape	as	outlined	in	Section	2.10,	included	insider	and	outsider	attacks,	replays	attacks,	

man-in-the	middle	attacks,	impersonating	attacks	and	forward	security	attacks	was	adopted	in	full	for	

this	research.	As	precisely	stated	already	in	this	chapter,	the	focus	of	the	research	was	on	addressing	

device	 level	 security	 vulnerabilities,	which	 are	 summarised	 in	 Section	 2.11.2,	 Figure	 2.11,	 as	well	 as	

focusing	on	M2M	as	informed	in	Section	2.11.2,	Figure	2.13.	

	

Privacy	leakage	

Bootstrapping	

Denial	of	Service	

Non-repudiation		

Modification	of	message	
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2.17 Authentication	Focus	Area	

For	authentication,	our	main	area	of	focus	was	device-to-device	communication.	The	rationale	behind	

that	focus	area	was	that	a	sensor	on	a	homebound	patient	is	capable	of	transmitting	data	to	the	other	

sensor	in	a	properly	setup	Smart	Home	space	like	adjusting	the	temperature.	If	an	intruder	gets	access	

to	such	interaction	and	changes	the	correct	values	sent	through	to	the	gateway	for	action,	the	results	

could	be	catastrophic,	as	decisions	will	be	based	on	wrong	inputs.			

Being	able	to	ensure	that	authentication	among	the	devices	 is	completely	administered	via	a	trusted	

agent	 in	the	home	setup	guarantees	data	security	and	effective	management	of	the	Smart	Home	for	

the	required	services	as	and	when	needed,	hence	the	defined	thrust	of	this	research.	

From	the	comparison	done	 in	Section	2.13,	Table	2.4,	we	picked	Huang	et	al.	 (	2016),	Khemissa	and	

Tandjaoui	(2016b)	and	Shen	et	al.	 (2016)’s	protocols	as	probable	best	options	based	on	their	costing	

values.	We	did	 further	comparisons	of	 the	 three	as	depicted	 in	Table	2.5,	based	on	the	 threats	 they	

addressed.	This	comparison	was	focused	on	the	threat	landscape	highlighted	in	Section2.10.		

It	 is	 imperative	 to	 note	 that	 addressing	 all	 the	 threats	 using	 one	 solution	 may	 not	 be	 practical,	

especially	with	the	backdrop	of	 lightweight	requirements.	 	We	concluded	based	on	this	analysis	 that	

Shen	 et	 al.	 (2016)’s	 architecture	 was	 suitable	 for	 adoption	 towards	 the	 designing	 of	 our	 improved	

solution	that	specifically	addresses	device-to-device	authentication	at	the	M2M	layer	as	presented	in	

Chapter	4.		

The	 main	 focus	 therefore,	 for	 resource-constrained	 devices	 was	 to	 find	 a	 solution	 that	 offloads	 as	

much	as	possible	of	the	computational,	processing	and	storing	functionalities.	As	guided	by	the	various	

authentication	 architectures	 and	 their	 performance	 costs	 in	 Section	2.17,	 the	best	 approach	 for	 our	

focused	solution	was	further	built	and	incorporated	in	Chapter	4.	

Guided	by	the	authentication	threats	in	Section	2.16.2,	Chapter	5	gives	the	performance	metrics	of	our	

proposed	authentication	architecture	
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Table	2.5:	Device	level	costing	comparison	of	various	protocols	
Khemissa	 et	 al.’s	 authentication	

protocol	

✔ 	 ✔ 	 ✔ 	 ✔ 	 ✔ 	 ✔ 	 	

Huang	 et	 al.’s	 authentication	

protocol	

✔	 ✔	 ✔	 ✔	 	 	 	

Shen	et	al.’s	authentication	protocol	 ✔	 ✔	 ✔	 ✔	 ✔	 	 ✔	
Threats	addressed	 Dictionary	attack	

M
an-in-the	

m
iddle	attack	

Replay	attack	

M
odification	

attack	

Im
personation	

attack	

DoS	attack	

Forw
ard	security	

	

2.18 Overall	Research	Focus	Area	

Coming	 up	 with	 lightweight	 authentication	 architecture	 was	 a	 way	 of	 ensuring	 data	 security	 as	 it	

transitions	through	the	various	stages	of	its	lifecycle	from	its	source	(sensors	and	actuators	–	raw	data)	

to	destination	(gateways	and	servers	-	raw	data	to	processed	information)	and	vice-versa.	The	overall	

research	was	focused	on	proposing	the	best	secure	Smart	Home	spaces	that	can	be	advanced	to	assist	

the	elderly,	disabled	and	people	with	special	needs,	with	a	main	focus	on	ensuring	that	their	personal	

data	is	tightly	secured	and	no	unauthorised	users	have	access	to	such	data.	

As	that	raw	data	guides	informed	decision-making	processes	(be	they	for	health	information	purposes	

or	energy	saving	measures),	the	Confidentiality,	Integrity,	and	Availability	(CIA)	has	to	be	preserved	at	

all	levels	of	access,	hence	these	data	questions	(who,	when,	where,	why	and	how).	

2.19 Chapter	Summary	

This	chapter	gave	a	thorough	literature	search	and	key	among	the	findings	are	the	essential	features	of	

Smart	Homes,	 the	 requirements,	applications,	models,	 challenges	and	 future	projections	 that	gave	a	

solid	map	on	the	threats	and	attack	vectors	for	smart	home	setups.	
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As	depicted	in	section	2.17,	an	identification	of	various	authentication	architectures	was	done	and	the	

best	 authentication	 solutions	 to	 advance	 towards	 addressing	 as	 many	 of	 the	 Smart	 Home	 security	

threats	as	possible,	was	picked.	Outlined	in	this	chapter	was	coverage	of	the	different	authentication	

architectures	 that	 can	 be	 found	 in	 the	 IoT	 domain,	 and	 this	 is	 by	 no	 way	 an	 exhaustive	 list	 of	 the	

various	 approaches	 being	developed	 and	 implemented	 as	 this	 area	 is	 receiving	wide	 attention	 from	

various	angles.	A	relook	at	existing	authentication	protocols	helps	in	improving	on	newer	designs	and	

addressing	 some	 of	 the	 shortfalls	 of	 similar	 and	 previous	 versions.	 As	 security	 remains	 an	 evolving	

discipline,	 rigid	approaches	and	standardizations	 for	measuring	some	of	 the	solutions	on	 the	ground	

may	 not	 be	 feasible,	 henceforth;	 it	 is	 ideal	 to	 have	 an	 outline	 of	 fundamental	 features	 to	 be	

incorporated	in	typical	solutions.	

As	part	of	the	focus	of	this	chapter	was	to	identify	the	best	lightweight	authentication	approaches	for	

Smart	Homes,	 it	 is	 ideal	 to	 consider	 a	 number	 of	 key	 aspects	when	 selecting	 a	 solution	 to	 advance	

towards	the	design	of	authentication	techniques	for	Smart	Homes.	There	are	crosscutting	dynamics	in	

the	 various	 authentication	 approaches	 already	 in	 use	 and	 borrowing	 the	 best	 features	 from	 one	

solution	and	combining	them	with	the	others	gives	a	recipe	for	a	secure	solution.	

The	 costing	 of	 probable	 authentication	 architectures	 for	 consideration	 helped	 in	 the	 decision	 of	

selecting	a	less	cost	effective	solution	to	propose	for	lightweight	applications.		

Lastly,	this	chapter	presented	a	summary	of	the	main	research	area,	starting	from	the	main	research	

body	of	knowledge	(Information	Assurance	and	Security)	to	the	specific	domain	of	application	that	 is	

Smart	 Home	 (Data	 Security).	 Then	 finally	 highlighting	 on	 specific	 security	 components	 of	 focus	 -	

authentication.	 An	 overarching	 research	 focus	 mapping	 concludes	 the	 chapter.	 	 The	 next	 chapter	

unpacks	 the	 methodology	 applied	 to	 realise	 these	 set	 research	 mandates	 as	 summarised	 in	 this	

chapter.		
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3.1 Chapter	Overview	

This	is	among	the	crucial	chapters	of	this	thesis	as	it	gives	a	map	of	the	entire	research	journey	from	

the	beginning	to	the	end.	This	chapter	speaks	directly	to	every	set	research	question/objective	of	this	

research	by	outlining	how	the	research	managed	to	fulfil	the	objectives	and	answered	the	questions	as	

well.		

Chapter	Organisation:		Section	3.2	sets	the	tone	for	this	chapter	by	giving	a	high	level	overview	of	the	

philosophy	 employed	 in	 this	 research,	 hence	outlining	 the	 research	paradigm.	 Section	3.3	 highlights	

the	 research	 strategy	employed	by	 this	 research,	where	Design	 Science	 is	 explained	and	why	 it	was	

selected	for	this	research.	Section	3.4	details	and	expands	on	how	each	research	question	or	research	

objective	 was	 fulfilled.	 As	 an	 expansion	 of	 Section	 3.4,	 Section	 3.5	 zeroes	 in	 on	 research	methods,	

where	details	on	the	methods,	tools	and	data	analysis	are	expanded.	Section	3.6	wrap	the	chapter	by	

highlighting	how	the	overall	research	covered	in	this	thesis	ought	to	be	evaluated	entirely.		

3.2 Research	Paradigm	

The	research	paradigm	used	for	this	research	was	the	Constructivist	paradigm,	using	Design	Science	as	

the	 high	 level	 methodology,	 which	 then	 informed	 the	 methods	 that	 were	 used.	 	 Design	 Science	

research	 involves	 two	 primary	 activities	 to	 improve	 and	 understand	 the	 behaviour	 of	 aspects	 of	

information	 systems;	 (1)	 the	 creation	 of	 new	 knowledge	 through	 the	 design	 of	 novel	 or	 innovative	

artefacts	(things	or	processes),	and	(2)	the	analysis	of	the	artefacts	is	used	and	or	performed	(Hevner,	

March,	 Park,	 &	 Ram,	 2004;	 March	 &	 Storey,	 2016).	 For	 analysis	 of	 the	 security	 architecture,	 data	

analysis	 called	 for	 both	 qualitative	 and	 quantitative	 research	 methods,	 which	 were	 employed	 as	

depicted	in	Figure	3.1	and	Figure	3.3.		
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Figure	3.1:	Features	of	Constructive	research		
(As	presented	by	Oyegoke,	2011))	

The	need	to	choose	a	paradigm	was	explained	by	Kuhn	(1970),	when	mention	was	made	to	the	 fact	

that,	“science	can	only	progress	when	it	has	a	paradigm	to	be	able	to	choose	the	research	phenomena,	

ground	 a	 theory	 and	 state	 a	 framework”	 (p.	 18).	 The	 focus	 on	 the	 Constructivist	 paradigm	 and	 its	

deemed	relevance	to	this	research	has	its	basis	on	the	construction	of	a	solution	that	is	based	on	the	

“subject’s	interaction	with	the	world”	matters	as	in	security	related	research	(Gray,	2014).	Moreover,	
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and	case	based	(Oyegoke,	2011).	

A	well-defined	constructivist	paradigm	has	to	match	the	problem	and	the	solution,	together	with	the	

theoretical	 knowledge	 (Oyegoke,	 2011).	 Considering	 the	 research	 objectives	 outlined	 in	 Chapter	 1,	

Section	1.4,	the	need	to	match	the	problem	of	resource-constrained	devices	in	the	IoT	and	their	need	
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for	 a	 security	 solution	 could	 best	 be	 modelled	 with	 the	 constructivist	 research	 paradigm.	 This	 is	

supported	 by	 Oyegoke	 (2011)	 who	 proffers	 that;	 core	 element	 of	 the	 constructive	 approach	 is	 the	

design	construct	phase.	This	phase	 is	often	heuristic	by	nature	with	stricter	 theoretical	 justifications.	

This	suited	this	research	as	most	of	the	existing	solutions	to	similar	problems	have	and	mostly	could	be	

concluded	based	on	expertise	and	published	works.		

The	 constructivist	 paradigm	 recommends	 proof	 of	 concept	 and	 according	 to	 Oyegoke	 (2011),	 the	

novelty	and	actual	functional	solution	needs	to	be	demonstrated,	and	it	is	a	rigorous	approach	(Tobin	

&	 Begley,	 2004).	 The	 approach	 spans	 through	 construction,	 application	 and	 operationalisation,	 and	

these	 require	 innovativeness,	 creativity	 and	 transparency	 (Gioia,	 Corley,	 &	 Hamilton,	 2013).	 The	

attributes	informed	the	design	of	the	architecture	presented	in	Chapter	4.	

The	illustration	given	in	Figure	3.1	summarises	how	the	constructive	research	approach,	which	works	

by	identifying	the	practical	relevance	of	the	problems	that	have	research	potential	through	theoretical	

literature,	 reviews	 and	 substantiated	 with	 practical	 experience,	 which	 in	 this	 research	 was	

demonstrated	 through	 the	 simulation	 of	 state-of-the-art	 data	 security,	 under	 the	 CIA	 triad,	 using	

formal	methods.		

This	 approach	 comprised	 of	 the	 epistemology,	 theory	 and	 technical	 issues,	 which	 provided	 the	

philosophical	 stance	 and	 gave	 context	 to	 and	 informed	 the	 study.	 The	 construct	 can	 be	 validated	

through	triangulation	of	different	approaches	depending	on	the	work	at	hand	(Oyegoke,	2011).	Most	

importantly,	 this	process	 is	 not	 linear	 as	 illustrated	 in	 Figure	3.3,	 but	 it	 is	 a	dynamic	 and	 interactive	

process	between	different	phases,	which	speaks	directly	to	the	choice	of	Design	Science	as	a	high	level	

methodology	employed	in	this	work.	

A	practical	display	of	how	the	constructive	research	approach	has	been	implemented	in	this	research	is	

presented	in	Figure	3.2	below.		
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Figure	3.2:	Application	of	the	constructive	research	paradigm	in	this	work	

	

3.3 Research	Strategy	

The	 detailed	 application	 of	 the	 various	methodological	 approaches	 in	 this	 research	 can	 logically	 be	

followed	through	their	application	on	a	step-by-step	process	in	fulfilling	the	set	research	questions	and	

ultimately	realising	the	corresponding	research	objectives	as	summarised	in	Section	3.4.	To	effectively	

apply	 all	 the	 relevant	 methods	 to	 answer	 the	 stated	 research	 questions,	 the	 proposed	 research	

framework	 was	 Design	 Science	 research	 and	 this	 guided	 the	 entire	 research	 process.	 The	modified	

adoption	 of	 the	 proposed	 research	 process	 by	 Offermann,	 Levina,	 Schonherr,	 and	 Bub	 (2009)	 is	 as	

summarised	in	Figure	3.3.	
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Figure	3.3:	Research	process	using	Design	Science	approach	
	

Design	Science	 research	 is	presented	by	Winter	 (2008)	as	one	 that	gives	 relevance	and	 rigour	 if	 it	 is	

applied	effectively	to	a	particular	problem	under	consideration.	Many	researchers	underscore	the	need	

to	 combine	 research	 perspectives	 with	 corresponding	 methodologies	 over	 and	 above	 rigour	 and	

relevance	as	key	pillars	of	Design	Science	(Offermann	et	al.,	2009).	

The	emphasis	that	Design	Science	research	places	on	the	need	to	vary	research	methods	as	supported	

by	Hevner	and	Chatterjee	(2010),	made	it	a	suitable	approach	for	the	work	carried	out.	In	this	research,	

coming	 up	with	 a	 lightweight	 solution	 for	 unsupervised	 IoT	 in	 Smart	Home	 applications	 called	 for	 a	
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conclusion.	The	flexibility	of	Design	Science	to	support	both	quantitative	and	qualitative	data	research	

methods	enabled	the	answering	of	the	set	of	questions	for	this	research	in	a	more	comprehensive	way	

(Kaplan	&	Duchon,	1988;	Offermann	et	al.,	2009).	

	

	

	

	

	

	

	

	

	

	

	

	

Figure	3.4:		The	Research	Epistemological	Perspective	overview	

	

Cross	(2007),	as	cited	 in	Offermann	et	al.	2009,	p.	8),	argues	that	“so	we	might	conclude	that	design	

science	refers	to	an	explicitly	organised,	rational	and	wholly	systematic	approach	to	design;	not	just	the	

utilisation	 of	 scientific	 knowledge	 or	 artefacts,	 but	 design	 being	 in	 some	 sense	 a	 scientific	 activity	

itself.”	 This	 argument	 therefore	 gives	 the	 interlink	 that	 can	 be	 formed	 between	 the	 constructivist	

paradigm	 and	 Design	 Science	 in	 research	 that	 typically	 involves	 the	 construction	 of	 a	 solution	 to	 a	

defined	problem	in	a	scientific	approach.	The	specific	application	to	this	research	of	the	Design	Science	

model	is	depicted	in	Figure	3.5	below	
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Figure	3.5:	The	actual	application	of	Design	Science	to	this	research	
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and	Energy	 Saving	 Solutions	 and	how	 to	ensure	 their	 security	was	motivated	by	 the	 shared	 societal	

needs	as	enshrined	in	the	SDGs.	

The	model	 proposed	 for	 application	 of	 the	 challenge	 driven	 approach	 is	 summarised	 in	 Figure	 3.6,	

which	is	an	adaption	of	the	approach	employed	by	Rwegasira	et	al.	(2018).	

	
Figure	3.6:	Challenge	Driven	Approach	

	

As	depicted	in	Figure	3.7,	the	actual	application	of	the	Challenge	Driven	Approach	to	this	research	as	
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Figure	3.7:	Challenge	Driven	Approach	as	applied	to	this	research	
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(2012).		The	reason	why	we	adopted	the	Dolev	Yao	model	for	this	research	was	partly	on	that	basis	of	

having	a	formalised	adversary	model.	

We	appreaciate	some	of	the	drawbacks	of	the	Dolev	Yao	Model	as	highlighted	by	Halpern	&	Pucella,	

(2012)	that	it	cannot	handle	probabilistic	notions	such	as	an	adversary	attempting	to	guess	the	keys.	To	

ensure	that	this	drawback	was	not	going	to	affect	our	authentication	protocol	verification,	the	selected	

SCYTHER	tool	has	features	that	go	beyond	the	Dolev	Yao	modeling	unlike	its	competiting	and	dropped	

alternatives	such	as	the	AVISPA,	Casper	and	ProVerif,	which	are	formal	methods	that	allow	flexiblity	in	

their	adoption	of	the	Dolev	Yao	Model,	in	describing	the	adversaries.	

Despite	 the	 critisism	 offered	 on	 the	 Dolev	 Yao	 model,	 there	 is	 wide	 appreciation	 of	 the	 fact	 that,	

almost	all	logics	are	based	on	the	very	model	(Halpern	&	Pucella,	2012;	Pöpper	et	al.,	2011).	There	is	

proof	 of	 many	 extensions	 of	 the	 model	 too,	 such	 as	 the	 cyber-physical	 Dolev	 Yao	 attacker	 model	

(Pöpper	et	al.,	2011).	To	confirm	the	wide	acceptablity	of	the	Dolev	Yao	model,	Martina,	dos	Santos,	

Carlos,	 Price,	 &	 Custódio	 (2015)	 posits	 that	 it	 is	 the	 most	 widely	 accepted	 attacker	 model	 for	 the	

analysis	of	security	protocols.	

3.4 Research	Approach		

Table	 3.1	 below	 is	 a	 detailed	 summary	 of	 how	 each	 of	 the	 research	 objectives	 and	 the	 research	

questions	 were	 addressed,	 by	 highlighting	 the	 tools,	 methods,	 and	 the	 outcomes	 that	 guided	 the	

adequate	fulfilment	of	the	set	targets.		
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Table	3.1:	Summary	of	research	methodology	application	
#	 Research	Objective	 Research	Question	 Methods/Tools	 Expected	Outcome	

1	 Identify	the	

potential	

authentication	

threats	to	IoT	Smart	

Home	applications	

	

What	are	the	

potential	

authentication	

threats	to	IoT	in	

Smart	Home	

applications?	

Literature	review	of	

technical	and	scientific	

data	sources.	

Qualitative	data	

analysis	

Authentication	threats	to	

IoT	Smart	Home	

applications	

2	 Analyse	current	IoT	

authentication	

architectures	that	

suit	Smart	Home	

applications	

What	are	the	

available	

authentication	

mechanisms	for	IoT	

and	their	relative	

performance?	

Literature	review	of	

technical	and	scientific	

data	sources.	

Qualitative	data	

analysis	

Authentication	architecture	

Protocol	performance	

metrics	and	functional	

specifications	

3	 Design	a	lightweight	

IoT	secure	

authentication	

architecture	for	

Smart	Home	

applications	

How	can	Smart	

Home	IoT	objects	

be	authenticated	in	

a	computationally	

efficient,	secure,	

and	correct	

manner?	

Quantitative	data	

analysis	

Formal	methods	

Artefact	–	Simulation	of	its	

functionality	

Comparative	results	from	

experts		

A	lightweight	IoT	

architecture	

4	 Evaluate	the	

proposed	secure	

solution	for	

correctness	and	

computation	

efficiency	

What	performance	

evaluation	

approach	and	

strategy	will	best	

validate	the	

architecture?	

Simulation	–	Proof	of	

concept	

Expert	consultations	

Validated	results	on	

efficiency	and	scalability	
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3.5 Research	Methods	

As	 a	 highlight	 of	 the	 various	 methods	 and	 tools	 employed	 to	 answer	 the	 research	 questions,	 this	

section	details	the	sampling	methods	used,	the	data	collection	approach	and	ultimately	how	data	was	

analysed.		

3.5.1 Sampling	methods	

The	 appropriate	 sampling	 population	 and	 simulation	 runs	 executed	 fulfil	 Objective	 3	 (Design	 a	

lightweight	authentication	architecture	for	Smart	Home	applications)	and	partly	Objective	4	(Evaluate	

the	 proposed	 secure	 solution	 for	 computation	 efficiency	 and	 scalability).	 The	 sampling	 approach	

employed	in	the	simulation	of	the	architecture	was	based	on	the	range	of	runs	that	can	be	applied	in	

testing	 the	 robustness	 of	 the	 architecture’s	 functionality	 when	 intruders	 are	 given	 more	 room	 to	

explore	 every	 possible	 attack	 vector.	 A	 snowballing	 sampling	 approach	 (Stephanie,	 2017)	 was	 then	

appropriate	to	employ	for	this	exercise.	

3.5.2 Data	collection		

Qualitative	 data	 was	 collected	 from	 scientific	 and	 technical	 sources	 through	 literature	 reviews.	 The	

secondary	data	collected	as	depicted	 in	Table	3.1,	was	used	 in	 light	of	Objective	1,	Objective	2,	and	

partly	 Objective	 4.	 As	 indicated	 on	 the	 expected	 outcome	 column	 in	 Table	 3.1,	 the	 nature	 of	 data	

collected	from	secondary	sources	guided	the	answering	of	respective	research	questions.	Quantitative	

data	collected	from	the	simulated	nodes	that	depicted	an	abstraction	of	a	Smart	Home	setup	tested	

the	resource	efficiency	of	the	presented	architecture	in	Chapter	4.				

3.5.3 Simulation	

The	research	needed	to	model	AI;	hence,	the	choice	of	a	simulation	platform	guided	the	need	to	select	

an	Agent	Based	Modelling	(ABM)	as	an	approach.	An	ABM	closely	explains	the	features	that	formulate	

an	AI	based	setup.		
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The	 qualities	 that	 deemed	 agents	 appropriate	 to	 simulate	 Smart	 Home	 behaviours	 is	 their	

autonomous,	self-contained	and	interacting	nature	(Macal	&	North,	2008).		As	depicted	in	Figure	3.8,	

an	ABM	interacts	with	its	environment	and	the	roles	of	an	agent	are	clearly	summarised.		

There	are	various	ABM	applications	as	summarised	by	Macal	and	North	(2008,	p.	93)	in	Table	1	of	their	

paper.	 A	 dedicated	 prototyping	 agent-based	 environment	 applied	 in	 this	 research	 in	 the	 form	 of	

REcursive	Porous	Agent	Simulation	Toolkit	(REPAST)	Simphony	was	chosen	based	on	its	scalable	nature	

compared	to	NetLogo,	Starlogo,	and	MATLAB.		

	

	

	

	

	
Figure	3.8:	A	typical	agent	

3.6 Research	Analysis	Tools	

The	typology	for	analysis	of	the	secondary	data	for	Objectives	1	and	2	was	the	amplified	analysis	(Gray,	

2014).	The	assorted	data	analysis	 (Gray,	2014)	was	applied	 towards	meeting	Objective	4.	 Simulation	

run	using	existing	platforms	as	 informed	from	the	qualitative	data	analysis,	was	used	to	validate	 the	

designed	architecture.	The	experimental	design	guided	by	best	practices	in	security	design,	which	are	

enshrined	 in	 the	 CIA	 triad,	were	 the	 basis	 of	 evaluating	 the	 authentication	 architecture.	 Descriptive	

statistics	 (Gray,	 2014)	 were	 used	 to	 analyse	 the	 quantitative	 data.	 Analytic	 induction	 analysis	 then	

helped	to	identify	adoptable	patterns	for	a	secure	architecture	design.		

The	 evaluation	 on	 the	 impact	 of	 attacks	 on	 IoT	 simulated	 using	 SCYTHER	 as	 well	 as	 the	 proposed	

authentication	 architecture-using	 InstantContiki	 2.7,	 helped	 in	 simulating	 the	 Smart	 Home	

environment.		

Environment	
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To	test	the	authentication	capacity	of	the	IoT	devices,	scenarios	were	created	(as	depicted	in	Chapter	

5,	 Section	 5.2)	 in	 a	 simulated	 environment	 and	 computational	 efficiency	was	measured,	which	was	

tested	 against	 similar	 solutions	 on	 authentication,	 which	 would	 have	 been	 applied	 in	 the	 same	

simulated	environment.		

3.6.1 The	SCYTHER	tool	

The	SCYTHER	tool	is	a	verification,	falsification	and	analysis	tool	for	security	protocols	(Cremers,	2008).	

As	 posited	 by	 Cas	 Cremers	 (2008)	 at	 the	 time	 of	 his	 writing,	 there	 was	 still	 ongoing	 work	 towards	

formal	 approaches	 for	 protocol	 construction,	which	were	 backed	 by	 formal	 logic.	 The	 SCYTHER	 tool	

therefore	filled	that	gap.		

Based	on	the	novel	 features	of	SCYTHER,	we	selected	the	tool	 for	 formal	verification	of	 the	protocol	

behind	our	architecture,	particularly	the	authentication	component.	Such	features	as	giving	a	platform	

for	 unbound	 verification	 with	 guaranteed	 termination,	 analysis	 of	 infinite	 sets	 traces	 in	 terms	 of	

patterns	and	multi-protocol	analysis,	formed	the	basis	of	protocol	validation.	An	important	feature	that	

also	determined	 its	selection	compared	to	existing	verification	tools	 like	AVISPA	and	ProVerif	was	 its	

ability	 to	 analyse	 classes	 of	 attacks	 and	model	 possible	 protocol	 behaviours.	 Such	 functionality	was	

attained	with	an	unbound	number	of	protocol	sessions	proved	correctness.		

From	 the	 analysis	 done	 by	 Cremers,	 Lafourcade,	 and	 Nadeau	 (2009),	 the	 SCYTHER	 was	 the	 fastest	

verification	 tool	which	 did	 not	make	use	 of	 approximation	methods	 as	 it	 outperformed	AVISPA	 and	

ProVerif.	

3.6.2 Application	of	the	SCYTHER	Tool	to	this	research	

We	had	to	convert	our	architecture’s	functional	model	 into	a	Security	Protocol	Description	Language	

(SPDL)	format,	based	on	the	semantics	of	High	Order	Logic	(HOL).	The	SCYTHER	was	able	to	verify	the	

security	claims	as	represented	in	Chapter	8.	By	validating	the	security	claims,	a	protocol	measured	for	

its	security	level	(see	Chapter	5,	Section	5.2).	
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Table	3.2	is	a	summary	of	how	the	verifications	were	tested,	based	on	the	SCYTHER	tool.	

Table	3.2:	Verification	using	SCYTHER		
(adopted	from	Cremers,	2014))	

Function	 Description	of	how	it	was	tested	

Verification	of	claims	 Using	SPDL,	specifications	of	the	properties	that	build	up	a	security	

authentication	architecture	applied	as	claim	events	in	a	role	based	

approach	(Typical	Alice	and	Bob	security	representation).	

We	 then	 used	 SCYTHER	 to	 verify	 or	 falsify	 the	 claims	 based	 on	

conditions	set.	

Automatic	claims	 In	 cases	 where	 there	 was	 no	 claim	 set,	 the	 tool	 was	 able	 to	

generate	its	own.	Upon	setting	automatic	claims,	the	tool	was	able	

to	proceed	with	the	verification	process.	

Characterisation	 Each	 protocol	 role	 was	 characterised,	 thereby	 enabling	 analysis,	

henceforth	providing	finite	trace	representations	of	executions	that	

defined	the	terms	of	roles.	

	

3.7 Evaluation	of	Research		

Conclusions	 drawn	 from	 the	 comparison	 results	 had	 done	 quantitatively	 from	 the	 simulation	

environment	 on	 the	 different	 authentication	 architectures	 already	 in	 use	 under	 Smart	 Home	

applications	and	relatively	close	applications	as	detailed	in	Chapter	2.	Considering	the	costing	analysis	

done	 in	 Chapter	 2,	 Section	 2.13	when	 the	 related	 authentication	 approaches	were	 selected	 for	 this	

research,	it	is	apparent	that	our	proposed	authentication	architecture	is	lightweight	on	the	device	level	

yet	 secure	 by	 leveraging	 the	 agent-based	 model	 through	 the	 introduced	 Smart	 Home	 agent	 (see	

Chapter	4,	Section	4.3.3).	
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3.8 Chapter	Summary	

In	this	chapter,	the	high-level	research	paradigm	outlined,	and	the	overall	research	approach	explained	

are	key	points	to	note.	Details	on	how	the	research	executed	the	methodology	towards	realising	the	

stated	objectives	or	set	questions	were	detailed	in	Table	3.1	as	presented	in	Section	3.4.	The	methods	

and	 tools	 used	 as	well	 as	 the	 expected	 outcomes	 for	 each	 respective	 research	milestone	were	 also	

highlighted	 in	 this	 Chapter.	 The	 research	methods	 section	 summarised	 the	 sampling	methods,	 data	

collection	methods	and	how	data	was	analysed	to	draw	conclusions	on	this	research.	As	a	cap	to	the	

overall	chapter,	section	3.6	outlined	how	the	entire	research	evaluation	was	advanced.	
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CHAPTER	4:	ARTEFACT	DESIGN	AND	SIMULATION	
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4.1 Chapter	Overview	

The	 authentication	 architecture	 proposed	 in	 this	 work	 originates	 from	 the	 basis	 of	 looking	 at	

lightweight	 solutions.	 The	 lightweight	 attributes	 taken	 into	 consideration	 are	 cost	 of	 computation,	

storage	capacity	and	processing	time.		

Figure	 4.1	 is	 a	 representation	 of	 the	 ideation	 of	 the	 process	 of	 coming	 up	with	 the	 Authentication	

architecture.	 This	 is	 not	 the	 actual	 architecture	 presented	 in	 this	 work	 but	 the	 first	 prototype	 that	

inspired	the	thinking	behind	the	final	architecture.	

The	proposal	of	an	agent	component	on	the	refined	architecture	(Figure	4.2)	based	on	transfering	the	

main	 authentication	 functionality	 to	 a	 trusted	 layer	was	 ideal.	 The	 existing	 Kerberos	 authentication	

architecture,	 which	 is	 effectively	 used	 today	 by	 many	 industries	 including	 big	 corporates	 such	 as	

Microsoft	and	others,	validated	the	architectural	choice.	An	agent-based	approach	promised	the	ability	

to	reduce	the	needed	computation	on	the	actual	things	in	the	Smart	Home	network	and	on	the	virtual	

storage	side.	

Chapter	 Organisation:	 Section	 4.2	 lays	 the	 foundation	 on	 how	 the	 presented	 authentication	

architecture	 was	 formulated.	 After	 laying	 the	 foundation,	 the	 detailed	 systematic	 functionality	 and	

various	defined	 functions	 in	 Section	4.3	 guided	 the	process	of	 the	architecture	design.	 To	 guide	 the	

reader	 to	 follow	the	whole	process	on	the	execution	of	 the	architecture	simulation,	 the	section	that	

serves	that	purpose	 is	Section	4.4.	Section	4.5	gives	a	summary	pointing	towards	some	typical	Smart	

Home	security	scenarios	that	helped	in	the	optimisation	of	the	architecture.	As	a	precursor	to	Chapter	

5,	Section	4.6	bridges	this	chapter	and	what	the	reader	should	expect	to	encounter	in	the	next	chapter.	

The	overall	summary	of	the	Chapter	is	in	Section	4.7.	
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4.2 The	Proposed	Authentication	Architecture	-	prototype	1	

There	 are	 three	 main	 key	 attributes	 that	 we	 concluded	 to	 be	 vital	 in	 the	 formulation	 of	 the	

authentication	 architecture,	 which	 are	 the	 thing,	 the	 virtual	 storage	 and	 the	 interface	 among	 the	

various	communication	patterns	on	any	given	home	setup.		

Considering	 that	 the	 things	 are	 a	 subset	 of	M2M,	 representing	M2M	as	 a	 separate	 component	was	

meant	to	show	that	there	are	various	attributes	for	consideration,	to	reflect	the	heterogeneity	of	the	

Smart	 Home	 network.	 Considering	 the	 representation	 in	 Figure	 4.1,	 there	 is	more	 emphasis	 on	 the	

various	protocols	to	take	into	consideration.	These	various	protocols	are	taking	into	consideration	the	

various	 components	 of	 Smart	 Home	 devices,	 that	 is	 from	manufacturer	 defined	 protocols,	 network	

protocols	and	application	protocols,	just	to	mention	a	few.		This	creates	a	complicated	representation,	

hence	the	need	to	think	about	how	best	to	minimise	the	complexity	as	that	will	be	costly	in	terms	of	

computation	and	processing	time.		

This	 is	 the	 main	 reason	 why	 the	 prototype	 in	 Figure	 4.1	 needed	 to	 be	 refined	 to	 eliminate	 the	

computational	 costs,	 processing	 time,	 and	 end	 to	 end	 overload	 of	 the	 devices	 in	 the	 Smart	 Home	

setup.	The	focus	was	on	coming	up	with	a	lightweight	solution.	

	

Figure	4.1:Prototype	1-	proposed	Authentication	Architecture	
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4.3 The	Proposed	Authentication	Architecture		

We	assume	there	are	three	roles	in	the	proposed	authentication	architecture,	which	are	to	be	assumed	

by	the	Virtual	storage	(Vn),	the	Thing	(Tn)	and	the	Smart	Home	Agent	(SHA),	which	is	a	trusted	security	

layer	and	will	be	running	both	instances	of	Vn	and	Tn.	n	is	a	unique	identification	of	different	things	in	

the	Smart	Home	space.	Tn	represents	digital	signatures	as	a	form	of	unique	identification.	However,	for	

the	purposes	of	demonstration	and	proof	of	concept,	natural	numbers	were	used.	To	enable	proper	

following	of	the	proposed	architecture,	Table	4.1	is	a	summary	of	notations	used	to	explain	the	steps	

and	to	also	visually	present	the	architecture.	

Table	4.1:	The	notations	used	for	AA	
Notation		 Interpretation	

Vn	 Virtual	storage	unique	identity	

Tn	 Thing’s	unique	identity		

TnIDr	 Thing’s	SHA	identity	request	

VnIDr	 Virtual	server’s	SHA	identity	request	

VnN	 A	random	number	chosen	by	the	virtual	storage	

TnN	 A	random	number	chosen	by	the	thing		

k	 A	security	parameter	chosen	by	SHA	

⊕ 	 XOR	operation	

h(-)	 A	secure	one-way	hash	function	

||	 String	concatenation	operation	

VnTS	 Timestamp	of	the	virtual	storage	

TnTS	 Timestamp	of	respective	thing	from	1	to	n	

TnS	 Secure	unique	ID	generated	by	SHA	for	Thing	n	

VnS	 Secure	unique	ID	generated	by	SHA	for	Virtual	storage	n	

SHATSTn	 Timestamp	sent	to	thing	from	SHA	

SHATSVn	 Timestamp	sent	to	virtual	storage	from	SHA	

SHATS	 Timestamp	of	Smart	Home	agent	
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The	 Virtual	 storage	 is	 responsible	 for	 providing	 services	 for	 the	 Thing(s)	 and	 the	 authorised	 Smart	

Home	Agent	(SHA)	 is	a	trusted	 layer	which	generates	security	parameters	and	distributes	an	 identity	

(ID)	to	the	authorised	user	and	the	virtual	storage.	The	Things	and	Virtual	storage	may	be	distributed	

but	SHA	is	running	an	instance	of	each	as	a	replica	of	its	platform.	We	assume	a	perfect	update	of	the	

current	state	of	the	various	components	on	this	architecture.	SHA	 is	visualised	as	the	middleware	for	

the	overall	architecture	implementation	and	operation.	

The	proposed	architecture	is	divided	into	the	bootstrapping	phase	and	the	authentication	phase.	The	

bootstrapping	 phase	 is	 composed	 of	 the	 request-reply	 phases,	which	 are	 described	 in	 the	 following	

series	of	steps	(Section	4.3.1).		

4.3.1 Bootstrapping	phase	

Bootstrapping	 is	one	of	the	most	crucial	 levels	of	 IoT’s	 life	cycle	as	sometimes	that	 is	where	security	

threats	are	encountered	 if	not	properly	setup.	This	phase	ensures	the	 identities	of	 the	Thing	as	they	

join	the	home	network	registered	with	SHA.		The	reason	for	the	registration	with	SHA	is	to	ensure	that	

the	Smart	Home	setup	moves	beyond	default	(often	unchanged	passwords)	from	manufacturers	as	the	

only	security	feature.	The	initial	phase	will	be	a	request	phase,	which	unfolds	as	outlined	below.	

A. The	request	phase	
	

Step	1:	Handshaking	stage	 -	SHA	generates	a	random	number	 for	 the	Thing	requesting	to	be	

added	to	the	home	network	and	another	corresponding	one	for	the	Virtual	storage,	hence	VnN	

(for	the	Virtual	server)	and	TnN	(for	the	Thing).	

Justification:	 The	need	 to	 register	 the	Virtual	 storage	 is	motivated	by	 the	 reasoning	 that	 the	

home	 environment	 consists	 of	 unique	 IoT	 powered	 objects	 and	 these	 may	 have	 different	

manufacturers.	To	ensure	that	when	updates	are	going	to	be	pushed	from	different	vendors	to	

the	various	gadgets	in	the	Smart	Home	space,	they	are	from	authorised	providers	only.		

		

Step	 2:	 The	 Thing	 and	 the	 Virtual	 storage	 generates	 identity	 request	 (VnIDr)	 and	 (TnIDr)	

respectively.	
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Justification:	 The	 need	 to	 have	 the	 Thing	 and	 the	 Virtual	 storage	 requests	 separately	 is	 to	

create	a	mutual	authentication	model,	such	that	when	there	is	need	to	authenticate	either	of	

the	combinations,	SHA	will	verify	either	forward	or	backward.		

	

Step	3:	The	Thing	and	the	Virtual	storage	server	send	{TnIDr	,	TnN}	and		{VnIDr,	VnN}	to	the	SHA	

respectively.		

Justification:	The	need	for	both	Vn	and	Tn	to	send	their	respective	random	numbers	is	to	allow	

verification	by	SHA	on	the	reply	phase.		

	

B. The	reply	phase	

Step	1:		According	to	the	received	request,	the	SHA	will	check	the	legitimacy	and	then	generate	

an	ID	or	discard	the	request.	

Step	 2:	 If	 the	 request	 passes	 the	 verification,	 SHA	 will	 generate	 the	 identity	 TnS	 and	VnS,	 a	

security	 parameter	 k	 and	 a	 timestamp	 SHATSTn	 and	 SHATSVn	 for	 the	 Thing	 and	 the	 Virtual	

storage	 respectively.	 SHA	generates	k,	 as	a	digital	 certificate	 for	 the	Thing,	which	 is	a	unique	

identifier,	which	validates	the	Thing.	

Step	 3:	 To	 ensure	 the	 possibility	 of	 verifying	 the	 communication	 during	 the	 authentication	

phase	as	well	as	decreasing	the	computation	on	the	Thing	side	mainly,	SHA	will	compute:-	

	A=	h(TnS||	k)	⊕ 	TnN				 	 	 	 	 	 	 [4.1]	
and		

		B=	h(VnS	||	k)	⊕ 	VnN			 	 	 	 	 	 	 [4.2]	
	

SHA	will	then	send	{TnS,	B,	k,	SHATSTn}	and	{VnS,	A,	k,	SHATSVn}	to	the	Thing	and	the	Virtual	

storage	respectively.	
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4.3.2 The	authentication	phase	

The	authentication	phase	witnesses	two	main	operations	as	follows:-	

A. Thing	Authentication	Phase	
Step	1:	The	Thing	sends	{TnS,	TnTS,	TnN}	to	SHA.		

Note:	The	timestamp	and	the	random	number	are	fresh	values.	

	

Step	 2:	 After	 receiving	 the	 parameter	 combination	 from	 the	 Thing,	 SHA,	 by	 invoking	 the	

Virtual	storage	instance,	will	check	if	the	TnTS	is	valid	then	compute:-	

	PTA	=	A	⊕ 	TnN		 	 	 	 	 	 	 	 [4.3]	
and		

PTB	=	h	(TnS||k)	 	 	 	 	 	 	 	 	[4.4]	
	

Step	 3:	 if	 PTA	 =	 PTB,	 the	 Thing	 is	 confirmed	 to	 pass	 the	 authentication,	 otherwise,	 SHA	

ensures	that	this	thing	is	flagged	as	illegal	and	denies	it	access	to	its	requests.	

	

B. Virtual	Storage	Authentication	Phase	

Step	1:	The	Virtual	storage	sends	{VnS,	VnTS,	VnN}	to	SHA.		

Note:	The	timestamp	and	the	random	number	are	fresh	values.	

Step	2:		After	receiving	the	parameter	combinations,	SHA	will	check	if	VnTS	is	valid	or	not.	If	

VnTS	is	valid,	SHA	with	the	aid	of	the	thing	instance	will	compute:	-	

PvA	=	B	⊕ 	VnN			 	 	 	 	 	 	 [4.5]	
and		

PvB=	h(Vn	||	k)		 	 	 	 	 	 	 [	4.6]	
	

Step	3:	If	PvA	=	PvB,	the	Virtual	storage	is	confirmed	to	have	passed	the	authentication.	
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4.3.3 Visual	display	of	the	architecture	

The	representation	given	in	Figure	4.2	 is	the	visual	display	of	the	Authentication	Architecture	(herein	

dubbed	AA).	 	 The	communication	between	Virtual	 storage	and	SHA	has	 two	events	 labelled	 (A)	and	

(B),	these	are	an	added	feature	that	our	architecture	capitalises	on	to	achieve	mutual	authentication	

between	(Tn)	and	(Vn)	at	any	instance	after	registration	has	been	completed,	hence	facilitating	proper	

authentication	of	Tn	by	SHA.	

	

	

	

		

	

	

	

	

	

	

	

	

	

	
Figure	4.2:	The	proposed	Authentication	Architecture	(AA)	
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4.4 Simulation	of	the	Architecture	

	In	 order	 to	 simulate	 the	 architecture,	 we	 presented	 different	 scenarios	 of	 the	 Smart	 Home	

environment	as	highlighted	in	Chapter	2	on	the	focus	of	the	application	domains	of	choice.	To	ensure	

that	we	had	an	exhaustive	and	competitive	list	of	possible	scenarios,	Figure	4.3	and	4.4	summarise	the	

respective	possible	functional	calls	for	Smart	Home	setup	supporting	AAL	and	ESS.	

	
Figure	4.3:	AAL	possible	functions	in	a	Smart	Home	setup	

	

	
Figure	4.4:	ESS	possible	applications	in	a	Smart	Home	setup	
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4.4.1 	Sequence	Modelling	of	the	AAL	and	ESS	

As	 summarised	 in	 Figure	 4.5,	 our	 architecture	 is	 logically	 presented	 in	 such	 a	way	 that,	 any	 picked	

functionality	from	an	Ambient	Assisted	Living	(AAL)	and	Energy	Saving	Solution	(ESS)	can	be	modelled.		

	

	

	

	

	
	
	
	

	

	

	
	

	

	

	
	

	

	

	

Figure	4.5:	Sequence	diagram	for	modelling	AAL	and	ESS	
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As	 depicted	 in	 Figure	 4.5,	 our	 proposed	 architecture	 functionally	 operates	with	 fewer	 loads	 on	 the	

device	level,	emphasising	the	need	for	a	lightweight	solution	for	authentication.	There	are	few	number	

of	operations	pushed	to	the	device	level	as	compared	to	those	between	SHA	and	Virtual	Storage.	

4.5 Smart	Home	Security	Scenarios	

The	security	scenarios	that	helped	the	moulding	of	the	architecture	presented	 in	this	work	were	not	

confined	to	properly	modelled	settings.	An	informal	approach	to	contextualise	some	typical	scenarios	

was	used.	The	reason	for	a	random	approach	is	the	unpredictable	behaviour	of	inhabitants	of	a	Smart	

Home	 at	 any	 given	 moment	 as	 highlighted	 by	 Amiribesheli,	 Benmansour,	 and	 Bouchachia	 (2015);	

Guesgen	and	Marsland	(2016)	;	Orpwood	(2012);	Tran,	Marsland,	Dietrich,	Guesgen,	and	Lyons	(2010).		

We	 therefore	 had	 different	 hypothetical	 cases	 for	 consideration,	 which	 were	 as	 close	 to	 reality	 as	

possible.		The	following	are	sample	scenarios,	which	were	considered.	

4.5.1 AAL	Scenario	1	

In	this	scenario,	we	modelled	a	setup	where	there	is	a	homebound	patient	who	is	monitored	for	vital	

signs	remotely	by	the	family	doctor.	The	family	doctor	mostly	operates	from	his/her	private	practice.	

The	 focus	 of	 this	 scenario	was	 to	 depict	 how	 the	 patient’s	 environment	 is	managed	 and	monitored	

through	 IoT	 enabled	 devices,	 strategically	 mounted	 inside	 the	 house	 and	 around	 their	 body.	 In	

essence,	 this	 scenario	 gives	 a	 simplified	 setup	 where	 there	 is	 not	 much	 heterogeneity	 in	 terms	 of	

functionality	 but	 coordinated	 efforts	 towards	 one	 goal,	 though	 the	 devices	 are	 functionally	 and	

strategically	unique.		

The	Dolev	Yao	(1983)	threat	model	(detailed	in	Chapter	5,	Section	5.3)	was	then	applied	to	the	setup.		

As	 our	 main	 research	 focus	 was	 on	 authentication,	 we	 remark	 that	 no	 security	 concerns	 were	

highlighted	in	all	the	scenarios	presented	and	any	results	analysed	in	Chapter	5.		

4.5.2 AAL	and	ESS	Scenario	2	

As	a	more	function	intense	environment,	Scenario	2	was	modelled	in	such	a	way	that	different	sets	of	

application	demands	for	IoT	devices	enabling	the	required	AAL	setup	were	reflected.	We	presented	a	

setup	where	we	had	a	homebound	patient,	two	children	(one	going	to	kindergarten	and	the	other	to	
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primary	school).	This	presented	a	setup	that	had	different	sources	of	data	requests.	The	family	doctor	

would	be	 interested	 in	monitoring	his/her	patient	and	at	 the	 same	 time	 the	parents	of	 the	 children	

would	also	want	to	monitor	both	their	home	bound	patient	and	the	children	at	any	moment,	especially	

during	school	pickup	and	drop	off	times	for	children,	and	medicine	intake	at	scheduled	times	for	their	

home	bound	patient.		

	

This	created	a	demanding	setup	where	requests	could	be	prompted	at	any	given	time	and	the	need	to	

validate	 the	authenticity	of	 the	 requests	became	critical.	 	 In	 this	 scenario,	 the	different	 sensors	 and	

actuators	 building	 up	 the	 smart	 space	 were	 activated	 at	 varying	 intervals.	 This	 created	 a	

heterogeneous	 setup	 from	 the	 functional	 perspective	 and	 from	 the	 architectural	 side	 as	 well.	 	 The	

different	actions	by	the	inhabitants	of	our	modelled	typical	AAL	setup	triggered	different	sharing	and	

coordination	of	actions	by	the	devices	at	the	M2M	level.		

4.5.3 Other	scenarios	

To	 create	 as	 closely	 as	possible	 to	 a	 real	 Smart	Home	 setup,	whichever	 scenario	we	 initially	 started	

with	was	modified	at	different	dimensions	guided	by	the	domain	of	AAL	and	ESS.	As	such,	no	constant	

setup	was	always	modelled.	Therefore,	we	ended	up	drawing	some	key	possible	applications	for	both	

AAL	and	ESS,	which	are	already	summarised	in	Figure	4.3	and	Figure	4.4	

4.6 Testing	of	the	Security	Features	on	the	Architecture	

Using	 the	SCYTHER	 tool	as	highlighted	 in	Chapter	3,	 the	architecture	was	 remodelled	 into	a	Security	

Protocol	Description	Language	(SPDL).	The	SPDL	version	of	the	architecture	is	presented	in	Chapter	5	

for	 analysis,	 as	 that	 was	 the	 main	 input	 to	 the	 security	 analysis	 of	 the	 authentication	 architecture	

presented	in	Figure	4.2,	using	formal	methods.	

4.7 Chapter	Summary	

This	chapter	gave	an	account	of	 the	process	of	coming	up	with	the	authentication	architecture	 from	

the	initial	unrefined	prototype	to	the	recommended	architecture.		The	proposed	architecture	was	then	
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presented	 which	 was	 preceded	 by	 an	 explanation	 of	 the	 key	 components	 that	 formulate	 the	

authentication	 architecture,	which	 are	 the	 bootstrapping	 phase	 and	 the	 authentication	 phase.	 	 The	

highlight	 of	 the	 roles	 played	 by	 the	 various	 actors	 in	 the	 authentication	 architecture	 and	 the	 visual	

display	of	the	architecture	was	presented	in	this	Chapter.		

Detailed	 in	this	chapter	 is	the	explanation	and	outline	of	how	the	simulation	of	the	architecture	was	

done.	 	 To	 give	 a	 contextual	 functional	 representation	 of	 the	 application	 domain,	 the	 AAL	 and	 ESS	

scenario	setups	and	possible	applications	are	highlighted.		

How	the	security	features	were	tested	which	is	a	precursor	to	Chapter	5,	was	also	highlighted	in	this	

chapter.	Therefore,	the	next	chapter	presents	the	testing	process	and	analyses	the	results	thereof.		
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CHAPTER	5:	SIMULATION	RESULTS	AND	FINDINGS	

	

	

	

	

	

	

	

	

	

	

Chapter	1:	Introduction	
Chapter	2:	Literature	Search	&	Theoratical	
Framework	
Chapter	3:	Research	Approach	&	Strategies	
Chapter	4:	Artefact	Design	&	Simulation	
	

	
	
	
	
	
	
	

Chapter	6:	Conclusions	

Pr
ev
io
us
	C
ha
pt
er
s	

U
pcom

ing	Chapters	



A	Lightweight	Authentication	Architecture	for	Unsupervised	IoT	Applications	in	Smart	Home	Applications																																						
Page	90	

5.1 Chapter	Overview	

Any	research	is	measured	on	the	output	that	it	presents	on	the	table.	The	novelty	of	this	research	can	

be	validated	with	what	 is	presented	 in	 this	chapter.	 	Based	on	 the	simulation	runs	 for	our	proposed	

authentication	 architecture,	which	 is	 the	main	 deliverable	 of	 this	work,	 some	 key	 conclusions	were	

reached.	Formal	methods	 for	analysis	were	employed	to	draw	some	 inferences.	We	remark	that	 the	

results	presented	here	may	not	be	exhaustive	but	they	do	outline	the	key	focal	points	that	validate	our	

work	to	a	satisfactory	 level.	Based	on	expert	reviews	from	snippets	of	work	published	and	still	 to	be	

published	in	high	impact	conferences	and	journals,	we	were	able	to	optimise	our	architecture	and	use	

state	of	the	art	simulation	tools	currently	in	use	in	industry	and	academic	circles.		

Chapter	 Organisation:	 	 The	 chapter	 sets	 off	 by	 reviewing	 the	 results	 of	 the	 simulation	 scenarios	 in	

Section	5.2.		Of	interest	in	terms	of	results	analysis	is	what	Section	5.3	summarises	in	light	of	the	Dolev	

Yao	 model,	 whose	 results	 were	 observed	 while	 running	 the	 simulation	 for	 different	 stages	 of	

optimisation	of	the	architecture.		Key	security	features	were	tested	on	our	proposed	architecture	and	

this	 is	presented	 in	 Section	5.4.	 	On	a	 comparison	basis,	our	architecture	was	 tested	 for	 lightweight	

features,	which	is	summarised	in	Section	5.5	and	Computational	efficiency	and	scalability,	summarised	

in	Section	5.6.		The	CIA	triad	analysis,	which	was	the	theoretical	framework	that	our	architecture	was	

designed	around,	 is	 reviewed	 in	Section	5.7,	where	 the	completeness	of	 the	AA	architecture	 (herein	

our	proposed	Authentication	Architecture)	is	tested.	Section	5.8	serves	as	a	wrap	up	of	the	main	points	

of	this	Chapter.		

5.2 Scenario	Simulation	Results	

This	 section	 provides	 a	 presentation	 of	 the	 journey	 of	 designing	 and	 optimising	 the	 authentication	

architecture,	with	particular	focus	on	how	the	SCYTHER	tool	managed	to	help	in	that	journey.	As	can	

be	 observed	 from	 Figure	 5.1	 to	 Figure	 5.13,	 the	 raw	process	 of	 handling	 threats	 and	 hardening	 the	

architecture	till	it	could	meet	the	intended	security	needs	is	highlighted.	
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Figure	5.1:Screenshot	of	the	protocol	description	with	attacks	
	

Based	on	 the	 first	 initial	 runs	of	 the	 formal	evaluation	of	 the	architecture,	 as	 can	be	observed	 from	

Figure	5.1,	 six	 (6)	 attacks	 are	 shown.	 	What	 could	be	picked	 from	 the	 identified	 attacks	was	 lack	of	

security	features	that	could	enhance	the	deemed	security	requirements	of	our	architecture.	We	could	

pick	that	the	protection	of	the	thing’s	allocated	ID	by	SHA;	there	was	a	need	to	enhance	the	security	

parameters	thereof.	The	fact	that	TnS	and	TnN	are	compromised;	the	whole	architecture	was	at	risk	

hence	all	security	claims	could	not	be	validated.	

After	selecting	a	successful	attack,	for	example	one	on	secret	TnS,	the	trace	maps	shown	in	Figures	5.2,	

5.3	and	5.4	were	displayed	in	that	order.	We	could	visually	see	the	point	of	attack	as	shown	in	Figures	

5.3	and	5.4	(which	is	a	continuation	of	Figure	5.3,	hence	Part	A	and	Part	B	suffix).	The	ability	to	visually	

display	 the	attack	 traces	 is	one	strength	we	could	pick	 from	how	the	SCYTHER	tool	 functions,	hence	

separating	it	from	existing	alternatives.	Visuals	helped	in	making	informed	decisions	as	the	challenges	

could	be	observed	clearly.		
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Figure	5.2:	The	trace	pattern	for	bootstrapping	(protocol	with	attacks)	
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Figure	5.3:	Trace	pattern	with	attacks-	Part	A	
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Figure	5.4:Trace	pattern	with	attacks	–	Part	B	
	

Checking	 the	 characterisation	 of	 the	 protocol	 with	 attacks	 as	 displayed	 in	 Figure	 5.5	 helped	 to	

understand	 where	 the	 roles	 of	 authentic	 functionalities	 of	 our	 protocol	 for	 the	 architecture	 were	

violated.	In	this	scenario,	the	moment	a	request	for	an	ID	was	sent	to	SHA,	lack	of	adequate	security	

parameters	enabled	an	intruder	‘Eve’	to	inject	a	fake	ID	that	was	then	sent	to	Thing	n.	Unknowingly,	

Thing	n	accepted	that	ID	as	if	it	was	coming	from	SHA,	and	that	compromised	the	entire	architecture.	
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Using	 the	SCYTHER	 tool,	we	could	 set	different	parameters	 for	 testing,	 ranging	 from	 the	verification	

parameters	 where	 we	 had	 to	 set	 the	 maximum	 number	 of	 runs;	 in	 our	 case	 we	 varied	 our	 runs	

incrementally	 in	multiples	 of	 5,	 from	 5	 up	 to	 100	 runs.	 Figure	 5.6	 shows	 the	 screen	 for	 setting	 the	

simulation	 parameters.	 On	 advanced	 features,	 we	 opted	 for	 best	 attacks	 and	 also	 checked	 for	 all	

attacks.	Another	variable	that	could	be	set	was	the	maximum	number	of	patterns	per	claim;	this	could	

give	the	different	possible	attack	vectors	an	adversary	could	make	use	of.	We	had	to	choose	10,	as	that	

was	exhaustive	enough,	otherwise	if	a	protocol	will	have	more	than	10	attack	patterns,	it	is	as	good	as	

un-implementable,	because	the	time	it	takes	to	troubleshoot	might	as	well	be	used	to	construct	a	fresh	

protocol.		

	

Figure	5.5:Characterisation	(protocol	with	attacks)	
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In	 the	 case	 of	 an	 unsecure	 protocol	 that	 we	 started	 with,	 we	 only	 had	 2	 trace	 patterns	 picked	 as	

displayed	at	the	bottom	of	Figure	5.6	for	the	Authentication	phase	that	experienced	serious	attacks.	

	

Figure	5.6:	Settings	of	simulation	parameters	
	

After	 verifying	 the	 identified	 attacks,	 the	 trace	 patterns	 shown	 in	 Figures	 5.7,	 5.8	 and	 5.9	 were	

displayed,	 signalling	 the	 magnitude	 of	 one	 error	 and	 how	 its	 effects	 could	 disrupt	 the	 proper	

functionality	of	our	proposed	architecture.	
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Figure	5.7:	Trace	pattern	1	(with	attacks)	
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Figure	5.8:	Trace	pattern	2	(with	attacks)	
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Figure	5.9:	Trace	pattern	with	attacks	
	

We	then	had	to	address	the	attacks	 identified,	enabling	us	to	produce	an	attack	 free	architecture	as	

the	protocol	description	came	out	clean	of	SCYTHER	as	shown	in	Figure	5.10.	
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Figure	5.10:	Attack	free	protocol	
	

Figure	 5.11	 shows	 only	 1	 trace	 pattern	 for	 the	 bootstrapping	 (role	 B)	 and	 the	 authentication	 phase	

(role	A).	This	was	a	clear	indication	that	there	are	no	other	possible	routes	of	communication;	hence	

the	architecture	could	be	rendered	as	secure.		
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Figure	5.11:	Trace	patterns	for	role	B	and	A	respectively	
	

In	a	visual	approach	prompting	 for	 the	 trace	pattern	 for	 the	bootstrapping	phase	 for	 the	attack	 free	

protocol	as	displayed	 in	Figure	5.12,	 it	could	be	noted	that	there	are	no	differences	with	the	 initially	

presented	trace	pattern	in	Figure	5.2,	since	the	bootstrapping	phase	for	the	protocol	with	attacks	did	

not	affect	the	bootstrapping	phase.	
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Figure	5.12:	Trace	pattern	for	Bootstrapping	(protocol	without	attacks)	
	

In	the	same	fashion,	Figure	5.13	displays	the	trace	pattern	for	an	attack	free	authentication	phase.	This	

indicates	that	Thing	n	will	be	able	to	send	a	request	to	SHA	and	have	that	request	processed	securely.	
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Figure	5.13:	Trace	pattern	for	Authentication	(protocol	without	attacks)	
	

Figure	5.14	is	a	display	of	the	initial	runs	before	incrementally	varying	the	runs	to	the	maximum	of	100	

in	multiples	 of	 5	 as	 earlier	mentioned.	 	 Still	we	 got	 the	 same	 results	 for	 each	 run,	which	helped	us	

conclude	that	our	protocol	for	AA	was	now	secure.	
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Figure	5.14:	Simulation	settings	

5.3 AA	Architecture	Review	in	the	Context	of	the	Dolev	Yao	Model	

The	 essence	 of	 looking	 at	 possible	 attack	models	 for	 our	 architecture	was	 based	 on	 the	 underlying	

reasoning	 presented	 in	 Chapter	 3.	 Ideally,	 the	 Dolev	 Yao	 model	 employs	 a	 black	 box	 model	 of	

cryptography,	 where	 an	 assumption	 is	 made	 of	 perfect	 cryptography.	 In	 that	 model	 of	 perfect	

cryptography,	an	intruder	could	not	break	cryptographic	algorithm	without	the	correct	key	pairs.		

The	Dolev	Yao	model	also	enforces	the	Kerckhoff’s	principle.	 	The	principle,	which	maintains	that	the	

encryption	and	decryption	algorithms	are	not	secret	as	such,	 thus	all	 the	details	except	 the	keys	are	

available	to	public	knowledge	hence	they	are	easily	accessible	by	the	intruder.		
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The	 other	 quality	 worth	 noting	 from	 the	 Dolev	 Yao	 model	 is	 the	 empowerment	 endowed	 on	 the	

intruder.	The	intruder	could	act	as	a	normal	user	of	the	network	and	we	can	consider	that	as	one	of	the	

reasons	why	it	was	valid	to	consider	this	model	as	a	true	test	of	security.	 In	our	research	context	we	

found	 it	 appropriate	 to	 consider	 the	 Dolev	 Yao	 model	 as	 it	 could	 closely	 model	 a	 realistic	

representation	as	all	Things	in	the	smart	space	may	not	be	all	legit.		

With	the	powers	extended	to	the	intruder,	they	can	control	the	network	hence	being	able	to	read	all	

unencrypted	messages,	as	well	as	intercept	and	send	messages.	

The	 fact	 that	 the	 Dolev	 Yao	 model	 presents	 an	 all-powerful	 intruder	 provided	 a	 relatively	 realistic	

representation	of	the	probable	real	threat	environment.		In	that	sense,	if	the	architecture	was	able	to	

ensure	security	of	the	authentication	process	under	this	model,	then	it	could	reasonably	be	applied	to	

the	 real	 world,	 without	 loss	 of	 generality,	 hence	 the	 assumption	 that	 the	 chosen	 cryptographic	

mechanisms	are	in	good	working	terms.		

The	following	section	tested	some	of	the	possible	scenarios,	guided	by	the	Dolev	Yao	model	as	outlined	

already	in	Chapter	3.	

5.4 Testing	of	Security	Features	–	Results	

The	 following	 attacks	 were	 considered	 under	 different	 intruder	 actions	 based	 on	 our	 proposed	

architecture	and	the	evaluations	are	summarised	for	each	possible	scenario	here.		

5.4.1 Outsider	attack	

We	considered	a	scenario	where	an	intruder	may	intend	to	intercept	the	communication	between	T1	

(refrigerator)	and	the	Smart	Home	Agent	(SHA)	by	gaining	the	identity	of	T1.	Thus	the	intruder	can	try	

to	obtain	(T1,	IDr,	T1N).	In	this	case,	it	is	difficult	for	the	intruder	to	authenticate	with	SHA	because	T1	is	

protected	by	the	random	number	(T1N)	chosen	by	T1	as	it	initiated	its	communication	with	SHA.	

Finding	1:	AA	is	secure	against	outsider	attacks	by	virtue	of	embracing	the	use	of	random	numbers	in	

protecting	the	bootstrapping	process	
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5.4.2 Replay	attack	

We	consider	the	possibility	of	an	interception	of	the	communication	between	the	Virtual	Storage	(VS)	

and	SHA	during	the	authentication	phase	hence	the	attacker	could	obtain	(VnS,	VnTS,	VnN).	This	could	

be	an	attempt	to	login	to	SHA,	hence	the	intruder	may	resend	(VnS,	VnTS,	VnN)	to	SHA.	However,	the	

successful	 authentication	 of	 the	 resent	 parameters	 by	 the	 intruder	 will	 be	 impossible	 because	 the	

timestamp	 VnTS	 and	 the	 random	 number	 VnN	 are	 not	 constants	 as	 they	 change	 with	 every	

authentication	instance.	It	is	going	to	be	the	same	scenario,	if	for	argument’s	sake,	the	intruder	gains	

access	to	(VnS,	VnTS,	VnN).				

Finding	2:	 From	this	analysis,	we	maintain	 that	 replay	attack	would	not	be	possible	 in	our	proposed	

architecture,	as	the	use	of	fresh	values	for	timestamps	and	random	numbers	is	being	enforced		

5.4.3 Insider	attack	

In	 this	 scenario	 we	 considered	 the	 possibility	 of	 a	 rogue	 thing	 planted	 in	 the	 Smart	 Home,	 which	

imitate	the	actual	T2	(temperature	sensor).	The	rogue	temperature	sensor	tries	to	login	to	the	SHA	by	

intercepting	 the	 communication	 between	 the	 original	 temperature	 sensor	 and	 SHA	 to	 obtain	 B	

(Equation	4.2,	Chapter	4).		The	intruder	will	try	and	use	a	new	time	stamp	SHATST2’	to	produce	a	fake	

authentication	 (TnS,	B,	 k,	 SHATST2’).	When	 this	 is	 sent	by	 the	 intruder	 imitating	SHA,	 this	will	be	an	

unsuccessful	attack	because	SHATST2’	will	not	be	able	to	validate	B	as	B’≠	B.	

Finding	3:	AA	is	secure	against	insider	attacks	by	making	use	of	hash	functions	to	protect	the	validation	
k	and	a	set	of	parameters	

	

5.4.4 Man-in-the	middle	attack	

We	 considered	 a	 scenario	 where	 an	 intruder	 attempts	 to	 modify	 the	 values	 of	 Pv	 (see	 Chapter	 4,	

Equation	4.5	and	4.6	for	more	details),	to	advance	their	own	fake	parameters	for	this	to	be	possible,	

since:	-		

PvA	=	B⊕ 	VnN		(see	Chapter	4,	equation	4.5)	

and		
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PTA	=	A⊕ 	TnN		(see	Chapter	4,	equation	4.3)	

As	well	as	PvB	=	h	(Vn||k)		(see	Chapter	4,	equation	4.6)	

The	need	to	have	the	random	parameter	TnN	or	VnN	and	security	parameter	k	which	are	exactly	as	the	

ones	 being	 used	 by	 the	 communicating	 entities	 is	 impossible	 as	 they	 have	 to	 satisfy	 the	 freshness	

requirement,	hence	not	the	same	always.		

Finding	4:	AA	 is	 secure	against	man-in-the	middle	attack	as	 it	employs	and	enforces	 fresh	values	 for	

the	random	numbers	being	used	on	the	architecture	both	during	bootstrapping	and	at	authentication	

5.4.5 Impersonating	attack	

We	considered	a	setup	where	an	intruder	makes	use	of	their	fake	T3’	to	impersonate	the	legal	T3	(door	

sensor)	 for	the	Smart	Home	application,	 in	an	attempt	to	access	SHA.	The	rogue	T3’	cannot	pass	the	

authentication	 phase	 as	 it	may	 not	 possess	 the	 correct	 random	 number	T3N	 to	 ensure	PT	 =	 PT	 (see	

equation	4.3,	Chapter	4).	In	the	same	vein,	an	illegal	SHA	will	not	pass	the	authentication.		

Finding	5:	Making	use	of	 the	hash	 function	and	 fresh	 values	 for	 random	numbers	makes	AA	 secure	

against	impersonating	attacks	

5.4.6 Forward	security	

The	proposed	authentication	architecture	makes	use	of	different	 identities	 for	 the	Things,	which	are	

generated	by	SHA	in	a	setup	where	rogue	devices	during	the	authentication	phase	might	have	gained	

access	 to	 VnTS	 and	 VnN,	 hence	 try	 to	 authenticate	 with	 SHA	 using	 these	 parameters.	 This	 will	 be	

unsuccessful	because	(Vn||k)	(See	Chapter	4,	equation	4.6)	is	protected	by	one-way	hash	function.	In	a	

similar	 setup,	during	SHA	 authentication	phase,	 it	 is	 the	same	argument	 that	 it	won’t	be	possible	 to	

authenticate.		

Finding	6:	AA	can	be	safely	passed	for	addressing	forward	security	which	is	made	possible	through	the	

use	of	hash	functions	and	combining	security	parameters	with	the	identity	of	authenticating	parties	as	

well	as	making	use	of	fresh	timestamps	for	every	instance	of	communication	
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5.5 Lightweight	Features	Assessment	

Comparing	similar	authentication	schemes	(Jen-Ho	et	al.,	2013;	Shen	et	al.,	2016;	Yang	&	Lin,	2014)	as	

already	outlined	 in	Chapter	2,	 the	proposed	 scheme	 (AA)	was	evaluated	 in	 terms	of	 cost	 versus	 the	

performance	of	other	schemes.	It	was	demonstrated	that	the	proposed	scheme	(AA)	is	less	expensive	

especially	 at	 the	 device	 level	 and	 the	 overall	 performance	 of	 the	 scheme	 in	 terms	 of	 total	

authentication	cost,	hence	it	can	be	safely	concluded	that	AA	is	lightweight	as	displayed	in	Table	5.1.		

Table	5.1:	Thing	side	computation	comparison	
								Scheme	

	

Computation	

Yang	 et	 al.	

(1)	

Yang	et	al.	(2)	 Shen	et	al.	 AA	

XOR	(x)	 4	 2	 1	 0	

Hash	Function	(y)	 6	 4	 1	 0	

Concatenation	function	(z)	 4	 6	 1	 0	

Computation	Cost	 4x+6y+4z	 2x+6y+6z	 1x+1y+1z	 0x+0y+0z	

5.6 Computational	Efficiency	Analysis	

Evaluating	 the	 parameters	 such	 as	 the	 exclusive	 or	 operations,	 string	 concatenation	 and	 hash	

functions,	a	performance	review	of	the	proposed	architecture	against	similar	schemes	as	highlighted	in	

Section	5.5,	shows	that	it	is	lightweight	even	at	the	virtual	storage	side	as	displayed	in	Table	5.2.	

Table.5.2:	Virtual	Storage	side	computation	comparison	
																				Scheme	

Computation	

Yang	 et	 al.	

(1)	

Yang	 et	 al.	

(2)	

Shen	et	al.	 AA	

XOR	(x)	 4	 2	 1	 1	

Hash	Function	(y)	 6	 4	 1	 1	

Concatenation	function	(z)	 4	 6	 1	 1	

Computation	Cost	 4x+6y+4z	 2x+6y+6z	 1x+1y+1Z	 1x+1y+1z	
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5.7 The	Architecture	-	CIA	triad	Analysis		

“The	CIA	triad	provides	a	very	simple	and	convenient	model	for	both	discovering	and	representing	the	

security	needs	of	your	IoT	device”	(Baker,	n.d.,	p.	6).	Despite	existing	principles	on	security	such	as	the	

CIA,	 the	 five	 pillars	 of	 information	 assurance	 (which	 are	 Confidentiality,	 Integrity,	 Availability,	

Authenticity	 and	 Non-repudiation)	 and	 Parkerian	 Haxad	 (Confidentiality,	 Integrity,	 Availability,	

Authenticity,	Possession	and	Utility),	CIA	remains	by	far	the	most	widely	used	(Maple,	2017).	

The	constraints	on	power	impact,	most	significantly	on	efforts	to	maintain	confidentiality	and	integrity	

in	terms	of	IoT	systems	(Maple,	2017),	was	one	challenge	we	had	to	battle	with	in	our	architecture.	A	

way	to	handle	this	was	to	ensure	that	every	computational	or	processing	demand	be	moved	away	from	

the	device	as	displayed	in	Table	5.1.	

Authentication	within	 IoT	 is	 critical,	 since	 an	 adversary	 can	 authenticate	 as	 a	 legal	 device	 and	 gain	

access	 to	 any	 data	 	 (compromising	 confidentiality),	 modify	 (compromising	 Integrity)	 and	 delete	 or	

restrict	access	(compromising	availability)	 (Maple,	2017).	As	such,	AA	had	to	ensure	that	these	three	

aspects	were	addressed	by	selecting	parameters	that	could	handle	the	CIA	components	partly	or	in	full,	

as	long	as	overall,	all	aspects	were	covered	for	a	complete	security	package.	

Table	5.3	gives	a	summary	of	how	the	proposed	authentication	scheme	was	able	to	meet	the	CIA	
requirements.	

	
Table	5.3:	CIA	Review	of	AA	

Parameter	on	AA	 Confidentiality	 Integrity	 Availability	

Random	numbers	 Addressed	 Addressed	 	

Hash	function	 Addressed	 Addressed	 Addressed	

Unique	ID	 Addressed	 Addressed	 	

Timestamps	 	 Addressed	 Addressed	

Mutual	authentication	 	 Addressed	 Addressed	
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We	could	remark	at	this	point	that	most	of	the	parameters	selected	for	AA	were	strong	in	addressing	

the	integrity	arm	of	the	CIA	triad.	

5.8 Chapter	Summary	

This	chapter	gave	the	simulation	scenarios	by	highlighting	the	set	of	parameters	that	were	used	to	test	

security	 features	of	the	authentication	architecture	proposed	 in	this	work.	 	Guided	by	the	Dolev	Yao	

security	 threat	 model,	 the	 chapter	 details	 the	 key	 security	 features	 that	 the	 architecture	 was	

constructed	around.	Some	of	the	key	security	threats	against	which	the	architecture	was	tested	against	

are	 outsider	 attacks,	 replay	 attacks,	 man-in-middle	 attacks,	 impersonation	 attacks	 and	 forward	

security.	Testing	results	for	the	architecture’s	 lightweight-ness	were	presented	in	this	chapter.	Also	a	

measure	of	the	computational	efficiency	and	probable	scalability	of	the	architecture	were	covered	too.	

Finally,	the	architecture’s	security	components	were	reviewed	in	terms	of	the	CIA	triad.		
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6.1 Chapter	Overview	

This	 chapter	 gives	 an	 outline	 of	 the	 overall	 research	 journey	 by	 mainly	 focusing	 on	 the	 presented	

results	 in	 Chapter	 5.	 These	 results	 are	 a	 reflection	 of	 the	 focus	 of	 this	 work	 and	 the	 envisaged	

contributions	drawn	from	them.	As	a	highlight	on	the	relevance	of	the	work	presented	here,	there	is	a	

revisit	on	the	link	to	the	domain	of	Smart	Home	applications.	A	summary	of	the	entire	research	in	light	

of	the	contributions	to	the	main	body	of	information	security	is	given.	

In	this	chapter,	a	detailed	summary	of	the	key	contributions	and	findings	from	Chapter	1	to	Chapter	5	

is	presented.	This	serves	as	a	quick	reference	point	for	the	reader	to	gain	a	grasp	of	what	each	chapter	

was	 focusing	 on	 and	 what	 to	 eventually	 expect	 from	 the	 chapter.	 A	 revisit	 of	 the	 overall	 research	

objectives	is	done	with	the	intention	of	showing	the	extent	to	which	the	very	objectives	contributed	to	

the	overall	research	deliverables.		

Designed	around	the	notion	of	sharing	the	author’s	personal	experience	of	the	research	journey,	this	

chapter	contains	a	reflection	basis	on	the	broader	contribution	of	the	work	in	an	in-disciplinary	arena.	

Lastly,	the	chapter	provides	some	recommendations	for	future	studies	in	the	same	domain.		

Chapter	Organisation:	 	To	give	a	context	of	 the	entire	 research	 journey,	each	Chapter	 is	 revisited	 in	

section	6.2	by	giving	a	summary	and	key	findings	presented	in	the	specific	chapter,	which	pointed	to	

some	key	contributions	from	the	review	of	either	scientific	publications	or	from	simulations	done.	In	a	

more	 focused	analysis,	 section	6.3	gives	a	 summary	of	 the	overall	 research	objectives	and	highlights	

how	each	objective	contributed	to	the	research’s	deliverables.	Section	6.4	is	a	key	summary	towars	the	

contribution	of	this	research	to	the	greater	body	of	knowledge.	

Section	6.5	highlights	the	research	contributions	in	light	of	other	disciplines	besides	Computer	Science,	

hence	 displaying	 the	 bigger	 picture	 of	 this	 research.	 Section	 6.6	 gives	 an	 overall	 evaluation	 of	 the	

research,	giving	an	indication	of	the	position	this	research	ought	to	be	viewed	upon	in	context	and	out	

of	context.	 	Section	6.7	acknowledges	 that	 there	are	some	 limitations	 to	our	 research	and	how	they	

can	 be	 addressed	 going	 forward	 as	 explained	 in	 Section	 6.8.	 Section	 6.9	 underscores	 some	

recommendations	 as	 informed	 by	 the	 direction	 of	 this	 research	 for	 IoT	 security	 solutions	 in	 smart	

application	security	design.	Overall,	the	chapter	is	then	summarised	in	Section	6.10.	
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6.2 Findings	Presented	in	Chapters	

We	now	revisit	each	chapter	and	summarise	the	key	findings	towards	addressing	the	research	problem	

and	set	research	questions	and	the	link	between	each	chapter	and	the	results	presented	in	this	thesis.		

6.2.1 Chapter	1	-	Introduction:	Summary	of	findings	

The	following	key	aspects	have	been	discussed	in	Chapter	1:	-	an	overview	of	the	phenomenon	of	IoT	

as	the	main	pillar	and	broad	research	area	for	 this	work.	Potential	 research	gaps	where	the	focus	of	

this	research	emanated	from,	an	outline	of	the	research	problem	formulated	for	this	research	work	as	

well	 as	 research	 questions	 and	 objectives.	 The	 conceptual	 framework	 of	 the	 research,	 defining	 the	

rationale	of	the	research,	and	marking	the	delimitation	of	the	research	as	well	as	the	scope	were	key	

highlights	in	Chapter	1.	

Based	on	what	was	presented	in	Chapter	1,	the	main	findings	to	highlight	from	the	completed	activities	

towards	the	overall	research	focus	can	be	summarised	as	follows:-	

• Contextual	 problem	 identification	 on	 challenges	 in	 IoT	 design	 and	 deployment	 -	

Authentication	identified	as	the	main	focal	point	to	enable	addressing	the	security	challenges.	

We	strongly	support	the	claim	that	our	focus	will	be	instrumental	in	addressing	many	security	

loopholes	 in	 IoT	 applications,	 if	 resources	 channelled	 towards	 addressing	 authentication	 as	 a	

precursor	to	all	other	security	challenges	are	properly	utilised.	

	

• Research	gap	identification	and	focused	solution	design	approach	–	Guided	by	the	process	of	

identifying	existing	and	topical	research	gaps	in	IoT	domain,	this	research	managed	to	present	

procedural	approaches	to	tackle	some	of	the	challenges	through	application	of	Design	Science	

Research	and	Formal	Methods.	

6.2.2 Chapter	2	–	Theoretical	Framework:	Summary	of	findings	

Chapter	 2	 gave	 a	 rounded	walk-through	 of	 Smart	 Home	 environments	 literature	 by	 first	 laying	 the	

background	 through	 digging	 into	 the	 history	 of	 Smart	 Homes,	 and	 built	 on	 top	 of	 that	 history	 by	

providing	 working	 definitions	 under	 varying	 contexts.	 To	 highlight	 the	 essential	 features	 of	 Smart	
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Homes,	 the	 chapter	 looked	 at	 the	 requirements,	 applications,	 models,	 challenges	 and	 future	

projections	for	Smart	Homes.	As	such,	the	following	are	main	findings	from	Chapter	2:	-	

• Detailed	modelling	 and	understanding	of	 Smart	Homes	 -	 From	Chapter	 2’s	 content,	we	 can	

safely	 conclude	 that	 this	 research	 contributed	 towards	 the	 detailed	 modelling	 and	

understanding	of	what	it	entails	to	have	a	Smart	Home	and	how	such	a	convenient	space	can	

fall	victim	to	the	very	components	that	makes	it	what	it	is.	

• Specifications	 comprised	 of	 security	 awareness	 package	 -	 We	 also	 deemed,	 based	 on	 the	

descriptions	and	outlines	presented	in	Chapter	2,	which	architectures	can	have	a	requirements	

specification	 of	 what	 physical	 structure	 can	 expect	 to	 design	 for	 practical	 implementation	

towards	 robust	 security	 designs	 for	 Smart	 Home	 applications.	 Also	 guided	 by	 the	 different	

models	and	future	projections	highlighted,	Smart	Home	setups	are	easier	to	visualise.	We	also	

emphasise	the	security	awareness	created	to	the	different	stakeholders	of	Smart	Homes.	

	

In	Chapter	2,	a	presentation	of	 the	detailed	summary	of	 the	various	 threats	and	attacks	 that	can	be	

attributable	 to	 Smart	 Home	 IoT	 applications	was	 presented.	 Identifying	 such	 threats	 and	 eventually	

categorising	 them	 helped	 in	 designing	 solutions	 implementable	 to	 practically	 address	 some	 of	 the	

threats.		

• Security	awareness	 -	Given	the	thrust	of	Chapter	2,	we	can	highlight	security	awareness	as	a	

key	 contribution	 from	 this	 Chapter.	 Not	 only	 is	 a	 Smart	 Homeowner	 or	 potential	 owner	

sensitised	on	what	to	watch	out	for,	but	he/she	is	also	given	a	hint	on	what	to	pay	attention	to	

when	looking	at	solutions	for	their	Smart	Homes.		

	

• Security	 threats	 and	 attack	 taxonomy	 -	 In	 a	 technical	 context,	 Chapter	 2	 helped	 in	 creating	

security	 threats	and	attack	 taxonomy	for	Smart	Home	 IoT	applications	which	can	be	used	 for	

further	solutions	design.	
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Outlined	in	Chapter	2	are	some	of	the	different	authentication	architectures	in	the	IoT	domain.	As	the	

focus	of	the	Chapter	was	to	identify	the	best	lightweight	authentication	approaches	for	Smart	Homes,	

we	considered	a	number	of	key	aspects	when	selecting	a	solution	 to	advance	 towards	 the	design	of	

authentication	 techniques	 for	 Smart	 Homes.	 There	 are	 crosscutting	 dynamics	 in	 the	 various	

authentication	 approaches	 already	 in	 use	 and	 borrowing	 the	 best	 features	 from	 one	 solution	 and	

combining	with	the	other	gave	a	recipe	for	a	secure	solution	presented	in	this	work.	

The	 costing	 of	 probable	 authentication	 architectures	 for	 consideration	 helped	 in	 the	 decision	 of	

selecting	a	cost	effective	solution	to	propose	for	lightweight	applications.		

• Reinforcing	of	the	reuse	concept	–	The	process	of	deciding	on	the	best	features	to	include	in	

the	authentication	architecture	presented	in	this	work	reinforced	the	concept	of	reuse	which	is	

one	of	the	most	effective	approaches	in	computing	that	enable	reducing	development	time	and	

immediate	application	of	solutions	for	results.		

	

• Creating	of	a	process	model	–	As	a	key	contribution	from	Chapter	2,	a	process	model	has	been	

created,	which	is	the	costing	approach	for	possible	authentication	architecture	across	different	

IoT	domains	where	lightweight	features	could	be	tested	in	an	effective	and	level	basis.	

Chapter	2,	lastly	gave	a	quick	summary	of	the	main	research	area	starting	from	the	main	research	body	

of	 knowledge	 to	 the	 specific	 domain	of	 application,	 that	 is	 Smart	Home;	 then	 finally	highlighting	on	

specific	 security	 components	 of	 focus	 -	 authentication.	 An	 overarching	 research	 focus	 mapping	

concluded	the	chapter.		

It	 is	 in	this	chapter	that	a	critical	analysis	of	 literature	was	done,	and	a	highlight	of	 the	research	gap	

was	discussed	as	informed	by	literature	reviews	covered	in	earlier	sections	of	Chapters	2.	

	As	 the	 main	 findings,	 from	 the	 synthesis	 of	 literature	 covered	 in	 Chapter	 2,	 the	 following	 can	 be	

highlighted:	-	

• A	unique	approach	 for	 refining	 literature	content	 -	 Literature	sources	were	summarised	 in	a	

focused	manner	in	such	a	way	that	a	clear	outline	of	the	research	questions	could	be	shaped.	
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As	a	contextual	term	peculiar	to	this	research,	we	therefore	conclude	that	Chapter	2	created	a	

funnel	for	refining	the	research	focus	hence	it	presents	best	practices	in	research	approach.	We	

may	start	with	a	large	base	of	different	literature	sources	but	eventually	we	need	to	streamline	

our	focus	towards	the	specific	research	area.	

6.2.3 Chapter	3	–	Research	approach	and	strategies:	Summary	of	findings	

An	 outline	 of	 the	 high-level	 research	 paradigm	 and	 the	 overall	 research	 approach	was	 explained	 in	

Chapter	3.	To	detail	on	how	the	execution	of	the	research	towards	realising	the	stated	objectives	or	set	

questions,	 Table	 3.1	 as	 presented	 in	 Section	 3.4	 covered	 that.	 Table	 3.1	 gives	 a	 highlight	 of	 the	

methods	and	tools	used	as	well	as	the	expected	outcomes	for	each	respective	research	milestone.	The	

research	methods	section	summarised	the	sampling	methods,	data	collection	methods	and	how	data	

was	analysed	to	draw	conclusions	on	this	research.		

• Pragmatic	 research	 approach	 -	 Central	 to	 positioning	 of	 Chapter	 3	 in	 this	 research	 is	 its	

pragmatic	 approach	 to	 research	 design.	 Employing	 different	 philosophies	 and	 paradigms	 for	

research	 in	 Computer	 Science	 is	 not	 common	 practice.	 We	 strongly	 believe	 that	 through	

Chapter	3	our	research	was	able	to	introduce	a	unique	approach	of	conducting	research	using	

the	 constructivist	 paradigm	 and	 Design	 Science	 Research	 as	 high-level	 methodological	

approaches.	 Employing	 the	 Challenge	Driven	Approach	 (CDA)	made	 our	 focus	more	 practical	

than	theoretical.	

6.2.4 Chapter	4	–	Artefact	design	and	simulation:	Summary	of	findings	

An	account	of	the	process	of	coming	up	with	the	authentication	architecture	from	the	initial	unrefined	

prototype	 to	 the	 proposed	 authentication	 architecture.	 The	 proposed	 architecture	 was	 presented,	

preceded	 by	 an	 explanation	 of	 the	 key	 components	 that	 formulate	 the	 authentication	 architecture,	

which	are	 the	bootstrapping	phase	and	 the	authentication	phase.	Chapter	4	 gives	 a	highlight	of	 the	

roles	 played	 by	 the	 various	 actors	 in	 the	 authentication	 architecture	 and	 the	 visual	 display	 of	 the	

architecture.	As	key	contributions,	we	can	mention	the	following:	-	
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• A	secure	Authentication	Architecture	–	A	presentation	of	the	main	deliverable	of	this	research,	

which	 is	 lightweight	 authentication	 architecture	 for	 unsupervised	 IoT	 applications	 in	 Smart	

Home	applications.		

• A	contextual	functional	representation	of	AAL	and	ESS	-	the	AAL	and	ESS	scenarios	setups	and	

possible	applications	are	highlighted.		

• Testing	 of	 security	 features	 using	 formal	 methods	 –	 An	 articulation	 of	 how	 testing	 of	 the	

security	 features	using	the	SCYTHER	tool	 for	 formal	verification	of	the	architecture	was	done.	

This	presented	alternatives	for	future	research	in	the	same	domain.			

6.2.5 	Chapter	5	-	Simulation	results	and	findings:	Summary	of	findings	

Chapter	5	presented	simulation	scenarios	by	highlighting	the	set	of	parameters	that	were	used	to	test	

security	 features	of	 the	authentication	architecture	proposed	 in	 this	work.	Guided	by	 the	Dolev	Yao	

security	threat	model,	the	chapter	detailed	the	key	security	features	the	architecture	was	constructed	

based	 on.	 Some	 of	 the	 key	 security	 threats	 against	 which	 the	 architecture	 was	 tested	 against	 are	

outsider	attacks,	replay	attacks,	man-in-middle	attacks,	impersonation	attacks,	and	forward	security.	A	

presentation	 of	 the	 testing	 results	 for	 the	 architecture’s	 lightweight-ness	 was	 done.	 In	 addition,	 a	

measure	of	the	computational	efficiency	and	probable	scalability	of	the	architecture	was	covered	too.	

Finally,	the	review	of	the	architecture’s	security	components	in	terms	of	the	CIA	triad	was	completed.		

As	key	contributions	from	the	chapter,	we	can	highlight	the	following:-	

• Quantitative	 performance	 evaluation	 of	 the	 architecture	 –	 By	 comparing	 the	 performance	

metrics	of	the	Authentication	Architecture	against	relatively	similar	architectures,	this	helped	in	

optimising	the	performance	index	of	the	presented	architecture.		

• Formal	verification	of	the	functionality	of	the	architecture	–	By	analysing	the	SCYTHER	results,	

an	exploration	of	different	attack	vectors	was	completed.	This	created	a	template	for	security	

protocol	 verification	 in	 an	 efficient	 manner.	 We	 are	 confident	 that	 given	 similar	 protocol	

descriptions,	 we	 could	 assess	 their	 security	 levels	 and	 we	 were	 able	 to	 pass	 valuable	

recommendations.	
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6.3 Research	objectives	revisited	-	Findings	and	contributions	

Among	 the	 key	 findings	 and	 contributions	 of	 our	 work	 is	 addressing	 the	 challenge	 of	 identity	

management	as	a	precursor	to	authentication	of	the	communicating	devices	in	IoT	platforms.	The	role	

played	by	the	Smart	Home	Agent	(SHA)	as	a	trusted	agent	brought	about	some	key	solutions	to	some	

of	 the	 aspects	 highlighted	 in	 the	 literature	 regarding	 IoT	 security	 design.	 We	 also	 appreciate	 the	

scalability	played	by	Agent	Based	Modelling	in	coming	up	with	the	architecture.	We	now	revisit	the	set	

objectives	and	highlight	how	each	of	them	unveiled	some	key	findings	and	the	contributions	harvested	

from	the	set	objectives.		

6.3.1 Objective	1:	Identify	the	potential	authentication	threats		

From	this	objective,	a	critical	review	of	literature	on	authentication	threats	carried	out	informed	us	on	

different	 approaches	 employed	 in	 an	 attempt	 to	 handle	 some	 of	 the	 threats.	 Of	 note	 is	 the	 varied	

nature	of	approaches	that	various	researchers	explored.	Sometimes	a	lack	of	contextualisation	of	such	

threats	created	an	open	platform,	which	was	marred	with	many	unsolved	challenges.	In	this	research	

we	focused	more	on	the	threats	that	are	peculiar	to	IoT	applications	in	the	Smart	Home	domain,	which	

made	it	easier	to	understand	the	extent	of	the	threats	and	to	harness	their	impacts.		

Zooming	 into	 authentication	 threats	 helped	 in	 identifying	 early	 stage	 threats	 that	 can	 hamper	 the	

effective	implementation	of	security	solutions	to	overall	architecture	design.	Unlike	a	setup	of	focusing	

merely	on	IoT	threats	in	general,	they	are	wide	and	cut	across	many	disciplines.	What	we	discovered	

from	the	literature	review	is	that	the	threats	that	are	prevalent	in	IoT	are	not	only	confined	to	IoT	but	

also	 relate	 to	 conventional	 applications.	 However,	 solutions	 applicable	 to	 conventional	 applications	

cannot	directly	be	applied	to	IoT	applications	without	some	modifications,	and	in	some	cases	creating	

completely	new	solutions	altogether.	

The	 main	 contributions	 from	 this	 objective	 are	 shared	 in	 the	 following	 peer-reviewed	 conference	

publications	also	available	in	Appendix	2	and	3.	
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• Gamundani,	 A.	M.	 (2015).	 An	 impact	 review	 on	 Internet	 of	 things	 attacks.	 In	Proceedings	 of	

2015	International	Conference	on	Emerging	Trends	in	Networks	and	Computer	Communications,	

ETNCC	2015,	17-20	May	2015,	Windhoek,	Namibia.	

https://doi.org/10.1109/ETNCC.2015.7184819	

• Gamundani,	A.	M.,	Phillips,	A.,	&	Muyingi,	H.N.,	(2018).	An	overview	of	potential	authentication	

threats	 and	 attacks	 on	 Internet	 of	 Things	 (IoT):	 A	 focus	 on	 Smart	 Home	 Applications.	 In	

Proceedings	 of	 the	 11th	 IEEE	 International	 Conference	 on	 Internet	 of	 Things	 (iThings-	 2018	 )	

Halifax,	Canada.		

http://cse.stfx.ca/~iThings2018/acceptedlist.htm	

6.3.2 Objective	2:	Analyse	current	IoT	authentication	architectures		

	

The	detailed	 review	of	 existing	authentication	architectures	 from	a	broad	 IoT	application	 space	 to	a	

more	focused	setup	on	Smart	Homes	revealed	the	following	findings	for	this	research.		

There	is	quite	a	reasonable	number	of	lightweight	solutions	advanced	under	different	IoT	application	

domains.	 However,	 the	 parameters	 for	 measuring	 lightweight-ness	 differ	 from	 application	 to	

application,	and	as	such,	there	is	no	standardised	approach	for	demarcating	the	various	magnitudes	of	

lightweight	 solutions.	What	we	 then	 had	 to	 focus	 on	 in	 this	 research	was	 the	 resource-constrained	

parameters	of	the	devices	we	envisaged	to	be	operational	in	a	Smart	Home	space	mainly	focusing	on	

computational	capacity	and	storage	capacity.		

We	also	discovered	that	of	the	various	lightweight	authentication	architectures	there	are	no	standard	

protocols	 being	 uniformly	 used.	 It	 was	 difficult	 to	weigh	which	 options	 scale	 better	 than	 the	 other	

when	the	parameters	are	unique.	As	a	way	of	creating	a	level	playfield,	after	discovering	that	most	very	

lightweight	 protocols	 and	 architectures	 employed	 hash	 functions	 as	 a	 means	 of	 advancing	 robust	

security	solutions	to	resource	constrained	devices,	we	introduced	a	comparison	on	a	costing	basis.		

Costing	 of	 various	 authentication	 schemes	 on	 a	 comparison	 basis	 became	 one	 of	 the	 major	

contributions	towards	fulfilling	this	objective	that	our	research	relates	to.		
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The	various	authentication	architectures	assessed	provided	a	rich	theoretical	foundation	for	the	design	

of	an	improved	lightweight	authentication	architecture	that	borrowed	different	features	from	various	

validated	functional	similar	architectures.		

The	main	contribution	from	the	objective	is	shared	in	the	following	publication,	presented	in	full	under	

Appendix	4.	

• Gamundani,	 A.	M.,	 Phillips,	 A.,	 &	Muyingi,	 H.N.,	 (2018).	 A	 review	 and	 costing	 of	 Lightweight	

Authentication	 schemes	 for	 Internet	 of	 Things	 (IoT):	 Towards	 design	 of	 an	 authentication	

architecture	for	Smart	Home	applications.	In	Proceedings	of	the	6th	International	Workshop	on	

Applications	 and	 Techniques	 in	 Cyber	 Security	 2018	 (ATCS	 2018),	 in	 Conjunction	 with	

SecureComm	2018,	Singapore.	

6.3.3 Objective	3:	Design	a	lightweight	IoT	secure	authentication	architecture		

The	identification	of	the	challenges	common	to	Smart	Homes	and	IoT	applications	 in	general	both	at	

the	 perception	 and	 transmission	 layers	 helped	 in	 the	 informed	 design	 and	 customisation	 of	 an	

authentication	solution	that	could	suit	the	constrained	devices	in	such	setups.		

The	need	for	secure	data	collection,	transmission	and	storage	around	the	home	environment	and	the	

exchange	of	such	data	helped	in	contextualising	the	operation	environment	that	the	architecture	was	

supposed	to	be	deployed	under.		

A	 focus	 on	 the	 unsupervised	 nature	 of	 devices,	which	 have	 capabilities	 below	normal	 operations	 in	

conventional	setups,	was	a	challenge	this	research	had	to	address.	Unlike	many	research	focuses,	focus	

on	 unsupervised	 devices	 was	 rare;	 henceforth	 this	 could	 mark	 another	 key	 contribution	 of	 this	

research	in	IoT	security	design.		

Handling	 the	 computational	 power	 and	 storage	 constraints	 in	 IoT	 as	 a	 hindrance	 to	 robust	 security	

advancements	 to	 full	 scale	was	another	 key	 challenge	 to	 solve.	Conventional	 solutions	generally	 are	

not	applicable	to	constrained	devices	hence	this	research	recommended	the	focus	on	a	trusted	layer	

that	 has	 relatively	 reasonable	 computational	 capacity	 instead	 of	 focusing	 on	 devices	 with	 limited	

resources.	
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A	pragmatic	approach	to	security	design	for	constrained	things	in	IoT	that	can	operate	with	no	human	

intervention	 had	 to	 face	 privacy	 issue	 concerns.	We	 share	 some	 of	 the	 value	 propositions	 and	 key	

contributions	in	this	regard	in	one	of	the	peer-reviewed	conference	publication,	presented	in	Appendix	

5.		

• Gamundani,	 A.	 M.,	 Phillips,	 A.,	 &	 Muyingi,	 H.N.,	 (2018).	 Privacy	 preservation	 and	 security	

dilemma:	 Relationship	 proposition	 for	 IoT	 authentication.	 In	Proceedings	 of	 the	 International	

Conference	 on	 Recent	 Innovations	 in	 Electrical,	 Electronics	 &	 Communication	 Engineering	 –

(ICRIEECE),	India.	

Handling	authentication	as	a	key	component	to	other	security	pillars	and	embracing	it	as	a	buffer	layer	

for	advancing	robust	solutions	was	motivated	on	the	basis	that	it	has	powers	to	open	and	close	doors	

to	intruders	in	any	given	network	setup.		

Identifying	 socially	 relevant	 applications	 in	 the	 Smart	 Home	 applications	 in	 the	 form	 of	 Assisted	

Ambient	Living	(AAL)	space	and	Energy	Saving	Solutions	(ESS)	was	key.	Being	able	to	combine	these	in	a	

single	 critical	 Smart	 Home	 setup	 drove	 the	 need	 to	 link	 such	 defined	 needs	 to	 the	 globally	 agreed	

United	Nations	Sustainable	Development	Goals	(UN-SDGs)	in	the	bigger	vision	of	mapping	the	research	

towards	viable	and	critical	solutions.	

Effectively	combining	the	Challenge	Driven	Approach	(CDA)	and	marrying	it	with	technical	approaches	

towards	advancing	viable	societal	needs	in	the	form	of	AAL	and	ESS	is	among	the	key	contributions	this	

research	managed	to	present.	

As	 a	 key	 finding,	 we	 noted	 that,	 Artificial	 Intelligence	 (AI)	 is	 going	 to	 play	 an	 important	 role	 in	 the	

growth	 of	 Smart	 Home	 applications	 and	 related	 IoT	 applications	 in	 conventional	 domains	 directly	

linked	to	Smart	Homes	such	as	smart	cities,	smart	health	and	smart	grids	for	example.		

6.3.4 Objective	4:	Evaluate	the	proposed	secure	solution	for	correctness	and	Computational	
efficiency	

Embracing	the	power	of	the	SCYTHER	tool	for	verification,	falsification	and	security	testing	of	various	

possible	attacks	that	could	be	attributed	to	the	authentication	architecture	in	this	work	is	among	the	
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key	 milestones	 this	 research	 managed	 to	 record,	 which	 is	 helpful	 to	 future	 research	 in	 the	 same	

direction.		

Testing	 of	 insider,	 impersonation,	 replay,	 and	 man-in-the	 middle	 attacks	 of	 the	 authentication	

architecture	 using	 formal	 methods,	 under	 the	 auspices	 of	 the	 Dolev	 Yao	 model	 is	 one	 of	 the	

methodological	contributions	of	this	research	worth	recording.		

A	 clear	 vision	 on	 the	 research	 contribution	 towards	 hardening	 security	 solutions	 in	 personal	 area	

networks	and	gradual	implementation	into	the	bigger	vision	of	smart	cities	could	be	gained	from	this	

work,	hence	a	good	basis	for	advancing	security	design	solutions	from	the	first	line	of	defence,	which	is	

authentication	in	a	bottom-up	approach.	

6.4 Contribution	to	the	greater	body	of	knowledge	

This	 research	 contributes	 directly	 to	 the	 greater	 body	 of	 knowledge,	 which	 is	 the	 information	

assurance	and	security	in	a	number	of	ways	as	highlighted	below:	-	

• Scoping	 of	 the	 threat	 and	 vulnerability	 landscape	 of	 IoT	 applications	 in	 smart	 home	

environments	giving	a	solid	background	to	work	on	solutions	towards	addressing	such	threats	

and	vulnerabilities.	

• A	deep	review	of	authentication	aspects	in	lightweight	IoT	application	domains.	

• Costing	of	authentication	protocols	in	a	contextual	setup	towards	advancing	security	solutions	

that	have	lightweight	attributes.	

• Scalable	 solution	 in	 the	 form	 of	 an	 authentication	 architecture	 that	 can	 be	 customised	 for	

various	domains	of	information	security.	

• An	 idealistic	 approach	 on	 how	 to	 incorporate	 new	 trends	 in	 technology	 towards	 advancing	

relevant	information	security	and	assurance	solutions	such	as	AI.	

6.5 	Wider	Research	Contributions	

This	 research	 employed	 an	 approach	 where	 the	 main	 focus	 was	 to	 look	 at	 how	 security	 can	 be	

enhanced	 by	 addressing	 the	 authentication	 of	 devices	 that	 will	 join	 our	 Smart	 Homes.	 One	way	 of	



Namibia	University	of	Science	and	Technology	(NUST)	[2016	-	2018]	
Page	123	

	

considering	this	research	focus	in	layman	terms	is	this:	 If	one	would	have	their	home,	will	they	allow	

strangers	to	access	their	private	information	anytime	and	anyhow?	Certainly	the	answer	is	No.	If	that	is	

the	 case,	 how	 then	 can	 we	 protect	 our	 personal	 data	 from	 such	 unwanted	 access?	 We	 would	

appreciate	from	these	rhetorical	questions	that	a	lot	of	other	disciplines	are	invoked	in	the	process.		

In	 light	 of	 that,	 the	 wider	 contributions	 of	 this	 research	 can	 be	 attributed	 towards	 the	 following	

dimensions,	 as	 summarised	 in	 Figure	 6.1:	 Social,	 Economic,	 Environmental	 and	 Technological.	 Of	

central	focus	is	how	we	recommend	a	pivotal	focus	in	terms	of	the	research	direction	that	our	research	

has	to	assume	if	considered	in	a	broader	scale,	placing	emphasis	on	the	different	dimensions	of	focus.	
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Figure	6.1:	The	effects	of	our	IoT	research	in	a	broader	sense	
	

Depending	 of	 the	 focus	 of	 attention,	 the	 relevance	 of	 IoT	 security	 research	 has	 become	one	 of	 the	

crucial	aspects	 to	consider	 in	any	 industry	especially	 if	 its	key	benefits	are	to	be	reaped	without	any	

compromise	of	data	security	and	privacy.		

IoT	
Security	
Research	

Social	effects	
• Building	trust	on	IoT	
applications	
• Confidence	in	use	of	IoT	
solutions	
• Privacy	protection	of	
user	data	

Economic	effects	
• Cost	saving		
• QoS	and	QoL	
improvements	
• Manufacturing,	trade	
and	movements	of	goods	
and	services	enhanced	

Environmental	
effects	
• Reatime	monitoring	
• Diasater	recovery	and	
pre-planning	made	easy	
• Harmony	with	nature	

Technological	effects	
• Design	decisions	
• Feature	focus	
• Data	protection	focus	
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6.6 Evaluation	of	the	Research	Approach	

An	 acknowledgement	 of	 the	 fact	 that	 research	 has	 so	many	 facets	 and	 invokes	 different	 schools	 of	

thought	based	on	the	standpoint	of	the	researcher	is	made.		As	such,	we	remark	that	approaches	that	

may	not	have	been	explored	in	this	work	for	similar	challenges	one	can	pick	do	not	imply	that	they	are	

irrelevant.		In	light	of	that,	the	philosophy	used,	the	approach	used	to	answer	the	questions,	and	their	

relevance	 in	 bringing	 rigour	 and	 thoroughness	 to	 the	 research	 was	 mainly	 motivated	 by	 the	 best	

available	 selections	 at	 the	 time	 when	 this	 research	 was	 initiated	 and	 their	 scientific	 contributions.	

Many	more	improved	approaches	could	be	applied	and	enhance	the	output	thereof.	

With	 the	multidisciplinary	 nature	 of	 our	 research	 as	 outlined	 in	 Figure	 6.1,	we	make	 it	 clear	 at	 this	

point	that	no	single	approach	is	enough	to	address	challenges	that	involve	human	beings.	Appreciating	

the	dynamic	nature	of	human	spaces	and	their	insatiable	needs	will	help	in	making	relevant	research	

decisions	 and	 selecting	 methods	 and	 approaches	 that	 speak	 towards	 valuable	 inputs	 in	 improving	

Quality	of	Life	(QoL)	and	Quality	of	Service	(QoS)	overall.		

6.7 Limitations	of	the	Research	

Focus	 on	 the	 scope	 of	 Smart	 Home	 applications	 and	 the	 selection	 of	 authentication	 as	 a	 security	

component	to	measure,	could	be	considered	the	first	limitation	as	there	are	many	aspects	to	consider	

when	it	comes	to	Smart	Home	applications	and	their	security	needs.	We	appreciate	the	fact	that	one	

research	journey	will	not	be	able	to	solve	the	surmountable	amount	of	challenges	facing	humanity	in	

the	ever	dynamic	technological	quagmire.			

As	 highlighted	 by	 (Maple,	 2017),	 “If	 the	 devices	 are	 appropriately	 authenticated,	 there	 is	 still	 a	

requirement	 to	 authenticate	 the	 service,	 since	 certain	 services	will	 have	 access	 to	 certain	 data”	 (p.	

168).	Our	work	was	mainly	 focused	on	device	authentication	and	not	service	authentication;	as	such	

we	highly	recommend	further	work	in	the	direction	of	service	authentication	and	a	combination	of	the	

two	as	well.		
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Beyond	 authentication,	 this	 work	 assumes	 that	 access	 control	 is	 going	 to	 be	 discharged	 in	 a	 well-

defined	approach	that	is	equally	secure.	This	may	not	be	as	perfect	a	setup	as	being	portrayed	by	this	

statement,	henceforth	the	need	to	dig	deeper	into	all	activities	beyond	authentication	is	of	paramount	

importance.		

6.8 Envisaged	Future	Direction	of	the	Research	

Security	has	been	one	of	the	drawbacks	raised	by	different	stakeholders,	which	can	slow	IoT’s	potential	

adoption	as	proffered	by	Jha	and	Sunil	(2014)	in	their	whitepaper	for	L&	T	Technology	services.		

A	focus	on	more	proactive	instead	of	reactive	approaches	as	lamented	by	Jha	and	Sunil	(2014),	which	is	

a	 consequence	 of	 an	 after-thought	 on	 security	 in	 many	 discussion	 and	 planning	 platforms	 for	 IoT	

applications	and	services.		

With	industry	4.0	expected	to	be	in	full	swing,	where	IoT	applications	are	expected	to	be	interwoven	

into	each	phase	of	the	manufacturing	process	(Maple,	2017)	entails	smarter	manufacturing	processes	

delivered	through	intelligent	logistics,	adding	rapid,	flexible	,	and	lean	manufacturing.		

Privacy	 is	 one	 of	 the	 hot	 topics	 in	 IoT	 and	 it	 is	 our	 hope	 that	 future	 research	will	 look	 at	 how	 the	

initiated	 European	 General	 Data	 Protection	 (GDPR)	 can	 be	 effectively	 implemented	 globally	 so	 that	

privacy	concerns	can	be	addressed	to	a	satisfactory	level.		As	pointed	by	Maple	(2017),	that	IoT	has	the	

capacity	 to	 revolutionise	 the	 way	 we	 live	 in	 sectors	 ranging	 from	 transport	 to	 health,	 from	

entertainment	to	our	interactions	with	the	government	and	various	other	surroundings;	that	will	make	

life	more	comfortable	and	bearable.		

6.9 Recommendations	for	Future	Research	

From	the	experience	gained	through	our	research	journey,	we	can	propose	the	following	fundamental	

aspects	 in	 light	 of	 IoT	 security	 research	 in	 general.	 IoT	 applications	 are	 now	 diverse	 and	 cut	 across	

many	domains,	as	such	having	a	cross	sectional	approach	when	considering	any	IoT	related	application	

would	give	a	rich	starting	point	in	terms	of	understanding	the	overall	operations	and	the	shortfalls	that	
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may	need	to	be	addressed	 in	the	field.	Guided	by	the	plethora	of	different	devices	that	build	up	the	

world	of	IoT	applications,	solutions	that	will	enhance	interoperability	are	well	sort	after.		

We	strongly	posit	that	the	need	for	architectures,	protocols,	frameworks,	and	solutions	that	enhance	

seamless	operations	of	IoT	powered	applications	in	any	domain	are	overdue.		This	was	evident	through	

different	literature	sources	as	displayed	in	Chapter	2,	of	this	thesis.	

Balancing	the	trade-off	between	security	and	the	need	for	privacy	when	it	comes	to	applications	that	

collect,	transmit	or	store	personal	data	is	one	of	the	issues	due	for	addressing,	if	 IoT	applications	are	

going	to	retain	the	trust	of	end	users.		

As	we	are	solely	closing	the	gap	between	application	domains	specifics	and	opening	a	level	playfield,	

the	need	to	address	IoT	security	concerns	for	example,	should	not	be	treated	in	isolation	but	rather	in	

a	holistic	approach.	A	challenge	encountered	 in	a	Smart	Home	setup	 is	not	confined	 to	 that	domain	

alone,	but	will	have	its	effects	propagating	to	all	other	domains	like	smart	cities	and	smart	health	for	

instance.	The	same	applies	in	any	direction	too.		

6.10 	Chapter	Summary	

A	 reflection	 from	 the	 authors’	 perspective	 of	 the	 entire	 research	 focus	 and	 the	 lessons	 learnt	 are	

packaged	 in	 this	 chapter,	 where	 a	 broader	 perspective	 is	 taken	 into	 consideration.	 There	 is	 an	

appreciation	of	the	fact	that	any	discipline	in	today’s	interdisciplinary	nature	of	research	should	not	be	

treated	in	isolation,	henceforth	an	emphasis	on	the	need	to	embrace	all	possible	avenues	when	looking	

at	solution	design	for	any	identified	problem.		

As	outlined	in	this	chapter,	the	future	focus	on	security	in	Smart	Home	solutions	will	gain	momentum	

and	retain	meaning	 if	all	other	dimensional	concerns	are	addressed	equally	and	at	 the	same	time	as	

the	technological	aspects.	This	indeed	presents	a	complex	problem	to	address,	hence	a	proposition	to	

have	whatever	piece	of	the	research	component	to	speak	directly	to	any	identified	challenge	with	full	

awareness	of	the	tangible	contribution	to	the	overall	big	picture.		
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Abstract—The	 heterogeneity	 of	 devices	 that	 can	 seamlessly	
connect	to	each	other	and	be	attached	to	human	beings	has	given	
birth	 to	 a	 new	 computing	 epitome	 referred	 to	 as	 the	 Internet	 of	
Things.	The	connectivity	and	scalability	of	such	technological	waves	
could	be	harnessed	to	improve	service	delivery	in	many	application	
areas	 as	 revealed	 by	 recent	 studies	 on	 the	 Internet	 of	 Things’	
interoperability.	However,	for	the	envisaged	benefits	to	be	yielded	
from	 Internet	 of	 Things	 there	 are	 many	 security	 issues	 to	 be	
addressed,	 which	 range	 from	 application	 environments	 security	
concerns,	connection	technology	 inbuilt	 security	 issues,	 scalability	
and	manageability	 issues.	Given	 the	 increasing	number	of	objects	
or	 “things”	 that	 can	 connect	 to	 each	 other	 unsupervised,	 the	
complexity	 of	 such	 a	 network	 is	 presenting	 a	 great	 concern	 both	
for	the	future	Internet’s	security	and	reliable	operation.	The	focus	
of	 this	 paper	 was	 to	 review	 the	 impact	 of	 some	 of	 the	 attacks	
attributable	to	 Internet	of	 things.	A	desktop	review	of	work	done	
under	this	area,	using	the	qualitative	methodology	was	employed.	
This	 research	 may	 contribute	 towards	 a	 roadmap	 for	 security	
design	 and	 future	 research	 on	 Internet	 of	 things	 scalability.	 The	
deployment	of	 future	applications	 around	 Internet	of	 Things	may	
receive	 valuable	 insight	 as	 the	 nature	 of	 attacks	 and	 their	
perceived	impacts	will	be	unveiled	and	possible	solutions	could	be	
developed	around	them.			

Keywords— Attacks, Denial of Service, Internet of Things, 
Man in the middle, Replay,  Security. 

I.	Introduction	

One	of	the	evolving	technologies	 is	the	 Internet	of	Things	
(IoT).	 Despite	 the	 various	 definitions	 available,	 the	 common	
understanding	 on	 IoT	 revolves	 around	 the	 interconnection	
capabilities	 among	 things,	 objects	 and	 people.	 As	 supported	
by	 [1]	 that	we	 are	moving	 towards	 Internet	 of	 things	where	
there	 is	 device-to-device	 communication.	 Such	 a	
heterogeneous	 network	 environment	 is	 enabled	 by	 various	

connection	technologies	and	protocols	available	such	as	RFID,	
WIFI	and	Wireless	Sensor	Networks	[1].	

	
An	 overview	 of	 the	 field	 of	 Internet	 of	 Things	 (IoT)	 will	

highlight	the	potential	network	capabilities	and	likely	fears	of	
such	 an	 elastic	 technology.	 The	 envisaged	 future	 capabilities	
of	IoT	are	feared	to	be	under	threat	of	the	emerging	security	
concerns	 since	 their	 deployment.	 Security	 concerns	 include	
Denial	of	Service	(DoS),	Replay,	and	Man	in	the	middle	attacks	
and	many	common	attacks	to	networked	environments	[2].	If	
such	security	concerns	are	not	addressed	to	acceptable	levels,	
an	out	of	hand	security	grip	on	the	technology	is	feared.	

		
The	 potential	 market	 for	 the	 IoT	 applications	 will	 suffer	

grossly	if	the	security	concerns	are	not	solved	[6].	As	espoused	
by	 [6],	 security	 is	 one	of	 the	major	 issues,	which	 reduce	 the	
growth	 of	 applications	 such	 as	 IoT,	 and	 complications	 with	
data	 privacy	 and	 data	 protection	 continue	 to	 plague	 the	
market.	 This	 affirms	 the	 fear	 of	 the	magnitude;	 the	 security	
threats	are	likely	to	be	extending	to	IoT	as	they	propagate	to	
enormous	levels	across	application	environments.	The	need	to	
affirm	that	solutions	are	being	worked	on	and	will	address	the	
perceived	threats	and	attacks	is	critically	important,	as	service	
delivery	may	be	halted,	 yet	 certain	application	environments	
cannot	compromise	(even	to	a	lesser	extent)	on	safety,	like	life	
saver	 machines	 in	 the	 health	 sector,	 such	 real-time	 systems	
have	strict	compliance	requirements,	hence	their	security	is	of	
paramount	importance.		

	
The	projections	to	2024	on	the	number	of	gadgets	per	user	

averaging	 six	 (6)	 or	 more	 are	 quite	 alarming	 [1].	 This	 raises	
great	security	concerns	on	privacy	and	accountability,	 leaving	
unanswered	 questions	 on	 whether	 it	 will	 be	 possible	 to	
specifically	 attribute	 a	 particular	 gadget	 to	 a	 particular	
individual.	 This	points	 to	yet	another	 critical	 issue	of	 identity	



A	Lightweight	Authentication	Architecture	for	Unsupervised	IoT	Applications	in	Smart	Home	Applications																																						
Page	142	

management,	which	can	help	localise	the	threats	instead	of	a	
plane	approach	to	try	and	combat	any	identifiable	threat.	

	
The	anticipated	results	from	this	research	points	to	further	

research	on	possible	solutions	that	could	be	proposed	towards	
alleviating	the	security	challenges,	discussed	herein.		

	
This	paper	 in	organised	as	 follows:	 Section	 II	 outlines	 the	

research	methodology	employed.	Section	III	gives	an	overview	
of	 Internet	of	things,	with	a	brief	explanation	on	the	possible	
application	 areas.	 Building	 on	 the	 application	 areas,	
highlighted	in	section	III,	section	IV,	will	dwell	on	the	types	of	
attacks	that	are	attributable	to	Internet	of	Things.	This	section	
discusses	 the	 core	 of	 this	 paper,	 as	 it	 hints	 on	 the	 security	
point	of	view	of	different	attacks.	Section	V	will	summarize	the	
security	point	of	view	with	a	focus	on	clearly	highlighting	areas	
of	 serious	 concern	 for	 security	 developers.	 Section	 VI	 will	
attempt	 to	 detail	 the	 performance	 analysis	 of	 the	 identified	
attacks	 in	 section	 IV.	 	 Section	 VII	 will	 pave	 a	 road	 map	 for	
future	 work	 as	 it	 summarizes	 the	 key	 security	 areas	 of	
attention,	via	a	discussion.	Section	VIII	will	conclude	this	paper	
emphasizing	 the	 need	 to	 solicit	 solutions	 that	 could	 be	
implemented	to	secure	Internet	of	things	applications.		

	
II.	Desktop	Review	and	Qualitative	Analysis	

The	methodology	 employed	 for	 this	 research	 is	 justified	
by	 the	 need	 to	 gain	 the	 preliminary	 understanding	 of	 the	
work	being	done	in	light	of	the	research	focus	on	attacks	that	
are	 inherent	 to	 IoT.	 The	 limited	 existence	 of	 practical	
resources	to	 fully	 test	some	of	 the	challenges	motivated	the	
need	 to	 have	 a	 desktop	 review	 of	 the	 issue	 in	 question.	 A	
desktop	 review	 gives	 an	 entry	 point	 understanding	 of	 a	
concept	to	be	fully	developed	into	a	full-fleshed	research	with	
limited	 resources.	 	 A	 qualitative	 analysis	 comes	 in	 handy	 in	
this	 context	as	 the	 information	 to	be	analysed	 is	 from	other	
sources	that	have	also	not	had	fully	published	results,	hence	
the	need	to	establish	a	basic	conclusion	from	such	sources.		

	
III.	IoT	APPLICATIONS	OVERVIEW	

	
The	horizon	of	application	environments	for	IoT	is	growing	

at	 an	 alarming	 rate.	 	 The	 application	 areas	 are	 no	 longer	
confined	 to	 communication	 platforms	 alone	 as	 the	
applications	 are	 stretching	 even	 to	 public	 safety	 [2],	 which	
among	 other	 application	 domains	 encompasses	 fire	 fighting	
[3].	 Despite	 the	 ability	 to	 improve	 and	 respond	 to	 public	
emergencies	 in	 cities	 [2],	 IoT	 applications	 should	 be	 secure	
and	 dependable.	 The	 application	 domains	 are	 not	 isolated	
from	 some	 privacy	 issues	 which	 may	 compromise	 citizens’	
safety	and	the	right	to	confidentiality,	as	[3]	clearly	outlines	in	
the	 context	 of	 fire	 fighting,	 as	 an	 example,	 the	 home	 fire	

fighting	will	entail	supervision	of	the	protected	facilities;	this	is	
increasingly	 weakening	 the	 security	 points	 to	 any	 targeted	
object,	despite	the	initial	plan	to	ensure	safety.	

	
Cloud	computing	platforms	have	facilitated	the	growth	of	

IoT	 application	 domains,	 because	 of	 the	 storage	 and	
communication	 platforms	 they	 avail.	 However	 the	 hesitancy	
around	users	 to	participate	 in	active	usage	of	 such	platforms	
and	such	technologies	is	attributable	to	the	security	fears.	The	
need	for	assurance	of	whether	the	user	on	the	other	receiving	
end	is	exactly	the	person	they	are	communicating	to,	and	can	
be	 identified	 as	 such	 is	 vital	 for	 IoT’s	 survival	 and	 thriving.	
Hence	it	is	important	to	consider	non-repudiation/verification	
methods.	

	
We	 now	 have	 smart	 cities;	 the	 agricultural	 sector	 is	 also	

not	spared	with	farmers	being	able	to	track	their	animals,	the	
education	and	health	sectors	almost	receiving	greater	impacts	
in	 many	 application	 environments,	 as	 technology	 pockets	
continue	to	open	and	improve	in	such	areas.	There	is	a	diverse	
hybrid	 of	 application	 capabilities	 in	 most	 of	 the	 technology	
capable	environments,	 such	as	museums,	where	 the	 tourism	
sector	 has	 evolved	 to	 be	 more	 interactive.	 The	 import	 and	
export	 industry	 is	 also	 witnessing	 the	 impact	 of	 improved	
service	 delivery	 as	 the	 processing	 of	 goods	 and	 services	 at	
border	 posts	 is	 gradually	 being	 automated	 especially	 in	
developing	 countries,	 where	 technology	 inception	 could	 be	
hampered	 by	 the	 pool	 of	 resources	 such	 as	 bandwidth	 and	
many	 indirect	 resources,	 that	 should	 ensure	 efficient	
technology	 consumption.	 The	 heterogeneous	 nature	 of	
applications	is	thus	explained	by	the	various	platforms	IoT	are	
capable	of	being	implemented	and	promise	to	impact.	

	
It	 can	 safely	 be	 concluded	 that	 Internet	 of	 things	 are	

almost	 everywhere	 and	 continue	 to	 expand	 as	 technological	
trends	continue	to	unfold	new	dimensions	and	possibilities.	

	
IV.	TYPES	OF	ATTACKS	ON	IoT	

The	 major	 challenges	 inherent	 to	 IoT	 design,	
implementation	 and	 survival	 as	 summarised	 by	 [1],	 revolve	
around	technological	and	security	challenges.	Among	the	key	
security	 challenges	 attributable	 to	 IoT	 applications,	
authentication	 could	 assume	 the	 toll,	 as	 other	 security	
loopholes	 are	 likely	 to	 sprout	 if	 the	 authentication	 level	 is	
weak;	hence	by	addressing	authentication	 requirements,	we	
are	 creating	 a	 cascading	 solution	 to	 the	 IoT	 networks.	
However,	there	 is	need	to	breakdown	the	sources	of	threats	
into	various	small	areas	and	tackle	 the	challenges	 from	such	
manageable	 horizons	 as	 the	 following	 sections	 are	 going	 to	
attempt	some	classifications.	

	
A.	Application	based		
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Application	 environments	 for	 IoT	 are	 seemingly	
complicated	 as	 there	 are	 huge	 volumes	 of	 data	 to	 process	
from	different	sensor	technologies	that	are	supposed	to	feed	
their	 processing	 activities	 to	 the	 backend	 databases	 in	 some	
instances.	As	espoused	by	[16],	some	of	the	challenges	could	
be	 internal	 and	 some	 external.	 Considering	 the	 application	
based	threats,	the	application	environment	could	have	its	own	
vulnerabilities	that	are	external	 to	the	 IoT	objects	or	devices,	
for	 example,	 physical	 insecurity	 compromising	 the	 efficient	
operation	 and	 results	 generated	 thereof.	 As	 an	 example,	
trying	 to	 capture	 the	 data	 pertaining	 to	 the	 local	 activities	
around	 a	 certain	 object,	 if	 there	 are	 interferences	 from	
people,	data	read	from	such	an	object	is	obviously	biased	and	
wrong	 information	 might	 be	 captured	 and	 decisions	 made	
from	such	data	items,	are	likely	to	be	compromised.		

	
	The	 constrained	 application	 environments	 for	 some	 IoT	

objects	 contribute	 to	 the	 security	 threats	 being	 stretched.	
Considering	 for	 instance	 the	 storage	 capacity	 of	 the	
application	 environment	 being	 small	 and	 not	 being	 able	 to	
fully	store	and	process	all	the	required	security	software,	will	
present	 a	 susceptible	 IoT	 object	 to	 various	 intrusions	 and	
attacks.	The	need	for	lightweight	security	application	software	
for	 such	 IoT	 objects	 is	 also	met	 with	 application	 limitations.	
The	application	environment	may	not	be	compatible	with	the	
inherent	 security	 mechanisms	 of	 the	 IoT	 gadgets,	 hence	
extending	the	vulnerability	of	the	entire	application	landscape.	

	
The	nakedness	of	the	application	environments	in	terms	of	

security	capabilities	presents	a	complex	security	focus,	where	
both	 the	application	environment	and	 the	 IoT	enabler	object	
need	 serious	 security	 considerations	 for	 reliable	 functionality	
to	be	yielded.	

	
The	 need	 for	 privacy	 protection	 for	 IoT	 data	 processing,	

data	 hiding	methods	 for	 high-source	 heterogeneous	 data,	 is	
quite	 mandatory.	 Consider	 the	 CCTV	 cameras	 in	 banks,	 the	
positioning	 of	 such	 cameras	 should	 be	 strategic	 to	 get	 the	
maximum	 coverage	 of	 the	 surface	 under	 surveillance.	 The	
data	that	may	be	of	interest	to	the	bank	may	have	to	do	with	
protection	against	thieves,	but	there	is	no	way	to	seclude	the	
other	bits	and	details.	There	is	need	for	a	study	on	the	privacy	
protection	methods	 in	 the	 process	 of	mining	 in	 the	 chain	 of	
IoT	data	repositories.	The	study	by	[2]	on	the	data	processing	
mechanisms	 hints	 also	 on	 privacy	 protection	 through	
collaborative	 algorithms	 [2],	 however	 these	 still	 will	 remain	
short	 circuited	 for	 whole	 security	 packages	 towards	 other	
types	of	threats,	hence	the	need	to	expand	on	this	dimension.		

	
The	application	environments	contribute	to	huge	amounts	

of	metadata	files	that	most	importantly	leave	behind	trails	for	
attacks	to	be	extended	to	application	environments.	A	typical	
scenario	could	be	a	phone	being	tracked	by	hackers;	they	are	
able	 to	 connect	 various	 places	 and	 that	 in	 turn	 compromise	

security	for	all	such	visited	areas	by	the	innocent	holder	of	the	
mobile	phone.	The	biggest	challenge	being	that,	IoT	are	mostly	
communicating	unsupervised.	

	
B.	Connection	based		

	 The	 existence	of	 data	 flow	paths	 to	 an	object	 or	 an	
environment	that	may	indirectly	be	connected	to	a	particular	
IoT	sensor,	compromise	the	very	private	nature	of	that	object.	
In	trying	to	gain	the	holistic	representation	of	the	application	
domain	 a	 lot	 of	 other	 hidden	 components	 are	 exposed.	 A	
typical	example	could	be	a	 location	aware	device,	which	may	
pave	way	 to	 dormant	 non-suspecting	 and	unsecured	devices	
to	 be	 attacked,	 because	 they	 are	 somehow	 connected	 to	 an	
IoT	device	broadcasting	information	to	the	outside	world.		
	
	 Resource	 constrained	 things	 are	 connected	 to	 the	
unreliable	 and	 untrusted	 Internet	 via	 IPv6	 and	 6LoWPAN	
networks	[4],	explains	how	connection	platforms	contribute	to	
the	 vulnerability	 of	 IoT.	 Internet	 by	 its	 very	 nature	 is	 not	
secure,	 added	 to	 the	 insecurity	 is	 now	 an	 IoT	 device	 that	 is	
also	not	fully	secured,	the	end	result	is	a	wave	of	attacks	being	
extended	to	a	whole	web	of	IoT	networks.	
	

Considering	the	work	done	by	[16]	on	RFID	obstacles,	
if	we	consider	the	internal	obstacles	of	integration	with	legacy	
systems,	 there	 are	 two	 sides	 to	 such	 a	 setup,	 the	 legacy	
systems	may	be	the	ones	vulnerable	or	the	RFID	connections	
to	 the	 legacy	 system	 will	 weaken	 the	 existing	 setup.	 Either	
way	the	connection	links	established	at	any	point	is	an	option	
for	a	different	dimension	of	an	attack.	

	
	 The	invisibility	nature	of	networking	[5]	which	is	the	most	
prevalent	 characteristic	 feature	 of	 IoT	makes	 the	 analysis	 of	
potential	 network	 attacks	 even	 tougher.	 [5]	 highlighted	
capabilities	 of	 heterogeneous	 hardware	 among	 IoT,	 which	
renders	them	a	complex	networking	domain	to	handle,	this	is	
so	because	of	 security,	 privacy	 and	 trust	 issues[5]	 that	 differ	
from	 one	 hardware	 manufacturer	 to	 the	 other.	 As	 further	
pointed	by	[5],	such	critical	 issues	need	to	be	resolved	to	get	
applications	of	future	Internet	feasible	and	accepted	by	users.		
	
C.	Platform	based		

Platforms	 vary	 and	 as	 such	 present	 specific	 challenges.	
Some	platforms	by	their	very	nature	still	have	security	 issues	
that	are	unsolved	to	date.	As	presented	by	[6],			the	growth	of	
cloud	 computing	 and	 communications	 platforms	 with	 data	
privacy	 and	 data	 protection	 issues	 continue	 to	 plague	 the	
market,	 hence	 hampering	 the	 growth	 of	 such	 platforms.	 IoT	
applications	have	already	capitalised	on	the	cloud	computing	
platforms	 for	 extensibility	 and	 coverage	 and	 many	 other	
application	based	reasons.	In	such	a	scenario,	there	is	need	to	
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first	address	the	platform	security	loopholes	as	the	inheritance	
level	by	applications	that	utilise	such	a	platform	are	high	and	
such	inheritance	cannot	be	isolated.	

	
WSN	has	pending	 issues	 to	be	addressed	which	comprise	

of	 applications	 like	 communication	 platforms,	 security	 and	
management	 [7].	This	again	points	 to	a	serious	concern	 in	as	
far	 as	 the	 platform	 for	 communications	 being	 employed	 is	
concerned.	 As	 the	 growth	 of	 IoT	 connections	 increase,	 it	
implies	that,	they	continue	to	proliferate	the	security	concerns	
to	 be	 addressed.	 There	 is	 need	 to	 establish	 a	 secure	
communication	 path	 and	 improve	 the	 security	 level	 of	 the	
very	 interactions	 among	 the	 IoT	 objects	 themselves	 as	 they	
pass	data	items	from	point	A	to	point	B.	

	
D.	Other	forms	of	attack		

The	categories	mentioned	in	A	to	C	above	might	not	be	an	
exhaustive	 analysis	 of	 attacks	 on	 IoT,	 hence	 not	 a	
comprehensive	 representation	 of	 the	 nature	 of	 attacks	 that	
are	 attributable	 to	 IoT.	We	may	 consider	 such	 issues	 as	 the	
absence	of	particular	standards	and	specific	laws	that	support	
the	 application	 development	 and	 deployment	 of	 IoT.	 The	
absence	thereof,	causes	the	sustenance	and	 implementation	
of	 strict	 security	 measures	 from	 manufacturing	 points.	 We	
appreciate	work	underway	 to	have	 such	 standards	and	 laws	
enacted	 and	 in	 some	 sections	 being	 already	 in	 practice,	
however	 their	grip	on	ensuring	 security	adherence	 is	 still	 an	
open	issue.		

	
A	 combination	 of	 the	 highlighted	 sources	 of	 threats	 also	

breeds	 another	 hybrid	 source	 of	 threats	 and	 attacks	 to	 IoT.	
Combining	 application	 and	 platform-based	 threats,	 gives	 an	
intertwined	force	of	challenges	that	leave	the	whole	security	
ground	weakened,	hence	proper	thriving	of	IoT	applications	is	
endangered.	 In	 the	 same	 vein,	 connection	 based	 threats	
combined	 with	 application	 based	 threats	 makes	 the	 whole	
application	 zone	 susceptible	 to	 serious	 threats.	 Bringing	 the	
entire	 three	 in	 one	 basket	 and	 adding	 the	 IoT	 in	 the	 same	
basket,	 we	 have	 a	 serious	 weaker	 product.	 This	 leaves	 a	
serious	 challenge	 in	 terms	 of	 how	 IoT	 will	 thrive	 in	 their	
various	deployment	domains.	
	

V.	SECURITY	POINT	OF	VIEW	

Security	 in	 IoT	 design	mainly	 focuses	 on	 the	 end-	 to	 end	
communication	links	among	the	participating	nodes.	However	
considering	the	architectural	view	of	IoT	as	presented	by	ITU,	
the	 security	 levels	 for	 IoT	 need	 to	 be	 focused	 on	 the	
middleware	level,	since	this	is	where	the	interaction	amongst	
various	 node	 connections	 takes	 place.	 This	 is	 normally	
following	an	assumption	that	for	all	participating	nodes	in	the	
Internet	 of	 things	 to	 function	 effectively,	 they	 pass	 through	

some	 virtualized	middleware.	 Reality	will	 present	 a	 different	
challenge	all	together,	where	connection	links	created	among	
nodes	 could	 so	 happen	 on	 an	 M2M	 (Machine	 to	 Machine)	
basis,	 hence	 little	 to	 no	 human	 interaction,	 under	 such	
scenarios.	 The	 security	 designs	 of	 the	 Internet	 of	 things	 are	
better	embedded	inside	the	nodes	or	things	themselves.	This	
is	met	with	physical	and	technological	limitations	of	the	nodes	
or	 things.	 The	 need	 to	 balance	 among	 size,	 memory	 and	
storage	capacity	makes	the	plan	to	implement	robust	security	
algorithms	a	futile	effort.	

The	implementations	of	Intrusion	Detection	Systems	(IDS),	
as	 there	 are	 no	 current	 IDSs	 that	meet	 the	 requirements	 of	
IPv6	 connected	 IoT,	 makes	 the	 security	 design	 for	 IoT	
complicated	 [4].	 The	 available	 approaches	 are	 either	
customized	 for	 wireless	 sensor	 networks	 (WSN)	 or	 for	 the	
conventional	Internet;	therefore	there	are	no	standardised	IDS	
designs	for	IoT	communication	platforms	[4].	

	
The	 SVELTE	 designed	 by	 [4],	 primarily	 targets	 routing	

attacks.	 The	 SVELTE	 security	 design	 is	 however	 limited	 to	
spoofed	 or	 altered	 information,	 sinkhole,	 and	 selective	
forwarding,	these	are	not	the	only	attacks	IoT	experience	[4].	
To	 precisely	 have	 a	 solution	 that	 address	 all	 the	 security	
concerns	in	IoT	is	still	a	hard	problem	to	solve.	

	
	
VI.	PERFORMANCE	ANALYSIS	OF	ATTACKS	

	 The	attacks	on	IoT	continue	to	increase	in	complexity	
as	 the	 number	 of	 connections	 and	 the	 possibilities	 of	
interaction	 among	 different	 heterogonous	 platforms	
increases.	This	is	creating	a	complex	security	challenge	to	deal	
with,	 both	 on	 the	 virtual	 level	 and	 physical	 layer	 of	 IoT	
application	 platforms.	 	 As	 a	 result	 we	 are	 now	 faced	with	 a	
different	 calibre	 of	 threats	 to	 deal	 with	 in	 IoT	 unlike	 in	
networked	 and	 confined	 networked	 environments;	 this	 is	
mainly	amplified	by	the	wireless	capabilities	coupled	with	the	
sensor	 technology	 inherent	 to	 IoT	 devices.	 	 High	 processing	
capabilities	 that	 could	 be	 harvested	 from	 such	 platforms	 as	
cloud	computing,	quantum	computing	and	all	possible	ensuing	
computing	technologies	are	also	contributing	factors	in	as	far	
as	the	possible	attack	challenges	increases	are	concerned.	

	
	 “Attacks	have	to	be	intercepted,	data	authenticated,	

access	 controlled	 and	 the	 privacy	 of	 customers	 (natural	 and	
legal	persons)	guaranteed”	[12].	These	requirements	seem	to	
be	at	their	infancy	in	terms	of	their	realisation	at	a	large	scale,	
still	presenting	an	apt	ground	for	threats	to	continue	to	grow.	
Addressing	 one	 or	 two	 will	 not	 ensure	 the	 threats	 are	
contained,	 yet	 to	 have	 all	 addressed	 at	 once	 is	 a	mammoth	
task.	
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Issues	 to	 deal	 with	 confidentiality,	 authenticity	 and	
integrity	 of	 data	 in	 IoT,	 should	 receive	 attention	 [13].	 These	
three	areas	form	the	pillars	of	a	security	package.	To	realise	all	
three	 all	 possible	 sources	 of	 IoT	 attacks	 should	 be	 identified	
and	addressed	to	the	full.	Since	it	is	not	easy	to	have	a	generic	
solution	 that	 can	 qualify	 to	 embrace	 all	 the	 security	
requirements	 and	 ensure	 realisation	 of	 these	 security	 goals,	
this	paper	suggests	adopting	application	models	that	 interact	
via	 a	 middleware	 where	 such	 security	 measures	 could	 be	
enforced	and	monitored.		

If	 security	 features	 are	 not	 strengthened,	 attacks	 and	
malfunctions	 in	 the	 IoT	 will	 outweigh	 any	 of	 their	 intended	
benefits.	 Protection	 mechanisms	 such	 as	 lightweight	
cryptography,	secure	protocols,	and	privacy	assurance	are	not	
adequate	 to	 provide	 security	 to	 IoT	 [14].	 This	 evidently	
supports	the	magnitude	of	the	challenge	at	hand	in	advancing	
security	to	IoT	applications.	

	
The	 proposal	 by	 [15]	 to	 use	 digital	 signatures	 to	 address	

the	 problem	 of	 spamming	 the	 IoT	 is	 only	 a	 one	 stop	 gap	
measure	and	may	not	practically	apply	to	a	diverse	nature	of	
IoT	platforms.	As	a	result	of	the	different	application	domains	
that	may	not	harness	the	existence	of	a	solution	in	one	area	to	
cover	the	next	area,	still	signal	the	need	to	have	a	direct	focus	
on	a	particular	breed	of	IoT	applications	and	address	them	in	
isolation	not	universally.		

	
VII.	Discussion	

Secure	 solution	 of	 trusted	 Internet	 of	 things	 based	
on	 TCM	 [8]	 is	 based	 on	 cryptographic	modules,	 which	 have	
limitations	 for	 some	 of	 the	 lightweight	 IoT	 objects	 and	
hosting	platforms.	This	solution	is	centred	on	the	trustworthy	
of	Internet	of	things	development	and	applications,	which	by	
nature	 may	 be	 limited	 in	 scope,	 considering	 the	
heterogeneous	 applications	 environments	 [9].	 “The	 need	 to	
validate	 how	 existing	 security	 protocols	 can	 be	 adapted	 to	
meet	 the	 challenge	of	 heterogeneous	environments	of	 IoT,”	
as	espoused	by	[9]	is	still	an	open	issue.	
	

Authentication	 and	 access	 control	 mechanisms	 are	
crucial	 components	 to	 consider	 when	 designing	 secure	
communication	for	Internet	of	things	[1],	however	the	biggest	
challenge	 as	 highlighted	 by	 these	 authors,	 is	 provision	 of	 a	
distributed,	 lightweight	 and	 attack	 resistant	 solution	 to	
ensure	 comprehensive	 security	 for	 Internet	 of	 things.	 The	
need	 to	 improve	 on	 the	 authentication	 and	 access	 control	
schemes	available	will	remain	a	critical	research	call,	as	there	
still	 remain	 room	 for	 further	 improvements	 to	 the	 existing	
protocols.	
	

The	proposed	solution	by	 [1],	was	evaluated	on	the	
basis	 of	 DoS,	 man-in-the-middle	 and	 replay	 attacks.	 	 This	

cannot	 conclusively	 be	 the	 list	 of	 possible	 attacks	 that	
Internet	 of	 Things	 are	 susceptible	 to.	 As	 the	 classifications	
presented	 in	 section	 IV	 above,	 these	 three	 attacks	 can	 be	
application	 based,	 platform	 based	 or	 connection	 based,	
however,	there	is	a	new	breed	of	attacks	under	hybrid	based.	
As	 the	 journey	 towards	 security	 solutions	 design	 is	 not	 an	
event	but	a	process	that	is	marred	with	evolving	threats,	the	
need	 to	 refocus	 attention	 and	 considering	 endless	
possibilities	to	attack	sources	cannot	be	overemphasised.			

	
The	 work	 done	 by	 [10]	 under	 the	 identity	

management	handled	some	security	issues	to	be	focused	on,	
but	the	effectiveness	of	security	protocols	was	not	handled	to	
the	 latter.	 Considering	 the	 same	 work	 done	 by	 [10],	 the	
capability	 levels	 computationally	 of	 IoT	 devices	 were	 not	
assessed	 thoroughly.	 The	 need	 to	 understand	 the	
computational	 capabilities	 is	 in	 light	 of	 the	 need	 to	 design	
implementable	solutions	that	suit	the	technological	build	and	
capabilities	of	IoT.	
	

Strategically,	 the	 need	 to	 focus	 on	 authentication	
and	 access	 control	 issues	 in	 IoT	 promises	 to	 avail	 a	 holistic	
solution	 to	 the	 technological	 and	 security	 challenges	
identifiable	 to	 IoT	 environments.	 Access	 control	 will	 avail	 a	
solution	 for	 the	 technological	 challenges	 and	 authentication	
on	 one	 hand	 will	 present	 the	 security	 solutions	 needed	 to	
avert	 the	 key	 threats	 attributable	 to	 IoT	 for	 the	 various	
application	 platforms	 especially	 powered	 by	 wireless	 and	
sensor	connectivity.	

	
VIII.	Conclusion	

The	 heterogeneous	 nature	 of	 IoT	 demands	 a	
versatile	and	unique	legal	framework	that	can	broadly	tackle	
globosity,	verticality,	ubiquity	and	ethnicity	of	the	IoT	[12].	In	
considering	 security	 of	 typical	 IoT	 enabled	 devices	 and	
objects	 the	 interaction	of	 such	objects	 is	 not	 limited	 among	
the	homogenous	interactions,	which	they	can	create,	but	the	
various	modalities	that	can	be	possible	both	horizontally	and	
vertically.	 As	 a	 result	 of	 this	 approach,	 it	 can	be	 anticipated	
that,	a	holistic	approach	to	security	challenges	that	could	be	
identified	 for	 IoT	 could	 be	 uniquely	 extended	 to	 different	
classes	of	IoT	implementations.	A	one	size	fits	all	strategy	will	
not	yield	results.	
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Abstract—Internet	 of	 things	 (IoT)	 are	 finding	 their	wide	 use	 in	
various	domains.	IoT	implementation	in	the	Smart	Home	domain	
is	one	that	is	complex	as	the	devices	that	are	being	used	in	such	
platforms	are	of	different	sizes	and	have	different	computational	
capacity.	 The	 ability	 to	 ensure	 security	 is	 enforced	 on	 such	
devices	 rests	 on	 how	 proper	 the	 authentication	 processes	 are	
executed.	 	 It	 is	 against	 this	 background	 that	 this	 paper	 is	
formulated,	 to	 give	 a	 detailed	 review	 of	 the	 potential	
authentication	 threats	 and	 attacks	 on	 IoT	 in	 the	 Smart	 Home	
domain	 in	 particular.	 The	 main	 ideas	 on	 the	 potential	
authentication	 threats	 and	 attacks	 on	 IoT	 in	 Smart	 Home	
applications,	presented	in	this	paper	are	largely	informed	by	the	
detailed	literature	review	of	related	work	in	the	domain	of	IoT.		
	
Keywords-	 Attacks;	 Authentication;	 IoT;	 Smart	 Home;	 Security;	
Threats.		

I.	Introduction	

IoT	security	has	become	a	cause	for	concern	as	a	result	
of	 the	 increased	 number	 of	 resource	 constrained	 smart	
devices	 which	 are	 not	 architecturally	 designed	 to	 employ	
robust	 security	 techniques	 on	 them	 (Majeed,	 2017).	 As	
further	 summed	 up	 by	 (Gu	 &	 Liu,	 2017)	 the	 challenges	
emanate	 from	 existing	 authentication	 schemes	 for	 IoT	
devices	which	 include:	 pre-distributed	 authentication	 keys,	
which	are	not	feasible;	manual	pairing,	which	require	more	
user	 effort	 especially	when	 dealing	with	many	 IoT	 devices	
and	context-based	solutions,	which	are	mostly	peer-to-peer	
instead	 of	 being	 scalable.	 As	 clearly	 summarized	 by	
(Khemissa	 &	 Tandjaoui,	 2016a),	 IoT’s	 obstacles	 to	 their	
deployment	 rest	 on	 authentication	 of	 different	
interconnected	entities,	and	exchanged	data	confidentiality	
are	the	top	concerns	that	need	to	be	addressed.	

	
Authentication	can	be	viewed	as	the	first	line	of	security	

by	 ensuring	 enforcement	 of	 security	 measures	 at	 level	 0	
(Crossman	&	 Liu,	 2016).	 The	 process	 of	 authenticating	 the	

various	 processes,	 applications	 and	 objects	 require	 a	
handshake	 that	 can	 be	 done	 before	 authorization	 is	
granted.	The	computational	limitation(D.	Zhang	et	al.,	2014)	
and	 overall	 capacity	 nature	 of	 IoT	 devices	 makes	 it	 a	
challenge	to	apply	conventional	security	techniques	(Sharaf-
Dabbagh	 &	 Saad,	 2016).	 Another	 key	 challenge	 as	
highlighted	by	 (C.	 Shen	et	al.,	 2016),	 is	 that	authentication	
that	makes	use	of	the	public	key	system	is	not	pliable	under	
IoT	 application	 environments	 due	 to	 some	 of	 the	 reasons	
cited	by	(Sharaf-Dabbagh	&	Saad,	2016).	

	
This	main	contribution	of	this	paper	 is	 the	classification	

of	 authentication	 threats	 based	on	 the	 key	 features	of	 IoT	
devices	 as	 they	 are	 functionally	 positioned	 under	 various	
applications	 scenarios	 as	 presented	 in	 Table	 1,	 which	 are	
Device	 level;	 Network	 level	 and	 Application	 level.	 These	
three	classifications	are	based	on	the	3-layer	model	for	IoT,	
which	correlates	to	the	perception,	network	and	application	
layers.	 In	 the	 broader	 sense,	 such	 authentication	 threats,	
are	not	confined	to	one	application	domain	for	IoT	powered	
devices,	 but	 span	 almost	 every	 domain	where	 IoT	 devices	
have	their	footprints.		

	
	To	guide	the	discussion	on	IoT	authentication	threats	in	

Smart	 Homes,	 this	 paper	 has	 four	 main	 key	 segments.	
Section	 I,	 briefly	 highlight	 some	 of	 the	 Smart	 Home	
applications,	 which	 paints	 an	 idea	 on	 the	 nature	 of	 IoT	
application	 dimensions	 in	 a	 Smart	 Home	 setup.	 Section	 II,	
gives	 an	 overview	 of	 IoT	 authentication	 approaches.		
Section	 III	 then	 builds	 on	 Section	 II	 by	 focusing	 on	
authentication	 threats,	 where	 a	 cascading	 approach	 is	
employed	by	having	a	more	broader	approach	first,	looking	
into	 the	 general	 then	 later	 the	 specific	 threats	 to	 Smart	
Homes.	 As	 the	 main	 core	 section	 of	 this	 paper,	 it	 further	
populates	details	on	classification	of	threats	in	Smart	Home	
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applications.	 Then	 Section	 IV	 concludes	 and	 gives	 a	 way	
forward	for	the	broader	perspective	of	this	research.		

	
II.	Smart	Home	applications	

Smart	Home	environments	as	well	defined	by	(Iinatti	et	
al.,	 2017)	 can	 visually	 be	 portrayed	 as	 an	 organized	 and	
networked	collection	of	heterogeneous	components	(i.e.	be	
it	 electronics	 or	 appliances)	 whose	 defined	 purpose	 is	 to	
provide	 smart	 services	 seamlessly	 to	 the	 Smart	 Home	
owners.	 	 The	 essence	 of	 availing	 convenience	 is	 being	
underscored,	yet	attached	to	that	functional	specification	of	
Smart	 Home	 setups	 is	 an	 array	 of	 security	 loopholes	 that	
renders	 them	a	ripe	haven	 for	different	possible	attacks	of	
varying	magnitudes	as	they	interface	directly	with	personal	
and	 sensitive	 data(Shin	 et	 al.,	 2017),(Batool	 et	 al.,	
2017),(Hossain	et	al.,	2017).		

	
The	 enabling	 environment	 for	 Smart	 Home	 as	 a	 key	

towards	 the	 fundamental	 industrial	 and	 commercial	
envisaged	 test	 bed	 for	 IoT,	 Smart	 Grids	 as	 well	 as	 5G	
connectivity	 (Silverajan	et	 al.,	 2015)	 is	 being	 fuelled	by	 IoT	
(Ren	 et	 al.,	 2016).	 Commercial	 vendors	 are	 introducing	
health	 care,	 home	 automation	 and	 remote	monitoring	 (D.	
Zhang	et	al.,	2014),(Silverajan	et	al.,	2015).	These	key	 facts	
about	a	Smart	Home,	clearly	points	 to	 the	 fact	 that,	Smart	
Homes	are	a	delicate	and	an	underdeveloped	domain.	Due	
to	the	 infancy	nature	of	 the	Smart	Home	domain,	many	of	
the	solutions	are	on	trial	and	not	yet	fully	developed.	On	the	
other	hand,	the	future	projections	into	the	growth	of	Smart	
cities(Saxena	 et	 al.,	 2016),(Paek,	 2015)can	 be	 honoured	 if	
the	 critical	 arms	 to	 the	 Smart	 cities	 hub	 are	 given	 proper	
attention;	 hence	 Smart	 Homes	 are	 a	 critical	 component	
towards	the	wider	Smart	cities	project.	

	
Some	of	the	key	applications	highlighted	from	literature	

for	 Smart	 Homes	 are	 intrusion	 and	 detection	 systems.	 As	
clearly	 presented	 in	 (Daramas	 et	 al.,	 2016)	 where	 an	
Android	 application	 for	 monitoring,	 configuring	 and	
notification	 remotely	 is	 demonstrated.	 Home	 owners	 are	
notified	 of	 any	 unusual	 events	 promptly	 on	 their	 mobile	
devices,	equipping	them	with	the	ability	to	advance	instant	
action	 despite	 being	 physically	 absent	 from	 their	 own	
premises,	thereby	increasing	security	of	their	homes	by	the	
click	 of	 a	 button	 (Daramas	 et	 al.,	 2016).	 As	 a	 result,	
traditional	 usage	 and	 connectivity	 of	 Internet	 setups	 will	
continue	 to	 play	 a	 significant	 role	 (Silverajan	 et	 al.,	 2015),	
hence	 the	 continual	 security	 challenge	 for	 Smart	 Home	
environments.	

	
Telemedicine	 is	 another	 key	 application	 attributable	 to	

Smart	 Homes	 (Roy	 et	 al.,	 2017),	 where	 monitoring	 of	

chronic	illnesses	for	homebound	patients	can	be	advanced.	
This	 offers	 in	 home	 patients	 monitoring	 and	 ubiquitous	
monitoring	as	demonstrated	by	(Hofer	et	al.,	2015)	through	
their	 personal	 health	 system	 dubbed	 COMPASS,	 which	
empowered	 by	 interoperability	 protocols	 make	 use	 of	
mobile	 devices	 for	 collection,	 analysis	 and	 subsequent	
transfer	 of	 sensed	 data	 to	 the	 set	 observation	 repository.	
The	architecture	of	COMPASS	is	a	server-client	setting	with	
a	 publish/	 subscribe	 mechanism,	 dynamic	 updates	 of	
machine	 learning	 models	 and	 RESTful	 services	 to	 perform	
the	create,	read,	update	and	delete	operations	(Hofer	et	al.,	
2015).	

	
Another	key	application	area	 for	Smart	Home	solutions	

is	home	automation	and	 that	 range	 from	different	aspects	
in	the	Smart	Home	environment.	As	highlighted	by	(Pienaar	
et	al.,	2015),(Ashibani	et	al.,	2017)	home	based	automation	
powered	 by	 smart	 phones	 allows	 control	 over	 home	
electrical	devices	(	e.g.	Geysers,	TV,	Radio,	Lights,	etc.)	in	an	
embedded	 environment	 portrayal.	 As	 summed	 up	 by	
(Ashibani	 et	 al.,	 2017)	 IoT	 devices	 are	 providing	 a	 wide	
range	 of	 services	 for	 Smart	 Homes	 such	 as	 surveillance	
cameras,	smart	lighting,	and	door	locks.	The	design	thereof	
is	at	the	backdrop	of	improving	physical	security	via	remote	
control	in	a	setup	that	mimics	a	normal	activity	based	home	
environment	 even	 when	 the	 inhabitants	 are	 physically	
absent(Pienaar	et	al.,	2015).	

	
A	more	precise	application	is	highlighted	by	(Brenkus	et	

al.,	 2015)	 through	 the	 smart	 wall	 power	 outlet	 which	
enables	 intelligent	 home	 power	 metering	 system,	 capable	
of	measuring	power	consumption	and	transferring	the	data	
wirelessly	 through	 the	 low	 energy	 integrated	 Bluetooth	
transmission.	Smart	plugs	are	one	of	 the	 fast	emerging	 IoT	
devices	 finding	 their	way	 in	home	automation	 and	making	
remote	monitoring	and	control	of	Smart	Homes	easier	(Ling	
et	 al.,	 2017).	 As	 an	 example	 demonstrated	 by	 (Ling	 et	 al.,	
2017)	 one	 can	 turn	 on	 the	 heater	with	 their	 smart	 phone	
even	 before	 getting	 home,	 because	 of	 the	 smart	 plug	
capability,	 however	 this	 doesn’t	 come	 cheap	 as	 there	 are	
security	 challenges	 to	 some	of	 the	available	brands	on	 the	
market	which	was	the	main	focus	of	Ling	et	al	in(Ling	et	al.,	
2017).	

	
There	 are	 various	 implementations	 of	 Smart	 Home	

setups	 such	 as	 Qiloc	 which	 enables	 various	 Smart	 Home	
applications	 like	 calendars,	 instant	 messaging	 and	 email	
systems	 to	 be	 setup(Y.	 Li,	Wang,	 Cheng,	 Li,	 &	 Xing,	 2015).	
This	diversity	positions	Smart	Home	applications	at	a	more	
vulnerable	 position	 as	 the	 attack	 vectors	 henceforth	
exponentially	 grow(Gamundani,	 2015).	 Smart	 Homes	
ultimately	 have	 these	 key	 requirements	 once	 established,	
mobility	 management,	 channel	 security,	 consistent	 data	



Namibia	University	of	Science	and	Technology	(NUST)	[2016	-	2018]	
Page	149	

	

rates	 and	 handover	 support	 as	 presented	 by	 (Shin	 et	 al.,	
2017),	 which	 hint	 towards	 the	 need	 to	 look	 at	 security	
design	 and	 requirements	 for	 Smart	 Home	 domains	 with	
more	rigor.	

	
III.	IoT	Authentication	Overview	

Authentication	 is	 among	 the	 top	 vital	 aspects	 for	
consideration	 towards	 the	 design	 of	 secure	 IoT	
communication.	 Authentication	 can	 be	 rendered	 as	 the	
first	 phase	 towards	 access	 control,	 and	 it	 can	 be	 device	
authentication	 or	 user	 authentication	 (Shaju	 &	 Panchami,	
2016),	even	more.	However,	the	provision	of	a	lightweight,	
bulletproof	and	distributed	authentication	scheme	for	total	
security	solutions	 towards	 IoT	applications	 remains	one	of	
the	 biggest	 challenge	 (Mahalle,	 2013).	 Device	
authentication	is	critical	and	a	very	challenging	task	for	the	
emerging	IoT	(D.	Chen	et	al.,	2017).	

	
There	 are	 three	 security	 layers	 for	 IoT,	 which	 can	 be	

summarized	 as	 perception	 layer,	 network	 layer	 and	
application	 layer	 (Zhao	&	Ge,	 2013).	 These	 security	 layers	
correspondingly	 correlate	 with	 the	 three	 security	
dimensions	 of	 the	 IoT	 security	 architecture,	 which	 entail	
information	 security,	 physical	 security	 and	 management	
security	 (Zhao	&	 Ge,	 2013).	 Authentication	 should	 be	 the	
initial	 handshake	 security	 level	 that	 has	 to	 grant	 access	
rights	 to	 pieces	 of	 data	 around	 the	 Smart	 Home	
environment.	 This	 is	 corroborated	 by	 (Zhao	 &	 Ge,	 2013),	
who	 argues	 that	 “IoT	 should	 have	 these	 characteristics:	
comprehensive	 perception,	 reliable	 transmission,	 and	
intelligent	processing	(page,	664).”	
	

Detailed	review	work	and	the	classification	of	different	
authentication	 techniques	 for	 IoT	 was	 carried	 out	 by	
(Saadeh	et	al.,	2016);	building	on	that	work,	this	section	 is	
going	 to	 highlight	 and	 populate	 on	 some	 of	 them	 and	
highlighting	 some	 of	 the	 recent	 schemes	 as	 well.	 	 As	
(Saadeh	et	al.,	2016)	quoted	(Granjal	et	al.,	2015;	S.	Li	et	al.,	
2015b),	 there	 is	 a	 general	 agreement	 that	 traditional	 TCP	
/IP	protocols	such	as	HTTP,	TCP	and	 IP	are	not	efficient	 in	
supporting	 	 machine	 to	 machine	 (M2M)	 communication.	
This	 clearly	 shows	 that	 for	 IoT	 authentication	 solutions	 to	
work,	 there	 has	 to	 be	 specific	 functional	 and	 technical	
refinement	 of	 existing	 solutions,	 in	 a	 contextual	 approach	
as	guided	by	their	implementation.	

	
The	 constrained	 nature	 of	 devices	 and	 critical	 security	

concerns	 of	 IoT	 applications,	 sensor-based	 and	 wireless	
systems	 will	 demand	 novel	 solutions	 towards	 system	
design,	network	design	and	data	processing	procedures	(S.	

C.	Lin	&	Wen,	2016).	This	is	further	supported	by	(Nguyen	&	
Iacono,	 2016)	 in	 their	 REST-ful	 COAP	 message	
authentication	 scheme	 whose	 overarching	 goal	 through	
establishment	 of	 a	 message-oriented	 security	 layer	 for	
COAP,	 was	 to	 address	 the	 specific	 challenges	 stemming	
from	 the	 architectural	 style	 of	 REST	 and	 the	 resource	
constrained	 nature	 of	 IoT	 networks	 and	 devices.	 For	
proving	trustable	services,	(S.	C.	Lin	&	Wen,	2016)	explored	
the	 possibility	 of	 	 developing	 a	 node-based	 identification	
protocol	 by	 striking	 a	 balance	 between	 energy	
consumption	 versus	 malicious	 node	 detection	 in	 a	
heterogeneous	IoT	setup.	

	
IV.	Authentication	threats	and	attacks	

The	main	security	issues	in	IoT	as	highlighted	by	(Sicari	et	
al.,	2015)	are	interdependent	on	authentication	in	one	way	
or	 the	 other.	 Access	 control	 requires	 authentication	 to	
grant	permission	 to	 the	 required	 resources	or	 services.	To	
ensure	a	secure	middleware,	we	need	to	authenticate	how	
access	 to	 the	middleware	 is	 rendered	and	what	 rights	can	
be	granted,	as	part	of	middleware	security.	Before	trust	can	
be	extended	between	communicating	parties,	these	parties	
need	 to	 be	 authenticated	 against	 the	 set	 privileges	 and	
access	 rights.	 	 The	 threats	 therefore	 are	 evident	 when	
solutions	 are	 advanced	 and	 are	 not	 being	 effective,	when	
there	 are	 gaps	 still	 evident	 after	 a	 solution	 is	 rendered,	
certain	 changes	 are	 effected	 or	 certain	 interactions	 are	
propagated	and	there	is	concern	over	security.	
	
Also	highlighted	by	(Yao	et	al.,	2014),	is	the	fact	that,	the	

increase	in	the	number	of	sensors	available	and	their	ability	
to	interconnect	and	be	linked	to	user	personal	information,	
and	 the	 need	 to	 control	 personal	 data	 calls	 for	 the	
prioritization	 of	 data	 security.	 This	 then	 justifies	why	 in	 a	
Smart	 Home	 environment	 such	 IoT	 sensors	 need	 to	
authenticate	 themselves	 in	 their	 interaction	 within	 their	
locally	 created	 ad	 hoc	 networks.	 This	 has	 to	 be	 ensured	
before	 allowing	 outsiders	 to	 have	 access	 to	 the	 collected	
and	 stored	 inside	 information,	 which	may	 be	 sensitive	 to	
the	Smart	Home	owner.		
	

A.	Authentication	threats	and	attacks	specific	to	IoT	

The	motivation	behind	looking	at	authentication	threats	
specific	to	IoT	is	to	prove	the	fact	that,	such	threats	can	still	
be	 evident	 as	well	 in	 Smart	Homes.	 This	will	 give	 a	wider	
approach,	 which	 makes	 it	 easier	 to	 design	 solutions	 that	
are	holistic	in	nature,	as	there	is	no	one	size	fits,	all	when	it	
comes	to	security	solutions	design.		
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The	device-level	 IoT	security	vulnerabilities	summarized	

in	 figure	 1,	 are	 a	 clear	 indication	 of	 the	 varied	 nature	 of	
worries	 around	 IoT	 devices,	 hence	 authentication	 of	 such	
devices	 is	 already	 at	 risk	 from	 various	 angles.	 There	 is	 no	
doubt	that	IoT	security	incidents	based	on	a	varied	nature	of	
configurations	 are	 susceptible	 to	 different	 risk	magnitudes	
(Mohsin	 et	 al.,	 2017).	 Henceforth	 the	 risk	 level	 at	 device	
level	still	has	a	substantial	stake	towards	the	overall	security	
worries	for	IoT	applications.	

	

	
Figure	 1:	 Device-level	 IoT	 security	 vulnerabilities	 adopted	
from	(Tankard,	2015).	
	

The	 openness	 nature	 of	 IoT	 devices	 positions	 them	 to	
suffer	 potential	 security	 threats	 as	 poised	 by	 (Ghosh	 &	
Mahesh,	2016),	when	they	looked	at	RFID	tags	which	were	
noted	to	suffer	the	major	threats	of	privacy	 leakage	during	
the	authentication	process.	

	
The	 work	 of	 (Ahamed	 &	 Rajan,	 2016)	 which	 looked	 at	

IoT	 application	 systems	 and	 security	 vulnerabilities	 and	
attempted	 to	 map	 the	 various	 applications,	 vulnerabilities	
and	 their	 impacts,	 was	 a	 great	 initiative.	 However,	 we	
strongly	 feel	 there	 is	 need	 to	 relook	 at	 the	 mapping	 and	
appreciate	 the	 interconnectedness	 between	 the	 three	
major	 application	 domains	 of	 IoT,	which	 are	 Smart	 Home,	
Smart	health	and	Smart	city.		What	affects	the	Smart	health,	
can	directly	affect	the	Smart	Home	as	well	as	the	Smart	city.	
We	can	therefore	represent	the	Smart	health	as	a	subset	of	
the	 Smart	 Home	 and	 of	 the	 Smart	 city	 at	 a	 bigger	 scale.	

Health	 is	 part	 of	 the	 individual	 domain	 of	 Personal	 Area	
Network	(PAN).	Considering	the	vulnerabilities	presented	by	
(Ahamed	&	Rajan,	2016),	 it	will	 be	 ideal	not	 to	 complicate	
the	 representation	 and	 trying	 to	 singularly	 map	 each	
vulnerability	 towards	 a	 specific	 application	 domain,	 for	
instance,	 limited	 AAA	 cannot	 explicitly	 be	 attributable	 to	
Smart	 Homes	 alone	 but	 across	 board	 where	 IoT	 devices	
have	been	applied.	We	can	have	the	same	IoT	device	being	
used	across	the	three	platforms	that	will	entail,	the	inherent	
vulnerabilities	of	 that	device	will	 have	 to	be	dealt	with	 for	
the	same	challenge	though	the	magnitude	of	approach	may	
vary	 due	 to	 other	 surrounding	 factors	 at	 functional	 level,	
even	 if	 it	 was	 used	 in	 a	 smart	 city	 or	 smart	 health	
environment.		Finally	the	impacts	mentioned	henceforth	cut	
across	the	different	application	domains.		A	re-modification	
of	the	mapping	initially	done	by	(Ahamed	&	Rajan,	2016),	is	
represented	in	figure	2.	

	
The	authentication	 solutions	proposed	by	 (Wang	et	 al.,	

2016)	was	 targeting	denial-of	 service	 (DoS)	 attacks	 in	both	
computation	and	memory,	which	are	believed	to	be	a	direct	
effect	 of	 either	 deliberate	 invading	 behaviors	 or	 jammed	
traffic	 scenes.	 The	 2FLIP	 scheme(Wang	 et	 al.,	 2016)	 also	
aimed	at	achieving	 	non-repudiation	as	applied	to	VANETS,	
where	identification	of	different	drivers	of	the	same	vehicle	
is	 made	 possible.	 The	 premise	 presented	 on	 the	 basic	
security	 goals	 for	 wireless	 communication	 by(Wang	 et	 al.,	
2016),	 as	 resilience	 to	 modification	 of	 message	 and	 non-
repudiation	 speaks	 a	 lot	 on	 the	 key	 threats	 that	 IoT	
authentication	solutions	have	to	embrace.	
	

The	work	of	(X.	Li,	Liu,	Wei,	Ma,	&	Yang,	2015),	emphasis	
the	 focus	 on	 anonymous	 authentication	 in	 wireless	
networks,	pointing	to	the	fact	that,	privacy	protection	is	key	
and	one	of	the	threats	towards	authentication	solutions.	To	
support	 the	 initiative	 of	 anonymity	 (Rahman,	 Sampangi,	&	
Sampalli,	 2015)	 presented	 a	 lightweight	 anonymity	 and	
mutual	authentication	protocol	for	RFID	systems	to	achieve	
the	 basic	 security	 goals	 of	 confidentiality,	 integrity	 and	
authentication.	On	 the	 contrary,	 (Witkovski,	 Santin,	Abreu,	
&	 Marynowski,	 2015)	 proposed	 an	 identity	 management	
and	key	based	authentication	method	to	provide	single	sign-
on	in	IoT,	pointing	to	the	fact	that	the	biggest	threats	to	IoT	
are	 humans,	 as	 they	 are	 emphasizing	 the	 need	 to	
authenticate	 the	 technicians	 who	 intend	 to	 access	 the	
appliances	from	the	Internet.			
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Figure	 2:	 a	 modification	 of	 IoT	 Application,	

vulnerabilities	 and	 the	 impacts	 originally	 adapted	 from	
(Ahamed	&	Rajan,	2016)	

	
As	 highlighted	 by	 (Cheng	 et	 al.,	 2015),	 loss	 of	 basic	

privacy,	 tracking,	 cloning,	 eavesdropping,	 physical	 attacks	
and	 denial	 of	 service	 attacks,	 are	 some	 of	 the	 surfacing	
threats		for	IoT	authentication.	

	
A	 look	 at	 the	 solution	 presented	 by	 (Jacobsen,	

Mikkelsen,	&	 Rasmussen,	 2015)	 tells	 that	 the	 scheme	was	
targeting	 secure	 bootstrapping	 of	 wireless	 Home	 Area	
Network	 (HAN)	 devices	 by	 capitalizing	 on	 identity	 	 based	
cryptography	(IBC);	the	main	argument	being	that	attackers	
may	 target	 the	 system	 at	 setup	 and	 network	 operation	
stages	during	HAN	setup.	

	
The	 architectural	 build	 of	 some	 of	 the	 networks	 that	

enables	IoT,	are	a	threat	to	authentication	in	themselves	as	
clearly	 outlined	 by	 (Nissar,	 Naja,	 &	 Jamali,	 2017)	 that	 the	
vulnerable	 nature	 of	 mobile	 ad	 hoc	 networks	 (MANETS)	
makes	them	prone	to	an	adversary’s	malicious	attacks	such	
as	 dropping	 data	 or	 sending	 fake	 data	 for	 example.	 As	 a	
result,	 their	 work	 (Nissar	 et	 al.,	 2017)	 was	 on	 an	
enhancement	 	 design	 of	 the	 Ad	 hoc	 On-Demand	 Distance	
Vector	(AODV)	digital	signature	based	authentication	aimed	
at	 preventing	 potential	 routing	 attacks	 against	 their	
protocol	from	intruders	and	malicious	nodes.		

	
The	key	known	attacks	that	were	put	into	consideration	

by	(Nissar	et	al.,	2017)	were	DoS:	Sleep	deprivation;	routing	
table	 overflow;	 replay	 attack;	 black	 hole;	 Eavesdropping;	
Sybil;	wormhole;	 byzantine	 and	main–in-the-middle,	which	
proved	 to	 be	 what	 the	 scheme	 can	 prevent	 i.e.	 potential	
network	layer	routing	attacks.	Some	of		

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

the	 unique	 set	 of	 security	 issues	 are	 mobile	 phishing	 and	
smishing	 for	 mobile	 application	 services	 as	 presented	 by	
(Baek	&	Youm,	2015),	where	a	scenario	of	an	attacker	being	
able	 to	 overwrite	 the	 Near	 Field	 Data	 Exchange	 Format	
(NDEF)	message	 	can	effectively	exchange	an	authentic	 tag	
with	a	hacked	 tag,	which	opens	doors	 for	mobile	malware	
for	the	NFC-enabled	device.	

	
The	work	of	(Arafin	et	al.,	2017)	proves	that	some	of	the	

authentication	schemes	can	be	their	own	threats	in	their	bid	
to	 provide	 authentication	 solutions.	 We	 witness	 a	
demonstration	 of	 the	 Voltage	 Over	 Scaling	 (VOS),	 a	
technique	 that	 operates	 on	 the	 basis	 of	 a	 computation	
process	 to	 produce	 a	 two-factor	 authentication	 scheme	
after	profiling	the	error	signature	and	gaining	information	of	
the	 underlying	 procedures	 whose	 variation	 was	 then	
combined	with	security	key	based	authentication	protocols.	
This	 approach	 effectively	 capitalized	 on	 the	 error	 by	
methodically	profiling	it	to	gain	knowledge	of	the	underlying	
process	 variation	 for	 computation	 purposes,	 hence	
providing	 a	 unique	 key	 authentication	 approach	 that	
employs	hardware	process	variations.	

	
A	cloud	based	RFID	authentication	scheme	presented	by	

(Karthi	&	Harris,	2016)	was	targeting	reader	 impersonation	
attack	and	tag	 location	tracking	attack	hence	was	aimed	at	
providing	tag	location	privacy.	In	a	similar	research	done	by	
(Kaur	 et	 al.,	 2016),	 it	 is	 concluded	 that	 identity	 revelation,	
information	 leakage,	 tracking	 and	 spoofing	 are	 typical	 to	
RFID	 systems	 which	 are	 defenceless	 against	 any	 varied	
nature	of	attacks	either	active	or	passive.	They	suggest	that	
Elliptical	 Curve	 Cryptography	 (ECC)	 has	 the	 ability	 to	
establish	mutual	authentication	among	the	tags	and	servers,	
at	 the	 same	 time	 protecting	 them	 against	 eavesdropping,	
cloning	risks	and	replay	tracking	attacks	(Kaur	et	al.,	2016).	
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The	 work	 done	 by	 (Abdullaziz,	 Chen,	 &	 Wang,	 2016)	

investigated	 the	 threats	of	DoS	attacks	 for	 Software	Based	
Network	 (SDN)	 control	 channel,	 which	 proved	 that,	 if	 an	
authentication	mechanism	 is	missing,	 controlling	 resources	
can	easily	be	drained	rendering	 them	 incapable	of	offering	
the	 intended	services.	To	counter	 this	 setup,	 (Abdullaziz	et	
al.,	2016)	proposed	a	mechanism	to	hide	information	of	the	
authentication	in	a	lightweight		manner.	

	
Advanced	persistent	 threats	 are	 the	main	driver	 of	 the	

solution	 design	 presented	 by	 (Juntao	 Chen	 &	 Zhu,	 2017),	
where	 they	 looked	at	 cloud	enabled	 (security	 as	 a	 service)	
Internet	 of	 controlled	 things	 using	 a	 contract	 design	
approach.	

	
Vehicle-to	 Grid	 (V2G)	 connections	 are	 reported	

vulnerable	 against	 security	 threats	 like	 exposing	 privacy	 in	
authenticating	Electric	Vehicle	(EV)	(Abdallah	&	Shen,	2017).	
For	 prevention	 of	 various	 insider	 and	 outsider	 attacks,	 a	
mutual	 authentication	 and	 authorization	 protocol	which	 is	
efficient	 and	 secure	 is	 highly	 recommended	 on	 many	
different	 devices	 by	 (Saxena	 et	 al.,	 2016).	 The	 scheme	
achieves	 mitigation	 of	 insider	 and	 outsider	 threats	 every	
instance	 a	 device	 is	 accessed	 by	 the	 user	 through	
implementing	 a	 simultaneously	 authorization	 and	
authentication	process	of	the	user	(Saxena	et	al.,	2016).	

	
Since	most	IoT	devices	are	likely	to	be	directly	connected	

to	the	Internet	while	being	battery	powered	for	some,	they	
are	particularly	vulnerable	to	DoS	attacks	specifically	aimed	
at	 quickly	 draining	 battery	 and	 severely	 reducing	 device	
lifetime	 (Gehrmann	 et	 al.,	 2015).	 The	 proposed	 SMACK,	
offered	 an	 early	 detection	 mechanism	 by	 swiftly	 picking	
invalid	messages	upon	reception	and	validated	them	against	
the	lightweight	message	authentication	code	(Gehrmann	et	
al.,	2015),	was	an	initiative	to	address	the	DoS	threat	of	this	
nature.	

	
Light	 weight	 mutual	 authentication	 alternatives	 which	

also	 are	 capable	 of	 providing	 data	 confidentiality	 are	
proposed	 by	 (Griffin,	 2015)	 which	 make	 use	 of	
authentication	key	exchange	to	defend	against	phishing	and	
similar	 attacks.	 As	 highlighted	 by	 (Mbarek	 et	 al.,	 2017)	
security	 vulnerabilities	 of	 lightweight	 authentication	
mechanisms	 and	 their	 inability	 to	 tackle	 memory	 DoS	
attacks,	 motivated	 the	 work	 on	 an	 improved	 scheme	
derived	 from	 the	 streamlined	 μTESLA,	 referred	 to	 as	 X	 –
μTESLA.	

	
Some	 of	 the	 key	 highlighted	 potential	 attacks	 on	 user	

authentication	protocols	as	tested	against	the	RRAM	based	

lightweight	user	authentication	work	of	(Arafin	&	Qu,	2016)	
are:-	

• Password	stealing	
• Password	guessing	
• Password	 collision	 (false	 negative)	 –	 when	

different	 passwords	 are	 deemed	 to	 be	
authentic	for	one	user.	

• False	 positive	 alarm	 –	 a	 case	 when	 an	
authentic	password	is	declined	

• Denial	of	service		
• Side	 channel	 attack	 –	 a	 group	 of	 powerful	

attacks	 that	 targets	 the	 vulnerabilities	 in	
hardware	 implementation	 of	 the	 security	
primitives	and	protocols	

	
The	security	attacks	identified	by	(Saxena,	Choi,	&	Cho,	

2015),	when	they	looked	at	Vehicle-to-Grid	(V2G)	networks	
for	 security	 and	 privacy	 challenges	 in	 which	 they	 noted	
solutions	advanced	to	such	networks	were	costly	and	failed	
to	 provide	 resistance	 to	 known	 security	 attacks	 are:-	
(replay,	man-in-the-middle,	redirection,	impersonation	and	
repudiation)	attacks.		

	
The	careful	study	by	(Yoon,	Das,	Yoo,	&	Goutham	Reddy,	

2016)	 of	 a	 previous	 proposed	 enhanced	 secure	
authentication	 	 scheme	 for	 global	mobile	 roaming	 services	
based	on	ECC,	proved	that	it	was	vulnerable	to	attacks	such	
as:-	 (user	 impersonation,	 man-in-the-middle,	 privileged	
insider,	 replay,	 no	 login	 phase,	 denial-of-service	 and	
imperfect	mutual	authentication	phase)	attacks	(Yoon	et	al.,	
2016).	

	
B.	 Authentication	 threats	 and	 attacks	 specific	 to	 IoT	 in	

Smart	Homes	

The	 reason	 why	 we	 need	 to	 zoom	 further	 into	
authentication	threats,	which	are	specific	to	Smart	Homes,	
is	 the	 unique	 nature	 of	 the	 domain	 of	 application.	
Generalizing	 authentication	 threats	 to	 IoT	 will	 not	 give	 a	
clear	 picture	 as	 to	 which	 ones	 are	 more	 prevalent	 under	
certain	 domains	 and	 not	 other	 domains.	 	 The	 picture	
painted	 in	 section	 I,	 of	 a	 Smart	 Home,	 is	 one	 that	 entails	
the	 need	 to	 contextualize	 the	 threats	 so	 that	 they	 can	
effectively	 be	 handled.	 As	 indicated	 in	 Section	 II,	 a	 lot	 of	
similarities	will	be	picked	too	under	this	section,	validating	
our	claim.	

	
Control	of	Smart	Homes	is	being	made	possible	through	

mobile	 devices	 which	 can	 access	 the	 Internet	 (Ren	 et	 al.,	
2016),	 they	can	easily	be	compromised	 if	 the	very	devices	
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are	not	secured	properly	causing	an	extension	of	the	attack	
vector,	hence	possible	threats		to	authentication	thereof.	
	
By	 reverse	 engineering	 a	 smart	 plug	 and	 advancing	

unique	 set	 of	 attacks,	 (Ling	 et	 al.,	 2017)	 proved	 that	 they	
can	 effectively	 and	 efficiently	 obtain	 a	 victim’s	
authentication	 credentials.	 	 By	 exploiting	 the	
communication	protocols,	device	scans	attack,	brute	 force	
attacks,	 and	 spoofing	 attacks	 and	 firmware	 attacks	 were	
performed.		As	presented	by	(Ling	et	al.,	2017),	where	they	
performed	 a	 case	 study	 on	 a	 smart	 plug	 system,	 a	 typical	
gadget	 in	 a	 Smart	 Home	 environment,	 the	 following	
vulnerabilities	 were	 picked:-	 insecure	 communication	
protocols	and	lack	of	device	authentication.		

	
The	Smart	Home	scenario	is	replete	with	smart	devices	

that	 have	 the	 capability	 of	 interconnecting	 among	
themselves,	 making	 the	 whole	 security	 design	 in	 such	 an	
environment	 equally	 a	 challenging	 task.	 General	 security	
solutions	 cannot	 directly	 be	 advanced	 towards	 IoT	
application	 domains	 as	 a	 result	 of	 the	 existing	 unique	
standards	 and	 communication	 stacks	 as	 well	 as	 limited	
computing	 power	 (Sicari	 et	 al.,	 2015).	 To	 ensure	 that	 the	
refrigerator	 and	 the	 TV	 can	 interact	 as	 they	 exist	 in	 the	
same	space	(Smart	Home),	the	authentication	mechanisms	
needed	for	these	two	typical	items	would	not	be	equivalent	
to	 the	 security	 measures	 that	 can	 be	 enforced	 on	 two	
computers.	

	
Malware	is	a	typical	threat	that	can	be	directed	towards	

personal	data	in	a	Smart	Home	environment	if	the	sensors	
will	 present	 a	 weak	 authentication	 structure.	 Therefore	
authentication	mechanisms	need	 to	be	 looked	at	 in	order	
to	address	unauthorized	users	and	devices	 from	accessing	
data	they	are	not	privileged	to	access	(Sicari	et	al.,	2015).	

	
To	 add	 on	 to	 the	 list	 of	 attacks,	 (T.	 Shen	 &	 Maode,	

2016)	 highlight	 the	 following:-	 insider	 attacks,	
impersonation	 attacks	 and	 man-in-the-middle	 attacks,	
reply	 attacks,	 unknown	 key	 sharing	 attacks	 which	 are	
presented	as	some	of	the	prevalent	authentication	threats		
that	 needs	 serious	 consideration	 when	 designing	 security	
solutions.	 IoT	 devices	 are	 vulnerable	 to	 sophisticated	
security	attacks	such	as	man-in-the	middle	attacks,	proffers	
(Kim	et	al.,	2015)	in	their	work.	

	
In	a	Smart	Home	setup,	user’s	privacy	information	is	at	

risk	as	a	 result	of	 low	security	 strength.	The	magnitude	of	
the	 risk	 extend	 to	 access	 of	 such	 privacy	 information	 by	
strangers	 as	 well	 as	 other	 malicious	 entities	 for	 example	
eavesdroppers	 who	 can	 gather	 and	 aggregate	 the	 traffic	
information	to	profile	a	household	(Song	et	al.,	2017)	

	
Attacks	 for	 rolling-code	 garage	 door	 openers	 simply	

synchronize	the	malicious	remote	with	the	existing	remote	
control	 signals,	 this	 requires	only	a	 few	minutes	or	 simply	
brute	forcing	the	code	or	physical	attack	(Margulies,	2015).		
The	approach	by	most	manufactures	of	having	a	centralized	
authentication,	 authorization	 and	 commands	 is	 to	 reduce	
the	demands	of	the	inevitable	tech	calls	(Margulies,	2015),	
which	 eventually	 becomes	 a	 key	 threat	 to	 authentication.	
The	main	reason	being	that,	the	cloud	platform	opens	new	
doors	 to	 a	 range	 of	 attack	 vectors,	 instead	 of	 attackers	
having	one	target,	they	end	up	having	mass	attacks	of	the	
same	model	and	brand	at	a	go	(Margulies,	2015)	especially	
during	 software	 updates,	 attackers	 could	 gain	 control	 of	
the	whole	system.		

	
The	diversity	of	 the	Smart	Home	devices,	causes	many	

security	 and	privacy	 challenges	during	 their	 usage	 (Ren	et	
al.,	 2016).	 Authentication	 based	 on	 fingerprint	
identification	 is	 still	 dangerous	 when	 it	 is	 defrauded	 with	
the	fingerprint	film	(Ren	et	al.,	2016).		

	
V.	Classification	of	IoT	Authentication	threats	

and	attacks	in	Smart	Homes	

Now	 that	 this	 review	 has	 allowed	 us	 to	 identify	 the	
threats	 that	 are	 specific	 to	 IoT	 in	 Smart	 Homes,	 it	will	 be	
logical	 to	 classify	 them	 accordingly	 into	 the	 following	 key	
classes,	device,	network,	human	and	environment.		
	
These	classifications	are	based	on	the	key	features	of	IoT	

devices	 as	 they	 are	 functionally	 positioned	 under	 various	
applications	 scenarios	 as	 presented	 in	 Table	 1	 as	 Device	
level;	 Network	 level	 and	 Application	 level.	 These	 three	
classifications	are	based	on	the	3-layer	model	for	IoT,	which	
correlates	 to	 the	 perception,	 network	 and	 application	
layers.	 	 The	 threats	 are	 presented	 as	 sources	 of	 potential	
weakness	 areas	 that	 attackers	 can	 capitalize	 on	 to	 gain	
unauthorized	 access	 to	 data	 or	 information	 that	 is	 key	 to	
the	 overall	 security	 of	 IoT	 device	 in	 a	 Smart	 Home	
environment.	 	 The	 classification	 of	 attacks	 is	 done	 in	 two	
parts,	considering	data	in	transit	and	data	at	stay,	as	there	is	
generally	an	oversight	on	the	different	states	of	data,	which	
can	be	compromised	at	varying	magnitudes.	The	examples	
given	 for	each	category	on	attacks	 is	not	an	exhaustive	 list	
of	the	various	attacks.		
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Table	1:	Classification	of	Authentication	threats	
and	attacks	

	 Threats	 Attacks	

In	transit	
	

At	rest	

Device	Level	 Limited	
resources;	
Architecture;		
Interfaces;		
Software.	

Firmware;		
Brute	force;			
Defraud;		
DoS;	

Firmware;	
Physical;	
Credentials.	

Network	Level	 Architecture;		
Openness;	
Protocols.	

Eavesdropping;		
Device	scan;	
Spoofing;	
Man-in-the	middle	
Reply;	
Unknown	Key	
sharing.	

Device	Scan;	
Brute	force.	

Application	Level	 Interactions;	
Constraints;	
Environment;	
Human.	

Impersonation;	
Malware;	
Insider.	

	

	
	

VI.	Conclusion	and	way	forward	

This	 paper	 gave	 a	 detailed	 summary	 of	 the	 various	
threats	and	attacks	that	can	be	attributable	to	Smart	Home	
IoT	applications.	This	 initial	task	of	 identifying	such	threats	
then	 eventually	 categorizing	 them	 is	 a	 great	milestone	 in	
paving	the	next	task	on	designing	solutions	that	practically	
can	be	implemented	to	address	some	of	these	threats.	This	
work	 is	 mainly	 focused	 on	 the	 lightweight	 solutions	 that	
can	 be	 applied	 to	 low	 power,	 low	 processing	 capable	
objects	in	Smart	Home	things.		
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Appendix	3:	Publication	3	
A	Review	and	Costing	of	Lightweight	Authentication	Schemes	for	Internet	of	
Things(IoT):	Towards	design	of	an	authentication	architecture	for	Smart	Home	

applications.	
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Abstract. Internet	of	Things	(IoT)	authentication	for	resource-constrained	devices	thrives	under	lightweight	solutions.		The	
requirements	of	the	lightweight	solutions	are	that,	they	have	to	meet	the	processing,	storage	and	limited	resource	base	of	
the	resource-constrained	devices.	There	are	a	number	of	lightweight	solutions	advanced	for	IoT	under	different	domains.	
To	provide	feasible	authentication	solutions	for	Smart	Home	security	calls	for	focus	on	key	attributes	that	suit	the	domain	
in	 question.	 This	 paper	 is	 positioned	 to	 give	 a	 review	 of	 some	 existing	 lightweight	 authentication	 schemes,	 guide	 the	
selection	 and	design	of	 best	 possible	 solutions	 that	 can	be	 applied	 to	 Smart	Home	environments.	 From	 the	 costing	of	
randomly	selected	lightweight	authentication	techniques,	the	least	costly	solution	is	recommended	for	adoption. 

Keywords. Authentication, Architecture, Cost, Lightweight, IoT, Smart Home. 

1.	Introduction	

The	strength	and	weakness	of	many	security	solutions	is	anchored	on	authentication	as	it	grants	access	to	various	
components	of	any	system.		The	varied	nature	of	the	appliances	in	a	Smart	Home	setup	presents	a	huge	challenge	towards	
IoT	 authentication	 especially	 considering	 a	 setup	 where	 remote	 access	 is	 enabled	 (Witkovski	 et	 al.,	 2015).	 To	 further	
support	 the	 challenge	 of	 incorporating	 security	 protocols	 in	 IoT	 components	 (Arafin	 et	 al.,	 2017)	 highlights	 that,	 it	 is	 a	
challenge	due	to	their	extreme	constrained	resources.	
	

Coming	up	with	the	best	authentication	scheme	for	resource-constrained	devices	is	one	of	the	biggest	challenges.	
Existing	solutions	applied	under	similar	constrained	environments	sometimes	do	not	meet	the	strictly	constrained	device	
resource	 capabilities	 in	 terms	 of	 computational	 power	 and	 storage	 facility.	 The	 need	 therefore	 to	 evaluate	 existing	
lightweight	solutions	advanced	even	outside	the	Smart	Home	domain,	will	 inform	the	design	of	lightweight	solutions	that	
suits	strictly	constrained	devices.	

	
Contribution:	 This	 paper	 gives	 a	 costing	 on	 a	 comparison	 basis	 of	 various	 IoT	 authentication	 architectures.	 The	

costing	is	done	on	the	basis	of	the	hash	algorithm	used,	the	intensity	of	string	concatenation	and	exclusive	or	operations.	
These	parameters	were	selected,	without	loss	of	generality,	on	the	basis	that,	they	may	affect	the	performance	of	resource-
constrained	devices.	

	
The	best	authentication	approach	for	Smart	Home	applications	is	proposed	based	on	the	comparison	results	from	

the	 randomly	 selected	 lightweight	 authentication	 protocols	without	 focus	 on	 their	 domain	 of	 application	 as	 depicted	 in	
Table	12.	
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The	paper	gives	a	quick	overview	of	several	 lightweight	authentication	architectures.	From	the	pool	of	 identified	
lightweight	authentication	architectures	 the	ones	closely	 linked	 to	 the	architectural	 setup	of	a	Smart	Home	environment	
were	selected.	

	
The	key	observation	presented	in	this	paper	is	that,	the	lightweight	stature	of	authentication	schemes	may	differ	

based	on	the	domain	of	application	but	the	principal	design	goals	are	the	same.	It	is	therefore	safe	to	consider	one	solution	
from	a	different	domain	and	customise	it	for	another	domain.	We	maintain	that,	if	the	principal	design	goals	of	the	scheme	
to	be	adopted	are	maintained,	the	functional	specifications	should	be	returned.	Furthermore,	the	original	security	design	
goals	of	the	protocol	should	be	preserved.	If	that	condition	cannot	be	met,	then	customisation	should	be	discarded	thereof.	

	
Organisation:	 Section	 2	 is	 a	 summary	 of	 the	 threat	 landscape	 for	 Smart	 Home	 applications.	 Section	 3	 gives	 an	

overview	of	IoT	security	with	the	motivation	of	placing	authentication	in	light	of	security	design.		Section	4	takes	a	detailed	
look	at	 IoT	authentication	by	first	highlighting	some	of	the	existing	 lightweight	 IoT	authentication	schemes	then	zooming	
into	 lightweight	authentication	schemes	that	have	been	applied	to	Smart	Home	applications.	Guided	by	the	observations	
from	section	4,	section	5	gives	comparisons	of	lightweight	solutions	based	on	the	costing	of	the	algorithms.	Section	6	finally	
presents	some	recommendations	for	Smart	Home	security	solution	designs.	The	conclusion	is	aptly	packed	in	section	7.		
	
2.	Threat	landscape	for	Smart	Home	applications	
	

In	general,	 the	 threats	 inherent	 to	 IoT	devices	anywhere	else	are	 typically	 the	same	threats	one	would	 find	 in	a	
Smart	Home	setup.	The	Smart	Home	domain	may	have	setbacks	of	not	having	formal	security	design	setups	and	that	mainly	
depend	 on	 the	 expertise	 level	 of	 the	 inhabitants.	 If	 at	 manufacturer	 level,	 certain	 devices	 don’t	 have	 robust	 security	
solutions	embedded	in	them,	that	will	contribute	to	the	vulnerabilities	a	Smart	Home	domain	is	likely	to	suffer.		

	
For	consideration	of	a	threat	 landscape	for	the	purposes	of	this	paper,	the	Dolev-Yao	attack	model(Dolev	&	Yao,	

1983)	 is	 considered.	 The	 possible	 attacks	 such	 as	 eavesdropping,	message	 injects,	 replay,	 spoofing,	 insider	 and	 outside	
attacks	are	all	deemed	possible	actions	by	the	attacker.	These	attacks	may	be	perpetrated	with	the	motive	to	gain	access	to	
sensitive	data,	gain	unauthorised	control	of	Smart	Home	devices	and	propagate	denial	of	service	and	service	degradation.		

	
3.	IoT	Security	
	

The	general	approach	to	IoT	security	is	one	that	carefully	pays	attention	to	the	resource-constrained	attributes	of	
the	various	applications	and	devices/things.	Third	party	platforms	are	sometimes	used	to	design	security	solutions	due	to	
computational	 and	 storage	 limitations	 for	 robust	 solutions.	 	 The	 need	 for	 end-to-end	 security	 therefore	 becomes	 of	
paramount	importance.		

	
A	typical	IoT	environment	and	implementation	may	involve	various	communication	and	networking	protocols	and	

designs.	 This	 is	 further	 supported	 by	 the	 	 work	 of	 (B.	 Ray,	 Chowdhury,	 &	 Abawajy,	 2017),	 on	 multi-protocol	 security	
framework.	For	example	we	can	consider	wireless	network	connectivity	and	the	Radio	Frequency	Identification	(RFID)	tags	
being	 applied	 for	 the	 same	 platform.	 As	 part	 of	 the	 fundamental	 security	 requirements	 for	 wireless	 communications,	
resilience	towards	message	forgery	and	non-repudiation	are	key(Wang	et	al.,	2016).	RFID	systems	as	poised	by	(R.	Zhang,	
2017)	may	cause	security	and	privacy	risks.	Advancing	security	to	RFID	may	call	 for	cloud-based	security	solutions,	hence	
remote	authentication.	An	argument	for	proposing	RFID	cloud	based	authentication	may	be	under	the	supposition	that,	the	
backend	server	is	dependable	as	supported	by	(Karthi	&	Harris,	2016)		when	they	looked	at	a	solution	which	was	meant	for	
secure	cloud	based	RFID	systems.		

	
Home	 area	 networks	 as	 mainly	 enabled	 by	 wireless	 sensors	 and	 actuators	 which	 are	 generally	 resource	

constrained	and	depend	on	open	standard	protocols(Jacobsen	et	al.,	2015).	This	setup	alone	deems	IoT	security	design	a	
complex	 task	 to	 execute	 for	 effective	 results.	 Clearly,	 when	 it	 comes	 to	 IoT	 security,	 authentication	 as	 the	 first	 line	 of	
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defence	demands	attention	 like	any	other	key	security	activities.	Many	 if	not	all	of	 the	security	 solutions	will	depend	on	
how	properly	the	authentication	part	is	crafted.	

	
4.	IoT	Authentication	
	

As	summarized	by	(Kim	et	al.,	2015),	the	key	operations	for	authentication	as	observed	from	(Denning	et	al.,	2013;	
Kothmayr	 et	 al.,	 2013;	 Saied	 et	 al.,	 2014)	 are	 key	 establishment	 ,	 message	 authentication	 code	 and	 handshake.	 It	 can	
therefore	be	highlighted	that	these	are	the	three	vital	ingredients	for	effective	authentication.	

	
A	close	look	at	various	solutions	presented	and	applied	for	IoT	authentication	platforms,	signals	the	varied	nature	

of	such	solutions.	Common	among	the	various	solutions	as	will	be	covered	in	this	section,	despite	the	domain	of	application	
is	their	lightweight	nature,	which	of	course	has	varying	degrees	depending	on	areas	of	implementation.		

	
The	first	selection	on	lightweight	IoT	authentication	schemes	in	general	have	been	randomly	on	the	following	key	

categories:	 -	 two-factor	 authentication	 based,	 use	 of	 pseudonyms,	 hardware	 and	 bio	 based,	 network	 based,	 Physically	
Unclonable	function	(PUF)	based,	three-factor	authentication	based	and	cloud	computing	application	focused.	These	were	
general	trends	observed	from	recent	work	on	lightweight	authentication	schemes.	The	second	selection	on	lightweight	IoT	
authentication	 for	 Smart	 Home	 applications	 were	 mainly	 populated	 based	 on	 a	 random	 selection	 which	 satisfied	 the	
condition,	A	=	{IoT,	Lightweight,	Authentication,	Smart	Home}.	

	
4.1	Lightweight	IoT	Authentication	Schemes	in	General	
	

This	 section	 will	 give	 an	 overview	 of	 selected	 authentication	 schemes	 in	 groups	 of	 the	 classifications	 already	
highlighted	above.	For	 the	 scheme	selected	 from	any	classification	 for	 further	 comparisons	 in	 section	5,	a	 costing	of	 the	
scheme	will	 be	done.	 The	main	 focus	will	 be	on	 the	authentication	 function,	without	 focusing	on	 the	 key	establishment	
phase	and	any	other	procedures	before	or	after	authentication.	

	
A.	Two-	factor	authentication	schemes	
	

Two-factor	 authentication	 (2FLIP)	 solutions	 as	 applied	 in	 Vehicular	 Ad	 Hoc	 Network	 (VANET)	 communication	
presented	by	(Wang	et	al.,	2016)	focused	on	privacy-preserving.	The	presented	2FLIP	operates	by	employing	a	certificate	
authority	that	is	decentralized	making	use	of	two-factor	authentication	which	is	biologically	password	protected	(Wang	et	
al.,	2016).	For	message	signing,	a	number	of	very	lightweight	hashing	processes	coupled	with	fast	message	authentication-
code	were	applied	(Wang	et	al.,	2016).	

	
B.	Pseudonym	technique	based	schemes	
	

Pseudonyms	are	another	popular	technique	employed	for	lightweight	solutions	as	can	be	observed	from	the	following	
three	examples:	-		
(a)	The	proposed	k-pseudonym	by	(X.	Li	et	al.,	2015)	presents	an	anonymous	authentication	protocol	that	functions	on	the	
premise	of	a	shared	secret	key	where	k-pseudonym	set,	are	send	by	the	user	including	an	open	real	identity	as	well	as	other	
k-1	pseudonyms.	After	the	authentication	server	exchanges	shared	keys	with	each	of	the	users	 in	the	set	and	verifies	the	
authentication	 information,	 it	 can	 determine	 the	 real	 user	 and	 complete	 the	 authentication(X.	 Li	 et	 al.,	 2015).	 (b)	 A	
lightweight	mutual	authentication	protocol	also	preserving	anonymity,	through	use	of	a	unique	selection	of	pseudorandom	
numbers	towards	attaining	fundamental	security	objectives	was	proposed	by	(Rahman	et	al.,	2015),	for	RFID	setups	which	
encompassed	a	tag,	readers	and	a	backend	server(B.	R.	R.	Ray,	Abawajy,	Chowdhury,	&	Alelaiwi,	2018).		Readers	and	tags	
realize	mutual	 authentication	 as	proposed	by	 (Rahman	et	 al.,	 2015)	 through	a	 combination	of	 a	pseudorandom	number	
generator	as	well	as	an	XOR	computation.	 (c)	A	 similar	authentication	scheme	that	made	use	of	pseudonym	 identities	 is	
presented	by	 (Abdallah	&	 Shen,	 2017)	where	 the	 scheme,	 provided	 security	 by	discharging	 sessions	 through	 lightweight	
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overhead.	Diminishing	the	count	for	exchanged	messages,	helped	significantly	reduce	the	cumulative	computation	load	and	
the	communication	for	Vehicle	to	Grid	(V2G)	connection,	particularly	for	Electric	Vehicles	(EVs).	
	

Considering	 the	 resource	 constraints	 for	 low-cost	 RFID	 tags,	 and	 as	 presented	 by	 (R.	 Zhang,	 2017)	 that	 several	
researchers	 focused	 more	 on	 proposing	 protocols	 that	 are	 based	 on	 hash	 functions	 and	 pseudo-random	 number	
generators.	 The	 enhanced	 lightweight	 authentication	 protocol	 henceforth	 proposed	 by	 (R.	 Zhang,	 2017)	 was	 aiming	 at	
meeting	 the	 security	 demands	 of	 low-cost	 RFID	 systems	 and	 improve	 computational	 cost	 and	 search	 efficiency	 at	 the	
backend	database(B.	R.	R.	Ray	et	al.,	2018).	This	was	an	attempt	to	counter	some	of	the	general	approach	limitations.		The	
cost	analysis	of	the	presented	solution	as	summarised	in	Table	1	is	relatively	reasonable	in	terms	of	the	lightweight	features	
employed.		

	
Table	1:	Cost	analysis	of	Zhang’s	protocol	(R.	Zhang,	2017)	

	 Device	(Tag)	 Database	
Hash	(x)	 3	 3	
XOR(y)	 3	 3	
||	(z)	 2	 2	

Total	cost	 3x+3y+2z	 3x+3y+2z	
	
C.	Network	based	schemes	

	
An	 interesting	 trend	among	 the	authentication	 schemes	 is	 their	ability	 to	authenticate	among	 the	communicating	

things.	 Typical	 to	 that	 functionality	 is	 the	 lightweight	 authentication	 protocol	 between	 sensors	 in	 stationary	 and	mobile	
node	proposed	by	(Janbabaei	et	al.,	2017)	which	is	suitable	for	constrained	entities.	The	proposed	protocol	by	(Janbabaei	et	
al.,	2017)	can	ensure	some	security	and	privacy	features	such	as	anonymity,	untraceability	etc.		The	performance	analysis	
based	on	costing	of	the	protocol	as	depicted	in	Table	2	is	relatively	reasonable,	but	will	require	some	adjustments	at	device	
level	if	applied	to	seriously	constrained	devices	that	may	have	little	to	no	computational	capacity.		

	
Table	2:	Cost	analysis	of	Janbabaei	et	al’s	protocol(Janbabaei	et	al.,	2017)	

	 Device	 Server	
Hash	(x)	 4	 5	
XOR(y)	 5	 7	
||	(z)	 8	 9	

Total	cost	 4x+5y+8z	 5x	+	7y	+	9z	
	

Central	to	some	of	the	solutions	is	their	pursuit	to	observe	anonymity,	which	closely	relate	towards	addressing	the	
privacy	 concerns.	An	authentication	 scheme	 such	as	 a	 realistic	 authentication	 scheme	advanced	 for	WSN,	promising	 key	
security	 attributes	 such	 as	 user	 privacy,	 unreachability,	 forward/backward	 confidentiality	 and	 perfect	 forward	
confidentiality,	which	was	proposed	by	 (Gope	&	Hwang,	2016a)	 in	 their	work	aimed	at	 real-time	application	 security	 for	
data	access	in	WSN	which	is	closely	related	to	setups	typical	to	IoT	environments.	Table	3	details	the	performance	analysis	
based	on	the	costing	of	the	protocol.	

Table	3:	Cost	analysis	of	Gope	et	al’s	protocol	(Gope	&	Hwang,	2016a)	

	 Device	(Smart	card)	 	Server	
Hash	(x)	 12	 10	
XOR(y)	 6	 5	
||	(z)	 13	 19	

Total	cost	 12x+6y+13z	 10x	+	5y	+19z	
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The	 authentication	 scheme	 for	 information	 hiding	 towards	 prevention	 of	 DoS	 attacks	 in	 software	 defined	 network	

control	channel	is	presented	by	(Abdullaziz	et	al.,	2016),	which	is	an	architecture	that	offloads	overall	network	control	from	
the	end	nodes	to	a	central	controller.	Yet	for	group	authentication	as	well	as	group	session,	(Huang	et	al.,	2016)	proposes	
on	 the	 client	 side	 ,	 a	 key	 generation	 that	 is	 lightweight	 authenticated	 via	 a	 dynamic	 group	 as	 enabled	 by	 the	 various	
members	 in	 the	 IoT	environments.	 	Table	4,	gives	a	 summary	of	 the	costing	analysis,	 the	analysis	 is	based	on	equivalent	
operations	for	hashing	and	XOR	where	encryption/decryption	and	nonce	are	used	respectively.	

	
Table	4:Costing	analysis	of	Huang	et	al’s	protocol	(Huang	et	al.,	2016)	

	 Device	(node	i)	 Proxy	Server	
Encryption	(x)	 3	 6	

nonce(y)	 1	 -	
||	(z)	 3	 5	

Total	cost	 3x	+	y+3z	 6x	+5z	
	
	
D.	Hardware	and	Bio	based	schemes	

	
In	the	work	by	(C.	Shen	et	al.,	2016),	an	authentication	framework	that	is	scalable	and	less	complex	was	proposed	for	

low-power	IoT	applications	and	environments.	The	applications	under	consideration	were	those	capable	of	using	physical	
layer	 information	 gained	 from	 previous	 verified	 communications	 as	 part	 of	 shared	 secrecy	 between	 two	 parties.	 	 The	
assumption	that	each	terminal	individually	made	use	of	half-duplex	radio	and	independent	noises	to	generate	a	key	meant	
that	 the	 extracted	 bit	 sequences	 were	 ultimately	 non-identical	 after	 a	 quantification	 process	 (C.	 Shen	 et	 al.,	 2016).	 As	
argued	by	(C.	Shen	et	al.,	2016)	 	proper	authentication	was	attained	as	a	result	of	bit	mismatches	which	required	certain	
key	 properties	 to	 be	 applied	 for	 their	 handling.	 Similarly,	 (M.	 L.	 Yang,	 Narayanan,	 Parry,	 &	 Wang,	 2016)	 proposed	 an	
authentication	 scheme	based	on	 the	 ability	 of	 the	 card	 and	 reader	 to	 generate	 identical	 pairwise	 keys,	 not	 their	 shared	
secret	keys.	The	identical	pairwise	keys	were	generated	using	their	own	private	key	methods	gotten	from	the	same	source.	

	
Nevertheless,	 the	 same	capabilities	of	authenticating	among	 the	 things	 in	 IoT	 is	apparent	 in	an	object	authentication	

framework	 proposed	 by	 (Sharaf-Dabbagh	 &	 Saad,	 2016)	 which	 utilize	 specific	 device	 information	 referred	 to	 here	 as	
fingerprints,	for	authenticating	the	objects	in	the	IoT	environment.	The	authentication	is	attained	by	effectively	tracking	the	
environmental	effects	towards	the	object’s	fingerprints,	which	can	be	detected	through	the	distinction	between	supposed	
attacks	and	identifiable	fingerprint	changes	(Sharaf-Dabbagh	&	Saad,	2016).	On	the	other	hand,	the	authentication	scheme	
presented	by	(Khemissa	&	Tandjaoui,	2016b)	enabled	the	sensor	and	the	remote	server	to	authenticate	mutually	thereby	
achieving	communication	security.	While,	 (N.	Zhang	et	al.,	2017)	proposed	an	authentication	protocol	based	on	Kerberos	
for	both	authentication	and	authorization,	whose	performance	analysis	mainly	based	on	the	costing	being	used	for	other	
schemes	so	far,	is	presented	in	Table	5.	From	the	costing	in	Table	5,	it	is	clear	that	optimisation	was	done	on	the	gateway	
level	as	compared	with	the	device	level.	

		
Table	5:	Cost	analysis	of	Khemissa	et	al’s	protocol(Khemissa	&	Tandjaoui,	2016b)	

	 Sensor	node	 Remote	user	 Gateway	
Hash	(x)	 2	 2	 1	
XOR(y)	 3	 4	 1	
||	(z)	 1	 1	 0	

Total	cost	 2x+3y+z	 2x	+4y+	z	 x+y	
	
On	 the	 other	 hand	 (Han,	 2016),	 proposed	 a	 Pre-Shared	 Key	 (PSK)	 chaining	 system	 	 functioning	 on	 the	 basis	 of	 a	

lightweight	 pre-shared	 key	 enabling	 and	 offering	 defence	 against	 key	 attacks	 at	minimal	 cost.	 Through	 generation	 of	 a	
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series	of	arbitrary	PSKs	and	not	utilizing	secret	exchanges	the	system	provides	new	PSK	from	the	series	of	 the	envisaged	
secure	session.		

	
E.	Physically	Unclonable	Function	(PUF)	based	schemes	

	
Challenge-response	authentication	schemes	enabled	through	Physically	Unclonable	Function	are	another	popular	

approach	 towards	 lightweight	 authentication.	 The	work	by	 (Liu,	 Liu,	 Zhou,	&	Hu,	 2016)	proposed	a	PUF	 that	operate	on	
carbon	nanotube	technologies.	A	hardware	and	software	co-verification	authentication	scheme,	a	resource–efficient	PUF-
based	security	protocol	is	presented	by	(Hossain	et	al.,	2017),	and	is	based	on	elliptic	curve	cryptography.	The	cost	analysis	
of	the	protocol	reveals	that,	the	protocol	 is	expensive	on	the	device	 level	as	compared	with	the	provider	side,	hence	will	
require	optimisation	 if	adopted	for	use	on	strictly	constrained	devices.	 In	the	work	of	(B.	R.	Ray,	Chowdhury,	&	Abawajy,	
2016)	PUF	is	recommended	to	prevent	fake	injection	into	the	chain,	which	is	quite	an	important	aspect	to	consider	if	overall	
security	is	to	be	advanced	in	IoT	applications.	

	
Table	6:Cost	analysis	of	Hossain	et	al’s	protocol(Hossain	et	al.,	2017)	

	 IoT	 IoT	Identity	Provider	(IIP)	
Hash	(x)	 7	 5	
XOR	(y)	 2	 4	
||	(z)	 5	 6	

Total	cost	 7x+2y+5z	 5x	+	4y	+6z	
	

Another	work	on	PUF	is	demonstrated	by	(Gao,	Ma,	Abbott,	&	Al-Sarawi,	2017),	where	an	authenticated	sensing	
procedure	is	presented	to	identify	man-in-the	middle	attacks	and	robust	against	eavesdropping.	The	scheme	presented	by	
(Yu	et	al.,	2016)	uses	a	server-managed	challenge/response	pair	lockdown	protocol		which	was	an	improvement	of	previous	
similar	approaches.		
	

A	close	analysis	of	PUF-based	authentication	done	by	(Schaumont,	Moriyama,	Gulcan,	&	Aysu,	2016),	points	to	a	
key	 viewpoint	 that	 many	 PUF-based	 authentication	 solutions	 proposed,	 though	 equipped	 with	 unique	 features	 and	
astounding	functioning	assertions,		there	is	need	for	practical	implementation	and	a	measure	of	even	simple	performance	
figures.	On	the	contrary,	PUF	has	been	proposed	in	PUF-enabled	tag	to	prevent	tag	cloning(G.	Li,	Xu,	&	Li,	2015)	

	
F.	Cloud	computing	application	based	schemes	
	

A	 unique	 approach	 on	 RFID	 authentication	 is	 proposed	 by	 (Karthi	 &	 Harris,	 2016),	 where	 a	 cloud	 based	 RFID	
authentication	scheme	aimed	at	providing	tag	location	privacy	is	proposed.	A	performance	analysis	of	(R.	Zhang,	2017)	and	
(Karthi	&	Harris,	2016),	clearly	show	that	Zhang’s	protocol	scales	way	better	on	the	device	level,	which	is	one	of	the	focus	
for	lightweight	solutions,	to	reduce	as	much	computation	as	necessary	on	the	device	level.		Since	there	was	a	proposal	to	
use	a	cloud	server,	we	strongly	feel	that	could	have	been	maximally	be	used	to	reduce	the	computation	cost	at	the	device	
level	on	(Karthi	&	Harris,	2016)’s	protocol.	

	
Table	7:	Cost	analysis	of	Karthi	et	al’s	protocol	(Karthi	&	Harris,	2016)	

	 Device	(Tag)	 Tag	reader	 Cloud	Server	
Hash	(x)	 2	 3	 0	
XOR(y)	 6	 6	 0	
||	(z)	 16	 22	 4	

Total	cost	 2x+6y+16z	 3x	+6y+22z	 4z	
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Three	interrelated	lightweight	authentication	schemes	are	Shen	et	al(J.	Shen	et	al.,	2016)	,	Yang	et	al’s	(J.	H.	Yang	&	
Lin,	 2014)	 ID-based	 user	 authentication	 scheme	 for	 cloud	 computing	 and	 Yang	 et	 al’s	 (Jen-Ho	 et	 al.,	 2013)	 user	
authentication	scheme	on	multi-server	environments	for	cloud	computing.		These	schemes	are	related	in	that	Shen	et	al(J.	
Shen	et	al.,	2016)’s	protocol	is	an	improvement	of		Yang	et	al	(Jen-Ho	et	al.,	2013;	J.	H.	Yang	&	Lin,	2014)’s	protocols	and	
they	are	all	applied	in	the	cloud	environment	setup.	

	
Table	8:	Cost	analysis	of	Yang	et	al(J.	H.	Yang	&	Lin,	2014),	Yang	et	al(Jen-Ho	et	al.,	2013)	and	Shen	et	al(J.	Shen	et	al.,	2016)	

’	protocols	

Key:-	A-	user	side		B-	server	side	

	 Yang	et	al(J.	H.	Yang	&	Lin,	
2014)	

Yang	et	al(Jen-Ho	et	al.,	
2013)	

	Shen	et	al(J.	Shen	
et	al.,	2016)	

	 A	 B	 A	 B	 A	 B	

Hash	(x)	 4	 4	 2	 2	 1	 1	
XOR(y)	 6	 6	 4	 4	 1	 1	
||	(z)	 4	 4	 6	 6	 1	 1	

Total	cost	 4x+6y+4z	 4x+6y+4z	 2x+4y+6z	 2x+4y+6z	 x+y+z	 x+y+z	

	
G.	Three-factor	authentication	schemes	

	
To	wrap	 up	 this	 section,	 now	 focus	 on	 three-factor	 authentication	 schemes.	 The	 BISC	 authentication	 algorithm	 uses	

three-factor	 authentication	when	performing	 identity	 confirming	 credentials	 from	 three	 varying	 authentication	 factors	 –	
(knowledge,	 possession	 and	 inherent)	 categories	 (Shaju	 &	 Panchami,	 2016).	 In	 the	 sense	 of	 BISC	 the	 three-	 factor	
authentication	 combines	 biometrics	 information	 with	 colour	 and	 smart	 card	 to	 provide	 security-enhanced	 user	
authentication(Shaju	 &	 Panchami,	 2016).	 The	 three-factor	 authenticated	 scheme	 proposed	 by	 Amin	 et	 al	 (Amin	 et	 al.,	
2016),	 for	 IoT	 networks	was	 further	 improved	 by	 (Arasteh	 et	 al.,	 2016)	 and	 (Jiang	 et	 al.,	 2017)	 addressing	 some	 of	 the	
identified	weaknesses	such	as	‘smart	card	loss	attack’	user	identity	and	password	guessing	attacks.	Our	costing	analysis	of	
the	three	protocols	as	reflected	in	Table	9,	indicate	varying	improvements	on	the	overall	protocol	costs.	

	
Table	9:	Cost	analysis	of	Amin	et	al	(A)(Amin	et	al.,	2016),	Arasteh	et	al	(B)(Arasteh	et	al.,	2016)	and	Jiang	et	al	(C)(Jiang	et	

al.,	2017)	protocols	

	 Ui	(user)	 Gateway	(GWN)	 	Sensor	node	(Si)	
	 A	 B	 C	 A	 B	 C	 A	 B	 C	

Hash	(x)	 12	 5	 8	 15	 8	 12	 5	 5	 5	
XOR(y)	 8	 5	 6	 7	 7	 5	 3	 2	 3	
||	(z)	 20	 13	 17	 31	 20	 29	 14	 4	 16	

Total	cost	

12
x+
8y
+2

0z
	

5x
+5

y+
13

z	

8x
+6

y+
17

z	

15
x+
7y
+3

1z
	

8x
+7

y+
20

z	

12
x+
5y
+2

9z
	

5x
+3

y+
14

z	

5x
+2

y+
4z
	

5x
+3

y+
16

z	

	
	
4.2	Lightweight	IoT	Authentication	for	Smart	Home	Applications	

	
	 With	homes	becoming	smarter	and	more	complex	as	well	as	technologically	dependent,	the	call	for	robust	and	less	

to	no	human	mediation	 reliant	 security	 solutions,	are	now	critical	as	 summed	up	by(Iinatti	et	al.,	2017).	The	use	of	 two-
phase	authentication	is	popular	among	many	Smart	Home	solutions	for	security	designs	(Silverajan	et	al.,	2015),(Margulies,	
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2015),(Daramas	 et	 al.,	 2016).	 A	 context-aware	 authentication	 framework	 for	 Smart	 Homes,	 that	 utilize	 contextual	
information	such	as	the	user’s	 location,	profile,	calendar,	request	time	and	access	behaviour	patterns	to	enable	access	to	
home	devices	 is	 presented	by	 (Ashibani	 et	 al.,	 2017),	which	does	not	 require	 additional	 user	 intervention.	 Pairing-based	
cryptography	was	advanced	by	(Jacobsen	et	al.,	2015)	for	ensuring	bootstrapping	security	for	Home	Area	Networks	(HAN)	
wireless	devices	based	on	IBC.	We	performed	a	costing	of	(Iinatti	et	al.,	2017),	as	summarised	in	Table	10,	and	there	is	an	
indication	of	the	need	for	more	optimisation	to	cater	for	seriously	constrained	devices	in	the	Smart	Home.	

	
Table	10:	Performance	analysis	of	linatti	et	al’s	protocol(Iinatti	et	al.,	2017)	

	 Device		 	Home	Gateway	(HG)	
Hash	(x)	 8	 11	
XOR(y)	 7	 8	
||	(z)	 12	 13	

Total	cost	 8x+7y+12z	 11x	+	8y	+13z	
	

Enhanced	 Secure	 Device	 Authentication	 (ESDA)	 scheme	 for	 HAN	 in	 smart	 grids	 is	 also	 presented	 by	 (T.	 Shen	&	
Maode,	2016).	The	Secure	Intuitive	and	Low	Cost	Device	Authentication	(SILDA)	mechanism	for	HANs	was	resilient	against	
insider	 incidents,	 man-in-the-middle	 and	 impersonation	 attacks	 (T.	 Shen	 &	 Maode,	 2016).	 The	 SILDA	 has	 its	 problems	
surfacing	 in	 the	management	of	symmetric	keys	to	make	the	authentication	procedure	complex	as	during	the	process	of	
establishing	a	secure	communication	channel,	there	is	room	to	launch	some	malicious	attacks	by	the	attacker	such	as	replay	
and	unknown	key	sharing	attacks(T.	Shen	&	Maode,	2016).	
	

‘Near	Field	Communication	 (NFC)	 tag,	 secured	password	system	and	 fingerprint	authentication’	are	some	of	 the	
highlighted	options	 for	 authentication	as	proposed	by	 (Morsalin	et	 al.,	 2017),	 a	 six	 layered	Smart	Home	Security	 System	
(HSS).	A	secure	lightweight	authentication	scheme	was	proposed	by	(Baek	&	Youm,	2015),	aimed	at	tag	based	services	 in	
NFC,	effectively	prevented	such	attacks	as		DoS,	phishing,	spoofing	and	data	modification.	

	
In	the	proposed	solution	by	(Silverajan	et	al.,	2015),	an	Authentication,	Access	Control	 ,	Assurance	(AAA)	-	based	

mechanism	 which	 uses	 the	 RADIUS	 protocol(Rigney,	 Willens,	 Rubens,	 &	 Simpson,	 2013),	 is	 presented.	 	 The	 focus	 of	
(Silverajan	et	al.,	2015)’s	solution	was	on	the	isolation	of	such	functions	as	management,	forwarding	,	control	and	routing		
away	from	the	actual	operations	for	example,	access	points	and	routers.	As	a	solution,	the	REST-based	scheme	which	was	
externally	hosted	on	the	cloud	platform	ran	a	resource	graph	as	a	replica	of	the	home	network,	is	presented	by	(Silverajan	
et	 al.,	 2015).	 For	 authentication	 purposes,	 contained	 in	 each	 home	 is	 the	 RADIUS	 server	whose	 sole	 responsibility	 is	 to	
authenticate	local	users	against	given	identifications	for	example	passwords	for	having	access	to	home	networks	(Silverajan	
et	 al.,	 2015).	 	 Other	 key	 attributes	 taken	 into	 account	 by	 the	 architecture	 are	 roles	 and	 time	 to	 ensure	 adequate	
authentication	validation	(Silverajan	et	al.,	2015).	

	
As	 observed	 by	 (Sivanathan,	 Sherratt,	 Gharakheili,	 Sivaraman,	 &	 Vishwanath,	 2017),	 the	 use	 of	 network-level	

solutions	has	been	supported	by	many	researchers,	on	the	premise	that,	they	can	be	key	in	detecting	possible	attacks	which	
subsequently	 help	 in	 the	 prevention	 of	 possible	 attacks	 towards	 IoT	 devices	 in	 Smart	 Home	 setups.	 In	 their	 proposed	
solution,	(Sivanathan	et	al.,	2017)	did	a	comparison	of	flow-based	versus	packet	based	towards	an	analysis	of	techniques	for	
network-level	 monitoring	 solutions	 in	 IoT.	 They	 found	 out	 that	 flow-based	 monitoring	 has	 the	 potential	 to	 offer	 more	
security	benefits	especially	towards	packet-based	monitoring,	but	at	relatively	low	processing	costs.	

	
As	 suggested	by	 (Kim	et	al.,	2015)	DAoT	 functions	by	utilizing	 feedback	control	 scheme	as	a	way	of	dynamically	

selecting	 an	 energy-efficient	 authentication	 policy.	 With	 DAoT,	 focus	 is	 on	 the	 device	 identification	 for	 accessing	 the	
network,	hence	more	efficient	and	cost-effective	(Kim	et	al.,	2015).	The	authentication	of	IoT	devices	as	presented	in	this	
scheme,	is	possible	through	device	ID	verification	by	the	target	device,	which	is	considered	to	be	secure	(Kim	et	al.,	2015).	
	

In	 the	 work	 of	 (Gope	 &	 Hwang,	 2016b),	 they	 looked	 at	 a	 lightweight	 solution	 to	 secure	 and	 preserve	 user	
anonymity	 through	 roaming	 services	 in	 global	mobility	 networking	 environments.	 To	 ensure	 that	 their	 solution	best	 suit	
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mobile	devices,	which	were	battery	powered,	cryptographic	primitives,	one-way	hash	functions	and	XOR	operations	were	
made	use	of.	Table	11	is	the	summary	of	the	costing	for	the	protocol.	

Table	11:	Performance	analysis	of	Gope	et	al’s	protocol(Gope	&	Hwang,	2016b)	

	 Device	(Smart	Card)	 	Server	(Home	Agent	
Hash	(x)	 9	 11	
XOR(y)	 8	 9	
||	(z)	 15	 17	

Total	cost	 9x+8y+15z	 11x	+9y	+17z	
An	android	application	requiring	two	factor	authentication	is	presented	by	(Pienaar	et	al.,	2015),		which	makes	use	of	

biometric	security	features	such	as		facial	recognition	and	a	personalized	five	digit	pin	code,	gives	control	of	access	to	the	
application.	This	clearly	shows	some	of	the	similarities	as	already	discussed	under	section	A.	

	
5.	Comparison	of	IoT	authentication	schemes	based	on	costing.	
	
In	 this	 section,	 the	 various	 selected	 lightweight	 solutions	 are	 compared	 on	 the	 basic	 architectural	 attributes	 of	 hash	

functions	(x),	XOR	(y)	and	concatenation	(z).	Based	on	the	comparison	given	in	Table	12,	our	recommendation	is	that,	the	
possible	authentication	techniques	to	adopt	for	Smart	Home	applications	are	those	that	do	not	have	high	cost	but	at	the	
same	time,	they	need	to	satisfy	the	fundamental	security	solution	requirements.	The	basis	for	choosing	a	typical	scheme	to	
apply	 in	a	Smart	Home	environment	will	be	 the	consideration	of	 the	device	 features	and	 the	computational	 capabilities.	
Most	of	the	IoT	devices	and	sensors	finding	themselves	in	Smart	Home	environments	are	typically	constrained	in	terms	of	
storage	space,	computational	capacity	and	memory	size.		

	
The	 costing	 comparison	 represented	 in	 Table	 12,	 was	 mainly	 done	 considering	 the	 device	 level	 authentication	

phase.	The	reason	for	considering	the	device	level	was	mainly	on	the	basis	that,	it	is	the	constrained	element	in	the	whole	
IoT	setup	for	Smart	Home	applications.		

	
Table	12:	Device	level	costing	comparison	of	various	protocols	

Hash	(x)	 3	 2	 4	 2	 3	 12	 7	 5	 5	 5	 8	 9	 2	 1	 4	
XoR(y)	 3	 6	 5	 3	 1	 6	 2	 2	 3	 3	 7	 8	 4	 1	 6	
||(z)	 2	 16	 8	 1	 3	 13	 5	 4	 14	 16	 12	 15	 6	 1	 4	
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What	 is	out	of	 the	scope	of	 this	paper,	but	also	critical	 to	consider	when	 looking	at	comparison	of	authentication	

architectures,	which	we	strongly	believe	will	bring	an	in-depth	dimension	to	the	classification	of	the	various	authentication	
techniques	 is	 what	 was	 covered	 by	 (Saadeh	 et	 al.,	 2016).	 	 The	 classification	 done	 by	 (Saadeh	 et	 al.,	 2016)	 depicts	 two	
distinct	approaches,		firstly	according	to	how	the	authentication	process	is	performed,	which	they	classified	into	centralized	
and	distributed,	which	was	tallied	against	hierarchical	and	flat	based.	Secondly,	they	performed	a	classification	according	to	
the	 characteristics	 of	 the	 authentication	 process	 and	 the	 attributes	 employed.	 The	 comparisons	 of	 the	 selected	
authentication	techniques	by	(Saadeh	et	al.,	2016)	based	on	the	evaluation	model	and	their	resistance	to	some	identified	
security	 attacks,	 brings	 a	 comprehensive	 approach	 towards	 evaluation	 and	 subsequently	 selecting	 the	 best	 features	 to	
incorporate	when	designing	an	authentication	architecture.			
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6.	Recommendations	for	Smart	Home	solutions	
	
To	 guide	 the	 choice	 of	 solutions,	 for	 Smart	 Homes,	 from	 the	 comparisons	 done	 in	 Table	 12,	 it	 will	 be	 ideal	 to	

consider	all	the	dimensions	of	the	authentication	protocol	to	be	advanced	from	functional	specifications	to	their	resilience	
towards	some	known	attacks	as	well	as	their	resource	requirements.		

	
It	 will	 be	 important	 to	 consider	 the	 identity	 of	 the	 objects	 for	 a	 holistic	 authentication	 solution.	 Uniquely	

identifying	the	objects	or	things	in	IoT	will	help,	but	this	aspect	is	out	of	the	scope	of	this	paper.	We	strongly	believe	digital	
signatures	 will	 play	 an	 important	 role	 in	 this	 regard	 and	 introducing	 agent	 based	 trusted	 solutions	 would	 enhance	 the	
authentication	solutions	to	be	advanced	to	IoT	platforms	especially	in	Smart	Homes.		

	
From	 the	 comparison	 done	 in	 Table	 12,	we	 picked	Huang	 et	 al(Huang	 et	 al.,	 2016),	 Khemissa	 et	 al(Khemissa	&	

Tandjaoui,	2016b)	and	Shen	et	al(J.	Shen	et	al.,	2016)’s	protocols	as	probable	best	options	based	on	their	costing	values.	We	
did	 further	 comparisons	 as	 depicted	 in	 Table	 13,	 of	 the	 three	 based	 on	 the	 threats	 they	 address.	 This	 comparison	was	
focused	on	the	threat	landscape	highlighted	in	section	2.		

	
Table	13:	Device	level	costing	comparison	of	various	protocols	

Khemissa	et	al	 ✔	 ✔	 ✔	 ✔	 ✔	 ✔	 	
Huang	et	al		 ✔	 ✔	 ✔	 ✔	 	 	 	
Shen	et	al		 ✔	 ✔	 ✔	 ✔	 ✔	 	 ✔	
Threats	addressed	 Dictionary	attack	

M
an-in-the	m

iddle	
attack	

Replay	attack	

M
odification	attack	

Im
personation	
attack	

DoS	attack	

Forw
ard	security	

	
It	 is	 imperative	to	note	that	addressing	all	 the	threats	using	one	solution	may	not	be	practical,	especially	with	the	

backdrop	of	 lightweight	 requirements.	 	We	may	conclude	based	on	 this	analysis	 that	 shen	et	al(J.	 Shen	et	al.,	2016)	 can	
suitably	be	adopted	for	solutions	in	Smart	Home	applications.		

	
7.	Conclusion	

	
Outlined	 in	 this	 paper	was	 coverage	 of	 the	 different	 authentication	 architectures	 that	 can	 be	 found	 in	 the	 IoT	

domain,	 this	 is	by	no	way	an	exhaustive	 list	of	 the	various	approaches	being	developed	and	 implemented	as	 this	area	 is	
receiving	wide	attention	from	various	angles.	A	relook	at	existing	authentication	protocols	will	help	in	improving	on	newer	
designs	and	addressing	some	of	the	shortfalls	of	similar	and	previous	versions.		As	security	remains	an	evolving	discipline,	
rigid	approaches	and	standardizations	for	measuring	some	of	the	solutions	on	the	ground	may	not	be	feasible,	henceforth,	
it	will	be	ideal	to	have	an	outline	of	fundamental	features	to	be	incorporated	in	typical	solutions.	

	
As	the	focus	of	the	paper	was	to	identify	the	best	lightweight	authentication	approaches	for	Smart	Homes,	it	will	

be	 ideal	 to	 consider	 a	 number	 of	 key	 aspects	 when	 selecting	 a	 solution	 to	 advance	 towards	 design	 of	 authentication	
techniques	for	Smart	Homes.	There	are	crosscutting	dynamics	in	the	various	authentication	approaches	already	in	use	and	
borrowing	the	best	features	from	one	solution	and	combining	with	the	other	will	surely	give	a	recipe	for	a	secure	solution.	

	
This	 paper	 employed	 costing	 of	 probable	 authentication	 architectures	 for	 consideration	 hence	 helping	 in	 the	

decision	of	selecting	a	less	cost	effective	solution	to	propose	for	lightweight	applications.		
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Abstract—	IoT	authentication	demands	a	complex	approach	to	
ensure	all	 facets	of	security	are	 taken	care	of.	Security	 in	 IoT	 is	
not	 complete	without	 looking	 at	 privacy	 protection.	 Privacy	 of	
user	 credentials	 is	 critically	 important	 as	 that	 holds	 pieces	 of	
data	that	can	compromise	the	whole	security	system.	The	need	
to	emphasize	on	privacy	preserving	for	authentication	is	on	the	
basis	 that,	 we	 need	 to	 complete	 the	 security	 puzzle	
unequivocally.	 One	 of	 the	 security	 worries	 in	 IoT	 is	 user	 data	
privacy	 as	 a	 result	 of	 the	 unsupervised	 nature	 of	 IoT	 device’s	
interaction.	 Focusing	 on	 Smart	 Home	 environments	 and	
personal	 area	 networks	 to	 a	 large	 extent,	 this	 paper	 gives	 an	
overview	on	some	of	the	existing	solutions	that	employs	privacy	
preserving	 attributes	 towards	 providing	 IoT	 authentication	
security	solutions	in	the	quest	to	try	and	provide	the	relationship	
between	privacy	and	security.	

Keywords—	Authentication,	Data,	 Internet	of	Things,	Privacy	
&	Security.	

I.	INTRODUCTION	

oT	 Security	 boarders	 around	 many	 aspects,	 most	 of	 the	
aspects	 are	 far	 from	 being	 solved,	 as	 this	 is	 an	 evolving	
discipline.	Privacy	preservation	is	among	the	key	issues	that	
are	 topical	 in	 the	 circles	 of	 IoT	 security.	 Among	 the	
irregularities	to	be	addressed	to	attain	privacy	preservation	
during	 authentication	 process	 is	 the	 notion	 of	 security	 by	
obscurity.	How	can	we	ensure	we	are	 authenticating	with	
the	authentic	devices	in	the	IoT	platform	if	their	identity	is	
concealed?	 How	 do	 we	 troubleshoot	 any	 authentication	
problem	that	goes	wrong	 if	 the	players	 to	 the	process	are	
anonymous?	These	may	be	some	of	the	questions	that	can	
be	 presented	 for	 consideration	 when	 tabling	 the	 privacy	
preservation	 requirement	 as	 a	 key	 input	 towards	 IoT	
authentication.	
	As	 said	 by(Gamundani,	 2015),	Maintaining	 privacy	 at	 the	
expense	 of	 other	 security	 variables	 demands	 more	 than	
just	 looking	 at	 the	why?	 But	 also	 the	 how?	 Beyond	 that,	

there	is	need	to	consider	the	subsequent	consequences	of	
elevating	 the	 privacy	 index	 versus	 other	 security	 indexes	
which	must	 be	 almost	 at	 par	with	 privacy.	 For	 example	 if	
we	consider	such	security	variables	as	integrity,	availability	
and	 non-repudiation.	 Of	 course,	 there	 is	 a	 close	
relationship	 between	 privacy	 and	 many	 of	 the	 security	
variables.	 For	 instance,	 we	 can’t	 ensure	 integrity	 without	
being	 concerned	 about	 the	 privacy	 of	 the	 data	 we	 are	
protecting.	
	
This	 paper	 is	 presented	with	 the	main	 focus	 on	 giving	 an	
assumed	relationship	between	privacy	and	security.	We	are	
motivated	 by	 the	 hypothesis	 that,	 there	 is	 no	 clear-cut	
relationship	between	security	and	privacy	
	

II.	Why	Privacy?	

A	Smart	Home	setup	presents	an	environment	that	calls	for	
privacy	 especially	 to	 user’s	 information	 such	 as	 their	
banking	 credentials	 or	 even	 their	 personal	 data	 as	 any	
compromise	 on	 such	 data	 has	 serious	 repercussions.	 	 To	
support	this	reasoning	on	the	need	for	privacy,	(Song	et	al.,	
2017)	 emphasis	 on	 the	 need	 to	 protect	 Smart	 Homes	 as	
any	 piece	 of	 information	 gathered	 from	 the	 Smart	 Home	
setup	can	be	used	by	intruders	to	profile	users.	Hence	can	
eventually	be	used	to	steal	their	personal	details,	which	can	
be	 linked	 for	 example	 to	 their	 credit	 card	 details	 and	 the	
list	goes	on.		
	
Among	 the	 security	 threats	 that	 IoT	 devices	 suffer	 from,	
privacy	is	one	of	them.	As	supported	by	(Abdallah	&	Shen,	
2017),	 when	 they	 looked	 at	 authentication	 of	 electrical	
vehicles	 in	 smart	 grids.	 Once	 the	 privacy	 of	 the	 object	 is	
effectively	 protected,	 such	 threats	 as	 physical	 attacks	 on	
the	 objects	 is	 minimized	 if	 not	 eliminated.	 	 This	 implies	

I	
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context-ware	 authentication	 schemes	 such	 as	 the	
framework	proposed	by	 (Ashibani	et	al.,	 2017)	becomes	a	
threat	 towards	 privacy	 preservation,	 despite	 their	
functional	objective	of	providing	security	to	IoT	devices.	
	
The	fact	that	IoT	devices	senses	and	transmit	sensitive	data	
based	on	 their	 deployed	environments,	 demands	 that	 the	
security	 solutions	 designed	 for	 such	 devices	 maintain	 the	
privacy	of	 the	communication	 interactions	of	 such	devices	
to	 ensure	 the	 data	 and	 the	 interactions	 are	 protected.	 As	
presented	 by	 (Batool	 et	 al.,	 2017)	 IoT	 devices	 generates	
enormous	quantities	of	data,	the	need	to	ensure	that	every	
activity	around	that	data	is	tightly	protected,	is	a	direct	call	
for		security	that	advances	privacy	preservation.	
The	 extended	 visibility	 of	 IoT	 around	 people	 calls	 for	
privacy,	as	clearly	outlined	by	 (Shahzad,	Singh,	&	Carolina,	
2017)	that	computing	has	been	brought	to	our	bodies	and	
our	 daily	 surroundings	 as	 a	 result	 of	 it’s	 pervasive	 and	
ubiquitous	nature.	As	further	supported	by	(Patel,	Patel,	&	
Navik,	 2016)	 the	 heterogeneous	 nature	 of	 IoT	 presents	
concerns	for	security	as	such	privacy	need	to	be	considered	
during	the	design	phase	of	IoT.	
	
Clearly	 privacy	 is	 needed	 as	 it	 makes	 security	 solutions	
complete.	 Without	 privacy	 consideration,	 the	 other	
window	to	security	threats	 is	as	good	as	 left	open	without	
any	due	consideration.		
	
A.	Privacy	and	Security	Requirements	

It	 will	 be	 ideal	 to	 consider	 privacy	 and	 security	
requirements	 when	 advancing	 privacy	 preserving	 security	
solutions	 as	 they	 can	 open	 doors	 to	 anonymous	 attacks.	
The	other	reason	will	be	to	ensure	that,	no	complication	to	
the	 overall	 system	 layout	 is	 made	 such	 that	
troubleshooting	 becomes	 easier.	 The	 source	 of	 the	
problem	 should	 not	 be	 concealed,	 in	 a	 bid	 to	 preserve	
privacy.	 As	 such	 privacy	 should	 be	 considered	 as	 an	
enhancement	to	security	not	a	hindrance	of	security.	
	
It	is	noted	in	(Ghosh	&	Mahesh,	2016)	that	privacy	leakage	
could	pause	 a	 serious	 challenge	during	 the	 authentication	
process,	 as	 they	 looked	 at	 Radio	 Frequency	 Identification	
(RFID)	 tags.	 Henceforth,	 an	 overlook	 on	 the	 privacy	
component	 for	 IoT	 security	 is	 a	 recipe	 for	 ill-structured	
solutions	 unless	 the	 application	 domains	 do	 not	 require	
such	considerations,	which	may	be	rare.	
	
B.	Existing	Privacy	Preservation	Schemes	

Anonymous	 authentication	 is	 seemingly	 a	 precursor	 to	
privacy	 preservation	 in	 some	 of	 the	 authentication	

schemes	 being	 advanced	 in	 wireless	 sensor	 networks	 as	
supported	by	(X.	Li	et	al.,	2015).	One	of	the	major	worries	
highlighted	on	some	of	 these	solutions	 is	 their	 reliance	on	
asymmetric	keys,	which	makes	them	heavy	and	unsuitable	
for	 resource	 constrained	 IoT	 environments	 (X.	 Li	 et	 al.,	
2015).	 Being	 able	 to	 separate	 the	 real	 identity	 of	 the	
authenticating	 parties	 is	 one	 of	 the	 key	 approach	 that	 is	
being	 proposed	 by	 (X.	 Li	 et	 al.,	 2015),	 at	 the	 same	 time	
achieving	 efficiency	 of	 the	 authentication	 process.	
Henceforth,	 the	 scheme	 presented	 by	 (Song	 et	 al.,	 2017)	
uses	 a	 chaotic	 system	 that	 employs	 symmetric	 encryption	
and	secret	keys	as	well	as	message	authentication	codes	to	
protect	data	 transmissions	 inside	the	Smart	Home.	Also	 in	
(Roy	et	al.,	2017)	chaotic	systems	are	combined	with	smart	
cards,	 biometrics	 and	 passwords	 offering	 a	 three-factor	
user	authentication	for	an	e-healthcare	setup.	
	
In	 similar	 work	 presented	 by	 (Janbabaei	 et	 al.,	 2017),	
anonymity	 is	 also	 being	 emphasized	which	 equally	 speaks	
to	 the	 need	 for	 privacy	 during	 the	 authentication	 process	
as	highlighted	in	(Roy	et	al.,	2017).	To	further	highlight	the	
need	for	privacy	an	underscore	on	untraceability	is	done	by	
(Janbabaei	 et	 al.,	 2017).	 	 The	 use	 of	 pseudonyms	 is	
common	 on	 schemes	 that	 endeavour	 to	 offer	 privacy	
preserving	schemes	 for	authentication	as	witnessed	 in	 the	
work	 of	 (Abdallah	 &	 Shen,	 2017).	 It	 clearly	 points	 to	 the	
fact	that,	real	identities	need	to	be	protected	to	realize	the	
privacy	protection	requirement.	
	
In	some	of	the	solutions	that	attempt	to	realize	the	privacy	
protection	 in	 authentication,	 advancement	 of	 a	 layered	
approach	 is	 implemented	 as	 can	 be	 witnessed	 in	 the	
approach	proposed	by	(Mandyam,	2017).	The	argument	for	
not	 recommending	 this	 approach	 in	 some	 scenarios	 could	
be	 on	 the	 basis	 of	 computation	 latencies,	 which	 may	 be	
costly	 as	 compared	 to	 consequences	 likely	 to	 be	 incurred	
for	 not	 having	 valued	 the	 privacy	 component	 for	
authentication	enough.	
	
Another	trend	observed	from	literature	is	the	use	of	group	
signatures	 instead	 of	 individual	 signatures	 for	
authenticating	 IoT	 devices.	 	 The	 approach	 proposed	 by	
(Kishimoto,	Yanai,	&	Okamura,	2017)	promotes	 the	use	of	
group	 signatures	 for	 anonymous	 authentication	 for	 smart	
grids	with	 the	proposition	 to	use	 tokens	 to	 link	 the	group	
signatures.	Almost	 similar	 to	group	 signatures	 is	what	 (Gu	
&	 Liu,	 2017)	 advanced,	 which	 is	 the	 use	 of	 group	 audio	
based	 authentication	 aimed	 at	 providing	 privacy	 of	 user	
data	 in	 IoT	 devices	 and	 networks.	 Furthermore,	 (J.	 Shen,	
Tan,	 Chang,	 Ren,	 &	 Liu,	 2015)	 proposed	 a	 multiple-tag	
approach	 to	 authentication,	 where	 a	 single	 object	 to	 be		
authenticated	is	attached	to	a	group	of	RFID	tags.	A	further	
improvement	to	the	group	dynamic	approach	is	introduced	
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by	 (Cheng	 et	 al.,	 2015)	 	 where	 they	 introduced	 two	 new	
parameters	 to	 Tan’s	 work	 on	 RFID	 tag	 authentication,	
which	 	are	brand	secret	and	series	secret,	which	managed	
to	prevent	loss	of	basic	privacy	and	other	security	benefits	
envisaged	thereof.	
	
Salted	hash	functions	are	among	the	techniques	employed	
for	privacy	preservation,	as	evident	in	the	work	of	(Ghosh	&	
Mahesh,	 2016),	 where	 they	 proposed	 an	 authentication	
protocol	for	use	by	RFID	tags.	To	maintain	the	privacy,	the	
tag	 receives	 random	responses,	which	do	not	disclose	 the	
identity	 information	 as	 they	 are	 being	 sent	 from	 the	
protocol.	The	key	here	was	to	disguise	the	target	recipients	
of	 the	 send	 responses	 from	 the	 protocol,	 as	 it	 was	 not	
obvious	which	of	the	randomized	responses	are	targeted	at	
what	requests.	
	
	The	 work	 of	 (Zhong,	 Shao,	 &	 Cui,	 2016),	 presents	 an	
authentication	 scheme	 that	 avails	 privacy	 preservation,	
through	 the	 use	 encryption	 schemes,	 message	
authentication	 code	 and	 pseudonym	 technology.	 The	
approach	was	used	for	wireless	sensor	networks,	which	are	
highly	 vulnerable	 yet	 they	 collect	 large	 amounts	 of	 data,	
which	may	be	used	by	adversaries	to	profile	their	targets.	
	
C.	Privacy	Preserving	Security	Challenges	

Maintaining	 privacy	 at	 the	 same	 time	 having	 the	 goal	 of	
achieving	a	watertight	security	solution	are	two	competing	
paradigms	 that	may	be	difficult	 to	balance	yet	are	equally	
important.	 There	 are	 scenarios	 where	 authenticating	
parties	 have	 to	 be	 validated	 henceforth	 violating	 the	
privacy	 preservation	 call,	 especially	 considering	 where	
anonymity	is	being	proposed	for	security	solutions.	
	
Common	 among	 the	 privacy	 preservation	 schemes	 is	 the	
extension	 of	 the	 already	 existing	 security	 attributes	 to	
incorporate	 the	 privacy	 component.	 Three	 factor-
authentication	solutions	are	evidence	of	privacy	preserving	
authentication	 aware	 schemes.	 Anonymity	 is	 among	 the	
key	 attributes	 also	 noted	 for	 privacy	 preserving	 schemes.	
All	 these	 attributes	 may	 present	 challenges	 towards	
designing	 efficient	 and	 effective	 security	 solutions	 as	 IoT	
devices	are	resource	constrained	by	nature.	
	
D.	Privacy	Preservation	in	the	Smart	Home	Context	

Given	the	Smart	Home	context,	 it	will	be	 ideal	to	map	the	
security	 solutions	 advanced	 at	 any	 level	 of	 the	 IoT	
architecture	 for	Smart	Home	security	design.	We	envisage	
a	complete	security	as	one	that	 incorporates	privacy	to	all	

the	 security	 levels	 as	 depicted	 in	 Figure	 2.	 Missing	 the	
privacy	 component	 in	 the	 security	design	 for	 Smart	Home	
security	solutions	entails	an	inadequate	solution	package.		
	
The	 idea	 of	 presenting	 privacy	 as	 the	middle	 piece	 of	 the	
puzzle	 is	to	depict	the	essence	of	 it	as	a	vital	 ingredient	 in	
the	 whole	 security	 recipe.	 Henceforth,	 whatever	 security	
solutions	are	designed	for	the	application	layer	in	order	for	
them	 to	 be	 well	 balanced	 they	 need	 to	 incorporate	 the	
privacy	 preservation	 component.	 The	 same	 applies	 to	
security	 solutions	 at	 the	 network	 layer	 and	 at	 the	
perception	layer.		
	
IoT	devices	being	constrained	on	storage	capacity	may	not	
be	storing	the	data	on-board	that	they	will	be	collecting	but	
have	to	rely	on	third	party	setups	like	cloud	computing	or	a	
backend	 server.	 The	 interaction	 that	 has	 to	 take	 place	
between	 these	 devices	 and	 the	 respective	 repositories	 of	
data	 needs	 to	 be	 secured	 as	 well	 as	 being	 privacy	
protected.	 	 Considering	 this	 scenario,	 we	 already	
experience	all	the	three	levels	of	security	invoked.	
	
The	same	window	in	a	Smart	Home	used	for	giving	access	
to	 view	 beautiful	 scenery	 from	 the	 inside	 can	 be	 an	
intruder’s	 door	 into	 the	 very	 house.	 This	 is	 how	 visually	
security	 and	 privacy	 inter-relate.	 Securing	 the	 window	
entails	mounting	bulgur	bars	but	privacy	entails	tinting	the	
window	 and	 applying	 curtains.	 This	 hypothetical	
representation	explains	what	privacy	preservation	means	in	
relation	to	security.	

	
Figure	1.		Smart	IoT	Security	Design		
	

Privacy	
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Application	Perception	
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Privacy	in	the	Smart	Home	context	has	to	be	holistic	as	any	
device	interaction	in	a	Smart	Home	has	access	to	personal	
data	 that	 needs	 protection	 at	 any	 level	 of	 the	 security	
architecture	designed	for	the	Smart	Home	setup.		
	
E.	Way	forward	on	Privacy	Preservation	

Privacy	preservation	needs	to	be	considered	in	light	of	the	
security	 protocols	 being	 advanced.	 Functionally	 the	
proposed	privacy	preservation	techniques	should	not	make	
the	 security	 solution	 heavy	 in	 terms	 of	 IoT	 resource	
requirements.	There	 is	need	to	balance	the	computational	
cost	 and	 the	 processing	 demands	 of	 the	 privacy	
preservation	 solutions	 being	 merged	 with	 the	 applied	
security	solution.	
	
Logically	 privacy	 should	 not	 be	 an	 after	 thought	 when	
designing	security	 solutions	 for	 IoT	devices	or	deployment	
in	IoT	environments.		
	

III.	Our	proposed	relationship	

The	 heterogeneous	 and	 dynamic	 nature	 of	 IoT	 presents	 a	
wide	range	of	security	threats	and	privacy	issues	as	argued	
by	 (Challa	et	al.,	2017).	This	points	 to	an	 interesting	 trend	
noticeable	in	literature	that	privacy	is	treated	as	a	separate	
component	of	security.	As	would	be	noticed	in	the	work	of	
(Premnath	 &	 Haas,	 2015),	 privacy	 cannot	 be	 separated	
from	 security.	 	 Henceforth,	 our	 proposed	 relationship	 is	
that	privacy	should	be	treated	as	an	added	requirement	to	
security	as	there	is	no	way	one	can	implement	a	successful	
privacy	 preservation	 solution	 without	 a	 security	 solution.	
We	can	 summarize	 this	 relationship	between	 security	 and	
privacy	as	in	Figure	2.		
	
A	security	solution	can	be	implemented	without	taking	into	
consideration	 the	 privacy	 protection	 component	 for	
example	an	authentication	scheme	can	grant	access	to	IoT	
systems	 without	 protecting	 the	 user	 information.	 On	 the	
hand,	a	privacy	preservation	solution	can	be	 implemented	
without	 focusing	 on	 security	 features.	 In	 either	 of	 these	
situations,	 we	 cannot	 say	 the	 solutions	 advanced	 did	 not	
meet	the	standard	requirements.	It	is	a	matter	of	striking	a	
balance	 between	 the	 two	 where	 needed.	 This	 is	 why	 we	
are	 proposing	 a	 decision	 table	 in	 Figure	 3	 to	 be	 used	
effectively	 when	 considering	 the	 decisions	 between	
security	and	privacy.		
	

	
Figure	2.		Privacy	and	Security	Relationship	
	
Our	proposition	is	that,	security	is	one	end	of	the	spectrum	
and	privacy	in	another	end	of	the	spectrum.	It	is	only	at	the	
decision	line	point	that	we	either	chose	to	stretch	the	band	
towards	security	to	a	certain	extend	or	towards	privacy	to	a	
defined	 extent.	 For	 a	 holistic	 approach	 where	 feasible,	
consideration	 can	be	made	 to	 stretch	 the	bank	both	ends	
to	 render	 end-to-end,	 privacy	 preservation	 and	 secure	
solutions.	

	
Figure	3.		Decision	line	between	Privacy	and	Security	
	

IV.	Conclusion	

IoT	 security	 solutions	 for	 Smart	 Home	 environments	 are	
incomplete	 without	 privacy	 consideration.	 As	 outlined	 in	
this	paper,	relationship	between	security	and	privacy	for	a	
complete	 security	 package	 should	 be	 inseparable	 hence	
demands	equal	attention.	As	also	hinted	in	this	paper,	from	
the	onset	at	design	stage,	privacy	need	to	be	considered	for	
a	complete	package	for	smart	devices	especially	those	that	
find	themselves	in	the	Smart	Home	environment.		
	
Appreciating	 the	nature	of	data	 found	 in	 the	Smart	Home	
environment,	 the	 need	 for	 privacy	 couldn’t	 be	
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overemphasized,	 henceforth	 where	 technically	 possible	
every	 layer	 of	 the	 security	 design	 for	 IoT	 devices	 in	 the	
Smart	Home	should	consider	privacy	as	depicted	 in	Figure	
2.		
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